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Introduction

Fraudulent financial reporting cases tend to be cyclical, with a quiet period, several notable frauds, proposed regulations,
and passage of some of the proposed regulations. This cycle is followed by another quiet period, and ultimately by more
fraudulent financial reporting cases. This cycle has repeated many times over the past century (Clikeman, 2019).

Since the Enron/WorldCom era and the financial crisis in 2008-2009, we have experienced a relatively quiet period in
fraudulent financial reporting, other than some notable isolated frauds such as Theranos, Wirecard, and Evergrande.
However, based on a variety of indicators, the risk of fraudulent financial reporting appears to be on the rise. Specifically,
economic/global, client, and audit firm conditions have created an environment of increased pressure and opportunity to
commit fraudulent financial reporting, in part due to concerns about decreased audit quality. Highly capable managers
(Wolfe and Hermanson, 2004) are well positioned to exploit such a situation, and managers under heavy pressure can more
casily rationalize unethical behavior.

In this article, we discuss several factors pointing to increased risk of fraudulent financial reporting. In addition, we develop
practical implications for accountants and auditors in light of the apparently increased fraudulent financial reporting risk.

Factors Suggesting Increased Risk of Fraudulent Financial Reporting

To better explain why fraud occurs, Wolfe and Hermanson (2004) developed the fraud diamond, which adds a fourth element
to the fraud triangle. In the fraud diamond, frauds are more likely to occur when there is pressure, opportunity,
rationalization, and capability (the specific skills needed to commit fraud, such as intelligence, ability to lie, and ability to
deal with stress). In the sections below, we refer to certain elements of the fraud diamond to explain why various factors
may be indicative of an increased risk of fraudulent financial reporting today. /See Figure 1, pg. 516]

Economic/Global Conditions

Current economic and global conditions increase the likelihood of instability, which can increase the pressure to commit
fraudulent financial reporting.! Companies that struggled through, but survived, the COVID-19 pandemic and recent supply
chain issues face a heightened expectation of improved performance now that those problems have largely subsided. But
current conditions, including inflation and high interest rates, the slowing economy, and international turmoil, are once again
increasing pressures on managers to remain profitable and on auditors to deliver high quality audits.

' We also acknowledge that some may argue that economic and global turmoil could reduce performance pressure on companies as
attention is diverted to larger issues.
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Figure 1: Factors Suggesting Increased Risk of Fraudulent Financial Reporting
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Managers with high capability are better able to exploit increased pressures and opportunities, and managers
under pressure can more easily rationalize unethical behavior.

Inflation and Interest Rates

With interest rates rising markedly (the federal funds rate increased from near zero to over 5 percent from 2022 to 2023),
more companies are struggling to obtain financing, and those that do are struggling to meet interest payments, particularly
in an economy that appears to be softening (e.g., see Red Lobster’s bankruptcy [Stewart, 2024]). These factors point to an
increased risk of bankruptcy which, in turn, points to increased pressures to commit fraudulent financial reporting. Managers
also are facing pressure from lenders to meet loan covenants on debt while being required to make loan payments with
increasing interest rates (Wallerstein, 2023). These conditions suggest that companies relying upon debt financing may have
limited funding options if they do not also show strong operating performance.

Economic Slowdown

Inflation and high interest rates reflect “the biggest risks to economic stability in 2024 ... inflation and rising rates have not

yet dragged down the U.S. economy, but there are warning signs that it could be slowing in the last innings of the year”
(Duggan, 2024). The U.S. recently experienced its worst inflation in 40 years. Europe has experienced similar inflationary
woes (Frankl, 2024). China’s economy is slowing down, with Moody’s downgrading China’s 2024 credit rating outlook to
negative in late 2023 (Smith, 2023). These signals of recession also suggest an increased likelihood of fraudulent financial
reporting. The “M-score,” an indicator of increased likelihood of earnings manipulation, has historically increased
significantly before recessions (Zumbrun, 2023), suggesting the current indicators of recession provide a more conducive
setting for fraudulent financial reporting to occur.

Declining economic conditions also suggest implications for auditors. There has been an increase in the rate of going
concern opinions since 2020 (Audit Analytics, 2023a). Similarly, there was a large spike in financial statement restatements
in 2021 due to SPAC issues (289 percent increase) following years of declining restatement rates (Audit Analytics, 2023d).
Further, the number of whistleblower reports to the SEC has nearly tripled from FY2020 to FY2023 (SEC, 2023). These
factors suggest auditors should assume heightened fraudulent financial reporting risks in the current economic environment
(see discussion of audit firm issues below).

International Turmoil

In June 2023, the World Economic Forum surveyed chief risk officers and found that 86 percent of respondents selected
macroeconomic indicators as an area most likely to severely impact the respondents’ organizations by year-end 2023, 50
percent selected armed conflict, and 36 percent selected elections and changes in political leadership (World Economic
Forum, 2023). The existing turmoil in Europe, the Middle East, and Asia all create risks for companies. Specifically, war
between Russia and Ukraine, war in the Middle East, and the continued degradation of the relationship between China and
Taiwan (that may ultimately lead to war) all threaten geopolitical stability. These concerns suggest increased risks for
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organizations in areas such as supply chain disruption, currency fluctuations, international tensions, and governmental
restrictions or sanctions on trade to certain areas (World Economic Forum, 2023). These risk areas can add another layer of
pressure on managers, thereby increasing the risk of fraudulent financial reporting.

Client Conditions

Changes in client conditions also appear to provide a more favorable environment for fraudulent financial reporting. These
changing client conditions could provide increased opportunity for management to commit fraudulent financial reporting,
as well as new settings in which individuals might be able to better rationalize unethical behavior. Specifically, changes in
organizational culture due to remote work, a talent drain in accounting, and less effective internal controls have all
contributed to an environment conducive to potential fraudulent financial reporting.

Remote Work

Jump started by the COVID-19 pandemic, remote work has expanded greatly in recent years (see Barnes, Hermanson,
Knight, and Simmons, 2024). Companies have been forced to adapt to changing conditions and a remote workforce that has
changed the nature of management oversight and internal control. Many of the changes that occurred during the pandemic
continue to affect operations today. Remote work and increased reliance on digital forms of evidence may create more
opportunities for fraudulent financial reporting to occur. The increased use of PDFs and remote work may give client
personnel an easier outlet to perpetrate fraudulent financial reporting (capability) by creating fictitious or manipulated
documents, adding fabricated authorizations or documentation after creating falsified transactions, or engaging in a variety
of other creative opportunities using electronic documentation. These digital forms of evidence also decrease the likelihood
that auditors may catch fraudulent financial reporting, as digital documentation may be easier to manipulate without
detection (see discussion of auditor issues below). We call for research on these issues to better understand the relation
between remote work and the risk of fraudulent financial reporting.

Talent Drain

For corporate accounting positions, there is a limited pool of accounting professionals with the appropriate skill level
required (AICPA, 2023; Foley, 2024). Many companies are struggling to fill accounting positions with qualified
professionals. Some professionals did not return to work after COVID-19 for a variety of reasons, including retirement.
Others require higher pay, remote work, improved work-life balance, or other concessions that companies may not be willing
or able to provide. With this shortage of accounting professionals, companies are forced to choose between using
underqualified people to fill certain accounting functions or remaining understaffed with overworked accounting employees.
Both of these conditions create a situation where internal control and accounting procedures may be overlooked by
overworked employees and/or performed incorrectly by underqualified employees.

Reduced Control Effectiveness

Related to the accounting talent drain, many public companies have material internal control weaknesses related to a lack
of qualified accountants (Maurer, 2023a). Accounting personnel resources were identified in 67.6 percent of adverse
management report disclosures related to internal controls over financial reporting (“ICFR”), and segregation of duties was
cited in 57.8 percent of adverse management report disclosures (Audit Analytics, 2023c). Although not publicly disclosed,
privately held companies likely also face these same internal control deficiencies, creating settings across many
organizations that could allow greater opportunity for fraudulent financial reporting to occur without being caught.

The lack of personnel is not the only factor driving problems with internal controls. The control environment at many
companies has continued to weaken since the COVID-19 pandemic (Audit Analytics, 2023c), likely attributable to the
related transition to remote work. As companies abruptly shifted from in-person to remote work environments, strong
controls that may have been in place, particularly those related to physical security, became difficult to enforce as people
started working from home and using their home internet to download, analyze, and transmit company data, conduct
company meetings online, and perform other potentially unsecured or unencrypted functions. Failures in internal controls
are evidenced by a 21 percent increase in adverse ICFR audit opinions from 2021 to 2022. Interestingly, 54.5 percent of the
adverse ICFR audit opinions identified IT issues as a contributing factor, representing the first time in five years that IT has
been cited as the primary cause of adverse opinions. This increase is likely due to IT issues associated with converting
company operations from in-person to remote work (Audit Analytics, 2023c). Thus, remote work and a lack of accounting
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talent appear to be driving a related decline in the quality of internal controls, resulting in a likely increase in the potential
for fraudulent financial reporting.

Audit Firm Conditions

Audit firms also are facing challenges related to the shortage of accountants, retaining quality professionals, and working
in a remote environment. These challenges, in turn, are causing concern about the level of audit quality firms can provide
in this new era of accounting.?

Talent Drain

The shortage of accounting professionals has resulted in new initiatives from accounting firms, universities, and accounting
organizations. The AICPA formed an advisory group during 2023 to address this issue (Waggoner, 2023), with
recommendations released in 2024 (National Pipeline Advisory Group, 2024). In 2021 and 2022 alone, over 300,000
accountants have left accounting practice (Mutoh, 2023; Ellis, 2022).

College enrollments in accounting also are on the decline. For instance, since 2018, the University of Maryland’s number
of accounting majors has dropped by 30 percent, and Florida Atlantic University (FAU) experienced a 50 percent decline in
its undergraduate and graduate accounting programs since 2017 (Ellis and Overberg, 2023). Another study found recent 20
percent declines in accounting enrollments to be typical (J. Boyle, Marcy, D. Boyle, and Hermanson, 2024), putting stress
on audit firms as they seek qualified new entrants. Further, research finds that audit firms’ efforts to expand their hiring to
non-target schools and less qualified students is associated with lower audit quality (Ahn, R. Hoitash, U. Hoitash, and
Krause, 2024).

Working Conditions

The considerable increase in accountants leaving the profession, enhanced by the declining enrollments in accounting
programs, is significantly impacting those professionals who have chosen to remain in the profession. Although busy season
has historically been categorized by long and demanding hours and high turnover, the current working conditions in public
accounting are increasingly difficult due to the shortage of professionals and low pay compared to fields such as technology
and data science (Mutoh, 2023). Audit professionals are often putting in so many hours that they are working past the point
at which auditors believe audit quality declines (Persellin, Schmidt, Vandervelde, and Wilkins, 2019).

As more people leave the profession and the supply of incoming accountants dwindles, there is increased pressure on
existing audit staff to complete the audit work. This pressure, in turn, results in a greater number of auditors who are looking
to leave the field in the near term, causing audit quality to potentially suffer even more (Brown, Hermanson, Higgs, Jenkins,
Nolder, Schaefer, and Smith, 2020). With the increased pressure to complete audits on time with fewer staff, auditors are
challenged to balance efficiency and effectiveness, potentially resulting in the risk auditors may rush through the audit or
cut corners without properly analyzing evidence. Such behavior increases the risk that audit procedures may not uncover
fraudulent financial reporting. It also is possible that greater use of Al and data analytics may help to mitigate some of these
challenges.

Remote Auditing

Changes in firms’ audit approach and the prevalence of remote work are also contributing to the likelihood that fraudulent
financial reporting might go undetected during an audit (see Barnes et al. (2024) for discussion of remote work and auditor
socialization, auditor burnout, and audit quality). Since COVID-19, remote work has remained quite common. The pivot
required by accounting firms during the pandemic opened firms up to the idea that audits could be conducted remotely
without a physical presence at client locations (Ovaska and Murphy, 2022). Many firms have continued performing remote
or hybrid audits to some degree since the pandemic. There are several potential issues that arise from remote audit work.

The lack of physical presence at the client site severely limits direct auditor interactions with client employees (Barnes and
Hermanson, 2023; Hermanson and Wolfe, 2024). Historically, auditors have obtained information through meetings and
direct conversations with employees, especially those outside of accounting. Auditors were able to hold or even overhear
client conversations that could provide insight into a variety of areas of the business that could potentially impact the

2 One factor possibly offsetting these largely negative developments is potential use of artificial intelligence (AI) and data analytics in
audits to better detect fraud (see Fotoh and Lorentzon, 2023).
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financial statements (e.g., discussions with the shipping department or sales team about potential revenue recognition or
inventory issues, conversations with office assistants, overhearing employees talk about product issues, etc.). Many auditors
are now limited to interactions with clients through online meetings, phone calls, and e-mails.

Additionally, during remote interviews and discussions with management (e.g., fraud-related interviews), auditors may have
difficulty reading non-verbal cues during conversations. Barnes and Hermanson (2023) find that interviews relating to
potential fraud are not perceived by auditors to be as effective virtually due to the difficulties in assessing non-verbal cues.
In addition, remote work also makes building relationships with client personnel more difficult, meaning that even if auditors
were able to observe physical cues indicative of deceit, they might not recognize those cues as being different from the
interviewee’s normal conversation style or traits.

In addition, we also have concerns about four other aspects of remote auditing, and we encourage research to extend our
anecdotal information about the following issues:

1. When auditors are not on location at the client, auditors no longer see original physical documents. Instead,
auditors are placing increased reliance upon electronic data files (e.g., PDFs) and electronic data transactions.
As aresult, files may not be adequately tested or authenticated, and PDFs could be manipulated (e.g., modified
and rescanned to cover up any manipulations).

2. Remote auditing also means that walkthroughs of internal controls may be limited to one-time video
observations, and key red flags may be missed. The auditor’s understanding of internal control (and potentially
the testing of the design of internal control) could be greatly hindered by the remote audit setting.

3. Auditors working remotely may not see how the company is performing, the “business” of operations (e.g.,
ability to meet current demand), or the day-to-day business concerns of the entity. This lack of operational
awareness could result in the auditor’s failure to properly identify inherent risks and fraudulent financial
reporting risks related to the organization.

4. Some auditors are opting to perform inventory observations remotely using drone and video technology, which
may not allow the auditor to get a true feel for the warehouse size and capacity (i.e., whether reported inventory
could even be stored there), whether boxes of inventory contain actual inventory in the stated quantities, and
whether items are obsolete or damaged.

Each of these issues could serve to reduce auditors’ ability to detect fraudulent financial reporting. We also acknowledge
that greater auditor use of data analytics and new technology remotely may enhance audit efficiency and detection of
misstatements or fraudulent financial reporting risks that would not be found in other ways.

Current Audit Quality Concerns

The challenges for audit firms discussed above (reduction of available talent and working conditions, coupled with remote
auditing; items 3A through 3C) suggest that auditors face increased risks of audit failure. Auditors may fail to identify
material misstatements either due to a lack of time or understanding. Consistent with this increased risk, research suggests
audit quality decreased during COVID-19 (Morris, R. Hoitash, and U. Hoitash, 2023; Barnes et al., 2024). PCAOB
inspections also suggest decreased audit quality, as the inspection process has identified an increased number of audit
deficiencies (e.g., PCAOB, 2023a; PCAOB, 2024).

Experimental studies suggest that auditors may be penalized by supervisors through negative performance ratings if are they
are skeptical in an audit area, but no related misstatement is found (Brazel, Gimbar, Maksymov, and Schaefer, 2019; Brazel,
Jackson, Schaefer, and Stewart, 2016). If audit staff believe that being skeptical could result in a negative review, and these
same staff are already overburdened and overwhelmed, auditors are much less likely to maintain a questioning mindset for
fear of wasting time and effort. This reduction in professional skepticism increases the opportunity for fraudulent financial
reporting to go undetected by the auditor.

These audit quality concerns are compounded by the inability (or unwillingness) of firms to increase audit fees and/or incur
more hours during the year-end audit. While total audit fees are up, audit fees as a percentage of client revenue are down
from 20202022 and are at the lowest level since 2014 (Audit Analytics, 2023b). Because of the lower profitability of audit
engagements and the inability to find sufficient staff at affordable prices, many firms have implemented outsourcing
programs to capitalize on cheaper labor in such places as India, which may also reduce audit quality (Agrawal, 2024).
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In addition, even though advisory services for most firms declined after Sarbanes-Oxley, these services have rebounded
robustly and have become the service line with the largest growth in public accounting in 2023 (Hood, 2024). This change
in firms’ focus has increased the potential for reductions in audit quality simply due to the changes in firm tone at the top
and diminishing oversight (e.g., Hermanson, 2009). As a result, the PCAOB announced annual inspections for larger firms
that are part of a global network would now include a review of firm culture and the impact on audit quality as part of the
quality control review of these firms (PCAOB, 2023b). The SEC has also indicated an increased focus on audit firm culture.
Paul Munter, SEC Chief Accountant, notes that a series of recent enforcement actions against firms is “troubling, and we
thought it was an appropriate time to reinforce messaging about the importance of firm culture” (Maurer, 2023b).

Combined Effects on the Fraud Diamond Elements

The discussion above asserts that economic/global, client, and audit firm conditions have created an environment of
increased pressure and opportunity to commit fraudulent financial reporting. In such an environment, highly capable
managers are well positioned to exploit such a situation. Further, managers under heavy pressure can more easily rationalize
unethical behavior. There also are significant concerns about audit quality, which can increase the opportunity for fraudulent
financial reporting to go undetected.

Implications

The issues discussed above indicate that the heightened risk of fraudulent financial reporting requires additional efforts by
accountants and auditors. We discuss these implications for both groups below.

Implications for Accountants

The decline in economic and global conditions has increased pressure on companies to meet certain expectations from
investors, lenders, owners, and others. This pressure typically falls most heavily on those in accounting to find ways to
improve the bottom line, including manipulation of financial results. Along with the C-suite, accountants are the individuals
most capable of committing and hiding fraudulent financial reporting. This increased pressure on those with the capability
to commit fraudulent financial reporting is combined with increased opportunities for fraudulent financial reporting, as
recent changes in the corporate workplace have potentially reduced the effectiveness of internal controls through increased
remote work and a limited pool of accounting talent.

Accountants should be aware of the increased pressures and opportunities to commit fraudulent financial reporting and work
within their organizations to help minimize these specific components of the fraud diamond. Accountants in leadership
positions can set the tone for employees who report to them that accurate financial reporting is management’s responsibility
to owners and lenders, regardless of any expectations of what the bottom line should look like. Fraudulent financial reporting
is a short-term fix to a longer-term problem. Even if a company can manipulate financial information to look better to users
of the financial statements, fraudulent financial reporting is rarely a one-time event (e.g., Beasley, Carcello, Hermanson,
and Neal, 2010; Grandstaff and Solsma, 2021). The underlying problem still exists. Past fraudulent financial reporting will
most likely have to continue in order to maintain that reported level of performance. Clearly the company is better off facing
the issue without the increased pressure of covering up fraudulent financial reporting both now and in the future.

In addition to minimizing the pressure component of the fraud diamond, accountants can help to reduce opportunities to
commit fraudulent financial reporting. Management should be continuously monitoring internal controls and assessing risks
to the organization. For many organizations, some form of remote work is here to stay, and an organization’s internal controls
must be reassessed and modified, not simply adapted, to fit the entity’s new work environment. A complete overhaul of
internal control is likely not necessary, but management must ensure that the controls fit the actual processes and procedures
being performed across the organization.

Many have offered suggestions for maintaining or improving internal control in a remote work environment. For example,
Landry and Stone (2020) offer suggestions to bolster the control environment with consistent communication, target risk
assessment efforts to unique remote work risks, and enhance control activities, such as those related to payment processing,
digital signoffs, and timely review. Likewise, Phillips (2021) discusses how to maintain accounting controls in a remote
environment, focusing on segregation of duties, authorizations and approvals, and physical and IT security. The key is to
recognize the new reality of remote or hybrid work and to match internal controls over financial reporting to this new setting.

Additionally, tone at the top is a vital component of effective internal controls. The importance of continuously executing
controls properly should be a consistent message from upper management. As members of management and the individuals
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often responsible for the execution of key internal controls over financial reporting, accountants are in an important position
to help minimize opportunities for fraudulent financial reporting.

Implications for External Auditors

External auditors must consider that a new wave of fraudulent financial reporting cases could come in a different form than
the wave in the early 2000s. While auditors are now required to hold fraud brainstorming sessions to assess fraudulent
financial reporting risk for each audit engagement, auditing standards only specifically require auditors to consider
management override of controls (PCAOB AS 2110.52; AU-C Section 240.31) and revenue recognition (PCAOB AS
2110.68; AU-C Section 240.26) as fraudulent financial reporting risks in every audit. To adequately consider fraudulent
financial reporting risks, we believe that these brainstorming meetings also should consider factors including deteriorating
economic conditions, global instability, remote work environments, and insufficient accounting talent. These discussions
should consider how each of these factors might prompt or allow personnel to perpetrate fraudulent financial reporting.
Auditors should then develop audit procedures that directly respond to those risk areas. The typical auditor’s fraudulent
financial reporting risk responses of journal entry testing, increased revenue testing, and fraud interviews may not be
sufficient to address current fraudulent financial reporting risks.

Additionally, auditors must be cognizant of the effects that shortage of available accounting talent, current working
conditions, and remote auditing have on audits and the likelihood of catching fraudulent financial reporting. The staffing
shortage and difficult working conditions could result in the staff auditors hurrying through procedures, being less diligent,
or simply failing to understand the tasks at hand. Such behavior may not be discovered if the audit staff are working remotely,
out of the view of supervisors.

Although profitability is important for audit firms, supervisors must ensure staff are not overly pressured to meet time
budgets at the expense of audit quality. Managers and partners should not only emphasize increased professional skepticism
throughout each audit but also should ensure staff and seniors understand what that emphasis entails, preferably leading by
example. Auditors should exercise greater skepticism when conducting interviews, performing inventory observations, and
observing internal control procedures using video calls. Additionally, auditors need to ensure that electronic data files are
reliable evidence, including testing of the electronic files for creation dates and any modifications made after creation.

Because of changes in underlying economic and client conditions, fraudulent financial reporting risk appears to be higher
than in the past. Companies appear to have greater opportunities to perpetrate fraudulent financial reporting, and auditors
are responsible for assessing and responding to that increased risk. While accountants can work to decrease this risk, auditors
must work to improve audit quality and increase the likelihood that material fraudulent financial reporting cases will be
caught.

Conclusion

Deterioration in economic/global, client, and audit firm conditions seems to have increased the risk of fraudulent financial
reporting cases. However, we believe that awareness of these conditions can help to mitigate fraudulent financial reporting
risk. Accountants working in corporations are in a unique situation, as they typically have the capability to commit
fraudulent financial reporting, but also are in positions to influence (and hopefully reduce) the opportunities and pressures
necessary for fraudulent financial reporting to occur. Auditors should respond to these heightened fraudulent financial
reporting risks with audit procedures designed to directly address the types of frauds that might occur in the current business
and economic environment.

Interested readers also may consult Boyle and Hermanson (2024), who offer a Fraud Prevention Pyramid designed to help
accountants further develop their defenses against fraud, including fraudulent financial reporting. While the likelihood of
fraudulent financial reporting appears to have significantly increased, accountants and auditors who have thoroughly
considered and addressed these new risks have an opportunity to mitigate the next wave of fraudulent financial reporting
cases.
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