
 

 
Security Program Manager #03208 
City of Virginia Beach – Job Description 
Date of Last Revision: 04-09-2021 

FLSA Status:  Exempt Pay Plan:  Administrative Grade:  18 
 
City of Virginia Beach Organizational Mission & Values 
The City of Virginia Beach exists to enhance the economic, educational, social and physical quality of the 
community and provide sustainable municipal services which are valued by its citizens. The City of 
Virginia Beach organization is based upon a belief in the democratic process of government. This belief 
provides meaningful ways for citizens, reflecting the diversity of our City, to contribute to the development 
of public policy. This process is enhanced by organizational values which guide member performance 
within the Virginia Beach Quality Service System. These Values define our desired organizational culture.  
We value quality customer service; teamwork; leadership and learning; integrity; commitment; and 
inclusion and diversity. 
 
Class Summary 
Under the direction of the Emergency Management Coordinator, develop, execute, and manage the 
City’s physical security program and direct City security operations. Centralize security management 
activities and develop a Citywide security plan and management system. Implement and oversee security 
management projects, training, threat and vulnerability assessments and mitigation actions.  Direct staff 
and make regular work assignments ensuring a high degree of performance for the City’s centralized 
security management program. 
 
Representative Work Functions and Responsibilities 
Direct management of staff in the development and implementation for a centralized security 
management program.  Develop short and long range goals and objectives to manage the organization’s 
physical security programs and systems based on prioritization of risk and vulnerability.  
 
Develop and oversee the security risk assessment process and related threat and vulnerability 
assessments. 
 
Provide operational and managerial oversight of security contractors and vendors.  Develop performance 
requirements and contractual terms to ensure projects are completed in accordance with City goals.  

 
Coordinate with City leadership to develop and recommend physical security mitigation policies and 
measures for operational implementation. Develop, interpret, and apply policies and procedures for 
security operations.   

 
Coordinate with departments to implement security changes/upgrades based on assessments. Assist 
departments with development of facility security plans and evaluation for effectiveness of operational 
systems. 

 
Coordinate and conduct investigations of security incidents and reports of policy violations. Provide 
detailed reports with analysis and recommendations based on findings from the investigation.  

 
Lead the City’s Safety and Security Committee, providing guidance for a coordinated approach to 
workplace safety and security, regulatory compliance, risk mitigation and training.  
 
Work with a wide variety of stakeholders involved in safety and security across the City organization and 
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externally with regional, state, and federal entities. Take appropriate action on service and information 
requests from City Council, executive staff and citizens. 
 
Develop and manage the City’s physical security program budget. Negotiate and prepare agreements 
and contracts with other agencies. 
 
Perform other job duties requiring skills, knowledge and physical requirements as demanded by those 
duties described or less. Individual assignments will be determined by the supervisor based on then 
current workloads and department needs. 
 
Performance Standards 
Set short- and long-range goals and objectives for the City’s security program; effectively work with 
Virginia Beach City officials and those of other cities, consultants, contractors, local, state and federal 
agencies, citizens groups and individuals; respond to City leadership and Council requests in a timely and 
appropriate manner; initiate actions in accordance with City and departmental policies and procedures; 
accurately prepare budget and submit in a timely manner; effectively communicate, both verbally and in 
writing, with other agencies and the general public.  
 
Minimum Qualifications 
Requires a Bachelor’s degree in Emergency Management, Homeland Security, Criminal Justice, Security 
Management, Public or Business Administration, or related field and ten (10) years of increasingly 
responsible experience in security operations for a large, diverse organization, including five years of 
supervisory / management experience.   
 
Must have a current and valid driver’s license. 
 
 
Preferred Qualifications 
Master’s Degree preferred in Emergency Management, Homeland Security, Criminal Justice, Security 
Management, or Public Administration.  
 
National Institute of Crime Prevention (NICP) Basic Crime Prevention Through Environmental Design 
(CPTED) Professional Designation 
 
Special Requirements 
All employees may be expected to work hours in excess of their normally scheduled hours in response to 
short-term department needs and/or City-wide emergencies. 
 
Knowledge-Skills-Abilities Required to Perform Satisfactorily 
A. Knowledge 

1. Knowledge of the principles, methods, and techniques of facility safety and security. 
2. Knowledge of principles and practices of law enforcement and emergency services. 
3. Knowledge of Federal, state and local laws, codes and regulations with regard to law 

enforcement and physical security. 
4. Knowledge of security risk assessment processes and vulnerability, threat, and impact 

assessments. 
5. Knowledge of training methodologies and elements of a security awareness program.  

B. Skills 
1. Skill in effective methods of establishing and maintaining working relationships 
2. Skill in utilizing research methodology and statistical techniques to analyze and compile 

diverse data into technical reports and information packages for staff and public use. 
3. Skill in designing, implementing and monitoring diverse emergency management programs. 
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4. Skill in communicating information effectively and concisely to City officials as well as other 
public and private parties on a continuous basis through the use of highly developed oral and 
written skills.  

C. Abilities 
1. Ability to develop and recommend safety and security policies to City leadership  
2. Ability to develop and implement safety, security, and emergency operational procedures  
3. Ability to conduct investigations of security incidents  
4. Ability to problem solve and interpret and apply decisions in accordance with applicable 

federal, state, and local policies, laws, and regulations  
5. Ability to exercise a high degree of analytical ability, creativity and initiative and to make 

recommendations based upon the analysis and interpretation of research findings  
6. Ability to supervise, direct and train staff on key security functions and measures  
7. Ability to analyze emergency situations and maintain composure in stressful situations  
8. Ability to develop and maintain effective working relationships with internal and external 

stakeholders. 
 
Working Conditions 
The below stated working conditions are intended to provide a general overview of the environmental 
conditions inherent in the job setting, as well as the physical, mental, and sensory requirements 
necessary to perform the essential functions of positions in the noted job title.  A more detailed 
description will be made available at the position (PCN) level. 
 
NOTE: Per HR Policy 6.19, Americans with Disabilities, the City follows the requirements of the 
Americans with Disabilities Act (ADA) in all hiring and employment decisions.  The City shall not 
discriminate on the basis of disability in its hiring and employment practices.  The City shall make 
reasonable accommodations for the known physical or mental limitations of a qualified applicant or 
employee with a disability upon request unless the accommodation would cause an undue hardship on 
the operation of the City’s business. 
 
Physical Requirements: Physical refers to the requirement for physical exertion and coordination of limb 
and body movement. 
Requires primary sedentary work, but may involve walking or standing for periods of time and exerting up 
to 10 pounds of force on a regular and recurring basis; requires dexterity for constant keyboarding and 
use of computer technology. 
 
Mental Requirements: Mental refers to the degree that the job involves cognitive activities, and use of 
mental processes 
Performs specialized technical and professional work requiring general understanding of operating 
policies and procedures and their application to problems not previously encountered; applies specialized 
technical or professional principles and practices in the solution of problems; requires normal attention 
with short periods of concentration for accurate results and occasional exposure to unusual pressure. 
 
Environmental Conditions: Environmental refers to job conditions inherent to the job setting, including 
those that may lead to injury or health hazards even though precautions have been taken. 
This job involves a risk of limited to no exposure to any environmental hazards. 
 
Sensory Requirements: Sensory refers to hearing, sight, touch, taste, and smell required by the job. 
The job requires normal visual acuity and field of vision, color perception, depth perception and texture 
perception. 

 


