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City of Virginia Beach Organizational Mission & Values 
The City of Virginia Beach exists to enhance the economic, educational, social and physical quality of the community 
and provide sustainable municipal services which are valued by its citizens. The City of Virginia Beach organization 
is based upon a belief in the democratic process of government. This belief provides meaningful ways for citizens, 
reflecting the diversity of our City, to contribute to the development of public policy. This process is enhanced by 
organizational values which guide member performance within the Virginia Beach Quality Service System. These 
Values define our desired organizational culture.  We value quality customer service; teamwork; leadership and 
learning; integrity; commitment; and inclusion and diversity. 
 
Class Summary 
Architects interface across all business areas, acting as visionaries to proactively assist in defining the direction for 
future projects. They conceive strategies, solutions, build consensus, and sell/execute solutions. 
 
Provide overall direction, guidance, definition and facilitation for the development of IT architecture (current and 
future state) required to meet business strategies and goals.  Responsibilities include advocacy and support of the 
enterprise’s IT strategies, identification and analysis of enterprise business drivers to derive useful business context, 
analysis of the current IT environment to detect critical deficiencies and recommend solutions for improvement, and 
the development of strategies aligning IT to business. 
 
Establishment of the overall architectural viewpoints and the establishment and oversight of organization IT 
standards and policies. Architects identify major system interfaces, business capabilities needs, and existing 
architecture weaknesses and opportunities for systems. 
 
Under ComIT Executive Management Team supervision, provide planning, direction, and integration of activities and 
resources for information technology and development that has City-wide impact; operations include research, 
technical support services, and policy development.  
 
Representative Work Functions and Responsibilities 
Serve as a security expert in application development, database design, network and/or platform (operating system) 
efforts, helping project teams comply with enterprise and IT security policies, industry regulations, and best 
practices. 
 
Lead the evaluation and development of secure solutions, based on approved security architectures. 

Research, design and advocate new technologies, architectures, and security products. 
 
Work closely with enterprise architects, other functional area architects and security specialists to ensure adequate 
security solutions are in place throughout all IT systems and platforms to mitigate identified risks sufficiently, and to 
meet business objectives and regulatory requirements. 
 
Ensure the integration of all security solutions within and across each domain. 
 
Develop the business, information and technical artifacts that constitute the enterprise information security 
architecture and solutions. 
 
Contribute to the alignment of security governance with EA governance. 
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Oversee the development and maintenance of the information security strategy. 
 
Ensure the effective translation of the security architecture is implemented into the solutions. 
 
Ensure adequate security solutions are in place throughout all IT systems and platforms. 
 
Define the alignment of security governance with EA governance. 
 
Direct the development and maintenance of the information security strategy. 
 
Perform other job duties requiring skills, knowledge and physical requirements as demanded by those duties 
described or less. Individual assignments will be determined by the supervisor based on then current workloads and 
department needs. 
 
Performance Standards 
Ensure that projects are completed in a quality and timely manner in accordance with Virginia Beach Quality Service 
System (VBQSS) requirements; maintain technology expertise in systems and network technologies; actively 
monitor market trends and adjust effectively to fluctuations and changes. Ensure accomplishment of projects by 
effectively providing oversight for division members; effectively maintain a long range application support plan for the 
City of Virginia Beach, recommending major actions for technological implementation; accurately and diplomatically 
respond to requests for information; interpret technical data into managerial information; effectively communicate 
both orally and in writing with other municipal agencies, co-workers, and vendors; accurately assess the impact of 
technological implementations on existing systems; maintain open communications with all divisions; interface with 
the Communications Technology Administrator and the Information Technology Architecture and Standards 
Administrator. 
 
Minimum Qualifications 
Requires any combination of education and/or experience equivalent to fifteen (15) years in fields utilizing the 
required knowledge, skills and abilities and providing exposure to multiple, diverse technologies and processing 
environments, such as Management Information Systems or Computer Science. 
 
Preferred Qualifications 
Fifteen (15) or more years of IT and business/industry work experience including architecture design and 
deployment, systems lifecycle management and infrastructure planning and operations, with three (3) years of 
leadership experience in managing multiple, large, cross-functional teams or projects, and influencing senior level 
management and key stakeholders. 
 
Knowledge of all components of holistic enterprise architecture, business re-engineering principles and processes, 
and basic knowledge of financial models and budgeting. 
 
Bachelor’s degree in Computer Science, Information Systems, Computer Engineering, Systems Analysis or a related 
field.  
 
Special Requirements 
All employees may be expected to work hours in excess of their normally scheduled hours in response to short-term 
department needs and/or City-wide emergencies. 
 
Knowledge-Skills-Abilities Required to Perform Satisfactorily 
A.  Knowledge 

1. Thorough knowledge of the principles and practices of organizational management, budgeting, 
personnel administration, financial management, and supervisory techniques. 

   
This description is intended to indicate the kinds of tasks and levels of work difficulty that will be required of positions that will be given this 
title and shall not be construed as declaring what the specific duties and responsibilities of any particular position shall be. It is not intended to 
limit or in any way modify the right of any supervisor to assign, direct, and control the work of employees under his or her supervision. The use 
of a particular expression or illustration describing duties shall not be held to exclude other duties not mentioned that are of similar kind or 
level of difficulty. 
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2. Knowledge of the capabilities, operation, and application of medium to large scale centralized systems 
and a variety of distributed systems and associated system software. 

3. Knowledge of data base administration techniques, systems analysis, and programming.  
4. Knowledge of the methods, principles, and practices of management, business, and municipal 

government. 
5. Knowledge of data processing principles and practices in municipal government. 
6. Knowledge of the City’s Core Strategies and of VBQSS/Quality Management concepts and practices 

and how to gain staff commitment to them and apply them in a variety of municipal operating 
environments.    

B. Skills 
1. Skill in project planning, organization, and management. 
2. Skill in formulating strategic and tactical plans. 
3. Skill in contract negotiation for goods and services. 
4. Skill in effectively coordinating requirements of business users with the constraints of service providers. 
5. Skill in motivating staff to be pro-active and participatory in recognizing changes needed; developing 

and implementing such changes; planning, organizing, and completing work in a timely and quality 
manner; and coordinating application of VBQSS/Quality Management concepts. 

6. Skill in prioritizing varying demands and leveraging appropriate resources to accomplish goals. 
C. Abilities 

1. Ability to evaluate departmental direction and formulate effective policies. 
2. Ability to effectively communicate complex ideas and technical information in comprehensive written 

reports, in oral presentations to groups and in dialogue with members and customers. 
3. Ability to research, analyze and evaluate new technologies and determine their applicability to our 

requirements. 
4. Ability to lead effective business planning efforts, develop detailed plans and manage long term projects 

involving internal and/or contractor staff. 
5. Ability to establish and maintain effective working relationships with members at all levels of the 

organization including employees, department managers, issue teams, as well as municipal and outside 
agencies. 

6. Ability to effectively supervise a variety of employees including professional, technical and clerical. 
 

Working Conditions 
The below stated working conditions are intended to provide a general overview of the environmental conditions 
inherent in the job setting, as well as the physical, mental, and sensory requirements necessary to perform the 
essential functions of positions in the noted job title.  A more detailed description will be made available at the 
position (PCN) level. 
 
NOTE: Per HR Policy 6.19, Americans with Disabilities, the City follows the requirements of the Americans with 
Disabilities Act (ADA) in all hiring and employment decisions.  The City shall not discriminate on the basis of 
disability in its hiring and employment practices.  The City shall make reasonable accommodations for the known 
physical or mental limitations of a qualified applicant or employee with a disability upon request unless the 
accommodation would cause an undue hardship on the operation of the City’s business. 
 
Physical Requirements: Physical refers to the requirement for physical exertion and coordination of limb and 
body movement. 
Requires sedentary work that involves walking or standing for brief periods of time, involves exerting up to 10 
pounds of force on a regular and recurring basis, and frequent keyboard operations. 
 
Mental Requirements: Mental refers to the degree that the job involves cognitive activities, and use of mental 
processes 
Performs professional level work requiring the application of principles and practices of a wide range of 
administrative, technical, or managerial methods in the solution of administrative or technical problems; applies 
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extensive understanding of operating policies and procedures to solve complex administrative problems; requires 
continuous, close attention for accurate results or frequent exposure to unusual pressure. 
 
Environmental Conditions: Environmental refers to job conditions inherent to the job setting, including those that 
may lead to injury or health hazards even though precautions have been taken. 
The job may risk exposure to bright/dim light, dusts and pollen, extreme heat and/or cold, wet or humid conditions, 
extreme noise levels, animals/wildlife, traffic and moving machinery. 
 
Sensory Requirements: Sensory refers to hearing, sight, touch, taste, and smell required by the job. 
The job requires normal visual acuity, field of vision, hearing, speaking, color perception, sense of smell and depth 
perception. 
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