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Autonomous network level evaluation - IP Fault Management(1/3)

Option A

Option D

Value
Scenarios

Cognitive
Activities

Service
capability

Weight

Question

Rakuten Mobile

Option B

Option C

IP Network -

Intent
Translation &
Fulfillment

10%

How does the System translate and process
intents & ensure intent fulfilment ?

Note:
1) Intent could be fault management
requirements such as MTTR (mean time to
repair) , troubleshooting priority (e.g.,
emergency restoration in highest priority ),
customized troubleshooting preference
based on fault impact scope and severity,
etc.
2) Fault management target include alarm
severity, alarm threshold, alarm aggregation
rules, fault notification rules, etc.

The system supports the input of fault

management intent by simplified human-system

interaction (e.g., nature language user interface

provided by system), system automatically

translates the intent into fault management
targets .

The System evaluates intent fulfillment based on
the implementation effect, providing overview of
fault management results, including
automatically fault-handling results and the
suggestions for faults that required manually
handling, etc.

The System processes Intent
through the execution of
predefined Rules and Policies.
Intent fulfillment is manually
evaluated

Fault management task targets and
policies are manually defined based
on expertise. Manually evaluate the
effect after the intention is
implemented.

Manually set fault management

targets based on expertise(such

as setting alarm severity and
classification) .

Fault
Management

Awareness|

Data
Collection&
Alarm filtering

How does the System support data
collection, alarms correlation and fileting?

Note:
All types and fault-related indicators
mentioned in options should be covered

when choosing a related option

10%

The system automatically collects fault-related
indicators including alarms, logs, performance,
and OAM data, detecting service and network
status in minutes, and automatically associates

alarms, filters & correlates alarms.

For specific sub-scenarios, data awareness at
higher precision is needed for accurate root cause
analysis:

1) For sub-scenario "device offline", milisecond-
level optical power data is needed.

2)For sub-scenario "Port Failure", data collection
of OTDR is needed.

fault-related indicators including

alarms, logs, performance,
detecting service and network
status within 15 minutes or 24

correlates alarms based on
manually defined rules.

The system automatically collects

hours, associates' alarms, filters &

to collect data and filter out
invalid/redundant alarms

Manually select and use the System

Data collection and alarm filtering
of invalid / redundant alarms are
manually done.




Autonomous network level evaluation - IP Fault Management(2/3)

Value Cognitive Service Option A
X Activities . Weight uestion i Option B Option C Option D
Scenarios capability g Q deuten MOb"e P P P
(IAADE) _—
How does the System support fault
identification, risk identification and The system identifies faults, potential risk and
subsequent impact analysis? subsequent impact with severity based on AL The System identifies faults,
Fault modes without need for Human intervention. potential risk and subsequent . . Faults, potential risk and impact
e L. ) . The System identifies faults, . o
Identification Note: impact based on Dynamic o need to be manually identified
. o . . . . potential risk and subsequent .
,Risk 15% These four sub-scenarios are required to Note: The Al models should conduct analysis  |programable rules (configurable or| . ) based on human expertise or
. e . . . o . . . . impact based on manually defined .
identification, consider potential risk: Optical Module [|based on multi-dimensional data including service ML), but may needs human rules through the execution of manual
impact analysis Failure or Optical Power Abnormal, High Error{topology (e.g., consists of L2ZVPN, L3VPN, L2EVPN, confirmation written procedures.
Rate, Protocol State Abnormal, VPN L3EVPN, SRv6-Policy, etc.), physical topology,
Degradation. performance data, alarm correlations, etc.
How does the system support fault
demarcation?
IP
Network Note: o The system demarcates the faults
- Fault 1) Examples of demarcation involve . . The system demarcates the faults | Manually demarcates the fault
. Fault o o The system automatically demarcates the faults | based on Dynamic programable ) -
Manage Analysis . 15% |pinpointing the exact roles of malfunctioning . . . . based on manually defined rules, | based on data such as operation
Demarcation o o based on Al models without manual intervention. | rules (configurable or ML), results . .
ment routers, like identifying whether they are ) . results need manually confirmation. logs and captured packets.
. may need manually confirmation.
access routers, aggregation routers, or
Autonomous System Boundary Router
(ASBR).
How does the system support root cause
analysis? The system automatically analyzes root cause | The system provides one or more . .
. ) . ) The system provides cause analysis
Fault Locating Note: based on Al models without manual intervention. suspected causes based on .
o ) . . . based on manually defined rules, Manually analyze root cause
and Root Cause| 15% 1) Examples of detailed causes of identified Dynamic programable rules ) .
. . . . . manually analyze and confirm the based on expertise.
Analysis faults, including the smallest replaceable unit, (configurable or ML), results may
. . root cause.
software modules, and ports. need human confirmation.
The System generates the optimal recovery or The System generates multiple | The System generates the optimal .
. . ¥ . g A . P v . y & i p v g . p The recovery solution needs to be
Solution o How does the System support generation of | fault rectification solution based on Al models | possible recovery or rectification recovery or fault rectification
. 10% . manually generated based on
Generation fault recovery solutions?

without the need for Human confirmation

solutions but may need human

solution through predefined rules

confirmation.

human expertise

and needs Human confirmation




Autonomous network level evaluation - IP Fault Management(3/3)

Value Cognitive Service Option A
. Activiti .. Weight uestion . Option B Option C Option D
Scenarios ctivities capability & Q Rakuten MOb"e P P P
(IAADE) I las
The System evaluates multiple
The System evaluates and determines the optimal possible recovery or fault
Solution How does the System support evaluation recovery or fault rectification solution to be rectification solutions and I
. . . : . A . The recovery of fault rectification
. Evaluation & o & decision of fault recovery solutions? | executed based on Al models, without the need | determines the optimal solution L
Decision .. . 15% ) . . | solution is manually evaluated and
Decision Making for Human confirmation to be executed based on Dynamid .
) determined
programable rules (configurable or]
ML), but may need Human
confirmation
IP Network
- Fault
Managem
ent

1) The system automatically executes the
recovery or rectification solution(Automatic repairj
excludes the faults that on-site handling is

Solution How does the system support automatic | necessary, such as power supply failure, board
Execution . 10% solution implementation and on-site fault, fiber cut).
Implementation . . . . .
intructions? 2) The system support intelligent on-site
instruction and efficient information query based
on simplified human-system interaction,
independent from NOC assistance.

1)The system executes the
recovery solution with human

confirmation/instruction.
2)The on-site handling are assisted
by tool, but still requires

assistance from NOC.

1) The recovery solution need to be
manually implemented.
2) On-site handling is guided by
NOC.




Overall sub-scenario

Ticket Count Distribution Summary

Sub Scenario’s
Ticket Title

Network Fault %
Hardware Failure Hardware 2%
Device Offline Device Down 18%
Optical Module Failure or Optical Power Abnormal LowRx/HighRx 6%
Port Failure Link Down 17%
High Error Rate CRC ERROR 1%
Protocol State Abnormal ISIS-BGP 46%
VPN Degradation Bandwidth Trofficutgcliilzizc::;cci)c;]n / CPU & Memory 0%
VPN Interruption ROUTING-BGP-5-MAXPFX 1%

Summary Grand Total 100%
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Intent Translation & Fulfillment

o\ Al Analyzer Agent Policies v
= e O () ) ® Al Agent
V == W e : (e ) a . oy e

o : -

N :

e “

e . - =

o : —
E

- = More details are available in the ‘ . X 5 M d ) ilable in th ‘ Al multiple solutions with
" ! e nextstide-foreach scenario S utpiSsCiuticn st s L confidence score

& o = - confidence score €ach scenario

= Hardware related intent flow with multiple solution generation Device offline intent flow with multiple solution
generation

3

Based on the identified root cause “Scoring Model v1.0 — SolutionRanker’
get triggered for policy chain generation

* Al Agent ==
| Feglloon — e R S R O T () ) O

¢ Al Agent [r=—— =
+ [l & AAgent = o e ) #

o3 @ e

Al multiple solutions with
confidence score

Al multiple solutions with
confidence score

‘ Al multiple solutions with
confidence score

More details are available in the
next slide for each scenario

More details are available in the
next slide for each scenario

More details are available in the
next slide for each scenario

High CRC Error rate intent flow with multiple solution

Protocol D intent fl ith multipl luti ti
rotocol Down intent fow with multipte sotution generation Link Down(Optical) intent flow with multiple solution generation generation
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Intent Translation & Fulfillment

+ Detail multiple solution generations for each scenario by the Al system for the evaluation process and implementation are provided below.

\ . o* Al Agent
£ Sn iy
.

Device Down/Offline

More details are available in the Hardwa re

snaps for each scenario

Link Down/Optical
Module Failure

BGP Down ’ h Error Rate/CRC




Awareness - Data Collection & Alarm filtering

Question Rakuten Mobile Assessment

How does the System support data collection, alarms correlation and fileting?

Option A
Note:
All types and fault-related indicators mentioned in options should be covered when choosing a related option

oge
Capability -
The RMI Fault Management system collects all types of network alarms from multiple sources through interfaces such as SNMP (v3), Webhook, and Kafka. For example, EMS integration is achieved via SNMP v3,

while performance-KPI-based threshold breach alerts are received through Kafka and enriched within the FM system. All incoming alarms are filtered using intelligent logic, including:

Intermittent alarm grouping to merge repeated occurrences within a short time window into a single event.
Correlation-based grouping (Topology based, intermittent, parent—child, associated alarms) to identify the unique device, node, or fault responsible for issues across multiple network elements.

The system can raise, clear, discard, filter, and correlate alarms while continuously monitoring health and connectivity with network probes and devices to ensure reliable alarm collection.

Evidence
2]

P0O0O0O0ODOO0CO0OOOCODOOCODOO0 O ¢

Overview of how the FM system integrates with data Vendor- and technology-specific configuration used to The FM System - cgmplete visualiz.a?tion °f end-to-end
sources using SNMP, Kafka, and Webhook interfaces for parse raw SNMP trap data into structured alarm alarm details raised from specific device/node.
alarm collection. information.



Awareness - Data Collection & Alarm filtering

n BEICET) ® @
[
q /I
Alarm collection details filtered by network domain and Alarm collection view organized by severity level and Severity-based alarm filtering with additional contextual
vendor. alarm classification. fields for refined alarm management.
|

Classification-based alarm filtering with additional fields to Probable cause information captured for each alarm along
support detailed alarm triage. with its occurrence details on the affected device. Alarm details grouped and displayed based on their

correlation relationships.

View showing repeated alarm occurrences on the same device
and port to identify recurring fault patterns.

Correlated alarm view showing the linked incident and the auto- - = = —
generated trouble ticket for each alarm. Geographical location details associated with each

alarm, indicating where the fault occurred.
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Analysis - Fault Identification ,Risk identification, Impact analysis

Fault Identification ,Risk Flow ~ Fault Prediction

. .o . . . Data Used : Alarm data for 6 Month Fl.OW Dia ram . .
Identlflcatlon, Impact anaIySIS Output : Alarm Prediction in 3hr, 6hr, 12hr & 24hr g Pred'ctlon MOdel -

[(Bawonuon | [omver | [ Excouors | [ vusabyieos |[ o | [ mysar | [ vandation |

What is XGhoost How it works Why we are using

* XGBoost (Extreme Gradient Boosting) is an « Trained on historical alarm occurrences and * Works well on structured alarm data
ensemble ML algorithm based on decision device-level features « Captures non-linear and complex alarm
trees « Learns patterns across alarm codes, correlations

* Builds multiple trees sequentially to improve equipment IDs, and time windows « Handles missing or sparse alarm data
prediction accuracy + Predicts probability of fault occurrence in efficiently

A . A + Each new tree learns from errors of previous future horizons (3h / 6h /12h/24h) « Scales well for large volumes of network
Evidence Submission : trees « Used as classifier (Fault / No Fault) alarms

* Supports and regressor (risk or score) * Gives Maximum accuracy in current data
both classification and regression problems * Model is periodically retrained using latest

* Includes built-in regularization to avoid alarm history

= overfitting

* Model version- —
* Input Features — evidence available in slide number - 16
* Live cases - evidence available in slide number 14

[mmensen ||

[ vosamyenn | [ minio |[ mysar

* 12input features: alarm_class, device_type, device_role, u: e ———~" — :c ° \f —
interface_util, error_rate_delta, bfd_status, last_config_change, e v = e s I = .
time_of_day, traffic_loss, peer_count, recent_change_flag, -

adj_alarm_count

2026058032510 57 20260818032987 57 eetoresmiss 0zs Hatched Toans] H|gh Error Rate
* Output: fault_type (e.g. BGP_PEER_DOWN), sub_type, severity

2026-06-18 19:00:38 JST After 29m 105 2 Critical Deterioration Matched TRANSF

Bef 3 Critical Deterioration Matched TRANSF]

(CRITICAL/HIGH/MED), false_positive_prob - .
, false_positive_pro e .| Optical Module/Power

2026.06-1818:22:34 5T 2026.061818:02:02 ST Bafore 20m 32 Critical Deterioration Matched TRANSE VP N Deg rad atl on

2026-06-18 14:20:50 JST Befors 2im 37s 159 Matched TRANSP

‘“ ™| Protocol State Abnormal

LINK DOWN 27 Critcal Deterioration Matched TRANSP
entSensorThreshol 144 Matched TRANSP

CH_DOWN, COLD_START 2026:06-18 72010 JST After 2im 185 176 Critical Outage Matched TRANS?
ssAdjacancyChangeDown 2026.06-18 173437 IST 2026.06-18 18:0345 ST After 29m s 139 Crttical Outage Matched TRANSE

LINK_DOWN 2026-06-18 17:25:53 )T 2026-06-1

18 17:40:07 JST After 23m 14 241 Critical Deterioration Matched TRANS?

ROUTING-BGP-5-MAXPFX 2026-06-18 18:46:51 ST 2026-06-18 18:25:13 5T Before2im 385 212 Critical Deterioration Matched TRANSP




Analysis - Risk identification, Fault Identification & Impact analysis

Question

Rakuten Mobile Assessment

How does the System support fault identification, risk identification and subsequent impact analysis?

Note:

These four sub-scenarios are required to consider potential risk: Optical Module Failure or Optical Power Abnormal, High Error Rate, Protocol State Abnormal, VPN Degradation.

Option A

Capability —

The RMI Fault Management system provides end-to-end monitoring across the network to identify faults and analyze their impact within the underlying TRANSPORT(as well as RAN) topology.
Impact Analysis groups related alarms and nodes to show which element is causing the issue and how it affects other connected nodes across IP and cross-domain areas.

It also highlights the impacted region or location resulting from outage conditions.

Evidence - Fault Identification

Overview of various alarm types raised across different
network nodes, showing fault distribution.

Detailed alarm record for a specific device, including probable

cause, description, and event timeline.

i ® P s
miRasE & | Pl - e - c % 0 P
& e
(="
(=4 & e
&
& @
i//@
&« & " .
& 1
& q

Multiple related alarms consolidated into a single incident to
enable unified root-cause and impact analysis.

Topology-based impact analysis showing which devices and links

are affected due to connectivity to the faulty node.

Geographical view showing the physical location of the
affected device and the alarm's impact area.

1P Transport

@ © © ® © & © © ®
P & © & & & B & &

a a

Servers
@ Ran

Cross-domain impact view illustrating how a fault
on one device propagates across connected
network domains via topology.




Analysis - Risk identification, Fault Identification & Impact analysis

Detailed Impact Analysis across IP-RAN Domain

I @c: < >

10 01 46 30

e : ©
o: < @B o <
o 2. - —_ ‘ ° n 22 35 44 b
- .
EHEEENERE .
o
[ . .
° - Impact analysis result showing that 3 RAN cells are down
because of the detected transport fault. Detailed RAN impact data, included as an attachment within the
Auto-generated trouble ticket created by the system for auto-generated trouble ticket for further analysis.
the identified fault, capturing all relevant incident details.
IE = perermance Honter —— cwe : @ P a@
On-Demand Dashboard it 8 BID Last Refreshed 15:21:40 JST C  08mi5s v
< | T G ° : - TR
o4y O B
B~ e finaa Add-ins 101152-RPA_Macro_Availability (%)latest (%) (1) =}
\ /
E 3 G H N o a s T u vV oa \
Lot Eauprment 10 AN Vendor o St Evnt i Data. Gent Dt Gent Prefecture P \ |
2 horo_c oc \\
> oo ¢ i e co o \ /
s TraspoRT \ |
;
;

List of specific RAN cells affected by the transport fault,
with site and cell-level details.

O 101152-RPA_Macro_Availailty Calatest 04)

Impact and risk assessment are automatically analyzed by the system across multiple domains
(IP-RAN) via topology connectivity information.
RAN-specific site availability dips during the TRANSPORT impact period.
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Analysis - Fault Demarcation, Locating and Root Cause Analysis

Fault Demarcation , Locating and Root Cause Analysis

Evidence Submission :

Triggered via a natural language interface, our system employs a specialized multi-agent architecture for advanced fault management. GNN v1.1 (TopologyFaultLocator) performs
granular analysis to pinpoint the smallest affected network component, while Rakuten NLP 3.0 (ImpactAnalyzer) evaluates scope to accurately demarcate the issue's impact.

* These agents integrate directly with LLMs, APls, and service assurance databases to ingest real-time data.

By processing information within their specific operational context and executing seamless handovers between stages, the agents orchestrate a highly efficient, automated
workflow.

This synergy ensures precise fault localization and comprehensive impact analysis, significantly accelerating incident diagnosis and resolution.

LI ® (-]
o nPs= n®s= n ‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ [=] )

) . o o - ®
ol o L ]
o - e &

: - e o d
p) o °® ol
. . ® 4
'q y -
. Topology path trace to locate the

) » issue/problem
Demarcating the specific problem Locating the specific component
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Analysis - Fault Demarcation

Fault Demarcation

Topology Agent + naga

nnnnnnn ® Full Topology Map of

® Finishec 9 s °

@ Root Cause Analysis —

@ Smallest Component Causing the Impact

# Target Node Profile

v

Based on the connected tools with the agent, it dynamically creates the

Agent is triggered to identify the smallest component causing the impact. connected topology chart

Topology Agent + a0 x Topology Agent + A

‘‘‘‘‘‘‘ Q History.

& Root Cause — Smallest Impacting Component

i The smallest components causing the impact on
@ Impact Summary

¥ PRIMARY — TOR Switches (Direct Physical Layer)

Based on the analysis, the agent identified the all the correlated nodes Revalidates its critical path to validate the generated information
to identify the smallest component(interface - e.g. ethernet1/51/1)
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Analysis - Fault Locating and Root Cause Analysis

Fault Locating and Root Cause Analysis

Based on the trigger received from topology agent to the RCA
agent to identify the root cause and confidence scoring

~

23 Root Cause Candidates with Confidence Scores
1. INTERFACE_FLAP

Agent scanned the fault management data on the provided node -
to identify the chronology of the cause and potential
root cause

RCA Agent +asa

Agent automatically categories the root cause of the impact
with confidence score

Agent automatically categories the root cause of the impact with confidence score multiple root cause

‘‘‘‘‘‘

HARDWARE_FAULT

Overall root cause summary with confidence score
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Analysis(Solution Generation) — Decision(Solution Evaluation & Decision Making) — Execution(Solution Implementation)

Scenario — Hardware Failure

Detection and Ticketing

...........

Auto RTT Creation |

Auto RTT Details

Trouble ticket created by FM Automation for further analysis,
troubleshooting and resolution.

Al Recommendations & Auto Restoration

[ —— a i - )

Al
Recommendations

Trouble ticket details with impacted node details and timelines

Traffic Detour
Logs

Auto Restoration
by Al

Once the RTT created, the Al agent logins into the device and
collects the logs and attached in the ticket comments

Traffic Detour

O st 58681

The Al agent analyses the alarm details and provide the best
possible solution candidates for the resolution.

Al agent performs the auto restoration of the services by detouring
the traffic from the impacted node.

PM performance KPI trend of traffic detouring values.
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Analysis(Solution Generation) — Decision(Solution Evaluation & Decision Making) — Execution(Solution Implementation)

Scenario — Hardware Failure

Solution Generation

Hardware
status check
after
reset/reload

Remote
Resolution
performed

555’: n el

Auto Field Task
Generated by Al

Change
Request
Creation

Field Visit fo) Phr 28 OUSOST ()
Wgerrder > \/— Auto Field Action :
reation Plan by Al
o Yy
q < q
T @ com s @ con

Al Suggested
steps for

a (
A ) resolution
[5)

\J

Once the traffic is detoured, the Al agent performs the auto resolution by
trying the hard reset/reload activity to bring the device as per suggested
candidate solutions, and if issue is not resolved, plans for field support.

For the field operations, the agent auto creates the work order and change requests

and RTT is assigned to field engineer.

Human Intervention with Chat Assistant for Resolution

Al BOT

/\ e sz

Field

Chat
System for

Engineer
checks with

assistant for

Hardware
status check
by Assistant

status and
guidance

\guidance

For the field operations, the agent auto provides the resolution fix/
troubleshooting steps.

Change Assistant

The Rakuten Al system
supports multiple chat
assistants for each case and
activity

O Rakuten Al

Al Change Assistant

O Fault Intelligence
telecom industry.

Ol site Intelligence

e et

The Rakuten Al system supports multiple chat
assistants for each case and activity
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Analysis(Solution Generation) — Decision(Solution Evaluation & Decision Making) — Execution(Solution Implementation)

Scenario — Hardware Failure

Solution Implementation

- a e c o
. fo) s
Auto logs updates by Al
from field Activity
Hardware
replacement
activity

q

Once the work order side, hardware issue replacement activity is

completed, the RTT will be assigned to Automation agent for the logs

check of issue resolution and alarm status by agent.

Roll Back and Post Validation

Traffic Roll
back activity

Once the agent verifies the alarm status, it performs the roll back
activity to shift the traffic to the original path.

TRANSPO

ormenceontor , - ®ni=@ o
- Grdware card pD eve- l=mm| R A

\nuwskm‘ Inun,zazﬂzomm 202623

Roll Back

Auto logs attach
validation by Al

O s

Traffic shift to original path is verified via performance KPI via PM tool

Auto traffic roll back
by Al

RTT
Resolved.
= oo T
o N 4 o
L e
-]
Logs S @ come
attachment
into the ticket
2O e
= -
Auto RTT R —
¢ Resolve by Al
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Analysis(Solution Generation) — Decision(Solution Evaluation & Decision Making) — Execution(Solution Implementation)

Scenario — Device Offline

Detection and Ticketing

E— [=] e = ° -

01 06 23 44 13 (@ renoe

o B e e o

nnnnnnnnnnn

Auto RTT Creation

> - .
@c ¢ & Q< &

[

Auto RTT Details

Device
down logs

e R

Trouble ticket created by FM Automation for further analysis,
troubleshooting and resolution.

Trouble ticket details with impacted node details and timelines

Al Recommendations & Auto Restoration

Once the RTT created, the Al agent logins into the device and
collects the logs and attached in the ticket comments

Recommend
ations

Auto Restoration

m C3 j -]
ey it For field Support

The Al agent analyses the alarm details and provide the best

possible solution candidates for the resolution.

Al agent performs the auto restoration by shut/no shut activity, and
checks for the device up status.

Al agent performs the auto restoration by shut/no shut activity, even
of the device is still offline Al agent suggests for the field support
activity.
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Analysis(Solution Generation) — Decision(Solution Evaluation & Decision Making) — Execution(Solution Implementation)

Scenario — Device Offline

Solution Generation

a o [ —— [ e E— . ° * o B : ° =0
. Change - ; . . . - - BT -
,,,,,, T e S— Request . v s v s
. \ Crgation
Field Visit
Work Order s \/_/
Creation e
s flc
. fs //\
. . Al Suggested
Auto Field Action . ( stops for
Plan by Al ~ o - — olution
Auto Field Task \
Generated by Al N o g
As suggested by agent, it raises work order and change request for Al agent provides the troubleshooting steps for the engineer which Al agent assigns the RTT to the field engineer for further activity.
field operations. may required during the field activity.

Solution Implementation and Resolution

[~ ® =0 [] ECIEY Y °
,,,,,, S s 0 o
@
O o %O o - P : Logs
> 0 ’ attachment
( 1(2) (=) (3)(E) (%) into the
ick
Auto Work Order Auto RTT Resolve ket
Resolve by Al by Al o e e -
Auto logs attach |~
Once the activity is completed from field side, the work order will be Agent once receives the ticket back it verifies the status of device Al agent auto attaches the logs collected during each activity to the RTT
resolved and RTT will be assigned back to automation for further and if the issue is resolved, agent resolves the ticket as well. attachments.

checks
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Analysis(Solution Generation) — Decision(Solution Evaluation & Decision Making) — Execution(Solution Implementation)

Scenario — VPN Interruption

Al Recommendations & Auto Restoration

The Al agent analyses the alarm details and provide the best
possible solution candidates for the resolution.

Traffic reduction

after metric
adjustment

traffic from impacted to active working vpn.

Al agent performs the auto restoration of the service re routing the

< Al Recommendations
Auto Restoration " emie
o ] djust t
by Al 0 N e e

Solution Implementation and Resolution
[« | s | a B ° 0 [« | s | =
> @c < >
s piy ¢ ==  AutoRITResolve by Al 00t 3 w2 @
s O comenssmansens [0} o B Logs
Root cause Traffic rollback o at::::tmh:m
identified by Al to original path o ticket
2 © e o N R I s . o st
KPI Monitorin . ‘
by Al g Auto roll back by 2
y Al Auto logs attach
1o q o) validation by Al
Once the impact device RTT is fixed , the agent verifies the
Al agent auto attaches the logs collected during each activity to the RTT
attachments.

performance trend of current impact node and attaches status logs

Once the impact device RTT is fixed , the agent verifies the
and resolves the RTT.

performance trend of current impact node and attaches status logs.
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Analysis(Solution Generation) — Decision(Solution Evaluation & Decision Making) — Execution(Solution Implementation)

Scenario — VPN Degradation

Auto Restoration and Solution Implementation

BGP summary
logs after
restoration

BGP high prefix
summary and down
logs

Y &

Auto Limit increase
suggestion by Al

Rl C

Auto Restorationw

T

BGP summary
logs

Once the RTT created, the Al agent logins into the device and
collects the logs and comments the same in the ticket.

Resolution & Post Validation

The Al agent plans the auto BGP prefix limit increase for the auto
restoration and resolution of the issue.

== - O
R 5 v 1T =@ =
=
&0} s 70
Auto Notification td
the team
o] o)
Auto notification Auto Resolve
by Al RTT by Al a

The Al agent also notifies and sends an email notification to the
NOC/IP Team for the performed activity details.

Agent once receives the ticket back it verifies the status of device
and if the issue is resolved, agent resolves the ticket as well.

The agent performs the prefix limit increase activity by logging into
the device and then verifies the device BGP prefix limit logs.

Logs attachment
into the ticket

Auto logs attach
validation by Al

Al agent auto attaches the logs collected during each activity to the RTT
attachments.
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tion (RCA)

Auto Restoration & Solution Genera

Port down
logs

T

Shut/no shut
logs
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5 Q o e
RCA Device —
Down = 0 )
Impa:tlng Impact link
node down node

Once the RTT created, the Al agent logins into the device and
collects the logs and comments the same in the ticket.

Resolution & Post Validation

Al agent performs the auto restoration of the services performing the
shut/ no shut activity and does the impact analysis on the RAN

In this case agent identifies that port is due to the impact on another
node node and provides the details of the
same.

port up logs

domain.

Auto RTT
Resolve by Al

Logs
attachment
into the
ticket

PEEEEEEE

o FleName FleType DocumentType  UploadedBy

Auto logs attach
validation by Al

Once the impacted node issue resolved as per identified RCA, the
agent performs the status check of the port link.

Agent once receives the ticket back it verifies the status of port and if the
portis up and issue is resolved, agent resolves the ticket as well.

Al agent auto attaches the logs collected during each activity to the RTT
attachments.
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Al Recommendations

The Al agent analyses the alarm details and provide the best possible
solution candidates for the resolution and logins into the device and
collects the down logs

Auto Restoratio

RANIm
pact and CR °
e Vo : = \ activity check if any a ' s
Q e s o _/ 2O - -
— A"
O i 10
Traffic =9
Detour logs
RCA, Device
Down T O cor
Impacting
o node
¢ [

Al agent performs the auto restoration of the services performing by
detouring the traffic and does the impact analysis on the RAN domain.

Resolution & Post Validation

tion Generation (RCA)

In this case agent identifies that ISIS is down due to the impact on
another | 10de and provides the details of the
same.

T i back logs py mameor E
i = _/ = roee -
AT (D) comviont s ot 5 © s ® - attachment
§ into the
TO T ticket
Traffic up —
< \l_g/lg R ]
TGRS 20532 5T (D) CoMMHENT sasedby Avamai
Auto Roll back i 2 Auto logs attach
by Al d Auto RTT validation by Al
- ~ - Resolve by Al ¢
Once the impacted node issue resolved as per identified RCA, the Al agent auto attaches the logs collected during each activity to the RTT

agent performs the status check of the ISIS up log and roll backs the
traffic to the original path after monitoring of 1 hour.

Once all the details are verified the Al agent, is automatically resolves
the ticket.

attachments.
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Auto Solution Generation & Auto Restoration

Device Logs >

Resolution

[ o] Qformed ALY ]

WAuto
Resolution
by Al

Once the RTT created, the Al agent logins into the device and
collects the logs and comments the same in the ticket.

Solution Generation

.

Change
e Request
Creation

< Work Order

—

Field Visit o

2 O o

T @ o

~dto Field Task
“enerated by Al 9

The Al agent performs the auto restoration by shut / no shut activity
as suggested.

Al Suggested
steps for
resolution

Auto Field Action
Plan by Al S
5 © comentsmatysons
T Yes— 9

As suggested by agent, it raises work order and change request for

field operations.

Al agent provides the troubleshooting steps for the engineer which
may required during the field activity.

Field Task

Ny

Low Rx
Status
Check After

Shut/No-
Shut

q
After the shut/no shut activity, the agent verifies the RX logs to verify
the status, if issue is not resolved, the agent initiates the field
support.

Status check
after field
activity.

RTT
assignment to
engineer for
field activity

Al agent assigns the RTT to the field engineer for further activity.
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Human Intervention with Chat Assistant for Resolution
D

Auto WO
creation by Al

Field
Engineer
checks with
assistant for
status and
guidance

Al BOT
— Chat

System for
wonance Dt e guidance
o0 sissre T @  commentsadsaty

———

Low Rx alarm
status check

cccccc
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Once the work order is created , with the help of available Rakuten chat assistants the field engineer initiates the connector related clean up activity issue fix for the resolution during the planned change request timelines, and once
the issue is fixed, the engineer verifies the status of hardware alarms via FM chat agent and if no alarms resolves the work order.

Roll Back and Post Validation

n arracesonsesse I m

——
Traffic Roll :
back activity
T

Auto traffic roll back
by Al

Once the agent verifies the alarm status, it performs the roll back
activity to shift the traffic to the original path.

24557 () comment sty

RTT
Resolved.

Auto logs attach
validation by Al

Logs
attachment
into the
ticket

Al agent auto attaches the logs collected during each activity to the RTT

attachments.

Auto RTT
Resolve by Al

Agent once receives the ticket back it verifies the status of device
and if the issue is resolved, agent resolves the ticket as well.
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Al Recommendation Actions & Auto Restoration
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Once the RTT created, the Al agent logins into the device and
collects the logs and comments the same in the ticket.

Solution Generation

E | B °=0

Request
Creation

T o = ‘ \

Field Visit
Work Order
Creation

Auto Field Ta
Generated by Al

As suggested by agent, it raises work order and change request for
field operations.

The Al agent performs the auto restoration by detouring the traffic
from impacted node and by shut/ no shut activity as suggested.

Al Suggested
steps for
o @ » i resolution

Auto Field Action
Plan by Al %)

Al agent provides the troubleshooting steps for the engineer which
may required during the field activity.

After the shut/no shut activity, the agent verifies the CRC count status
to verify the status, if issue is not resolved, the agent initiates the field
support.

Status check

logs after field
activity.

’—\

RTT assignment
to engineer for
field activity

Al agent assigns the RTT to the field engineer for further activity.
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Once the work order is created , with the help of available Rakuten chat assistants the field engineer initiates the connector related clean up activity issue fix for the resolution during the planned change request timelines, and once
the issue is fixed, the engineer verifies the status of hardware alarms via FM chat agent and if no alarms resolves the work order.

Roll Back and Post Validation

° \,_/ == e - NS = = oo
et P—— - . . o o - > > »
S y 4 Roll Back &
v | \ logs ' Logs e
\ attachment

Auto Roll back &
Resolution by Al

into the
ticket

Auto logs attach o : - ;
validation by Al _ - l

Once the agent verifies the alarm status, it performs the roll back activity to

shift the traffic to the original path.

Al agent auto attaches the logs collected during each activity to the RTT
attachments.
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