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IP Fault Management ANL Assessment Overall Score

Cognitive
Activities
(IAADE)

Service capability

Weight

Question

Answer

Optical Module
Failure or Optical
Power Abnormal

Port Failure

Protocol State Abnormal
(should include but not limit to IGP and
BGP peer state abnormal, BFD session

abnormal)

Final Score

16%

64%

4%

Intent

Intent Translation &
Fulfillment

10%

How does the System translate and process intents & ensure
intent fulfilment ?

Note:

1) Intent could be fault management requirements such as MTTR
mean time to repair) , troubleshooting priority (e.g., emergency
restoration in highest priority ), customized troubleshooting
preference based on fault impact scope and severity, etc.

?) Fault management target include alarm severity, alarm
threshold, alarm aggregation rules, fault notification rules, etc.

Awareness

Data Collection&
Alarm filtering

10%

How does the System support data collection, alarms correlation
and fileting?

Note:

All types and fault-related indicators mentioned in options should
be covered when choosing a related option

Analysis

Fault Identification
,Risk identification,
mpact analysis

15%

How does the System support fault identification, risk identification
and subsequent impact analysis?

Note:

These four sub-scenarios are required to consider potential risk:
Optical Module Failure or Optical Power Abnormal, High Error
Rate, Protocol State Abnormal, VPN Degradation.

34

Fault Demarcation

15%

How does the system support fault demarcation?

Note:

1) Examples of demarcation involve pinpointing the exact roles of
malfunctioning routers, like identifying whether they are access
routers, aggregation routers, or Autonomous System Boundary
Router (ASBR).

Fault Locating and
Root Cause Analysis

15%

How does the system support root cause analysis?

Note:

1) Examples of detailed causes of identified faults, including the
smallest replaceable unit, software modules, and ports.

Solution Generation

10%

How does the System support generation of fault recovery
solutions?

Decision

Solution Evaluation &
Decision Making

15%

How does the System support evaluation & decision of fault
recovery solutions?

Execution

Solution

Implementation

10%

How does the system support automatic solution implementation

and on-site instructions?




IP Fault Management Sub-scenario Evidence

Alarm Name Counting proportion Fault Category

334 Sub-scenario Weight
92
44

Output rate alarm notification 30 5.04%

spomeycmges | s | aa0s | povesmesoame |

Input rate alarm notification 22 3.70% Total 84%

MPLS LDP Session Down 21 3.53%

PW VC Down 17 2.86%

BGP Status Changed 2 0.34%

Time synchronization failed 2 0.34%

Clock Source Check Fail 2 0.34%

Crc error alarm notification 2 0.34%

CCC VC Status Changed to Down 1 0.17%

The state of clock source is failed 1 0.17%

Total 595 100%

Based on trouble ticket statistics for one month.



Intent Translation & Fulfillment-1

Optical Module Failure or Optical Power Abnormal

Port Failure

Protocol State Abnormal

Note:

1) Intent could be fault management requirements
such as MTTR (mean time to repair) ,
troubleshooting priority (e.g., emergency restoration
n highest priority ), customized troubleshooting
preference based on fault impact scope and
severity, etc.

?) Fault management target include alarm severity,

system automatically translates the intent into fault
management targets .

The System evaluates intent fulfillment based on the
mplementation effect, providing overview of fault
management results, including automatically fault-
handling results and the suggestions for faults that
required manually handling, etc.

Rules and Policies.
Intent fulfillment is
manually evaluated

defined based on
expertise. Manually
evaluate the effect
after the intention is
mplemented.

A A A
Service : : : : . .
capability Weight Question Option A Option B Option C Option D
Intent 10% |[How does the System translate and process intents [The system supports the input of fault management  [The System processes [Fault management  |[Manually set fault
Translation & & ensure intent fulfilment ? ntent by simplified human-system interaction (e.qg., Intent through the task targets and management targets
Fulfillment nature language user interface provided by system), [execution of predefined [policies are manually |pased on

expertise(such as
Ssetting alarm severity
and classification) .

alarm threshold, alarm aggregation rules, fault
notification rules, etc.

3. When a fault occurs, the system automatically takes over the
fault ticket, understands the intent of the ticket, automatically loads
the corresponding fault diagnosis CoT, performs fault demarcation
and localization, and generates a repair solution, thereby realizing
the automated disposal of the fault process.

Example evidence for option A: 2. The system supports fault management and provides

diagnostic CoT for various types of faults. The supported fault CoT
includes Port Failure, Optical Module Failure, Optical Power
Abnormal, Protocol Abnormal etc.

1. The system support nature language based fault
management, the system automatically translates the intent into
fault management target and take action.

" iMaster NCE @ Optimization Workbench

2 Large Screen

% iMaster NCE @ Fault Workbench

8B &OD X

/ ‘whaf's the root cause of alam with serial num 1348786

Nature language understanding Bul

Mame ¥

Optical Module Fault Diagnesis ~ Buittin

Expansion analysis based on average link bandwidih usage  Euitin

Port Fault Diagnosis  Buttin

Clock Fault Diagnosis ~ Buittin

TR 33

=
Time Period Total faults Auto diagno: Waiting for takeover

CoT Management

Description
Itis used to diagnese oplical module or laser related faulls in specified network el...
Itis applicable to analyze which links have high load and need expansion based ...
Itis used to locate faults of a single network element port, it is applicable to situafi

Itis used to diagnose the cause of a clock fault. It provides the root cause of the f._.

Occur Time Alarm Severity Location Info

20269526 184510 Ciical

- Service Interruption Diagnosis  Buittn Itis used to diagnse the cause of service interruption. By diagnosing each link o.
..r.KHP PortName=25GEN2/19 Siot D=2 Card ID=0 Port ID=19

Expansion analysis based on average link bandwidth usage and qualiy. Applicable for analyzing, based on the average link bandwidth usage, packet loss.

Link Performance Threshold Crossing Fault Diagnosis  Buittin Itis used to diagnose the causes of poor link quality and traffic threshold-crossing

|
-325GEM2119)
o ) Tunnel Fault Diagnosis  Buitin Itis used for lacating and resolving fautts, abnormaiiies, or interruptions in tunnel... Tiirkiye

Power Fault Diagnosis  Buitin This command is used to diagnese pawer supply fauls. Its applicable to scenari,

Expansion analysis based on ring second-level peak bandwidth usage... Applicable for analyzing which links have high microburst load and require expan. Fault List

Ealt management action

Business Poor Qos Diagnosis  Buitn Itis used to diagnose poor service quality and provides fault causes based on wh... Q| | Pastmonth v Search

Expansion analysis based on link second level peak bandwidth usage and qualit Fault Name 1, OrderID 1, ¥

I hbor State Abnormal Diagnosis  Built in

Expansion analysis based on ring average bandwidih usage  Euitin

Applicable to scenarios based on the second-level peak bandwidth usage of links.... Diagnosis ... Y @ Recovery St... 1Y

Auto diagno. Not recovered 2505277

Used o locate the failure of a single NE port, applicable for cases where a specifi...

Auto diagno. Not recovered 2505276

Applicable for analyzing which links have high load and need expansion after traff... Auto diagno. Not recovered 2505275

Check Whether the Port is Manually Closed



o . Optical Module Failure or Optical Power Abnormal |Port Failure | Protocol State Abnormal
Intent Translation & Fulfillment-2 . . .
cis;\gﬁﬁy Weight Question Option A Option B Option C Option D
Intent 10% |[How does the System translate and process intents [The system supports the input of fault management  [The System processes [Fault management  |[Manually set fault
Translation & & ensure intent fulfilment ? ntent by simplified human-system interaction (e.qg., Intent through the task targets and management targets
Fulfillment nature language user interface provided by system), [execution of predefined [policies are manually |pased on

Note:

1) Intent could be fault management requirements
such as MTTR (mean time to repair) ,
troubleshooting priority (e.g., emergency restoration
n highest priority ), customized troubleshooting
preference based on fault impact scope and
severity, etc.

?) Fault management target include alarm severity,
alarm threshold, alarm aggregation rules, fault

notification rules, etc.

system automatically translates the intent into fault
management targets .

The System evaluates intent fulfillment based on the
mplementation effect, providing overview of fault
management results, including automatically fault-
handling results and the suggestions for faults that
required manually handling, etc.

Rules and Policies.
Intent fulfillment is
manually evaluated

defined based on
expertise. Manually
evaluate the effect
after the intention is
mplemented.

expertise(such as
Ssetting alarm severity
and classification) .

Example evidence for option A:

Maximo

Ticket System

Auto TT Dispatch

Basic Settings | Flow Optimizat

koff strategy:

BCO
(NOC + FME)

«Natoral Language-nput of Expert
Treubleshooting Experience

Scenario 1: Diagnose task invocated by human intent input

Intent input text

Parsed intent and generate the fault
diagnose target then take diagnose
action

Intent translatiodgs

WO Dispatch

Inference Server qunrn_ .
NetMaster (LLM) (NMS) (é\ ww:u::.n,:::; oe
U Fault occur time.and

= = wmsen(ljagNeSE time
o

1949706 ] PortName=25GE02/19 Skt D=2 Card D=0 Port D=1

Live Network

Fault diagnose task has been done
automatically by NMS with Al, no need
human confirmation.

The large model parses the troubleshooting intent,
orchestrates network capability APIs, and generates a
troubleshooting chain of thought

Chock Whether tho Port is Manwaly Closed




o o Optical Module Failure or Optical Power Abnormal |Port Failure | Protocol State Abnormal
Intent Translation & Fulfillment-3 A A A
cis.:gi(l:i?y Weight Question Option A Option B Option C Option D
Intent 10% |[How does the System translate and process intents [The system supports the input of fault management  [The System processes [Fault management  |[Manually set fault
Translation & & ensure intent fulfilment ? ntent by simplified human-system interaction (e.qg., Intent through the task targets and management targets
Fulfillment nature language user interface provided by system), lexecution of predefined policies are manually pased on

Note:

1) Intent could be fault management requirements
such as MTTR (mean time to repair) ,
troubleshooting priority (e.g., emergency restoration
n highest priority ), customized troubleshooting
preference based on fault impact scope and
severity, etc.

?) Fault management target include alarm severity,
alarm threshold, alarm aggregation rules, fault
notification rules, etc.

system automatically translates the intent into fault
management targets .

The System evaluates intent fulfillment based on the
mplementation effect, providing overview of fault
management results, including automatically fault-
handling results and the suggestions for faults that
required manually handling, etc.

Rules and Policies.
Intent fulfillment is
manually evaluated

defined based on
expertise. Manually
evaluate the effect
after the intention is
mplemented.

expertise(such as
Ssetting alarm severity
and classification) .

Example evidence for option A:

Scenario 2: Diagnose task invocated by ticket system

Fault List
Filler ctera  Faull Ovder Creation Time: Last monkh Dagnosts Status: Auto dagnosed <

Fault Name 1, ¥

@& aklayback the invocation record of ticket system which include
input features like fault detection time and alarm name etc.

Call "Optical Module Fault Diagnosis” Cot, analysis process:

Fault Cause Analysis

Auto invocated by ticket system

'

FafD2ST0 « () Reset

Diagnosis Status ¥ Recovery SL.. ¥  FaultiD 1, ¥

Auto diagnosed Recovered 9508300_1781000825713

Auto dagnosed Recovered T654341_1780660025713

[fault_replay]
Fault ID: [7654341_178066002571
a6cf-85b0c7f54a22

diagnosis details.

Cause Analysis Result Summary

Cause: Temperature is abnormal. The optical module ol
Suggestion: Replace the optical module.

Fault Object 1, ¥
PodName=GigabiE themeto2/1 Siot ID=2

PhysicalName=100GEQ?/24 FauliCause=

ause=Optical Temperature Too High If Alias=3586.0/2/24||FTTS-100000-100000f|_NNI_DYB if Memo=—-

Parsed intent and generate the fault
diagnose target then take diagnose action

2"C3 100GE0/2/24 may be faulty.
a

Alarm Name 1, Y Faslt Order Creatio... §¥  Diagnosis Compieti...

ETH_LOS 20260609 132118 20260609 132532

Optical invalid 2026-06-05 144127 20260605 144154

Check if optical module is offline

Output with timestamp

\

Query NE information of peer port
Check If peer NE is online

Check if peer board or subcard has fault

Checkif local port is optical port

Checkif link between both ends is broken

Execute 'Optical Module Exception Diagnosis' for lofal port

@ & Cot - Optical Module Exception Diagnosis

Check if optical module laser is abnormal
Check if optical module model matches

Check if optical module has hardware fault

Port Name
100GE0/2/24
100GE0/2/24
100GE0/2/24
100GE0/2/24

Port N:

mAftes[ngLged the dulggmn

shold OF Supply Vol

CoT diagnose process

Tx Bias(mA)
800
800
800
800

weeoz2O Ut R result withsANL

Temperature Component

No Lane

Temperature("C)
80335

Cause:
Suggestion:

iperature is abnormal. The optical modul
¢ Replace the optical module.

k'3 100GE0/2/24 may be faulty.

0se.re

hgnort,

Upper Threshold Of Tx Bias(i




Data Collection& Alarm filtering-1

Optical Module Failure or Optical Power Abnormal

Port Failure

Protocol State Abnormal

A

B

A

Service
capability

Weight

Question

Option A

Option B

Option C

Option D

Data
Collection&
Alarm filtering

10%

Note:
All types and fault-related indicators

mentioned in options should be covered
when choosing a related option

How does the System support data
collection, alarms correlation and
fileting?

The system automatically collects fault-related indicators
ncluding alarms, logs, performance, and OAM data, detecting
service and network status in minutes, and automatically
associates alarms, filters & correlates alarms.

needed for accurate root cause analysis:

1) For sub-scenario "device offline”, millisecond-level optical
power data is needed.

P)For sub-scenario "Port Failure", data collection of OTDR is
needed.

For specific sub-scenarios, data awareness at higher precision is

The system automatically
collects fault-related
indicators including alarms,
logs, performance,
detecting service and
network status within 15
minutes or 24 hours,
associates alarms, filters &
correlates alarms based on
manually defined rules.

Manually select and
use the System to
collect data and
filter out
nvalid/redundant
alarms

Data collection and
alarm filtering of
nvalid / redundant
alarms are manually
done.

Example evidence for option A:

Real-time Fault & Performance Alarm Management

Minute-level OAM data (Packet Loss, Delay, Jitter, etc.)

»f iMaster nce CurrentAlarms  Alarm Logs  Historical Alarms  Masked Alarms  EventLogs  Alarm Log Statistics  Event Log Statistics  Alarm Settings C Day ac 1-minuts @ 2026-05.27 00:45 Query | Advanced Group Configuration
Template Management | Fies =Em s 0
= ubnet lame - lame ~ hl V. sage(i) ~ £ l ax. =1 Pt ax. Memoi age: d
Subnet N NE N ME Type Avg. CPU Usage(% Avg. Memory Usage{3%; Max. GPU Usage(%) Max. Memory Usage(%
Opaction Locasoa et ¢ ther ntormation Occumeaces ¢ First Occumed (51) £
s .. Mpls Tunnel I4=147 Ingress LSR Ide... MPLS Turnel Name= Tumnel1421 20260828 23:2. 5
» .. Mpls Tunnel LSRig=.. MPLS 20260825 23:13. Adana MeiEngine 3. 36.00 36.00
s
s L Diagnosis 2026025 2313 Adana ATN 980G 37.00 32.00 37.00 32.00
s Wols Tunnel LsRi=.. wPLS 20260825 2312,
e fpte Lo, (MPLS 20004 20 ;12 Adana ATM 980C 36.00 32.00 36.00 32.00
Ed Mpis Tunnel Id=194 Ingress LSR id=... MPLS Tunnel Name=Tunnel1350 2026-08-25 23:13.
s Mpis Tunnel Id=1 Ingress LSR 1d=10... MPLS Tunnel Name=Tunne! 2026-08-25 23:12.
rd Mpis Tunnel Id=2 Ingress LSR Id=10. MPLS Tunnel Names=Tunnel2 2026-05-25 23:12. ANKARA ATNISOD 22.00 25.00 2200 28.00
* Mpis Tunnel Id=5 Ingress LSR Id=10... MPLS Tunne! Name=Tunnel$ 2026-08-25 23:13.
» - Mpls Tunnel Ides Ingress LSR Idw10... MPLS Tunnel Name=Tunnelt 20260825 23:13.. Adana ME4DE-X3A.... 12.00 37.00 1z.00 37.00
- Mpis Tunnel Id=8 Ingress LSR Id=10. MPLS Tunnel Name=Tunne!8 2026-08-25 23:13.
2 o Mgks ool AN MRS e LS Adana NE40E-X34... 9.00 21.00 2.00 21.00
ac Mol Tunnel [4=3101 Ingres3 LSR d... MPLS
s L
s .. Wels LsRige.. weLS 20260828 23:12...
s Wols Tunnel SRid.. MPLS
» L 1
2 Minute-level performance data (CPU/Memory Usage, etc.)
rl L Diagnosis.... 2026-08-25 23:13.
Ed %
s Diagnosis... 20260825 2312,
- 1 Nisnnacies 2090828 2243 S-minute v @ 2026-03-25 11:10 Query  Advanced Configurat
Log M an ag e m e nt Link Name ~ ‘Source NE Name ~ Source NE Interface IP ~ ‘Source Interface Description ~ Sink NE Name ~ Sink Interface Description ~ Link Bandwidth ~ IPv4 Bidirection Delay Min ~ 1Pv4 Bidirection Delay ~ 1Pv4 Bidirection Delay Max ~ 1Pv4 Jitter ~
Log Manage... Operation Logs @ 10.00 Gbis 72.00 us 9165us 105.00 us 258us
= From | @ | e | 2wos200216 @ 10.00 Gbs 72.00 us 9128 us 105.00 us 253us
Securty Logs.
10.00 Gb/s 51.00 us 66.37 us 86.00 us 289us
System Logs
Spersen toas SR B operation Log Detatls = N 1Pv4 Jitter
1 Guery logs L
(77 Queey online map Scenses
T Seve repont cloumn confl.
(1 Sevarepon clounncont . @ Waming
[ Saverepon doumn coofi € Waming
) Save ropon cloumn coni
(7] Save report cloumn confl . €3 Wamiog
(] Save report clounn conf_
7 Unicastirr 00 1245 1 415 1500 1545 1630 17:15 1800 1845 19 2045 21 230 2315 0000 00:45 01:30 0215 0300 0345 0430 0515 0600 06:45 0730 0815 0900 0945  10:30
ot rococaa: 287
acncrmacs e 10.00 Gbis 45.00 us. 48.43us 76.00 us 122us




. . . Optical Module Failure or Optical Power Abnormal Port Failure Protocol State Abnormal
Data Collection& Alarm filtering-2 . 5 .
cis;\gﬁiety Weight Question Option A Option B Option C Option D
Data 10% How does the System support data The system automatically collects fault-related indicators The system automatically |Manually select and [Data collection and
Collection& collection, alarms correlation and ncluding alarms, logs, performance, and OAM data, detecting [collects fault-related use the System to  falarm filtering of
Alarm filtering fileting? service and network status in minutes, and automatically indicators including alarms, [collect data and invalid / redundant
associates alarms, filters & correlates alarms. logs, performance, filter out alarms are manually
Note: detecting service and nvalid/redundant |done.

All types and fault-related indicators

when choosing a related option

mentioned in options should be covered

For specific sub-scenarios, data awareness at higher precision is
needed for accurate root cause analysis:

1) For sub-scenario "device offline", millisecond-level optical
power data is needed.

P)For sub-scenario "Port Failure", data collection of OTDR is
needed.

network status within 15
minutes or 24 hours,
associates alarms, filters &
correlates alarms based on
manually defined rules.

alarms

Example evidence for option A:

The system support automatically associates alarms, filters & correlates alarms.

Alarms You can click an NE in the topology to view its alarms.

Event Serial .. ¢ | EventID | Name ¢
2083885 2505274

2083886 3

Corredates alarms

2083888 3]

2083887

2083889 3
2083890 3
2083895 2601239
2083891 1101056
1101056

1101056

2083892
2083893

Total records: 11

Note: VF Turkey can not collect the fiber cut distance with OTDR tool automatically on port failure scenario,

Root alarm

1
Details:  The user side Pl
"
The user side If
exception

| Description

exception
PhysicalName=GigabitEthernet2/0/6 FaultC...  T-T090400

| Comments |

If Index=4784 I[f Name=GigabitEthernet2/0/6... T-T090400

Incident Topology nes 13
If Index=7744 I[f Name=GigabitEthernet2/0/6... T-T090400

If Index=7745 If Name=GigabitEthernet2/0/6... T-T090400

If Index=5605 If Name=GigabitEthernet2/0/6...  T-T090400
If Index=5606 If Name=GigabitEthernet2/0/6... T-T090400
PortName=GigabitEthemet2/0/6 If Alias=36...  T-T090400
PWVcIndex=44775 PWVcType=Ethemet Pe... T-T090400
PWVclIndex=44776 PWVcType=Ethemet Pe... T-T090400

PWVclndex=37185 PWVcType=Ethemet Pe... T-T090400

Physical Port Down @ Critical

e=GigabitEthernet2/0/6 FaultCause=Physical Port Down If Alias:

™ " has connection exception.
If Name=GigabitEthemet2/0/6.457 If AliasiCl

The user side If Index=5605 If Name=GigabitEthemnet2/0/6.456 If Alia

The user side If Index=7745 If Name=GigabitEthemet2/0/6 203 IfAlla:‘.

logical topology

option B for port failure.

Connection

Port Failure

PTN 6900-16

90(1).3.0.0*DYB8801.30.1*VDF_TC-4000@1891221003@)||DWI

891221003@|[VDF_TC-7000||-VLAN_457 If Memo=— of

891221003@|VDF_TC-7000||-VLAN_456 If Memo=— of

}®1891221003@I[VDF_TC-7000||-VLAN_203 if Memo=—

The system filter out the associates alarms and
correlates alarms, show the root alarm with




Fault Identification Riskidentification [ - [ e | &

Serwce

How does the System support fault identification,
isk identification and subsequent impact analysis?

Note:

hese four sub-scenarios are required to consider
petential risk: Optical Module Failure or Optical
Power Abnormal, High Error Rate, Protocol State
Abnormal, VPN Degradation.

Example evidence for option B:

: ¥ Settings

Network Map Settings

Path Restoration Policy Settings
Network Traffic Settings
Intelligent Analysis Settings
Configuration Simulation Settings
Planning Simulation Seting
Diagnosis

Digital Radar Configuration

Collection ltem | Analysis Item

Collection ltem Settings

Collection Item Templates

Physical Entity Statistics

Master'Slave Engine Status

NE Level

1SIS Neighbor Status

Default Template

OSPF Neighbor Status
OSPFv3 Neighbor Status

1P Routing Table Information

VPN Instance Route Exceeds The Limit
Board Temperature Abnormal

NE CPU Usage

NE Memory Usage

Disk Usage

Abnommal Port Bit Errors

MPLS TE Tunnel status

LSP Tunnel status

Clock Synchronization Status

SR Policy Tunnel Statistics

SRv8 Policy Tunnel Statistics

LLDP Neighbor Information

Port Optical Power Information

Interface Bandwidth Usage
FTP Service Status
Telnet Service Status

BGP Neighbor Statistics.

he system identifies faults, potential risk

ithout need for Human intervention.

he System identifies

subsequent impact with severity based on AL modesffaults, potential risk and

subsequent impact based

Note: The Al models should conduct analysis based jon Dynamic programable

Template Configurations

Template name Defauk Template-1780045751541

Normal value of ISIS neighbor status o

ISIS anomalous neighbor burst range @ i Health degree
Health degree

Health degree

Mutation range of the total number of ... @

on multi-dimensional data including service topology Jrules (configurable or ML),
(e.g., consists of L2VPN, L3VPN, L2EVPN,
L3EVPN, SRv6-Policy, etc.), physical topology,
performance data, alarm correlations, etc.

but may needs human
onfirmation

Network Health Details Weight Configurations

Analysis ltem Name
Statistics On NE Information
Physical Entity Stafistics.
MastenSlave Engine Status
Physical Topology Information
Long Ghain

Ring Information

1SIS Neighbor Status

/

Dynamic programable rules

OSPF Neighbor Status
OSFFu3 Neighbor Status

IP Routing Table Information

VPN Instance Route Exceads The Limit
Bgp Neighbor Status
LSP tunnel information
MPLS TE Tunnel status
SR Policy Status

SRvB Policy Status
Layer 3 Topalogy Information
Board Temperature Abnormal
NE GPU usage

NE Memory Usage
Abnormal Port Bit Enrors
LLDP neighbor information
Disk Usage

Clock Synchronization Status

Port Optical Power Information

Interface Bandwidth Usage

he System identifies
aults, potential risk
and subsequent
mpact based on

anually defined rules

Self-define healthy weight for different checklist

Faults,potential risk
and impact need to be
manually identified
based on human
expertise or through
he execution of
manual written
procedures.




Fault Identification ,Risk identification-2

SerV|ce

How does the System support fault identification,
isk identification and subsequent impact analysis?

Note:

hese four sub-scenarios are required to consider
petential risk: Optical Module Failure or Optical
Power Abnormal, High Error Rate, Protocol State
Abnormal, VPN Degradation.

Example evidence for option B:

Collecting and analyzing...

76
points

Collection tasks: 126 ; Ongoing:
Risky:

Analysis tasks: 25; Ongoing:
By 2026-03-27 11:10:03 B

*  Physical Entity Statistics (6)

1 subhealthy device found. > risky devices found. take action promptiy.

* Masler/Slave Engine Status (5)

risky devices found take action promptly.

* ISIS Neighbor Status (2)

risky devices found.take action prompiy.

*  OSPF Neighbor Status (2)

risky devices found.take action promptly.

*  IP Routing Table Information ()

4 subhealthy devices found take aclion promplly.

*  Disk Usage (5)

4 subhealthy devices found. | risky device found.iake aciion prompily.

* MPLS TE Tunnel status (2)

1 subhealthy device found. ' risky device found.take action prompily.

*  LSP Tunnel status (1)

- Subhealthy: 14

: Subhealthy: 7 Risky

e e

NE type

(e e e e e )

Health degree NE IP address

Statistical anomaly analysis of ISIS nei... ISIS Neighbor Stafistics +

1515 Nesghbor Numbes

Content

Total number @ Up numbe Up number in the previous « 73

Neighbor Id 1 ¥

« Details About ISIS Neighbor Status Collected from 525 s s n s s s nnnnns. ..

Exception Analysis

Suggestions

Optical Module Failure or Optical Power Abnormal |Port Failure | Protocol State Abnormal

he system identifies faults, potential risk he System identifies
subsequent impact with severity based on AL modesffaults, potential risk and

ithout need for Human intervention. subsequent impact based
Note: The Al models should conduct analysis based jon Dynamic programable
on multi-dimensional data including service topology
e.g., consists of L2VPN, L3VPN, L2EVPN,
L3EVPN, SRv6-Policy, etc.), physical topology,
performance data, alarm correlations, etc.

but may needs human
onfirmation

<« Analysis Task Details

@ Port Optical Power Information

Compare Results View History

Health degree Analysis period

Last successful execution time Collection template

Daily 6

2026-05-27 18:37:38 Default Template (&)

Port optical power statistics and ...  Top5 Optical Power Port
1.The total number of neighbors of process
fluctuates reduced from ~ fo .

1. Check whether the physical status of the interfaces
at both ends of the link and the IS-IS protocol status are
nomal.

2. Check whether the IP addresses of the interfaces at
both ends of the link are in the same network segment.
3. Check whether the system IDs configured on the
devices at both ends of the link are the same.

4. Check whether the area addresses of the devices at

ISIS Neighbor status change

Full Export All NE List

State 1, ¥
Up
Up

Up

ules (configurable or ML),

Number of NEs

he System identifies [Fault, potential risk
aults, potential risk  jand impact need to be
and subsequent manually identified
mpact based on based on human
anually defined rulesjexpertise or through
he execution of
manual written
procedures.

View History|
Execution time Analysis template

27-05-2026 01:07:35 Default Template

Exception Analysis

Content 1.The number of NEs with abnormal optical power is

\ Abnormal optical power

Abnormal Optical Power Count 1. ¥




. Optical Module Failure or Optical Power Abnormal Port Failure | Protocol State Abnormal
Fault Demarcation-1 A A A
cisg\gﬁﬁy Weight Question Option A Option B Option C Option D
Fault 15% How does the system support fault demarcation? The system automatically The system demarcates the [The system demarcates the [Manually demarcates
Demarcation demarcates the faults based on [faults based on Dynamic faults based on manually the fault based on
Note: Al models without manual programable rules defined rules, results need data such as operation
1) Examples of demarcation involve pinpointing the exact  [intervention. configurable or ML), results  jmanually confirmation. logs and captured
roles of malfunctioning routers, like identifying whether they may need manually packets.
are access routers, aggregation routers, or Autonomous confirmation.
System Boundary Router (ASBR).

Example evidence for option A: The system intelligently demarcate for the exact device that cause the fault by invoking dynamic generated COT by LLM

Sub-scenario: Optical Module Failure Sub-scenario: IS-IS Adjacency Changed

€ Ao

Pk Dot roces Give the exact device, port name and related (it replay]
Optca Powes T00 Low I Alls-to_Cioud PET 1 Mermos Check Whether the Port is Optical Port Fault ID: [fault-516711518]

-performance data 0-cE50616e271
= i n 71 15-15 Adjacency Changed

Check Whether the Link between Ports is Disconnected Fauit detection time: 2026-05-28 18: +08:00

Fault Object: ISIS Sys Instance=100 I ys Level Index=level2IS ISIS Circ If Index=8 ISIS Pdu Lsp 1d=0070.0700.40¢
diagnosis details.

Receive Optical Power(d8m)

-nas

ot modl's Fault Cause Analysis
Port Name ‘Transmit Optical Power(dBm) Receive Optical Power(dBm)

. Cause Analysis Result Summary

GigabitEthemet2/0/5 218 1653

"2 port 25GE1/0/1 and NEM n ZmZWC3 port 25GE1/0/0 have inconsistent ISIS configurations.

Suggestion: Modify the configuration to ensure that the configuration is consistent on both ends.

Fault Diagnosis Process
Query current uncleared 1S-IS alarms on NE

o s oS . OUL the fault location and give the == Unkeown tep Demarcate the fault cased by configuration

Netanak Hemon lo g:"“ al.to po lo g fE bl ook & Cot - Port Fault Diagnosis

No abnormalities were detected in the above diagnostics. If any faults persist, please escalate the issue to technical support for manual resolution.

ical
GigabitEthemet0/3/0 DOWN

GigabitEthemet0/3/0.1 #* Query the Peer Port 05-281824:09
25GE3/0/1

Peer port found, Peer port: ™ 'm I 0/0. Proceed to diagnase other peer port potential faults.
25GE3/0/13 L LI

Port Name 1P Address
25GE1/0/1
25GE1/0/0

o
ion mode does not match
Suggestion: Modify the configuration to ensure that the configuration is consistent on both ends.

" -
--lldﬂ -0(GigabitEthemet0) ti

Suggestion: Please check the power supply and optical cable connectivity of




Optical Module Failure or Optical Power Abnormal Port Failure | Protocol State Abnormal

Fault Demarcation-2 A A A

Service

capability
Fault 15% How does the system support fault demarcation? The system automatically The system demarcates the [The system demarcates the [Manually demarcates
Demarcation demarcates the faults based on [faults based on Dynamic faults based on manually the fault based on
Note: Al models without manual programable rules defined rules, results need data such as operation
1) Examples of demarcation involve pinpointing the exact  |intervention. configurable or ML), results  jmanually confirmation. logs and captured
roles of malfunctioning routers, like identifying whether they may need manually packets.
are access routers, aggregation routers, or Autonomous confirmation.
System Boundary Router (ASBR).

Weight Question Option A Option B Option C Option D

Example evidence for option A: The system intelligently demarcate for the exact device that cause the fault by invoking dynamic generated COT by LLM

Scenario: I1S-IS Adjacency Changed _ — : Root cause enciies
Based on W‘l”'MO’U’e‘| k:prelurmnl»nuaryuaﬂa-'yslS . - \ents )TN analyza this 1S-IS adjacency Here's the comparison:

Summary

and fix

Root Cause

- N . Item 182.169 (GE0/2/1) 182.26 (GEO/2/8)
\
( Maxim uto ispatcl \ oot Caul 1S authentication mismat
/ i rotcatd1 € iISSUE DY Knowledge 15-15 authentication mi
IP Address 2 ?
aximo The IS-IS adjacency on interface GigabitEthernet0/2/1 went down becau Hold Timer » . - 152160 (GRO/2/1) hod Sondined
Ticket System BCO the local devi ed 1 tlo 1S-1S Enable isis enable 200 isis enable 200
(NOC + FME) - ) 5 y 182.169 with authentication
ircuit Type p2p p2p
Reportalarms | Ticket|diagnose | Diagnose result GigabitEthemet0/2/1 Authentication  isis authentication-mode simple cipher %A%#...  Not configured i & eb:Caste
WO Dispatch 2. MTU Mismatch: If the MTU on the local interface or the neighbor is smaller than the IS-1S G The root cause is clear: Devic 1 s 15-15 authentication configured on GEO/2/1, but o . wed (mad
= packet size, Hellos may be dropped. L the IS-IS pees 3 P the peer device 122.26 uthentication configured on GEO/2/8. This
Fault demarcation P R s 9 3
Inference Server NCE-IP 8 Root cause analysis 3. IS-IS Timer Mismatch: The Hello Interval or Hold Timer configured on the local interface i mismatch causes Hello packets to be rejected with ssa 5 errors F| n al t| (o ket resu It
NetMaster (LLM) (NMS) & Solution generation does not match the neighbor's configuration, causing premature timeout y g e s i 1 iaceney ora bl Fix Applied
\ / 4. CPU/Resource Constraints: High CPU usage on either the local or neighbor device causing Removed the unilateral 15-1S authentication configuration from nterface GE/2/1 on device
\. o, delayed processing of IS-1S Hellos. 182.169:

5. ACL/Filtering: An ACL or firewall rule blocking IS-IS protocol traffic (IP Protocol 124 or
Ethernet Type 0x8137/0x8138)

Read & Write

Recommended Fix Steps remove the authentication from 182.169 (since the peer never had it configured, suggesting
it was added unilaterally on 182.169). Howeyer, removing security config cauid be a policy

Live Network A e i . S concen. et e [YF@ Eh @4 lERFAFR @ty @169 rave
model CoT diagno " TR
' g 33 "f‘ag:tignﬁs ad edTut“l!ngo/m Q

s 1 . . . at authen ithou configuring the pees
guiding principles . e D e the s entcatios s G2/ 0 aatch o e

» Ensure the interface is UR and UP. i Let me apply the fix:

* Check for errors (CRC, infut/output errors) or flapping. % o Configuration change applied (pending commit). Let me commit it:

« Ifefrors are present, repljce the cable or SFP module. Configyration committed. Now let me verify the fix by checking if the IS-IS adjacency comes

' b Verity IS-IS Neighbor Statifs: £ SN’; wslxbn(c?h\olr\l{thR %ﬁ“};\)ﬂrocess
Input features

Verification
. 182.169: a

Name: IS-IS Adjacency Changed . )
Other Information: T-T030276(M1 POC2: ISIS Circ Index=5 ISIS . ’ : e i i e o v
Adj State=down If Name=GigabitEthernet0/2/1 Reason=isNbrHoldTimeExpired config

+ Confirm if the neighbor i} listed and its state. No authentication line returned — confirmed removed.

Fault demarcation task has been done automatically by
NMS with Al, no user action history.

The other scenarios are the same way to
invocate the Al model



. .
Fault Locating and Root Cause Analysis-1

Serwce

Fault Locating How does the system support root cause he system automatically analyzes he system provides one or he system provides cause Manually analyze root
nd Root Cause is7 oot cause based on Al models without|more suspected causes based [analysis based on manually ause based on
anual intervention. on Dynamic programable rules |defined rules, manually analyze [expertise.
1) Examples of detailed causes of identified faults, (configurable or ML), results mayjand confirm the root cause.
ncluding the smallest replaceable unit, software need human confirmation.
odules, and ports.

Example evidence for option A: Base on the diagnosis COT, further analyze for the root cause

9 . Sub-scenario: Port Failure
% iMaster NCE @D Large Screen ) Optimization Workbench @4 Fault Workbench

Statistics on the number of system-automatically handled faults (past week)

40 2R [fault_replay]View Fault [2505277]
4 a o = Fault ID: a71cc900-e77a-4a40-88b1-0dd21f5d90f9
Time Period Total faults Auto diagnosis success Recovered Waiting for takeover Fault Name: {8 e ™™™ """ C3 Physical Port Down
Fault detection time: 2026-05-27 18:12:33
Fault Object: PhysicalName=GigabitEthernet0/3/0 FaultCause=Physical Port Down If Alias=to_Net_PE4 If Memo=-—-
diagnosis details.

Past week
)

Sub-scenario: Optical Module Failure

is lysi: B 4
o anayss PO The root cause is port manually closed

[fault_replay]View Fault [2505281] Fault Cause Analysis /

Fault ID: bbf0528b-6453-4f4e-8d8a-b116b20199%

Fault Name: ST m_n_m_m_n_m_m_m_n_m_m_§ Optical Fail reee .

Fault detection time: 2026-05-27 20:47:58 4 4

Fault Object: PhysicalName=GigabitEthernet0/2/1 FaultCause=Optical Model Mismatch If Alias=— If Memo Cause: The port Za"n"n"n'n'm B B B B B = B B B = 12 GigabitEthernet0/3/1 has been manually closed.
diagnosis details. Suggestion: Please set the port to up.

Call"Opt M e t Dia Cot, analysis process: . N ) v
The root cause is optical module mode mismatch ol DNegpmenl Brum

Check Whether the Port is Physical Port 2026-05-27 18:12:35
Cause Analysis Result Summary P e e aa e e

[ause: The optical module model on poly S N N m m m mmmmmm_ 13 GigabitEthernet0/2/1 mismatch. The optical module on card is not matched. > s 5 is (e R C3/Gigabii :
 sggestion: Re the optical module on port [N N s N s sORRCGigabitEthernet0/2/. @ Cot - Physical Port Fault Diagnosis(’ /GigabitEthernet0/3/0) 2026-05-27 18:12:45

Check Whether the Device is Online 2026-05-27 18:12:37

£ Dtfows hrooa ¢ N e

Check Whether the Device is Online 2026-05-27 20:4801 Check Whether the Board or Subcard is Faulty 2026-05-27 18:12:38

R e e R R R Ry

Check Whether the Board or Subcard is Faulty 2026-05-27 20:4802

o e Pt 2026-05-27 20:4803 Port Name

e -
GigabitEthernet0/3/0

Check Whether the Port is Optical Port 2026-05-27 20:4803

Check Whether the Port is Manually Closed 2026-05-27 18:12:39 .




. .
Fault Locating and Root Cause Analysis-2

Service : . . : ; :

Fault Locating How does the system support root cause he system automatically analyzes he system provides one or he system provides cause Manually analyze root
nd Root Cause Y oot cause based on Al models without|more suspected causes based [analysis based on manually ause based on
anual intervention. on Dynamic programable rules |defined rules, manually analyze [expertise.
1) Examples of detailed causes of identified faults, (configurable or ML), results mayjand confirm the root cause.
ncluding the smallest replaceable unit, software need human confirmation.
odules, and ports.

Example evidence for option A: Base on the diagnosis COT, further analyze for the root cause

Sub-scenario: Port Failure Sub-scenario: Protocol State Abnormal

& Fault duration minutes

[fault_replay]View Fault [2505280]
ey e
ot Namdg . s [fault_replay)
Fault detection time: 2026-05-27 20:1425 Fault ID: [fault-516711918]
i T S Z [
h Fault diagnosis task ID: 4b91ed20-57ae-4d71-8760-c650c616e271

diagnosis detaits. ag|

The root cause is peer NE power off e e Ca e WCACRNCN 1515 Adjacency Changed

Fault detection time: 2026-05-28 18:23:13 +08:00

Fault Object: ISIS Sys Instance=100 ISIS Sys Level Index=level2IS ISIS Girc If Index=8 ISIS Pdu Lsp 1d=0070.0700.40¢

diagnosis details.

Cot, analysis process:

e channe s stablshed for devie. The oot cause of the faure cannct it Al Rt S
be determined s

ot R RRIRRL ot 3 03 1o racps S e o e R The root cause |s authentlcat|on mode does not match

2(GigabitEthermet0/3/2))- ™ gg™j(Shelf1-1(25GE3/0/1)jfigg™shelf-3(GigabitEthernet/4/3) g igg™- Shelf! Y oo
T . .
o O(GigabitEthermeto/3/0), LI F3(Shelfi-1(FlexE-50G0/5/1)) JMLA(Shelf-O(FlexE-50(100G0/7/0), I Y3(shelr- (Flext Calr''s e Abnormal Dia <"Cot, analysis process:
':.:.:-:.: Sgutistisrmasty s/ Ptysical et EICWIN(LOS) su,u/vm-.-.uy-em OfFlext- 4 Frame 1) Frame1-1(25GE3/0/1.3),

Tl s ) W Framen 1( A1)

- = e .

® (MZB(Shelf-2(GigabitEthemet0/3/2)) P i Tt Cousin s slyole
S e e T T o55esin lesse cheds the power supply and picl cole connecy of NEs
Cause: NE 'n/™n"nn"n"n"n"n"n"n"n"n"n"n"n"n"n"n"s2 port 25GE1/0/1 and NE A"a"n "0 =N = N B = B =N = = = & =C3port 25GE1/0/0 have inconsistent ISIS configurations.

Check Whether the Port is Physical Port ' 1. The authentication mode does not match
Suggestion: Modify the configuration to ensure that the configuration is consistent on both ends.

@ Cot - Physical Port Fult Disgnosis (I MM ROC GigabitEthermetd/3/0)

Fouk Diagnosts Process Provide the analysis process, all of the links i

ST mmmmmmmsmm s connect to this,NE are broken

FlexE-50G0/5/1

Query current uncleared IS-IS alarms on NE 05-2818:2317

Protocol Status Ao Check the IS-IS configuration on both side find out e
Auth Mode is inconsistent

GigabitEthemet0/3/0 @ & Cot - Port Fault Diagnosis 05-28 18:24:08

Network Element

GigabitEthemnet0/3/0.1 No abnormalities were detected in the above diagnostics. If any faults persist, please escalate the issue to technical support for manual resolution.
25GE3/0/1
i the Peer Port 05-28 18:24:09
25GE3/0/1.3 Query er
GigabitEthemeto/4/3 Peer part found, Peer port 4w _m_m_m_m_E1/0/0. Proceed to diagnase other peer port potential faults.

4% Check IS-IS Port Configuration at Both Local End and Peer End 05-28 18:24)0

Ne Name Port Name

P RN R 256E1/0/

25GE1/0/0
Cause: The NE is unreachable due to device power failure or optical cable fault. The following network elements are out of management: BN N_N_N_N_N_N_B_B_m_B_§3. The interrupted links
are as follows W MWW W(GigabitEthernet0/3/2)) WM We!f1-1(25GE3/0/ "W helf1-3(GigabitEthemet0/4/ W M W B-Shelf1-0(GigabitEthernet0/3/0m_ BB Shelf1-1(FlexE-50G0/5/1))- Cause: T n e e "w°OC2 port 25GE1/0/1 and NE port 25GE1/0/0 have inconsistent ISIS configurations.
TR mhelf1-0(FlexE-50{100G0/7/0)), c-f-fi-em 1 (Flext-50G0/5/ TR} (Shel1 e 5011oocaﬂ/0)):l:l:l:i=ramel z(G-gahnsummm/z/w{-:ixam 1(25GE3/0/1.3), 1. The authentication mode does not match
f1-1(GigabitEthemet0/3/1)-E_M_B_Myelf 1)1 1 Shelf1- Suggestion: Modify the configuration to ensure that the configuration is consistent on both ends.
1(GigabitEthemet0/3/1) TR Whelf1- O(Gigabvlimen:tol}/ﬂl:m:shelﬂ z(c.gahnmsnemﬂm:l:l:l:\imn 1(25GE3/0/1)).
Suggestion: Please check the power supply and optical cable connectivity of NEs.




Fault Locating and Root Cause Analysis-3

Optical Module Failure or Optical Power Abnormal

Port Failure

Protocol State Abnormal

A

A

A

Service

capability Bl

Question

Option A

Option B

Option C

Option D

Fault Locating 15%
and Root Cause

Analysis

analysis?
Note:

modules, and ports.

How does the system support root cause

1) Examples of detailed causes of identified faults,
ncluding the smallest replaceable unit, software

manual intervention.

The system automatically analyzes
root cause based on Al models without|more suspected causes based

The system provides one or
on Dynamic programable rules

need human confirmation.

(configurable or ML), results may

The system provides cause
analysis based on manually
defined rules, manually analyze
and confirm the root cause.

Manually analyze root
cause based on
expertise.

Example evidence for option A: Base on the diagnosis COT, further analyze for the root cause

Scenario: IS-IS Adjacency Changed

[ M axi mo Auto TT Dispatch
BCO
Ticket System (NOC + FME)
Report alarms I Ticket|diagnose IDiagnose result
WO Dispatch
ference Server NCE-IP @ Fault demarcation
BeN J
NetMaster (LLM) (NMS)) 3 [Bosteausc anakor fg

\
N

&
Read & Write (}

|
Live Network

Locate the root cause and fix the following fault:
Alarm Source: T-T030276(M1

IP Address =182.169
Name: IS-IS Adjacency Changed
Other Information: T-T030276(M1)=
Adj State=down If Name=GigabitEthernet0/2/1 Reason=isNbrHoldTimeExpired

Diagnose task invocate Al Model

The other scenarios are the same way i
to invocate the Al model

POC2: ISIS Circ Index=5 ISIS

s AT NG P PRITRATITEYS A ARYSTS®
rt @ issue by knowledge

). This means the local device stopped receiving IS-1S Hellg
rom its neighbor within the configured hold time interva

Common causes for this specific error includes

1. Physical Layer Issues: Cable faults, SFP/module failures, or link flapping on
GigabitEthemet0/2/1

2. MTU Mismatch: If the MTU on the local interface or the neighbor is smaller than the IS4S
packet size, Hellos may be dropped.

3. 1S-1S Timer Mismatch: The Hello Interval or Hold Timer configured on the local interfag
does not match the neighbor’s configuration, causing premature timeout.

4. CPU/Resource Constraints: High CPU usage on either the local or neighbor device caugng
delayed processing of IS-1S Hellos.

5. ACL/Filtering: An ACL or firewall rule blocking IS-1S protocol traffic (IP Protocol 124 o

Recommended Fix Stegs

Al model CoT diagnosH
guiding principles

1. Check Physical Link Stafus:

« Ensure the interface i
« Check for errors (CRC|input/output errors) or flapping.

« If errors are present, fpplace the cable or SFP module.

2. Verify IS-1S Neighbor Sfatus:

« Confirm if the neighbor is listed and its state.

+ Check the Hello Interval and Hold Timer values.

*(Note: ebugging cautiously

Root cause identified.

Ml analyze this IS-1S adjacency

failure and work through the diagnostic

Let me find the d nd
Good. The affected devi

50 multicast co y appears fin

Item 182.169 (GE0/2/1)

1P Address

1S-IS Enable

Circuit Type p2p

Authentication

-1S interface and process configuration.

Now let me check th
Interesting — the

one on GEQ/2/3 and one on FlexE0/7:
Letmec last peer change and error info.
Key finding! The most recent peer change on GEO/2/1 s}

The root cause is authentication failure. The adjact

47 — AT Hello pack

The root cause Is IS-1S authentication mismatch between the tw

Now let me check the peer devic
tme find
er neighbor

This Is likely the peer —
config on the

| model

ingxi
lingxi.a

last peer change info.
not showing in the peer |
he adjacency on Gl

The root cause is cle:
the peer device 182.2

Here's the comparison:

isis enable 200

isis authentication-mode/imple cipher % %#...

(47 counted), preventing the IS-IS adjacency from establishing.

Find out the root cause

182.26 (GE0/2/8)

isis enable 200
p2p

Not configured

Device 1S-1S authentication configured on GE0/2/1, but
does not ha

any authentication configured on GEO/2/8. This

authentication mismatch causes Hello packets to be rejected with 5sa A erors

Now let me fix this. | need to either:

Al model CoT
diagnose process

Trouble Ticket

due to 4

from an carli

o confirm:
ly show:
were rejected due to authentication failure

™~

tion configuration. The neighbo:

160:
hing s Thi

root cause analysis

hunk is h

Ti-e-ket start and end tim

aEEEEn NN -

Remaote repair confirmation/

 analyze this IS-15 adjacency

Key findingl The most recent pes( change on GEO/2/1

The root corise is authentication failure. The adjacenc
hold time/ expired. Th

were rejected due to authentication failure

Minor, 2 packets with bad circuit type

5 15-1 authentication mismatch between the two endpoints on G




Optical Module Failure or Optical Power Abnormal Protocol State Abnormal
Solution Generation-1 s | s [ s |

olution Generation How does the System support he System generates the optimal he System generates multiple he System generates the he recovery solution
generation of fault recovery recovery or fault rectification solution possible recovery or rectification  |optimal recovery or fault eeds to be manually
solutions? based on Al models without the need for [solutions, but may need human rectification solution through generated based on human
Human confirmation onfirmation. predefined rules and needs expertise
Human confirmation

Example evidence for option B: The system automatically generate the close-loop recovery solution or rectification suggestion

Sub-scenario: port failure Sub-scenario: Protocol State Abnormal

fault.replayView Fauit [29145813-1]

Fault D: Gaa14bed-c65b-4e66-955- 5260081
Fault

Fault detection time: 2026-05-27 16:4421

Cause: Theport W™ I I I W W W W W W W W mhemet2/0/4 status is DOWN(LOS). [fault_replay]

Suggestion: The root cause of the fault cannot be determined based on the port status. opting i ing t . R Fault ID: [fault-516711918

Check Whether the Port is Optical Port PGeé P‘i évpﬁ?@c ﬁﬂf@’ %ﬁﬁodNégt on tO c h ec k t h € ZiJ QQL 2 F:ul: dia;m:sis task ID: 4&;1cd20-57ae~4d71~8760-(650(ﬂ&271
— is'wellinserted ¥ 2 1515 Adjacency Changed
Check Whether the Link between Ports is Disconnected e lr2lneden Fault detection time: 2026-05-28 18:23:13 +08:00

Couse Analysis Result Summary Fault Object: ISIS Sys Instance=100 ISIS Sys Level Index=level2IS ISIS Circ If Index=8 ISIS Pdu Lsp 1d=0070.0700.404
Couse: R 1 GigabitEthernet) 2/ and g )
The

thatthe fibr s boken.

dagnoss dealls.

Port Name Transmit Optical Power(dBm) Receive Optical Power(dBm) diagnosis details.

M e GigabitEthemet0/2/4 241 40

Fault Diagnosis Pocess
Check Whether the Port is Physical Port 2 2 Ne Name Port Name Transmit Optical Power(dBm) Receive Optical Power(dBm) Upper Thre

o ™ W WGigabitEthemet2/0/4 235 -0 10 Fault Cause Analysis
8 Cot-Pryscat Pl Disgoss- oMottt/

Check Whether the Device s Online

‘Cause: I WO GigabitEthernet0/2/4 and JNL I W__W_W_M_thernet2/0/4 cannot receive optical signals in both directions and the ports Cause Analyss Result Summary

at both ends can transmit optical signals properly. The cause is that the fiber is broken.

Check Whether the Boar or Subcard s Faulty 260527 16 St Creck whithes the Nber i seciwat) insetad or the Wl i arrkal Cause: NE TSI I B0 B0 W B W@ W W port 25GE1/0/1 and NE i m ™ m ™ mm™ i™m™mmmm"m—w w73 port 25GE1/0/0 have inconsistent ISIS configurations.
3 1. The authentication mode does not match
Suggestion: Modify the configuration to ensure that the configuration is consistent on both ends.

Sub-scenario: Optical Module Failure

L R R Find out Auth Mode is inconsistent then provide

~ - - ~ b Qu it uncleared I5-1S alai NE Vv, . 05-28182317
D P Pk Based on'the analysis withdétails of optical’power data; giving the AEmAEEEEEETEYT the suggestion keep the Auth Mode same at the
Fault ID: 22864cb4-5923-434f-b19a-e552b24c0c2a ) Check the Root Cause Based on the Alarm Information a 5 2026-05-27 17:0038 Unknown step ~ 05-28 182408
Foult e WG ik Down rectity suggestion to clean the dirty fiber connector both end

Fault Object: If Index=15 If Name=GigabitEthernet1/0/9 If Alias=to_P2 If No abnormalities were detected in the above diagnostics. If any faults persist, please escalate the issue to technical support for manual resolution. & Cot - Port Fault Diagnosis
Memo=—
diagnosis details. Check Whether the Optical Power is Abnormal 2026-05-27 17:0040 No abnormalities were detected in the above diagnostics. If any faults persist, please escalate the ig#fie to technical support for manual

05-28 1824:08

# Query the Peer Port
Gall a Cot, analysis process: Port Name Transmit Optical Power(dBm) Receive Optical Power(dBm)
Peer port found, Peer port: ™ ™ ™™ ™ ' /0. fo diagnose other peer port potential faults.
Fault Cause Analysis v GigabitEthernet1/0/9 -236 170

i #" Check IS-1S Port Configuration at Both Local End and Peer End 05281824 p
Cause Analysis Result Summary

Cause: T _NI_N_W_W_W_W_W_W_W_W_; GigabitEthemnet1/0/9 receives weak
optical signals andB_J_____J_W_N_M_M_HN_3 25GE3/0/9 cannot MTU IP Address

receive optical signals. The cause may be that the overall fiber loss is excessive (from Ne Name Port Name Transmit Optical Power(dBm) Receive Optical Power(dBm) 25GE1/0/1 9600
9600 %

aging, bending, or contamination) or that the optical module is faulty.
Suggestion: Clean the fiber connector and the optical module interface, remove the fiber CmCmCw e e WO e 25GE3/0/9 275 -40
bending points, and reinstall the optical module. If the optical signal is still weak, replace _m_m_ | 25GE1/0/0
the fiber or optical module.

Cause BB Sl W i IgabitEthernet]/0/9 receives weak optical signals and i e s s E3/0/9 cannot receive optical signals. Cause: NE MW WO port 25GE1/0/1 and NE C = = POL25GEN//0 tave Incorsistent 195 configurations
Fault Diagnosis Process M The cause may be that the overall fiber loss is excessive (from aging, bending, or contamination) or that the optical module is faulty. ; e a.u “le;{;uus: odeﬁdues '.mt ) hat the configuration i . both end
Suggestion: Clean the fiber connector and the optical module interface, remove the fiber bending points, and reinstall the optical module. If the optical signal is still weak, replace the fiber or optical uggestion: Madiy the config S RIIE Rt e con N S e o i

Check Whether the Port is Physical Port 2026.05-27 17:0006




Solution Generation-2

Optical Module Failure or Optical Power Abnormal

Port Failure | Protocol State Abnormal

B

B B

Service capabilityl Weight

Question

Option A

Option B

Option C Option D

Solution Generation 10%

solutions?

How does the System support
generation of fault recovery

Human confirmation

The System generates the optimal
recovery or fault rectification solution
based on Al models without the need for

The System generates multiple
possible recovery or rectification
solutions, but may need human
confirmation.

The System generates the
optimal recovery or fault
rectification solution through
predefined rules and needs
Human confirmation

The recovery solution
needs to be manually
generated based on human
expertise

Example evidence for option B: The system automatically generate the close-loop recovery solution or rectification suggestion

Scenario: IS-IS Adjacency Changed

'l analyze this 15-15 adjac

Let me find the device and
Good. The affected d

[ Auto TT Dispatch

Ticket System

Report alarms T Ticket|diagnose TDiagnose result

3 ault demarcation
NCE-Ip @ Faultde L
NMS @ Root cause analysis
{ ) @ Solution generation

Inference Server
NetMaster (LLM)

(NOC + FME)

BCO

Step 1: Check the interface status on the affected device.
Inte . 1 is UP. Multicast packs

WO Dispatch

: we Al model CoT

|
Read & Write l(?
|

Live Network

Locate the root cause and fix the following faul
Alarm Source: T-T030276(M1

Diagnose task invocate Al Model

Name: IS-IS Adjacency Changed
Other Information: T-T030276(M1

POC2: ISIS Circ Index=5 ISIS

diagnose process

The root cause Is IS-IS authentication mismateh between the
Now let me check. ation configuration. The neighbor

Root cause identified.
Here's the comparison:

Item 182.169 (GEO/2/1) 182.26 (GEO/2/8)
1P Address

Al model genérated

enable 200

candidate soLt,,qtions

Not configured

1S-1S Enable isis enable 200

Circuit Type p2p

Authentication  isis authentication-mode simple, 7 %"

The root cause is clear: Device 63 has IS-IS authentication configured on GEO/2/1, but

the peer device 122.26 does not have any authentication configured on GEO/2/8. This
authentication mismatch causes Hello packets to be rejected with 5; errors
(47 counted), preventing the IS-IS adjacency from establishing.

Now let me fix this. | need to either:

1. Add ma

hing authentication on the p ice (182.26), or

2. Remove authentication from 182.169

Since the peer is stuck In Inic state and the auth failure s the blocker, the safest fix is to
remove the authentication from 182.169 (since the peer never had it configured, suggesting
it was added unilaterally on 182.169). However, removing security config could be a policy
concern. Let me check if there's a pattern — let me see if other interfaces on 182.169 have
auth:

GEO/2/3 (which has a working IS-IS peer) does not have authentication configured. This
confirms that authentication was added only on GEO/2/1 without configuring the peer side.
The fi lo remove the authentication from GEO/2/1 to match the peer.

Let me apply the fix:

Configuration change applied (pending commit). Let me commit it:

Configuration committed. Now let me verify the fix by checking if the IS-1S adjacency comes
up:

Now let me check the IS-IS peer status:

The IS-1S adjacency on GEO/2/1 is now UP. The peer 1
showing state op with HoldTime 23s.

6 (System ID

Let me also verify from the peer sid

Root cause identified.
Here's the comparison:

Item 182.169 (GE0/2/1) 182.26 (GE0/2/8)

1P Address

1S-IS Enable isis enable 200 isis enable 200

Circuit Type p2p p2p

Authentication isis authentication-mode simple cipher %A%#.. Not configured

The root cause is clear: Devic 63 has IS-IS authentication configured on GEO/2/1, but

the peer device 6 does not have any authentication configured on GEO/2/8. This

s errors

authentication mismatch causes Hello packets to be rejected with Bad au

Now let me fix this. | need to either
1. Add matching authy

tication on the peer device (182.26), or

2. Remove authentication from 182.169

Since the peer is stuck in 1

remove the authentication from 182.169 (si d, suggesting
it was added unilaterally on 182.169). However, removing security configj could be a policy
concern. Let me check if there's a pattern — let me see if other interfces on 182.169 have
auth:

GEO/2/3 (which has a working IS-IS peer) does not have authentication configured. This
confirms that authentication was added only on GE0/2/1 withsut configuring the peer side.
The fix is to remove the authentication from GEO/2/1 to match the peer.

Let me apply the fix:

Configuration change applied (pending commit). Let me commit it

Configuration committed. Now let me verify ti
up:

Now let me check the IS-IS peer status:

The IS-IS adjacency on GEO/2/1 is now UP. The peer
showing state op with HoldTime 23s.

fix by checking if the IS-1S adjacency comes

& (System ID

Let me also verify from the peer side:

Peer device also shows the adjacency as

config:

No authentication line returned — confirmed removed.

i» . Let me do a final verification of the interface

Peer device also shows the adjacency 4 Up . Let me do a final verification of the interface
config:
No authentication line returned >~ confirmed removed.

2026-06-14 14:11:25.477 [trace-mgdduiBa-8y00verki] [ForkJoinPool.commonPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop - chunk is:{"choices":[{"delta content":"Now"}, "iyde: 0}],"created":1781417466, "id":"c!
2026-06-14 14:11:25.527 [trace-mgdduiBa-8y00verki] [ForkJoinPool.commonPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop - chunk is:{"choices":[{"delta":{"content":" let mghfix"}, "index":0}], "created":1781417466
2026-06-14 14:11:25.577 [trace-mgdduiBa-8y00verki] [ForkJoinPool.commonPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop - chunk is:{"choices":[{"delta ndex":0}],"created":1781417466, "id"
2026-06-14 14:11:25.627 [trace-mgddui8a-8y00verki] [ForkJoinPool.commonPool-worker—1] INFO com.huawei.lingxi.agent.AgentLoop - chunk is:{"choices":[{"delta":{"content": "}, "index":0}], "created":1781417466, "i
2026-06-14 14:11:25.676 [trace-mgddui8a-8y00Overki] [ForkJoinPool.commonPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop - chunk is:{"choices":[{"delta
2026-06-14 14:11:25.727 [trace-mgdduiBa-8y00verki] [ForkJoinPool.commonPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop - chunk is:{"choices":[{"delta
2026-06-14 14:11:25.776 [trace-mgddui8a-8y00verki] [ForkJoinPool.commonPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop — chunk is:{"choices":[{"delta
The Oth er Scen a”os are 2026-06-14 14:11:25.827 [trace-mgdduiBa-8y00verki] [ForkJoinPool.commonPool-worker-1] INFO com.huawei. i.agent.AgentLoop - chunk is:{"choices":[{"delta
. 2026-06-14 14:11:25.877 [trace-mgdduiBa-8y00verki] [ForkJoinPool.commonPool-worker-1] INFO com.huawei. agent.AgentLoop - chunk is:{"choices":[{"delta "content":" Hevice 8"}, "index":0}], "created":1781417466,
the same Way to Invocate 2026-06-14 14:11:25.927 [trace-mgdduiB8a-8y00Overki] [ForkJoinPool.commonPool-worker—11 TMTA  ~oem haiacend i e e e e e e R " Cont ent s :0}],"created":1781417466, "id":"c
2026-06-14 14:11:25.977 [trace-mgddui8a-8y00verki] [ForkJoinPool.commonPool-worker H = "content” "}, "index":0}], "created":1781417466,"id
the Al model L1754 2026-06-14 14:11:26.027 [trace-nqdduifa-ty0Overkil [Forkioinbool.comensool-workez LOJ fOI the Al model generate candidate sSolUtion  wconcnc:g@8"), index":0)1, "creatsar: 1761417466, "ia":
41800 2026-06-14 14:11:26.077 [trace-mgddui8a-8y00verki] [ForkJoinPool.commonPool-wOXrker—.ij; imru Cuml.lUaWSL.lilyAl.dySlil.AYSHLLUUY — CUULA L15.{ CIULLES .|{ usiia .('content": ":0}], "created”:1781417466, "id": ™
2026-06-14 14:11:26.126 [trace-mgdduiBa-8y00verki] [ForkJoinPool.commonPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop - chunk is:{"choices":[{"delta":{"content": IEECaEIonNERom "}, "index":0}], "cre.
2026-06-14 14:11:26.177 [trace-mgdduiBa-8y00verki] [ForkJoinPool.commonPool-worker—-1] INFO com.huawei.lingxi.agent.AgentLoop — chunk is:{"choices":[{"delta":{"content":" }1,"created”:1781417466, "id"
2026-06-14 14:11:26.227 [trace-mgdduiBa-8y0Overki] [ForkJoinPool.commonPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop - chunk is:{"choices":[{"delta "content": 8"}, "index":0}], "created”:1781417466, "id":"c!
2026-06-14 14:11:26.276 [trace-mgdduiB8a-8y00verki] [ForkJoinPool.commonPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop - chunk is:{"choices":[{"delta "content" "}, "index":0}], "created":1781417466, "id":"cl
21805 2026-06-14 14:11:26.326 [trace-mgdduiBa-8y00verki] [ForkJoinPool.commonPool-worker—1] INFO com.huawei.lingxi.agent.AgentLoop - chunk is:{"choices":[{"delta "content":"9\n\nSince"}, "index":0}], "created":1781417466,
1506 2026-06-14 14:11:26.377 [trace-mgddui8a-8y00verki] [ForkJoinPool.commonPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop - chunk is:{"choices™:[{"delta":{"content":" the peer is"},"index":0}],"created":178141746




Optical Module Failure or Optical Power Abnormal |Port Failure | Protocol State Abnormal

Solution Evaluation & Decision Making-1 A A A

Cig;\gﬁﬁy Weight Question Option A Option B Option C Option D
Solution 15% How does the System support The System evaluates and determines the optimal [The System evaluates multiple possible The recovery of fault
Evaluation & evaluation & decision of fault recovery [recovery or fault rectification solution to be recovery or fault rectification solutions and [rectification solution is
Decision solutions? executed based on Al models, without the need |determines the optimal solution to be manually evaluated and
Making for Human confirmation executed based on Dynamic programable [determined
rules (configurable or ML) , but may need
Human confirmation

Example evidence for option A: After receiving the fault ticket, the system automatically generates emergency restoration and solutions.

The system automatically generates an emergency repair solution based on information such as the fault cause and location. The repair solution includes capabilities for two phases:

Phase 1: The system can automatically calculates alternative paths to restore the service which was interrupted by Link or port fault.

Phase 2: The physical faults requiring on-site manual handling, the system provides a detailed repair suggestion to guide maintenance personnel in conducting accurate on-site operations, thereby improving on
site work efficiency.

Sub-scenario 1: Link Down fault cause the protect service switch

zozuust £BBOIAL)-F IN3LL ... | UESUNAUON AGUIESS=LULSLSE3 LOIOTS=2241 FTOTOCOL SOUTCE=BGHILU) N... 2ULD-UD-2/ USDYIIU | ZULO-UD-2/ USDYIIU
2616033 2886(A2)-PTN3221... Endpoint=2023:23::3 Color=2241 ._._._éﬁﬁ.-os-ﬂ' 03:59:10  2026-05-27 03:59:10

™
v AL

. 2620021 2886(A2)-PTN3221... Destination Address=2023:23:3 Colors=1003 Protocol Source=BGP(20) N... 6-05-27 03:59:10  2026-05-27 03:59:10

oy 2616033 2886(A2)-PTN3221... Endpoint=2023:23::3 Color=1003 2026-05-27 03:59:10  2026-05-27 03:59:10

- 3074752 (8] 2886(A2)-PTN3221... PhysicalName=GigabitEthemet2/0/4 If Alias=to_P1 If Memo=-- 2026-05-27 03:59:10 | 2026-05-27 03:59:10 [fault_replay]View Fault [29145894-2]

oy 2620021 2886(A2)-PTN3221... Destination Address=2.1.23.3 Colors=100 Protocol Source=BGP(20) Node .. 2026-05-27 03:59:11  2026-05-27 03:59:11 Fault ID: ccb0a085-261d-40bb-9ead-60413e23e8f8

s 2616033 2886(A2)-PTN3221... Endpoint=2.1.23.3 Color=100 2026-05-27 03:59:11 | 2026-05-27 03:59:11 Fault Name:

s 3 n 2886(A2)-PTN3221... If Index=3764 If Name=GigabitEthernet2/0/4.4000 If Alias=to_P1 If Mem... 2026-05-27 03:59:09  2026-05-27 03:59:09 Fault detectio : :05:

- 3 i 2886(A2)-PTN3221... If Index=4218 If Name=GigabitEthernet2/0/4.3 If Alias=-- If Memo=-- 2026-05-27 03:59:09 2026-05-27 03:59:09 Fault Object: If Index=44 If Name=GigabitEthernet2/0/4 If Alias=to_P1 If Memo=—
- 3 " 2886(A2)-PTN3221... If Index=3902 If Name=GigabitEthernet2/0/4.164 If Alias=-- If Memo=-- 2026-05-27 03:59:09  2026-05-27 03:59:09 diagnosis details.

v D 3 | | Do 2886(A2)-PTN3221... If Index=44 If Name=GigabitEthernet2/0/4 If Alias=to P1 If Memo=-- 2026-05-27 03:59:09 _ 2026-05-27 [13:59:03

. 3 " 2886(A2)-PTN3221... If Index=4183 If Name=GigabitEthernet2/0/4.2 If Alias=—- If Memo=-- 2026-05-27 03:59:09  2026-05-27 03:59:09 FU rt h er i d entify th e root cause Of th e f au |t an d

v an 3 2 2886(A2)-PTN3221... | If Index=4180 If Name=GigabitEthernet2/0/4.1 If Alias=— If Memo=-— 2026-05-27 03:59:09  2026-05-27 03:59:09 t Fault Diagnosis"Cot, analysis process: .

AL 1100882 4 2886(A2)-PTN3221... ISIS Sys Instance=100 ISIS Sys Level Index=level2IS ISIS Circ If Index=44 IS... 2026-05-27 03:59:10 | 2026-05-27 03:59:10 P rovi dsé arepair so lution.

sy 1100882 i 2886(A2)-PTN3221... ISIS Sys Instance=100 ISIS Sys Level Index=level2IS ISIS Circ If Index=4180... 2026-05-27 03:59:10  2026-05-27 03:59:10

Fault Cause Analysis

Cause Analysis Result Summary

GigabitEthernet2/0/4 has been manually closed.
Suggestion: Please set the port to uj

Path after automatic switching

Fault Diagnosis Process v

Check Whether the Port is Physical Port 2026-05-27 04:05:18

1/Gigabit... 2026-05-27 04:05:24

2026-05-27 04:05:22

Check Whether the Board or Subcard is Faulty 2026-05-27 04:05:23




Optical Module Failure or Optical Power Abnormal

Port Failure | Protocol State Abnormal

Solution Evaluation & Decision Making-2 A A A
cig;\l/)liclzi?y Weight Question Option A Option B Option C Option D

Solution 15% How does the System support The System evaluates and determines the optimal [The System evaluates multiple possible The recovery of fault

Evaluation & evaluation & decision of fault recovery [recovery or fault rectification solution to be recovery or fault rectification solutions and [rectification solution is

Decision solutions? executed based on Al models, without the need |determines the optimal solution to be manually evaluated and

Making for Human confirmation executed based on Dynamic programable [determined

rules (configurable or ML) , but may need
Human confirmation

Example evidence for option A: After receiving the fault ticket, the system automatically generates emergency restoration and solutions.
The system automatically generates an emergency repair solution based on information such as the fault cause and location. The repair solution includes capabilities for two phases:
Phase 1: The system can automatically calculates alternative paths to restore the service which was interrupted by Link or port fault.
Phase 2: The physical faults requiring on-site manual handling, the system provides a detailed repair suggestion to guide maintenance personnel in conducting accurate on-site operations, thereby improving on

site work efficiency.

No-protect path before switchover

Sub-scenario 2: ETH_LOS fault cause the no-protect service reroute

e e

e n

Automatically execute rerouting

recovery solution

Path after automatic switching

annnn i

Sub-scenario 3: Protocol State Abnormal

[fault_replay]View Fault [29145813-1]

Fault ID: 9aa1l
Fault Nam
Fault detection time:

b-4e66-

26- 44:21

Fault Object: PortName=GigabitEthernet0/2/4 Slot ID=0 Card ID=2 Port ID=4 If Alias=to_Cloud_PE1 If Memo

diagnosis details.

Cot, analysis process:

Fault Cause 3 . a
solution for on-site repai

Cause Analysis Result Summary

Cause Analysis Result Summary

Cause: Ne 1)

E&Lther identify the root cause of the faulty link and provide a_ configurtions

1. IS-IS circuit type is inconsistent
Suggestion: Modify the configuration to ensure

I

[fault_replay]
Fault ID: [2505390]

Fault diagnosis task ID: de79e638-aclla-4202-8d47-0b8b11c17e8a

L N NN _B_® 155 Adjacency Changed

Fault detection time: 2026-05-29 15:51:41 +08:00

Fault Object: ISIS Sys Instance=100 ISIS Sys Level Index=level2!S ISIS Girc If Index=7 ISIS Pdu Lsp 1d=0060.0600.40)

diagnosis details.

that the configuration is consistent on both ends.

A Gigabichermetnz/s and Acamcmcn o _Identify the root cause is circuit type inconsistent

Check Whether the Port is Physical Port

Query current uncleared |

weomsep ~ AN give the repair solution

@ & Cot - Port Fault Diagnasis

No abnormalities were detected in the above diagnostics. If any faults pffsist, please escalate the issue to

#" Query the Peer Port

Peer port found, Pees port I I |
2026-05-27 16:4423 LR

@ Cot - Physical Port Fault Diagnosis(1d! L N N R N _E_m_m_m_=1/GigabitEthernet0/2/4)

Check Whether the Device is Online
I--- -

Check Whether the Board or Subcard is Faulty

2026-05-27 16:44:29

nical support for manual resolution.




Solution Evaluation & Decision Making-3

Optical Module Failure or Optical Power Abnormal

Port Failure

Protocol State Abnormal

A

A

A

Service

capability gt

Question

Option A

Option B

Option C

Option D

Solution 15%
Evaluation &
Decision

Making

How does the System support
evaluation & decision of fault recovery
solutions?

The System evaluates and determines the optimal
recovery or fault rectification solution to be
executed based on Al models, without the need
for Human confirmation

The System evaluates multiple possible
recovery or fault rectification solutions and
determines the optimal solution to be
executed based on Dynamic programable
rules (configurable or ML) , but may need

The recovery of fault
rectification solution is
manually evaluated and
determined

Human confirmation

Example evidence for option A: After receiving the fault ticket, the system automatically generates emergency restoration and solutions.

Scenario: IS-IS Adjacency Changed

Auto TT Dispatch \

BCO
(NOC + FME)

Maximo

Ticket System

WO Dispatch

_Jp @ Fault demarcation
NCE-IP ©@ Faultde: ti

NMS @ Root cause analysis
[{ ) @ Solution generation

Inference Server

NetMaster (LLM)

Read & Write

Live Network

Locate the root cause and fix the following fault
Alarm Source: T-T030276(M1

Diagnose task invocate Al Model
Name: IS-IS Adjacency Changed

Other Information: T-T030276(M1) -POC2: ISIS Circ Index=5 ISIS
Adj State=down If Name=GigabitEthernet0/2/1 Reason=isNbrHoldTimeExpired

The other scenarios are the same
way to invocate the Al model

e this IS-1S adjacency

terface and process configuration.
nd last peer change info.
ot showing in the peer ls

Only two peers
The adjacency on indeed down.
change and error Inf

ent peer change

Al model CoT
diagnose process

The root cause is authentication failure. The adja
old timer expired. The alarm

n GEO/2/1 shows:

went down due o Aush £ not

vas from an earlier event, but the

kets were rejected due to authentication failure

ith bad circuit type

2 Letme
nected to 182
— stuck, not reaching op . This confirms the

is preventing the y from establishing. Let me check the peer

. commonFo

Root cause identified.
Here's the comparison:
Item 182.169 (GEO/2/1) 182.26 (GEO/2/8)

1P Address

Al model genérated

isis enable 200

candidate solytions

1S-IS Enable isis enable 200

Circuit Type p2p

Authentication  isis authentication-mode simple, % Not configured

The root cause is clear: Device has IS-IS authentication configured on GEO/2/1, but
the peer device ny authentication configured on GEO/2/8. This

authentication mismatch causes Hello packets to be rejected with Bsd au

26 does not have
errors
(47 counted), preventing the IS-1S adjacency from establishing.

Now let me fix this. | need to either:

1. Add matching authe ation on the peer device (182.26), or

2. Remove authentication from 182.169

Since the peer is stuck In Init state and the auth failure is the blocker, the safest fix is to
remove the authentication from 182.169 (since the peer never had it configured, suggesting
it was added unilaterally on 18

concern. Let me check if there’

69). However, removing security config could be a policy
pattern — let me see if other interfaces on 182.169 have
auth:

GEO/2/3 (which has a working IS-1S peer) does not have authentication configured. This
confirms that authentication was added only on GEO/2/1 without configuring the peer side.
The fix s to remove the authentication from GEO/2/1 to match the peer.

Configuration com
-

Now let me check the IS-IS peer status:

The IS-IS adjacency on GEO/2/1 is now UP. The peer 1 System ID 02500
soning sate Afrpaoeke] make the decision
Let me also verify from the peel

Peer device also shows the adjacenc:

ed. Now let me verify the fix by checking if the 1S-1S adjacency comes

is

Up . Let me do a final verification of the interface
config:
No authentication line returned — confirmed removed.

.lingxi.agent.AgentlLoop
lingxi.agent.a

i.lingxi.agent.:

lingxi.

Log for the Al model make decision

worker-1] INFO wei.lingxi.agent.Agent: chunk

rker-1] INFO i.1lingxi.agent.AgentLoop

onPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop -

181va” : {“content

nten

1) INFU  GOM.OUAWE1.l1NgX1.4geNnt.AGentiLoop — GIUnK 183 ces it
1-worker-1] INFO com.huawei.lingxi.agent.Age > - chunk a": ("
~worker-1] INFO c .agent.Agent: chunk =: ("co
1-worker-1] INFO com.hua .agent.Agent chunk i

chunk is:{"choices”:[{"delta”:{"content":", suggesting"},"index":0}], "created”:1781417466

Root cause identified.
Here's the comparison:

Item 182.169 (GEO/2/1) 182.26 (GE0/2/8)

1P Address

1S-IS Enable isis enable 200 isis enable 200

Circuit Type p2p p2p

Authentication  isis authentication-mode simple cipher %~%#... Not configured

The root cause is clear: Device 63 has IS-IS authentication configured on GEO/2/1, but

the peer device & does not have any authentication configured on GEO/2/8. This
authentication mismatch causes Hello packets to be rejected with Bad Aus errors
(47 counted), preventing the IS-IS adjacency from establishing.

Now let me fix this. | need to either:

1. Add matching authentication e peer device (182.26), or

state and the auth failure is the blocker, the safest fix is to

remove the authentication from 182.169 (since the peer never had it configured, suggesting
removing security config could be a policy

let me see if other interfaces on 182.169 have

Since the peer s stuck In

it was added unilaterally on 182.169). Howe:
concern. Let me check if there's a pattemn
auth:
‘GEO/2/3 (which has a working IS-15 peer) does not have authentication configured. This.
confirms that authentication was added only on GE0/2/1 without configuring the éer side.
The fixis to remove the authentication from GEO/2/1 to match the peer.
Let me apply the fix:
Configuration change applied (pending commit). Let me commit it:
Configuration committed. Now let me verify the fix by checking if the 15-1S adjacency comes
up:
Now let me check the IS-IS peer status:
The IS-IS adjacency on GEO/2/1
showing state o with HoldTime 2:
verify from the peer side:
e also shows the adjacency as tip . Let me'do a final verification of the interface

now UP. The peer 162.24 (System ID

No authentication line returned — confirmed emoved.

"chatcmpl-6et

hatcmpl-

:"chatcmg

chatcmp €049d¢

BB"), "index":0)1," chatcmpl-8e6049de7c

“{"@l"), "index":0)], "created”:1781417466, "id": "chatcmpl-8e6049de7«

ntent"{

781417466,

"GEH" ), "index":0)], "¢reat "chatcmpl-86€049de”

1~ EERESNERE" ) , "index?:0)], "created":1781417466, "i templ-8e

EESENNENEE" ), "index’|:0)], "created”: 1731417466, "id": "chatcmpl-ge

- {~ PSSRl ) | "index":0)], "created”:173141746€, "id": "chat

"chatcmpl-f




Solution Implementation-1

Optical Module Failure or Optical Power Abnormal

Port Failure

B

B A

Service
capability

Weight

Question

Option A

Option B

Option C

Solution
Implementation

10%

How does the system support
automatic solution implementation
and on-site intructions?

assistance.

1) The system automatically executes the recovery or
rectification solution(Automatic repair excludes the
faults that on-site handling is necessary, such as
power supply failure, board fault, fiber cut).

2) The system support intelligent on-site instruction
and efficient information query based on simplified
human-system interaction, independent from NOC

solution with human
confirmation/instruction.

NOC.

1)The system executes the recovery

2)The on-site handling are assisted by
tool,but still requires assistance from

1) The recovery solution
need to be manually
implemented.

2) On-site handling is
guided by NOC.

Example evidence for option A: Scenario 1: For the configuration type error, the system executes the recovery solution without human confirmation/instruction.

Scenario: IS-IS Adjacency Changed

Maximo

Auto TT Dispatch

Ticket System

Report alarms T Ticket|diagnose Tniagnose

Inference Server B
NetMaster (LLM)

NCE-IP @ Fault demarcation

@
(NMS) (@ Solution generation

Root cause analysis

={o{e]

and last peer change info.
not showing In the peer lst. Only two peers are up:

The adjacency on G Indeed down.

r 4 : -~ Al model CoT

Read & Write

Live Network

Locate the root cause and fix the following fault
Alarm Source: T-T030276(M1

Name: IS-IS Adjacency Changed

Other Information: T-T030276(M1
Adj State=down If Name=GigabitEthernet0/2/1 Reaso
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Diagnose task invocate Al Model
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POC2: ISIS Circ Index=5 ISIS
NbrHoldTimeExpired

[ForkJoinPool.
[ForkJoinPool.
[ForkJoinPool.
[ForkJoinPool.
[ForkJoinPool.
[ForkJoinPool.
[ForkJoinPool.
[ForkJoinPool.
[ForkJoinPool.
[ForkJoinPool.
[ForkJoinPool.
[ForkJoinPool.
[ForkJoinPool.
[ForkJoinPool.
[ForkJoinPool.
[ForkJoinPool.

diagnose process

The root cause is authentication failure. The adja
hold timer expired. The alarr

went down due to not
was from an earlier event, but the

confirm:

cets were rejected due to authentication failure
ith bad circuit type

s 15-1S authentication mismatch between the two
device's authentication configuration. The neighb

ne find which device that is:
ected on the same fink
This device (182.78) has pe 169) but an

ot on the GEO/2/1 link. ) isa

Letme

— stuck, not reaching op . This confirms the
is preventing the 2 from estabiishing. Let me check the peer

Root cause identified.
Here's the comparison:

Item 182.169 (GEO/2/1) 182.26 (GE0/2/8)

1P Address

15-1S Enable isis enable 200 isis enable 200

Circuit Type p2p p2p

Authentication  isis authentication-mode simple cipher %/ %#...  Not configured

The root cause is clear: Device
the peer device ‘182.26 does not have any authentication configured on GEO/2/8. This
authentication mismatch causes Hello packets to be rejected with 5sa &

(47 counted), pAtImi O e‘.{wm.a‘k,eugtih.e deCiSiOH

Now let me fix this. | need 10 either

163 has IS-IS authentication configured on GEO/2/1, but

2 errors

1. Add matching authentication on the peer device (182.26), or

2.Re uthentication from 182.169

Since the pee: uck In Inic state and the auth failure is the bloc

remove the authentication from 182.169 (since the peer never had it configured, suggesting
it was added unilaterally on 182.169). However, removing security config could be a polic
concern. Let me check if there's a pattem — let me see if other interfaces on 182.169 have
auth:

GEO/2/3 (which has a working IS-IS peer) does not have authentication configured. This
confirms that authentication was added only on GE0/2/1 without configuring the peer side.

Let me apply the fi

Configuration change applied (pending commit). Let me commit it:

Configuration committed. Now let me verify the fix by checking if t

-

Now let me check the IS-IS peer status:

The IS-1S adjacency on GEO/2/1 is now UP. The peer 1 (System ID )is

snoving sate oz A@GkE| Implement solutio

fy from the peer side: .
-andyerify the resutwitheut

config:

nosnenisiof @ FEBNFEMation

Let me also ve
Peer dev

commonPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop — [TOOL] Executing 1 tool call(s): [ne_cli_exec(call_3edf2d19%86a54a5bb4eca76f)]
commonPool-worker-1] INFO com.huawei.lingxi.tool.ToolRegistry - Getting tool by name=ne_cli_exec

commonPool-worker—1] TNFO com.huawei.lingxi.proxy.NeCliProxyServiceClient - Send paramsMap [commands=[{command=undc isis authentication-mode, id=1}1, de
commonPool-worker—1] INFO com.huawei.lingxi.session.ChatSessionServiceImpl - getSessicnMessages called, sessionld=sess-mgddtych-5azsv
commonPool-worker-1] INFO com.huawei.lingxi.model.V1llmProviderService — high performance model not enabled, use base model

commonPool-worker-1] INFO com.huawei.lingxi.model.VllmProviderService <1 chatCompletionStream called, messagesCount=52, toolsCount=10, maxTokens=16384 ‘
commonPool-worker—-1] INFO com.huawei.lingxi.model.V1llmProviderService — chatCompletionStream called request: {'chat_ template_ kwargs':{'enable_thinking":
commonPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop — chunk is "delta":{"content™: " i y"index":0}], "created”:1781¢
commonPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop - chunk is ex":0}], "created™:1781417517,
commonPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop — chunk is y"created™:1781417517,"id":"
commonPool-worker—1] INFO com.huawei.lingxi.agent.AgentLoop — chunk is:("choices": SppaEd ("), "index":0}], "created":1781417517, "ic
commonPool-worker—1] INF }r"index":0}],"created”:1781417517,"id":"
commonPool-worker—1] INF 1 gx":0}], "created"”:1781417517,
cemonresiverner1 e LOQ fOr the Al model execution L o0 "raatad 761417517,
commonPool-worker—1] INFU Cuml.iuawsl.lilyal.dysSic.AYSHLLUUY — LLWIA 15.{ LLUiles "content”: BN}, "index":0}],['created":1781417517, "id": "cl
commonPool-worker-1] INFO com.huawei.lingxi.agent.AgentLoop - chunk is:{"choices™: {"tool_calls {"function”: {"arguments”:"", "name"”:"ne_cli_ex¢

Summary

Root Cause

1S-IS authentication mismatch between the
= 182.169 (GEO/2/1) had
« 182.26 (GE0/2/8) had no 1S-1S authent

"Deploy-configaration mstruetion
‘and-verification‘resul

0 endpoints of th
isis & e ciphe

ion configured
4 at2026-06-14

ermor packets

Fix Applied

Removed the unilateral IS-1S authentication configuration from interface GEO/2/1 on device

Verification
« 182.169: a 00 peer now shows 1

« 18226 aiapiay 171 200 pesr now shows

Trouble Ticket

™~

Ticket start and end time

e :
Remote repair confirmation

Protocol State Abnormal

Option D




. . Optical Module Failure or Optical Power Abnormal | Port Failure | Protocol State Abnormal
Solution Implementation-2 5 5 A
Service . : . . . .
capability Weight Question Option A Option B Option C Option D
Solution 10% |How does the system support 1) The system automatically executes the recovery or[1)The system executes the recovery |1) The recovery solution

Implementation

automatic solution implementation
and on-site intructions?

rectification solution(Automatic repair excludes the
faults that on-site handling is necessary, such as
power supply failure, board fault, fiber cut).

2) The system support intelligent on-site instruction
and efficient information query based on simplified
human-system interaction, independent from NOC

assistance.

solution with human
confirmation/instruction.

2)The on-site handling are assisted by
tool,but still requires assistance from
NOC.

implemented.

need to be manually

2) On-site handling is
guided by NOC.

Example evidence for option B:
Scenario 2: For faults requiring on-site manual intervention, frontline engineer handling are assisted by tools like OTDR measuring instrument, but still requires assistance from NOC.

Scenario 2: Hardware fault on-site repair
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—thé ticket, if closed go_back.
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Thank you.
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