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Cognitive 

Activities 

(IAADE)

Service capability Weight

OTN

Final Score

Equipment Communication Environmental 

Board/Module 

Fault

Line 

Interruption

Optical Power 

Fault

Client Side 

Fault
Line BER

power & high 

temperature

9% 54% 14% 1% 19% 3%

Intent
Fault management target 

formulation
10% B A B B B B

3.6

Awareness

Data Collection & Alarm 

filtering
10% A A A B A A

Fault prediction and risk 

identification
15% C A A C A B

Analysis

Fault identification & Impact 

analysis
10% A A A A A A

Fault Demarcation & 

Locating
20% A A A B A A

Solution generation 10% A A A B A B

Decision
Solution evaluation & 

Decision making
10% B A B B A C

Execution
Solution implementation and 

verification
15% B B A C C C

WDM Fault Management ANL Assessment Overall Score



OTN

Equipment Communication Environmental 

Board/Module 

Fault
Line Interruption Optical Power Fault Client Side Fault Line BER

power & high 

temperature

TMF Questionnaire 10% 45% 20% 10% 10% 5%

VFTR Work Order in Apr. 

2026
9% 54% 14% 1% 19% 3%

VFTR Applies for adjusting the scenario proportion based on the actual work order
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Cognitive 
Activities

Service 
capability

Weight Question √ Option A √ Option B √ Option C Option D

Intent

Fault 
management 
target 
formulation

10%

How does the system support fault 
management intent translation, and 
generate fault management task targets, 
policies and reports based on intent?

Note:
The Intent could be 1) declarative intent 
(e.g. emergency restoration priority,  
customized troubleshooting preference, 
2) natural language intent (e.g. NOC/FME 
request system to monitoring and 
handling the fault for the big event, 
analyze a specific fault occurred in the 
specified optical channel (OCH)) 

1) The system supports the input of 
fault management intent by simplified 
human-system interaction (e.g., nature 
language user interface provided by 
system), system automatically 
translates the intent into fault 
management targets, policies.
2) The system automatically generates 
reports for fault management tasks, 
providing overview of fault 
management results, including 
automatically fault-handling results 
and the suggestions for faults that 
required manually handling, etc.

The system supports manual 
configuration of fault 
management targets 
with policies. Manual 
supplementation and 
adjustment are needed.

The system supports 
generation of limited fault 
management targets 
with pre-defined rules.

Manually define fault 
management targets 
based 
on expertise (such as 
setting alarm severity 
and classification).

Intent

Equipment Communication Environmental 

Board/Module Fault Line Interruption Optical Power Fault Client Side Fault Line BER power & high temperature

B A B B B B



Intent Evidence：Board/Module Fault (B)

The ASON rerouting policies are configured for the board/module fault by global setting or single trail setting shown as 
below with manual adjustment needed. 



Intent Evidence：Line Interruption Fault (A)

• VFTR SmartCare system identifies RAN fault impact to VIP 
users and requests AUTIN to assure KQI. 

• AUTIN AI model identifies the OTN path related to 
affected VIPs,  marks as critical OTN path and translates 
the fault intent to recovery policy.

• The recovery policy is set to transport NMS by north API.

AUTIN

SmartCare

reroute calculation

User List（VIP）

OTN ASON

Impacted user 

identification

MAE NCE-T

recovery policy

reroute execution

• Identify OTN path related to affected VIPs

• Critical OTN path line interruption fault 

manage intent automatically translated to 

policy 

KQI Assurance

SmartCare：Impacted user identification

NCE-T NBI log：minimum time-delay recovery 

policy setting to the client service



Intent Evidence：Optical Power Fault (B)
The ASON rerouting policies are configured for the optical power fault by global setting or single trail setting shown as 
below with manual adjustment needed. 



Intent Evidence：Client Side Fault (B)

For client side fault, series of rules are combined into policy to correlate alarm and analysis of client side accessing equipment.



Intent Evidence：Line BER Fault (B)

The ASON rerouting policies are configured for the line BER fault by global setting or single trail setting shown as below 
with manual adjustment needed. 



Intent Evidence：Power & high temperature Fault (B)

This FM case is directly forwarded 
to the regional/field supervisor 
team via email automatically.
Then the field team is assigned to 
the relevant site and repair the 
fault by checklist policies.

For power & high temperature fault, the VFTR system automatically finishes the fault management process with policies 
and manual supplementation are needed.

A temperature-related alarm such 
as TEMP_OVER or 
AMBIENT_TEMP_FLUCT is 
reported and a FM case is created 
directly. 



Cognitive 
Activities

Service 
capability

Weigh
t

Question √ Option A √ Option B Option C Option D

Awarenes
s

Data 
Collection & 

Alarm filtering
10%

How does the system support data 
collection of fault-related indicators, 
including alarms, logs, configuration, 

performance data, etc.?

The system can automatically collect 
alarm data and adaptively generate 
dynamic data-collection policies for 

related logs, configurations, and real-
time performance metrics based on 

changing network conditions. 
The collected data are adequate to 

support accurate fault identification, 
diagnosis, risk prediction and other 

related operations. 
The system can automatically perform 

alarm filtering (i.e., elimination of 
invalid, repeated, and 

nonconsequential alarms) and 
correlation based on self-learning 

intelligent models.

The system can automatically 
collect alarm data, 

and automatically trigger 
accurate collection of related 
log, configuration, real-time 

performance data etc., based 
on pre-defined rules (e.g., 

collecting performance metrics 
in pre-defined time intervals).
The collected data may not be 
adequate to support precise 

fault diagnosis.  
The system can automatically 

perform alarm filtering and 
correlation based on pre-

defined rules.

The user needs to manually 
select and use the system 

to collect related log, 
configuration, real-time 

performance data etc. The 
system can automatically 

collect alarm data, but the 
user needs to manually 

filter out invalid/redundant 
alarms.

Data collection and 
alarm filtering of 

invalid / redundant 
alarms are manually 

done. 

Data Collection & Alarm filtering

Equipment Communication Environmental 

Board/Module Fault Line Interruption Optical Power Fault Client Side Fault Line BER power & high temperature

A A A B A A



Data Collection & Alarm filtering Evidence：Automatic data collecting

Fault Type Foundation data Additional data

Board/Module Fault Alarm, configurations Logs

Line Interruption Alarm, configurations Logs, OTDR

Optical Power Fault Alarm, configurations, Performance
Second-level performance, 

OTDR, Logs

Client Side Fault Alarm, configurations Logs

Line BER Alarm, configurations, Performance
Second-level performance, 

OTDR, Logs

power & high temperature Alarm, configurations Logs

Real-time Fault Alarm operation logs automatically record 

NE configuration periodly backup Current performance

Some data is conditionally collected, for example, second-level optical power performance is collected when need to identify OTS healthy risk.
…



Data Collection & Alarm filtering Evidence：Alarms filtering and correlation

Topology, Time and Alarm derive Multi-dimensional Streaming Aggregation AI Model

Valid alarm

Incident #1

Incident #2

Incident #3

• Resource & Service Topology

• Occurrence Time

• Alarm Correlation Degree

Valid Alarm → Correlation Grouping

Oscillation Suppression

Engineering Filtration

Real-time Alarm Stream

A1 A2 A3 A4

B1 B2 B3

C1 C2 C3

D1 D2 D3

E F

G

H A B

C

D E

F

GH

A B

C

D E
F

GH

Original alarm → Valid alarm

Intermittent Alarm

Blacklist

Correlation formula:

① Time ③ Alarm type correlation degree:

② Topology weight
Abstract 20+ topology 

relationships, mark 200+ 

samples, and supervised 

learning (linear fitting) 

topology weights between 

layers.

Time Window

Step 

Size

OCH

OTU

TrailWeight = 0.2

odu1 odu2

client

TurnWeight = 0.4  

ots

och

TurnWeight = 0.3  

Direct Service 
Layer

Shared Customer 
Layer

Common 
Service Layer

Weight Calculation:

och Use the frequent item mining algorithm 

(unsupervised learning) to mine 30 

million+ alarms on the live network and 

260,000+ associations.

Log example of the Model Inference

…

1. 14 alarms related to Line Interruption of a time window are consumed and 3 of which are filtered.

2. 11 alarms correlation are analyzed, Topology Neighbor Distance Query

3. Every alarm’s association distance and comprehensive weight are analyzed, accordingly include 

to the incident group…

4. An incident group with 11 correlation alarms takes shape 

In each scenario the collected data and correlation group which 
adequate to support fault identification is visible on the NMS as
following pages showing.



Data Collection & Alarm filtering：Board/Module Fault (A)

For board/module fault, the system automatically collects alarm data and adaptively generate dynamic data-collection 
policies for related logs, configurations, and real-time performance metrics based on changing network conditions. 

alarm filtering (elimination of nonconsequential alarms, gathering correlative alarms) 

Module fault type



Data Collection & Alarm filtering：Line Interruption Fault (A)

For line interruption fault, the system automatically collects alarm data and adaptively generate dynamic data-collection 
policies for related logs, configurations, and real-time performance metrics based on changing network conditions. 

Line interruption fault type

alarm filtering (elimination of nonconsequential alarms, gathering correlative alarms) 



Data Collection & Alarm filtering：Optical Power Fault (A)

For optical power fault, the system automatically collects alarm data and adaptively generate dynamic data-collection 
policies for related logs, configurations, and real-time performance metrics based on changing network conditions. 

Optical power fault type

alarm filtering (elimination of nonconsequential alarms, gathering correlative alarms) 



Data Collection & Alarm filtering：Client Side Fault (B)

For client side fault, the system automatically collect alarm data, and automatically trigger accurate collection of related 
log, configuration, real-time performance data etc., based on pre-defined rules. 

Pre-defined rules

Client side fault type

alarm data 



Data Collection & Alarm filtering：Line BER Fault (A)

For line BER fault, the system automatically collects alarm data and adaptively generate dynamic data-collection policies 
for related logs, configurations, and real-time performance metrics based on changing network conditions. 

Line BER fault type

alarm filtering (elimination of nonconsequential alarms) 



Data Collection & Alarm filtering：Power & high temperature Fault (A)

For power & high temperature fault, the system automatically collects alarm data and adaptively generate dynamic 
data-collection policies for related logs, configurations, and real-time performance metrics.

Power & high temperature fault type

alarm filtering (elimination of nonconsequential alarms, gathering correlative alarms) 



Cognitive 
Activities

Service 
capability

Weigh
t

Question √ Option A √ Option B √ Option C Option D

Awarenes
s

Fault 
prediction 

and risk 
identification

15%

How does the system support prediction 
of faults, automatic identification of risks?

e.g. the system predicts the OTS 
performance degradation trend; the 

system identifies the service 
active/standby route sharing risk.

The system provides real-time 
detection and analysis of network risk 
and automatically generates accurate 

and unambiguous prediction and 
impact reports based on self-learning 
intelligent models, without the need 

for human intervention

The system provides real-time 
detection and analysis of 
network risks and their 

potential impacts, based on 
policies. The resulting 

predictions and impact reports 
may present multiple possible 

outcomes, and may need 
human confirmation.

The system 
manually identifies 

potential risks based 
on pre-defined rules.

The system 
manually identify 

potential risks based 
on human expertise 
and auxiliary tools 

((e.g., Optical Time-
Domain Reflectometer 

(OTDR)).

Fault prediction and risk identification

Equipment Communication Environmental 

Board/Module Fault Line Interruption Optical Power Fault Client Side Fault Line BER power & high temperature

C A A C A B



Fault prediction and risk identification：Board/Module Fault (C)

For board/module fault, through the system manually identifies potential risks based on pre-defined rules.

Collect hardware-related performance indicators based on the 
preset template, manually analyze the change trends, and identify 
fault risks.



Fault prediction and risk identification：Line Interruption Fault (A)

OTN Primary & backup paths co-cable risks online detection AI mode

Feature Extraction

co-cable Result Output

AI Algorithm

OTDR + SOP + Fiber Attenuation

Feature 

SequenceConvolution 

Kernel 1

Convolution 

Kernel N...

CNN Neural Network + ResNet

Same Cable Different Cables

• Same-cable location

• Length

• affected services analysis

Primary Path

Backup Path

Fiber
Optical Cable

OTDR

Line Interruption related network risk analysis：the 1+1 client service’s interruption
caused by one-time line interruption fault at the co-cable location risk is 
automatically identified by the NMS.

co-cable detail view

Service Risk identified：the 
active/standby trails co-cable.

Service impact 
reports 

co-cable risk

Affected service

input

Log example of the Model Inference



Fault prediction and risk identification：Optical Power Fault (A)

For Optical Power fault, the system provides real-time detection and analysis of risk and automatically generates accurate and 
unambiguous prediction and impact reports based on STL-GLM AI models. 

And it gives prediction how the OTS degrades to generate line BER.

The fiber attenuation  data is real-time collected and analyzed by the AI model.

Generalized Linear Regression integrated with STL decomposition AI model

Log example of the Model Inference

Prediction result and a ’99’ confidence value 
is give out. 

Then OTS’s degrade risk(fiber 
attenuation loss) is identified.

The services impact are analyzed by 
OTN quality assurance model. 

accurate prediction of the OTS 
degradation trend



Fault prediction and risk identification：Client Side Fault (C)

For client side fault, the system collects tributary card’s performance indicators based on pre-defined rules, manually 
analyze the change trends, and identify fault risks.

Client side card

Pre-defined rules



Fault prediction and risk identification：Line BER Fault (A)
For Line BER fault, the system provides real-time detection and analysis of risk and automatically generates accurate prediction and 
impact reports based on STL-GLM AI models. 

Then OCH’s power sub-health risk is identified and the NMS gives a 
prediction when it becomes fault. 

The OCH performance(optical power/Q value etc.) is real-time collected and 
analyzed by the AI model.

Generalized Linear Regression integrated with STL decomposition AI model

Log example of the Model Inference

Prediction result and a ’99’ confidence value 
is give out. 

The services impact are analyzed by 
OTN quality assurance model. 

Forward sub-health risk 

accurate prediction of the OCH  
Q value trend



Fault prediction and risk identification：Power & high temperature Fault (B)

The system support to monitor the temperature changes of the equipment in the selected field within the 
selected date range.

The temperature profile comparisons can be made via graph. 
Based on this analysis, the high temperature risk is predicted.



Cognitive 
Activities

Service 
capability

Weigh
t

Question √ Option A Option B Option C Option D

Analysis

Fault 
identification 

& Impact 
analysis

10%
How does the system support fault 
identification and impact analysis?

The system can automatically identify 
faults and subsequent impacts based 
on intelligent models, leveraging real-
time multi-dimensional service (e.g. 
OTN Client, Eth over OTN, Eth over 
SDH, SDH) topology, timelines, and 
alarm correlations without  human 

intervention.

The system can automatically 
identify faults, and subsequent 

impacts based on policies,  
leveraging physical topology, 

inventory data, timelines, and 
alarm correlations, and may 
need human confirmation.

The system identity faults 
and subsequent impacts 

based on pre-defined rules.

Faults and impact 
need to be manually 
identified based on 
human expertise or 

through the execution 
of manual written 

procedures.

Fault identification & Impact analysis

Equipment Communication Environmental 

Board/Module Fault Line Interruption Optical Power Fault Client Side Fault Line BER power & high temperature

A A A A A A



Evidence: Root Cause Alarm Identify and Services Impact Analysis Based on AI Models

Fault Propagation Graph Model

Root Cause Inference Log Example of Alarm Propagation Graph Model

5000+ in total, including 3000+ experts and 2000 algorithm mining

Alarm 1 Alarm 2 Source

MUT_LOS MUT_LOS Expert

MUT_LOS R_LOS Expert

R_LOS OTU_SSF Expert

OTU_SSF OTU_BDI Expert

RMT_DEV_POWER_OFF MUT_LOS Graph Neural Network

Correlation Grouping               → → → →                  Identifying Root Causes
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D E

F

GH
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Fault Propagation 
Diagram

Customer 
Service Layer

Up&Downstream
of Business

MUT_LOS

MUT_LOS

R_LOS
R_LOS

OTU_SSF

ODU_PM_SSF

OTU_BDI

Concurrent Fault 
Inference

Root alarm

OTN quality assurance Model
Four layers-three dimensions service impact analysis, Each type of indicators provides the current 
status, fault/risk cause, and handling suggestions to support SLA assurance. 

4 layers-3 dimensions fault/risk 
statistics

4 och interruptions by the time

4 services affected 

detail service impact that can be 
exported 

Root cause identified and 1.0 probability is scored.

The system generates service impact analysis by the  quality assurance model, for example: 

One co-cable risk is automatically detected.

The quality assurance model matches out all OTN trail 

related to the co-cable fibers.



Fault identification & Impact analysis：Board/Module Fault (A)

For board/module fault, the system automatically identify faults and subsequent services impacts leveraging real-time multi-
dimensional service topology, timelines, and alarm correlations. 
The analysis result is used in below “Intelligent Incident Management” feature, “Quality Assurance” feature, open API etc.

Subsequent impacts to services.

Board/Module fault type

Customer impacting is accounted.



Fault identification & Impact analysis：Line Interruption Fault (A)

For line interruption fault, the system automatically identify faults and subsequent services impacts leveraging real-time multi-
dimensional service topology, timelines, and alarm correlations. 
The analysis result is used in below “Intelligent Incident Management” feature, “Quality Assurance” feature, open API etc.

Line interruption fault type

Affected services(as shown in previous page)



Fault identification & Impact analysis: Optical Power Fault (A)

For optical power fault, the system automatically identify faults and subsequent services impacts leveraging real-time multi-
dimensional service topology, timelines, and alarm correlations. 
The analysis result is used in below “Intelligent Incident Management” feature, “Quality Assurance” feature, open API etc.

Optical power fault type

Affected services as previous page.



Fault identification & Impact analysis: Client Side Fault (A)

For client side fault, the system automatically identify faults and subsequent services impacts leveraging real-time multi-dimensional 
service topology, timelines, and alarm correlations. 
The analysis result is used in below “Intelligent Incident Management” feature, “Quality Assurance” feature, open API etc.

Client side fault type

Affected service



Fault identification & Impact analysis: Line BER Fault (A)

For line BER fault, the system automatically identify faults and subsequent services impacts leveraging real-time multi-dimensional 
service topology, timelines, and alarm correlations. 
The analysis result is used in below “Intelligent Incident Management” feature, “Quality Assurance” feature, open API etc.

Line BER fault type

Affected service



Fault identification & Impact analysis: Power & high temperature Fault (A)

For power & high temperature fault, the system automatically identify faults and services impacts leveraging real-time multi-
dimensional service topology, timelines, and alarm correlations. 
The analysis result is used in below “Intelligent Incident Management” feature, “Quality Assurance” feature, open API etc.

Power & high temperature fault type

Affected services(as shown in previous page)



Cognitive 
Activities

Service 
capability

Weigh
t

Question √ Option A √ Option B Option C Option D

Analysis
Fault 

Demarcation 
& Locating

20%
How does the system support fault 

demarcation and root cause locating?

The system automatically demarcates 
the faults and locates the single root 
cause based on intelligent models, 

without manual intervention. Examples 
of single root causes include the 

smallest replaceable units, such as 
faulty slots, optical modules, fiber fault 

locations, etc.

The system automatically 
demarcates the faults and 

locates the unique problem 
category (e.g. Optical Module, 
Fiber,  Port) based on policies, 

and may need human 
confirmation.

The system automatically 
demarcates and locates 

faults  based on pre-
defined rules and needs 

manual confirmation.

Fault diagnosis needs 
to be manually 

performed based on 
expertise.

Fault Demarcation & Locating

Equipment Communication Environmental 

Board/Module Fault Line Interruption Optical Power Fault Client Side Fault Line BER power & high temperature

A A A B A A



Huawei Proprietary - Restricted Distribution36

Evidence: Intelligent Fault Diagnosis Based on OTN fault tree AI model

OTN root alarm is automatically diagnosed to root fault based on the model.

The fault tree model is generated utilizing Natural Language Processing 
technology to extract fault causes from a large number of product manuals 
and equipment maintenance experiences. It serves as the foundation of 
intelligent fault diagnosis system.

OTN fault tree Model
Root fault Inference Log Example of OTN fault tree Model

…

…

…

…

Optical power abnormal root fault is located at a specific OTS fiber

…



Fault Demarcation & Locating：Board/Module Fault (A)

For board/module fault, the system automatically demarcates the faults and locates the single root cause based on 
intelligent models, without manual intervention. 

demarcates the faults and locates the 
single root cause: optical module fault.

Board/Module fault type



Fault Demarcation & Locating：Line Interruption Fault (A)

For line interruption fault, the system automatically demarcates the faults and locates the single root cause based on 
intelligent models, without manual intervention. 

demarcates the faults and locates the single 
root cause: inter-site optical path is interrupted.

lineinterruption fault type



Fault Demarcation & Locating：Optical Power Fault (A)

For optical power fault, the system automatically demarcates the faults and locates the single root cause based on 
intelligent models, without manual intervention. 

Optical power fault type

demarcates the faults and locates the single 
root cause: signal quality at the sink port 
gradually decreased.



Fault Demarcation & Locating：Client Side Fault (B)

For client side fault, the system automatically demarcates the faults and locates the unique problem category based on 
policies, and may need human confirmation.
. 

Client side fault type

Some client side fault locating needs human 
confirmation, for example:in router connecting 
to WDM client side scenario，when no services 
are running, the router periodically sends some 
ARP packets and the WDM client board will 
report ALM_DATA_TLOS and ALM_DATA_RLOS 
alarms. These are user-defined warning alarms 
for the data board and can be masked by policies. 



Fault Demarcation & Locating：Line BER Fault (A)

For line BER fault, the system automatically demarcates the faults and locates the single root cause based on intelligent 
models, without manual intervention. 

Line BER fault type

The BER performance detail is collected to analysis abnormal moment.

And located to the ODUk channel.



Fault Demarcation & Locating：Power & high temperature Fault (A)

For power & high temperature fault, the system automatically demarcates the faults and locates the single root cause 
based on intelligent models, without manual intervention. 

Power & high temperature fault type

demarcates the faults and locates the single 
root cause: temperature outside range.



Cognitive 
Activities

Service 
capability

Weigh
t

Question √ Option A √ Option B √ Option C Option D

Analysis
Solution 

generation
10%

How does the system support generation 
of emergency service restoration and fault 

repair solutions?

Note:  Remedies to optical network faults 
may often result in both solutions to 

service restoration and fault repair plans. 
So, the system needs to provide both 

types of the solutions. Fault repair 
solutions include: 1) the executable 

commands/scripts for the faults that can 
be remotely recovered; 2) On-site repair 
instructions for faults that require on-site 

handling. 

The system automatically generates 
optimal emergency service restoration 

solutions and fault repair solutions 
based on intelligent models , without 

the need for human confirmation.

The system automatically 
generates possible emergency 
service restoration solutions 

and fault repair solutions 
based on policies, but needs 

human confirmation. 

The system generates 
possible emergency service 
restoration solutions  and 

fault repair solutions based 
on predefined rules and 

needs Human confirmation.

Emergency service 
restoration solutions 

and  fault repair 
solutions need to be 
manually generated 
based on expertise.

Solution generation

Equipment Communication Environmental 

Board/Module Fault Line Interruption Optical Power Fault Client Side Fault Line BER power & high temperature

A A A B A B



Huawei Proprietary - Restricted Distribution44

Evidence: Fault repair Solutions is generated by OTN fault tree Model

After the root fault is located by OTN fault tree Model Inference, the fault 
repair solutions can be generated by the model also. The fault related 
network condition is analyzed to generate solutions accordingly.

OTN fault tree Model
repair solutions Inference Log Example of OTN fault tree Model

The Model starts FD detecting to collect related network 
condition info for cross OTS power weak fault.

…

The Model gives 2 repair solutions for cross OTS power 
weak fault after it’s analysis according to inner expert’s 
experience.



Solution generation：Board/Module Fault & Line Interruption Fault & Optical Power Fault & Line BER Fault (A)

For these 4 types of faults, the NMS automatically generates emergency service restoration solutions and fault repair 
solutions based on intelligent models, without the need for human confirmation. 

For optical module fault, the 
replacement solution is generated 
by the fault tree Model.

Board/Module fault type for example

service restoration solutions fault repair solutions 
In NMS, Different Minimum latency/Minimum Hop/High 
bandwidth utilization routing policies are selectable for 
restoration path calculating.

Recovery Route1 is calculated by NMS routing algorithm. 

And Recovery Route2 is calculated.as a backup selection. 

Best latency

fault

Best bandwidth utilization

Min Hop

Multi-factor routing algorithm



Solution generation：Client Side Fault (B)

For client side fault, the system generates possible emergency service restoration solutions and fault repair solutions 
based on combined rules and needs Human confirmation.
. 

Client side fault type alarm 

setting solutions rules 
for the R_LOS Client 
side fault type alarm.

And manually 
confirmation according 
to the alarm cause.



Solution generation：Power & high temperature Fault (B)

An automatic email is sent when the temperature rises and 
then the field team is assigned to the relevant site.



Cognitive 
Activities

Service 
capability

Weigh
t

Question √ Option A √ Option B √ Option C Option D

Decision

Solution 
evaluation & 

Decision 
making

10%
How does the system support evaluation 

& decision of emergency service 
restoration and fault repair solutions?

The system automatically evaluates 
and determines the 

optimal emergency service restoration 
solution for execution based on AI 

intelligent models (e.g., optical 
behavior simulation based on AI-

enabled Network Digital Twins (NDT)), 
without the need for human 

confirmation.  The system 
automatically also evaluates and 

determines the optimal fault repair 
solution to for execution based on 

intelligent models, without the need 
for human confirmation.

The system automatically 
evaluates several possible 

emergency service restoration 
solutions and fault repair 

solutions based on policies, 
and may need human 

validation. 

The system evaluates 
several possible emergency 

service restoration 
solutions and fault repair 
solutions based on pre-

defined rules, and needs 
human validation.

Manually evaluates 
and determines the 
optimal emergency 
service restoration  
solutions and fault 

repair solutions.

Solution evaluation & Decision making

Equipment Communication Environmental 

Board/Module Fault Line Interruption Optical Power Fault Client Side Fault Line BER power & high temperature

B A B B A C
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Evidence: repair solution is evaluated and chose by OTN fault tree Model

The generated fault repair solutions are evaluated by the model and the 
most optimal one is chose accordingly.

OTN fault tree Model
solutions evaluating Inference Log Example of fault tree Model

The Model firstly updates FD detecting result to solutions 
evaluating inference input.

…

The Model then queries the power weak OTS downstream 
OA performance, the OA optical power margin is also 
calculated.

The Model includes that power adjusting range exceeds the 
safety threshold and recommends to go on-site fixing.



Solution evaluation & Decision making：Line Interruption Fault (A)

According to the fault tree Model decision, the repair 
solution is sent to the work order system with OTDR 
locating info.

The go on-site order is allocated by e-mail.

For line interruption fault, the system automatically evaluates several possible emergency service restoration solutions 
and fault repair solutions based on AI models, without human validation. 

service restoration solutions 

Server available solutions of 
1 routing policy are 
compared and evaluated in 
the algorithm by metric, and
the most optimal solution is 
selected.

Recovery Route1 is calculated. 

Recovery Route2 is calculated. 

Best latency

fault

Best bandwidth utilization

Min Hop

Multi-factor routing algorithm

And Route2 is finally select for larger metric. 



Solution evaluation & Decision making：Board/Module Fault  & Optical Power Fault(B)

For board/module fault, the system automatically evaluates several possible emergency service restoration solutions 
and fault repair solutions based on policies, and may need human validation. 

Normally need human making replace 
decision according to the suggestion.

Board/Module fault type

service restoration solution fault repair solution 

Best latency

fault

Best bandwidth utilization

Min Hop

Multi-factor routing algorithm Server available solutions of 
1 routing policy are 
compared and evaluated in 
the algorithm by metric, and
the most optimal solution is 
selected.

As Line Interruption Fault, the service restoration 
solutions are calculated and finally determined by 
the algorithm. 



Solution evaluation & Decision making：Client Side Fault (B)

For client side fault, the system evaluates several possible emergency service restoration solutions and fault repair 
solutions based on combined rules, and needs human validation.
. 

Client side fault type alarm 

setting solutions rules 
for the R_LOS Client 
side fault type alarm.

Normally need human 
making fix solution 
decision according to 
the root cause.



Solution evaluation & Decision making：Line BER Fault (A)

For line BER fault, the system automatically evaluates and determines the optimal emergency service restoration 
solution for execution without the need for human confirmation, and also automatically evaluates and determines the 
optimal fault repair solution. 

Line BER fault type

The optimal repair solution is advised.

As Line Interruption Fault, the service restoration solutions are calculated and finally determined by the algorithm. 

Best latency

fault

Best bandwidth utilization

Min Hop

Multi-factor routing algorithm Server available solutions of 
1 routing policy are 
compared and evaluated in 
the algorithm by metric, and
the most optimal solution is 
selected.



Solution evaluation & Decision making：Power & high temperature Fault (C)

An automatic email is sent when the 
temperature rises and then the field team is 
assigned to the relevant site.

Then the field team repair the fault by  
checklist on site.



Cognitive 
Activities

Service 
capability

Weigh
t

Question √ Option A Option B √ Option C Option D

Execution

Solution 
implementati

on and 
verification

15%

How does the system support automatic 
execution and verification of emergency 

service restoration and fault repair 
solution, and provide assistance to field 

engineers?
1) troubleshooting solutions repair 

commands/ scripts for the faults that can 
be remotely recovered;

2) On-site repair instruction for the faults 
that on-site handling is necessary (such as 
power supply failure, board fault, fiber cut) 

to enable the human:
- to query the recommended checklists to 

repair the fault.
- to check the fault resolution effect and 

report it to NOC.

The system supports automatic 
execution and verification of 

emergency service restoration, while 
meeting carrier-grade high reliability 
requirements (e.g., SNCP recovery or 
OCH link restoration within 50ms (ref. 

ITU-T G873.1)).
The system also automatically executes 

the commands/scripts for remotely 
recoverable faults and provides 

intelligent on-site handling instructions 
for faults that require on-site repair, 

without NOC assistance.

The system supports automatic 
execution of emergency 

service restoration. Verification 
is performed by experts based 
on alarms and KPIs. The system 
supports automatic execution 
of fault repair solutions, and 

may need human verification.
On-site handling is assisted by 
network tools but still requires 

NOC support.

Emergency service 
restoration is executed 

manually, and verified by 
experts based on alarms 

and KPIs. Fault repair 
solutions are executed and 
verified manually. On-site 
handling is guided by the 

NOC.

Solution implementation and verification

Equipment Communication Environmental 

Board/Module Fault Line Interruption Optical Power Fault Client Side Fault Line BER power & high temperature

B B A C C C



Solution implementation and verification：Board/Module Fault (B)

For board/module fault, the system supports automatic execution and verification of emergency service restoration, 
while meeting carrier-grade high reliability requirements. The system also provides on-site handling instructions. 

For optical module fault, the 
on-site handling(to replace 
which BOM code and card type) 
instruction is provided.

Board/Module fault type
The fault recovery solution is sent to NE, the rerouting is executed

by ASON.

After replacement, the OTN quality assurance Model will verify that the 
fault is fixed and related service impact not any more exists.

NCE ASON rerouting event

NE ASON execution log



Solution implementation and verification：Line Interruption Fault (B)

For line interruption fault, the system supports automatic execution and verification of emergency service restoration, 
while meeting carrier-grade high reliability requirements. The system also provides on-site handling instructions. 

Line interruption fault type

For this fault, the on-site handling(detail 
interruption location is indicated by OTDR 
measuring) instruction is provided.

After on-site handling, the OTN quality assurance Model will verify that 
the fault is fixed and related service impact not any more exists.

The fault recovery solution is sent to NE, the rerouting is executed

by ASON.

NE ASON execution log

NCE ASON rerouting event



Solution implementation and verification：Optical Power Fault (A)

For optical power fault, the system supports automatic execution and verification of emergency service restoration, 
while meeting carrier-grade high reliability requirements. The system also provides on-site handling instructions. 

For this fault, the automatically optical power optimization can be 
triggered after the optimization repair solution is evaluated and 
chose by OTN fault tree Model.

The fault recovery solution is sent to NE, the rerouting is executed
by ASON.

After optical power optimization, the OTN quality assurance 
Model will verify that the fault is fixed and related service impact 
not any more exists.

NE ASON execution log

NCE ASON rerouting event

The automatically optical power optimization process is 
recorded.

The EMCA optimization process log recorded as:



Evidence：Client Side / Line BER / power & high temperature fault (C)

For client side fault, there is no alternative route to restore service, fault repair solutions are executed and verified 
manually. 

For line BER fault, ASON trail rerouting implements automatically, but it needs human to start optical power 
optimization and verify result.

For power & high temperature fault, normally the environmental factor is adjusted by human.



Thank you.


	Default Section
	Slide 3


