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RAN Fault Management ANL Assessment Overall Score

Cognitive

Sub-Scenario Answer (refers to 3GPP TS 28.111)

Equipment

Processing Error

Communications

(should include but not

Environmental

Security

(should include but not

- Service : (should include but not |(should include but not | . (should include but not | . . -
Activit oo Weight
y Capability g limit to Transceiver limit to Invalid it 19 PRt @, limit to External power Lt Key ‘Explre.d, SEL SEErs
(IAADE) i Backhaul error, IP/GPS . Authentication Failure,
problem, Receiver parameter, Software supply failure, External .
: : clock error, Antenna . ; Unauthorised Access
Failure) Environment Problem) equipment failure)
feeder error) Attempt)
15% 15% 30% 30% 10%
Intent  |Intent-driven 10% B B B B B
Data co_IIec_tlon & 10% A A A A A
Alarm filtering
Awareness

Fault Prediction 15% C B C B B

Fault |dent|f|cat|(_)n 20% A A A A A

& Impact analysis

: 3.4

Analysis |Pemarcation & 20% A A B A A

Locating

Solutlor! 10% A A A A A

generation
Decision Eva_lu_atlon an_d 10% A A A A A

decision-making
Execution | >0ton 5% B B B B B

implementation




Intent-driven

Service
Capability

Weight

Question

Option A

V Option B

Option C

Option D

Intent-driven

10%

Does the wireless network fault management
system have the capability of automatically
generating fault management task targets,
policies and evaluating the implementation effect
based on intent?

Note:

Based on the specified fault management intent
(such as the out-of-service duration), the system
determine the fault management targets (such as
the proportion of pre-event trouble tickets and
fault locating duration) and fault management

policy (such as redundancy backup).

The system automatically
generates fault
management task targets
and policies based on intent
by using intelligent model.
Fault management targets
and policies need to be
manually confirmed.

The system automatically
evaluates the
implementation effect.

The system automatically
generates fault
management task targets
based on predefined rules.
Fault management targets
and policies need to be
manually defined.

The effect is manually
evaluated after the intent is
implemented.

Fault management task
targets and policies are
manually defined based on
expertise. Manually
evaluate the effect after the
intention is implemented,
assisted by tools and
system.

Manually set fault
management task targets
and evaluate the effect.

Equipment

Processing Error

Communications

Environmental

Security

B B

B

B

B




Intent-driven

1 . Troubleshooting Policies
Vi H 2
& Incident Settings

Incident Enable

Aggregation Time Window Settings | Incident Update Policy Settings ~ MBTS inter-RAT Aggregation Settings

| For alarm aggregation

NE Management
Frequent Incident Policies
Alarm Priority Policies
Correlation Policies
Troubleshooting Policies
Incident Filtering Policies

Switch Settings

Incident Enable () [0}

* Association time period (minutes) 5 v ®
* Forcible aggregation termination period (minutes) 30 v ®
Alarm Aggregation Period Settings @
Set by Alarm ID  Set by NE Type
Enter a keyword Q
[]  AamiD Alarm Name
[ 12300 Board Hardware Failure Alarm | Eq ul p me nt |
[] 26811 Configured Capacity Limit Exceeding Licensed Limit | P roceSS| n g E rror |
[ ] 26234 BBU CPRI Interface Error | C . t |
[] 26504 RF Unit CPRI Interface Error ommunications
I [ 28003 AC Input Power Failure I | Envi ron menta' |
[ 2103 Imminent Certificate Expiry | B
| | Security |

MBTS inter-RAT Aggregation Settings Northbound Forwarding Policy Settings Fault Clearance Policy Settings

Policy Name

Toggling Aggregation Roli

S,

Northbound Forwarding Policy Settings

irrg

Diagnosis Scenario Settings

Forcible aggregation termination period (...

Diagnosis Scenario Settings

For auto diagnosis & |
auto RCA NE Management

Frequent Incident Policies

Alarm Priority Policies
Correlation Policies

| Troubleshooting Policies
Incident Filtering Policies

Switch Settings

The System provide the capabilities for user to configure a certain criteria (include Equipment/Processing

NE Disconnection & Out of Service
Cell Fault

User Operation

Fronthaul Network Fault
Backhaul Network Fault

Clock Fault

Antenna Feeder System Fault

RF Unit Fault

BBU Board Fault

BTS Software Fault

Peripheral and Environment Faults

2G Fault

Operation

Edit Delete
Edit Delete
Edit Delete
Edit Delete
Edit Delete

Edit Delete

Policy Status

geaespsssssns

Create

Error/Communications/Environmental/Security) to carry out automation such as aggregate the alarm, auto diagnose the root



Data collection & Alarm filtering

Service
Capability

Weight

Question

Vv Option A

Option B

Option C

Option D

Data
collection &
Alarm
filtering

10%

Does the wireless network fault management
system support automatic data collection &
alarm filtering in various fault scenarios?

The system automatically
collects data (alarm,
configuration, and
performance data etc.), and
correlates alarms. All data
required are automatically
collected, no need for
additional manually

collected data.

The system collects data
(alarm, configuration, and
performance data etc.),

and correlates alarms based
on manually defined rules

Manually selects and uses
the system to collect data
and correlate alarms.

Equipment

Processing Error

Communications

Environmental

Security

A A

A

A

A




Data collection & Alarm filtering

Evidence: Alarm data collection & correlation(Alarm data)

Equipment - A

(I Operation Category Tl Incident Name Tl NE Name Tl Occurred On L Diagnosis Status Self-Healing Status B8

~ (I Kot BBU Board Fault Board Hardware Abn.. | GL EPE. 2026-05-11 23:41:00 Diagnosis succeeded Repairable

Description: AFFECTED_RAT: U-L-N, Board Hardware Abnormal-Board Hardware Fault: Cabinet No.=0, Subrack No.=0, Slot No.=4, Board Type=UNKNOWN, Specific Problem=0Other

Alarms Root Causes Comments

The system automatically collects data and correlates alarms.

“ Severity Tl Y. Alarm ID Y. Name Ti - 4 Source Obj
26200 Board Hardware Fault GL27 YS07
Processing Error - A
(I Operation Category Tl Incident Name Tl NE Name Ti Occurred On L Diagnosis Status Self-Healing Sta
2 O £ BTS Software Fault License Abnormal-License on Trial GL TLA.. 2026-05-11 10:13:19 Diagnosis succeeded Unrepairable

Description: AFFECTED_RAT: N, License Abnormal-License on Trial: Function Type=gNodeB Function, Trial Reason=Expired License, Grace Period Expire Date=2026-07-07

Alarms  Root Causes  Comments The system automatically collects data and correlates alarms.
pEe Severity Tl Y. Alarm ID 4 Name Tl £ Source Obj
26817 License on Trial GLO1_Vv903
Communications - A
[0 Operation Category Ti Incident Name Tl NE Name TI Occurred On L Diagnosis Status
82 E] ./ x Fronthaul Network Fault Fronthaul Optical Path Abnormal-BBU CPRI Interface Error | GI KA. 2026-05-12 06:47:29 Diagnosis succe

Description: AFFECTED_RAT: L, Fronthaul Optical Path Abnormal-BBU CPRI Interface Error: Cabinet No.=0, Subrack No.=0, Slot No.=4, Port No.=2, Sub Port No.=0, Board Type=UBBP, Specific
Problem=Receive Power Too Low

Alarms Root Causes Comments g
—_— The system automatically collects data and correlates alarms.
<% Severity Tl 4 Alarm ID Y. Name T Y Source Obj
Minor 26234 BBU CPRI Interface Er.. GL53_V761
Minor 26234 BBU CPRI Interface Error GL53_Vv761
Minor 26234 BBU CPRI Interface Error GL53_ V761




Data collection & Alarm filtering

Evidence: Alarm data collection & correlation(Alarm data)

Environmental - A

[0 Operation Category Tl Incident Name Tl NE Name Tl Occurred On Diagnosis Status Self-Healing Status i
v = .’ jat RF Unit Fault RF Unit Power Suppl... |GL: 2_.. 2026-05-11 21:10:07 Diagnosis succeeded Unrepairable
Description: AFFECTED_RAT: U-L, RF Unit Power Supply Abnormal-RF Unit External Power Supply Insufficient: Cabinet No.=0, Subrack No.=82, Slot No.=0, Power Port=NULL, Board Type=MRRU, Specific
Problem=Cabinet Power Supply Abnormal
e et e ol e The system automatically collects data and correlates alarms.
p: Severity Tl 7 Alarm ID ¥ Name Tl 4 Source Object Name
Minor 26546 RF Unit External Powe... GL3 N
Minor 26546 RF Unit External Powe... GL3 b}
Minor 26546 RF Unit External Powe... GL3 _ . i
Security - A
Operation Category = Incident Name $ NE Name $ Occurred On S Diagno
v 2 o BTS Software Fault Version or Certificate Abnormal-Certificate Invalid GLE M 2026-05-11 21:13:30 Diagn¢
Description: AFFECTED_RAT: G-L, Version or Certificate Abnormal-Certificate Invalid: Certificate Type=Application certificate, Certificate Name=Vodafone.com.cer, Vendor Cert ID=No, Specific Problem=Expired
Alarms  Root Causes  Comments The system automatically collects data and correlates alarms.
Severity ¢+ 7. Alarm 1D ¥ Name 3 ) Source Object Name 9

— 26841 Certificate Inval.. GL6 _ _ _ _ _ _ _LAK




Data collection & Alarm filtering

Evidence: Alarm data collection & correlation(performance, configuration)

KPI Alarm List

O Operation Severity Tl Alarm ID Tl Name Tl NE Type Tl Alaom .. TI MO .. Tl Location Information T. ©
0 e=«- |GGG 2520 GSM KPI Exceed Threshold BSC6910 G.. BMDPHO7  Subrack ... Subrack No=1, Slot No: *
0 e=<- |GG 2520 GSM KF d Threshold BSC6910 G.. BSAMHO4  Subrack ... Subrack No.=1, Slot No:
O ecza- |GGG 320 GSM KPI Exceed Threshold BSC6910 G.. BMDPHO7 | Subrack ... Subrack No=1, Slot No:
0 ec=<- |GGG 22302 KPI Exceed Threshold BSC6910 U.. RSAMHO5 < RSAMH..  Subsystem No.=2018, Ki
Configuration Data
:l Reports Ente keyw Query(Q) | Save(S) ‘ [ Export BTS Maintenance Region Info(R)
NE Name T4 NE Type T4 IP Address 1 T4 IP Address 2 T4 version T4 o
NE Report GL e BTS5900 10 ) BTS5900 V100R021C *
GL ar BTS5900 10 4 BTS5900 V100R021C
NE Statistical Report
GL cka_Yayl.. BTS5900 10 ] BTS5900 V100R021C
Link Report > GL ayli BTS5900 10 8 BTS5900 V100R021C
GL ) BTS5900 10 ; BTS5900 V100R021C
RAN Report >
GL RICILER BTS5900 10 74 BTS5900 V100R021C
MBTS Relationship Report Gl 11 RTS5900 10 3 RTSS900 VI0NRN21C ~
‘ »
RBTS Relationship Report Total records: 4592 100/pa... V;' o 2 3 i s 46 | ) 1 Go
Topology
Resource Tree Legend & Filter Layout s R T b= g T . Enter an object name NE master IF
Multimode Base Station 2l il
— O
BIPEN| Muttimode Base Station View |

[+]|@| Auto-Created MBTS

@ AutoDiscoverSRAN

The System collect inventory and configuration data from EMS for topology restoration,
- then present in system Topology view.
Y y Y "

o
E A A




Data collection & Alarm filtering

Evidence:

Alarm Data Automatically Collecting Logs

Alarms are reported from NE
in real time Automatically

Alarms are received by MAE
in real time Automatically

Performance Data Automatically Collecting Logs

1169:6-11 04:21:02.477(130588|135844)PmMed: NeReportNotify: :pushRstFileReadyMsg[ 145 20260611.0415+0300-0420+0300
1169:6-11 ©4:26:02.383(130588|135838)PmMed: NeReportNotify: :pushRstFileReadyMsg|[ 145 20260611.0420+0300-0425+0300
1169:6-11 ©4:31:02.380(130588|135836)PmMed: NeReportNotify::pushRstFileReadyMsg|[ 145 20260611.0425+0300-0430+0300
1169:6-11 ©4:31:13.332(130588|135839)PmMed: NeReportNotify::pushRstFileReadyMsg[ 145 20260611 .0400+03200-0430+0300
1169:6-11 ©4:36:02.471(130588|135843)PmMed: NeReportNotify: :pushRstFileReadyMsg[ 145 20260611 .84306+03 p4135+0300

Configuration Data Automatically Collecting Historical Records

PM data are received by MAE
in real time Automatically

Task Type \ 7. Filter Settings Refresh Export
Backup
f@ Automatic Periodic NE CB Backup
B3 NE Backup M
=)

B3 NE License Backup

Operation (® Task Name Tl Status TI Execut T Task Type Ti Category Ti Created By Tl

v O ¢ W - NE Default Backug Idle Periodic NE Default Ba.. System Task (0153
Configuration data are update

CM Report ok g . : !
: fistorical Records : to MAE Automatically every day
B3 Link Report Export - J
g Start Time Tl End Time Tl Execution Result Tl 606 )
B3 MBITS Relationship Report Export . o e G
B3 NE Report Export 2026-03-04 22:30:02 2026-03-04 22:46:42 Partially successful : " : o ’

B3 NE Statistic Report Export
B3 RAN Report Export

B3 RBTS Relationship Report Export 2026-03-06 22:30:02 2026-03-06 22:46:32 Partially successful




Fault Prediction

without the need for
human intervention.

occurrence time.

of fronthaul optical
modules based on preset
optical power thresholds.

C:::\‘S;?ty Weight Question Option A Vv Option B Vv Option C Option D
The system identifies
The system identifies The system identifies potential risks based on
Does the wireless network fault management potential risks and predicts [potential risks based on manually defined rules. Potential risks need to be
Fault 15% system support fault prediction in various fault  [the fault occurrence time |intelligent models, but For example, the system manually identified based
Prediction scenarios? based on intelligent models [cannot predict the fault can identify potential risks

on expertise.

Equipment

Processing Error

Communications

Environmental

Security

C

B

C

B

B




Fault Prediction

Equipment - C

|O00000000o0o0o0ooooooo

:B S & |

Operation

BE Qn-

BEQ“'

igga...
.ngnoo
ELERS

QE &

BEQ"'

,,g %7-0- n

eaano

eaca-

s g

:gg @

BEQ'..

4813-@...

Severity TL Alarm ID Name Tl NE Type Tl Alarm _.
_ | 26520 ‘ RF Unit TX Channel Gain Out of Range . L. l BTS5900

Alarm Details

Alarm Details and Handling Procedure Experience Handling Records in Last 2 Months.

2026-05-13 10:02:03
ROOT/SRAN/Adana
0 hours 8 minutes 17 seconds

Common Alarm Identifier NA First Occurred (NT)

Maintenance Region: Subnet:

Occurred On (NT) 2026-05-13 10:0203 Alarm Duration:

Occurrence Times: 1 Alarm ID: 26520
_ Severity Minor Type: Hardware system

Occurrence Notify Time (N 2026-05-13 10:04:33 NE Virtual Mark No
_ Additional Information: RAT_INFO=G-U-L-N, AFFECTED_RAT=UL, Location Information Cabinet No.=0, Subrack No.=82, Slot No.=0, TX Channel ¢
_ DID=AUTODID_20200721_23a37508-cae6-11ea-8000- No.=0, Board Type=MRRU, Input Power (0.1 S
— 005056985, RF Site Name=NULL, RF Unit dBFs)=-200, Output Power (0.1 dBm)=417 [
S Minor ) OB SSmind i

ESN=210) 01574, eNodeBId=40899, -

- i |
o Minor Cooes |

p—

evaew [ B ™ W TA SIS SO WL U NGy S eV

:88@---

- wwe The system automatically collects potential risk alam\s
reported based on preset rules.

N MO.

Tl Location Information Tl
Cabinet ... | Cabinet No.=0, Subrack

| Cabinet ... | Cabinet No.=0, Subrack

Cabinet ... | Cabinet No.=0, Subrack
Cabinet ... Cabmet No.=0, Subrack
\ Cabinet ... Cabmet No.=0, Subrack
| Cabinet ... | Cabmet No.=0, Subrack
| Cabinet ... | Cabinet No.=0, Subrack
Cabmet 7Cab|7nitiNio=70 Subrack
 Cabinet ... | Cabinet No.=0, Subrack
 Cabinet ... | Cabinet No.=0, Subrack
Cabmet | Cabmet No=0 Subrack
Cabmet | Cabinet No.=0, Subrack
Cabmet Cabmet No.=0, Subrack
Cabmet Cabmet No.=0, Subrack
Cabmet Cabmet No.=0, Subrack
Cabmet - | Cabinet No.=0, Subrack




Fault Prediction

Evidence:

Processing Error - B .
1. EMS can identify various high-risk information present
in scripts
Task 5 @ scroet
Information x
Information | Detail
The impacts of script are as follows: NE Name: SHW-PRT_MEW_5G_1144
Type T NE Nome Operation Information File Affect . Affect Risk Level T | . R R . . . .
R e ne i 2.Click on Detail to view detailed information about high-
e e ‘ -
D o e 1 B e s s ‘ risk alerts
configuration data rollback I
[Interworking Parameter] The operation might
Releated MOC Update disrupt all the services or OM channels that depend 1
High-Risk T80 130 MASKLL 55345255 257 Ry o it the eseriaio s commarn. o re € VS Ve Major ‘
parameter(s): VLANID advised to run the CFM CB command to enable |
configuration data rollback.
R [_mmm_;ovsx_vl\g Paramc(cr]:t\::o‘pcran‘onﬂm!grr v |
Total records: 4 Tiobwe - | @ @ G ‘
‘
‘
‘
(o
Information x
Information  Detail
Total number of NEs involved in script activation: 1
High-Risk operation NE statistics
High-Risk operation NE 1 Resetrisk NE 0  Disconnection risk NE 1 . . .
e 3. When the user triggers the script deployment, the script
Critical 0 Major ) 10 H H H 1
risk is prompted again, and the script can only be
High-Risk operation object statistics(The numb ing tistics Informagion ing th b
ey deployed after the user confirms.
Added BBP(1), RRUCHAIN(3), RRU(3), NRDUCellintrfBand(3) m



Fault Prediction

Communications - C

Environmental - B

[T "1 Avg. Temp (°C) I High Temp Sites (Count) [ Low Temp Sites (Count)

[]  Operation Severity TL Alarm ID L Name Tl NEType 7.  Alarm . Tl
O ec<- |G s BBU CPRI Line Rate Negotiation Abnorma BIS5900 GLOT_H7..
O = I _ Alarm Details 5| GLOT_H7...
O eca- | .........occo.  cococ i o GLO1_V6...
0 ez | il . | GLOIVE..
O ec=z- |GG A Nodet s65ts GL27_V2..
0 eca- | ) s e GL3Lvs..
0 ec= - | ' | GL33 Yo..
SHCILEX [ e The system automatically collects potentrai risk alarms =
0 es 2 e R ;reported based on preset rules. Gtz,_vzm

MO .. Tl Location Information Tl

GLO1_H... Chain No.=101, Current
GLO1_H... Chain No.=102, Current
GLO1_V.. Chain No.=1, Current Lil
GLO1_V.. Chain No.=0, Current Lii
GL27_V.. Chain No.=2, Current Li
GL33_Y.. Chain No.=102, Current
GL33_Y.. Chain No.=102, Current
SR61_K... | Chain No.=2, Current Li|
GL31_V.. Chain No.=0, Current Li
GL27_V... Chain No.=2, Current Li|

The system automatically analyzes the
average temperature trend, the
number of high and low temperature
sites, and predicts future data to
identify potential risks.



Fault Prediction

Security - B

Alarm Details

Alarm Details and Handling Procedure Experience Handling Records in Last 2 Months

BBU Name Gl I . 2F eNode8 1D 41035

gNodeB 1D 141035 User Label

Common Alarm Identifier: NA First Occurred (NT): 2026-03-04 04:14:56

Maintenance Region Subnet ROOT/EASY_DEPLOYMENT
Occurred On (NT), 2026-03-04 04:14:56 Alarm Duration 78 hours 5 minutes 35 seconds
Occurrence Times. 1 Alarm 1D: 26840

Saverity Minor Type: Security service or mechanism violation
Occurrence Nolify Time (NT):  2026-03-04 04:15:07 NE Virtual Mark: No

Additional Information RAT_INFO=L-N, AFFECTED_RAT=L-N, Location Information: Certificate Type=CRL, Certificate Name=mrsorg.crl,
DID=AUTODID_20210603_be137132-c3d5-11eb-8000- Expire Time=2026-03-10 17:07:00, Vendor Cert ID=No
fa163e941

MAE can automatically identify certificate expiration dates and provide notifications 6 days in
advance. Based on this type of security certificate prediction.



Fault identification & Impact analysis

Service
Capability

Weight

Question

V Option A

VvV Option B

Option C

Option D

Demarcation
& Locating

20%

How does the wireless network fault
management system support fault identification
& fault impact analysis in various fault scenarios?

The system identifies faults
and subsequent impact
based on intelligent models
without the need for human
intervention.

The system identifies faults
and subsequent impact
based on intelligent
models,but need human
intervention.

The System identifies faults
and subsequent impact
based on manually defined
rules, for example,
identifying intermittent
faults based on a frequency
experience threshold and
aggregating periodic alarms
based on a period
threshold.

Faults and impact need to
be manually identified
based on human expertise
or through the execution of
manual written procedures.

Equipment

Processing Error

Communicatio

ns Environmental

Security

A A

A

A

A




Fault identification & Impact analysis

Collaborate with expert experience of NE fault derivation relationships and
fault pattern mining to minimize the number of work orders.

Fault identification

Massive alarms Valid alarms Incidents
Eliminating Root alarm and top-
AA A redundant alarms A layer correlative alarm
A 1 1
AL AL A |
T A ! !
A | i
: * ) B AP
Intelligent alarm correlation Root alarm identification
:fir?.&ﬁi.?uﬁu_v' S Root alarm
|
! |
lallal [@ B |c : H
| |
Top-layer
correlative
Unassociated Associated alarm /N /N
Mining space-time association based on the EFPG Mining root alarms based on the Random
algorithm to eliminate redundant alarms Forest algorithm
N S/

% iIMastermae  iraultcare

IFaultCare

- Incident List
Filter

Intelligent Fault Incident Management

Export

Category Tl ncident Name Tl

Fronthaul Network Fault Fronthaul Optical Path Abnormal-BBU CPRI Interface Error  GLS

2026-05-12 05:36:04

Diagnosis Status

Diagnosis succe

AFFECTED_RAT: G-L, Fronthaul Optical Path Abnormal-BBU CPRI Interface Error: Cabinet No.=0, Subrack No.=0, Slot No.=3, Port

Problem=CPRI Interface Reception Error

Alarms Root Causes

No.=1, Sub Port No.=0, Board Type=UBBP, Specific

Alarm List

w

26234
29240
29240

29240

Total records: 4

Alarm 1D

Source Ob,
GL52_C376
GL52_C376
GL52_C376

GL52 C376

GLS! MAH

MAE use intelligent model mining to extract alarm correlation rules for faults, enabling real-time alarms

to be automatically aggregated and identified as fault events based on these rules.




Fault identification & Impact analysis

Evidence: Fault identification

E 2 Hom, x
IFaultCare ome Incident Logs 2026-05-13

Equipment - A
The system identifies hardware / , : Export
faults based on intelligent models e
without the need for human 1 j
intervention. -

ratior Category T4 Incident Name Tl NE Name Ti Occurred On Diagnosis Status self-Healing Status B/©

op
& I BBU Board Fault Board Hardware Abn... C EPE 2026-05-11 23:41:00 Diagnosis succeeded Repairable

AFFECTED_RAT: U-L-N, Board Hardware Abnormal-Board Hardware Fault: Cabinet No.=0, Subrack No.=0, Slot No.=4, Board Type=UNKNOWN, Specific Problem=0Other

I Alarms I Root Cause

N Alarm List

Severity Tl 4 Alarm 1D 4 Name Ti 14 Source Ob,

IFaultCare Home Incident Logs

Processing Error - A

The system identifies license on / Incident List Export

trail faults based on intelligent
models without the need for human
intervention.

0O o
8 0O <L BTS Software Fault License Abnormal-License on Trial « TLA 2026-05-11 10:13:19 Diagnosis succeeded

Jescription:  AFFECTED_RAT: N, License Abnormal-License on Trial: Function Type=gNodeB Function, Trial Reason=Expired License, Grace Period Expire Date=2026-07-07
\ : Severity T4 3 Alarm 1D - Noria T - S oiarta Ob

0941
IFa " Hom .
aultCare ome Incident Logs oo

Communications - A S
The system identifies fronthaul / [cideriamt Export

faults based on intelligent models
. h h d f h cl peratior Category Tl Incident Name Tl NE Name Ti Occurred On L Diagnosis Status
Wlt OUt t enee or uman 8 O < Fronthaul Network Fault Fronthaul Optical Path Abnormal-BBU CPRI Interface Error G _KA 2026-05-12 06:47:29 Diagnosis succe
intervention.
AFFECTED_RAT: L, Fronthaul Optical Path Abnormal-BBU CPRI Interface Error: Cabinet No.=0, Subrack No.=0, Slot No.=4, Port No.=2, Sub Port No.=0, Board Type=UBBP, Specific
Problem=Receive Power Too Low
Alarm List
Severity Tl i Alarm 1D ¥ Name Ti ¥ Source Ob,
Minor 26234 BBU CPRI Interface Er GL53_v761
Minor 26234 BBU CPRI Interface Error GL53_V761
Minor 26234 BBU CPRI Interface Error GLS53 v761




Fault identification & Impact analysis

Environmental -

Fault identification

IFaultCare

The system identifies power faults
based on intelligent models without P T ST

Incident Logs X

Incident List

Export

the need for human intervention. : ] P 0

RF Unit Fault

RF Unit Power Suppl G

AFFECTED_RAT: U-L, RF Unit Power Supply Abnormal-RF Unit External Power Supply Insufficient: Cabinet No
Problem=Cabinet Power Supply Abnormal

=0, Subrack No.=82, Slot No.=

ower Port=NULL, Board Type=MRRU, Specific

\ Alarm List
:' erity Tl v Alarm 1D 7

Minor 26546
Minor 26546
Minor 26546

dbject Name

GL3 E4031_MRS_Oi
GL33_E4031_MRS_OI

GL33_E4031_MRS_OI

IFaultCare

Security - A

The system identifies certificate
invalid faults based on intelligent
models without the need for human

Home incident Logs X

-

Incident List

0936
2026-05-13

Export

Operation

v B 21

Category < Incident Name S NE Name $

intervention.

BTS Software Fault Version or Certificate Abnormal-Certificate Invalid GL

SIM

Occurred On £

2026-05-11 21:13:30

Diagno® )’

Diagn¢

AFFECTED_RAT: G-L, Version or Certificate Abnormal-Certificate Invalid: Certificate Type=Application certificate, Certificate Name=Vodafone.com.cer, Vendor Cert ID=No, Specific Problem=Expired

Alarm List
Severity ¢ Alarm 1D

26841

Name $

Source Object Name ¥

GL61_Y8187_KADIRALAK

Alarm Data Automatically Collecting Logs and Correlating to fault incident

eSender][114]

clustered incidents are

Alarms are reported from
NE in real time
Automatically

I Alarms are received by
| MAE in real time
Automatically

Automatic incj
aggregation j




Fault identification & Impact analysis

Evidence: Service impact analysis

Eq u | p m ent A [] Operation Category % Incident Name NE Name % Occurred On % Diagnosis Status Self-Healin... Description ©

v Olefi Cell Fault 4G Cell Out of Service-Cell Unavailable GL: _TT  2026-05-11 11:52:15 Diagnosis succeeded - AFFECTED_RAT: |

Description: AFFECTED_RAT: L, 4G Cell Out of Service-Cell Unavailable: eNodeB Function Name=EN31_15910_V4837_ISKENDERUN_TT, Local Cell ID=81, Cell FDD TDD indication=FDD, NB-loT Cell Flag=FALSE, Cell Name=LV4837150311591081, eNodeB ID=15910, Cell ID=81, Specific
Problem=RF module abnormal

Alarms Root Causes Comments

Root Causes
Severity 4 V. Alarm ID . N ¢ e S Object N A o] d On ¢ 9
1. Hardware - RF module:RF module abnormal or RF Link abnormal everity Y. arm Y. ame Y. ource Object Name Y- ccurred On Y.
Ne Name=Gl 4_TT,BBU{Cabinet No.=0, Subrack Nd=0, Slot No.=4, Port No.=0}, RRU{Cabinet No.<0,Subrack No=80,5 | INMMEORM 29240 Cell Unavailable | GL3 il 2026-05-11 11:52:15
Active Alarms  Cleared Alarms  Acknowledged Alarms S mo 0 0 W1 MO RMSERERLERCOO TR LK
¢ AlarmID  Alarm Name Alarm Source * impacted_subs_mobile Y| First Occurred On Duration(hh:mm:ss)
D 29240 Cell Unavailable GL: 7 T INCTT 97 2026/05/11 11:52:15 0:10:46
. [] Operation Category % Incident Name & NE Name % Occurred On 5 Diagnosis Status Self-Healin... Description ©
Processing Error - A _ , - o _
v | O | Lo Cell Fault 4G Cell Out of Service-Cell Unavailable GL AVA.. 2026-05-11 12:34:04 Diagnosis succeeded - AFFECTED_RAT: |

Description: AFFECTED_RAT: L, 4G Cell Out of Service-Cell Unavailable: eNodeB Function Name=EN27_25135_V2801_GZP_YENI_HAVALIMANI, Local Cell ID=33, Cell FDD TDD indication=FDD, NB-loT Cell Flag=FALSE, Cell Name=LV2801350272513533, eNodeB 1D=25135, Cell ID=33,
Specific Problem=Insufficient CPRI bandwidth

Alarms Root Causes Comments
Root Causes 5
Severity ¢+ V. Alarm ID Y. Name $ Y. Source Object Name Y. Occurred On % Y. B
1. Configuration - Abnormal fronthaul link configuration:CPRI Compression Mode Too Low 55540 cell ilabl oG S PE0e 55505
Ne Name=GL AVALIMANI Cell Name=1V2801350272513533 Local Cell ID=33 [ Major el Unavailable L272N2801-GZR_YENI HAVALIMANI FOoAT 1239 4
Active Alarms  Cleared Alarms  Acknowledged Alarms <1 mo 0 0o ®m1 M®o RS ERERERQQOO©F X FE XK
{8 Alarm ID Alarm Name Alarm Source * impacted_subs_mobile V¥ First Occurred On Duration(hh:mm:ss)
D 29240 Cell Unavailable GL _ L _HAVALIMANI 32 2026/05/11 12:39:13 0:24:58
. . [[] Operation Category % Incident Name % NE Name % Occurred On Diagnosis Status Self-Healin... Description ©
CO m m u n I Cat I O n S - A v | O | @ nx Cell Fault 4G Cell Out of Service-Cell Unavailable GL SE 2026-05-11 05:10:18 Diagnosis succeeded - AFFECTED_RAT: (

Description: AFFECTED_RAT: G-L, 4G Cell Out of Service-Cell Unavailable: eNodeB Function Name=EN55_50644_M1338_BAT_BAFRA, Local Cell ID=76, Cell FDD TDD indication=FDD, NB-loT Cell Flag=FALSE, Cell Name=LM1338650555064476, eNodeB 1D=50644, Cell ID=76, Specific
Problem=RF module abnormal

Alarms Root Causes Comments

Root Causes Severity 4 V. AlarmID V. Name # Y. Source Object Name Y. Occurred On % V. C

PVEGE 29240 Cell Unavailable GL SE 2026-05-1105:12:20 e
HEER2REYHERROOT LK

{§} Alarm ID Alarm Name Alarm Source impacted_subs_mobile 'Y First Occurred On Duration(hh:mm:ss)

1. Fronthaul link:Fronthaul optical fiber fault

Active Alarms  Cleared Alarms  Acknowledged Alarms s m o 0 0 m1 ®O

2

[:] 29240 Cell Unavailable GL! A SE 67 2026/05/11 05:12:20 0:30:46




Fault identification & Impact analysis

Evidence: Service impact analysis

En Vi ronmen tal A [C] Operation Category * Incident Name & NE Name % Occurred On % Diagnosis Status Self-Healin..  Description ©
sz | O | A Cell Fault 4G Cell Out of Service-Cell Unavailable GL 2026-05-17 17:32:32 Diagnosis succeeded - AFFECTED_RAT: |
Description: AFFECTED_RAT: U-L, 4G Cell Out of Service-Cell Unavailable: eNodeB Function Nam il Cell ID=33, Cell FDD TDD indication=FDD, NB-loT Cell Flag=FALSE, Cell Name=LA4431350274412633, eNodeB I1D=44126, Cell ID=33, Specific
Problem=RF Power OFF
Alarms Root Causes Comments
Root Causes " < oy - =
a = a a
1. Power and environment - Power supply:AAU/RRU/RHUB power failure Severity. 5.y Alamm;ID3y MName 4 ¥ Source Object Name 'y Occirec Onie ¥
Ne Name=GL LI, BBU{Cabinet No.=0, Subrack No.=0, Slot No.=4Port No.=0, ESN=2102312BSJDUN7000710, BOM Code=023128s)}, | [ IMSOR 29240 Cell Unavailable GL: KLl 2026-05-17 17:32:35
Active Alarms  Cleared Alarms  Acknowledged Alarms s o 0 0 W1 Mo RS EFEREHECOOG6® TR LXK
© AlarmID  Alarm Name Alarm Source impacted_subs_mobile First Occurred On Duration(hh:mm:ss)
(] 29240 Cell Unavailable GL2 \KLI 62 2026/05/17 17:32:35 1:24:52
S .t A [[] Operation Category % Incident Name % NE Name % Occurred On % Diagnosis Status Self-Healin... Desci@
ec u rl y - v | O | r NE Disconnection & Out of Service NE Unreachable-NE Is Disconnected 0ss 2026-05-17 11:11:12 Diagnosis succeeded - AFFEC]
Description: AFFECTED_RAT: G-U-L, NE Unreachable-NE Is Disconnected: neName=G SIM, nelP=10.62.44.22, neBackuplP=NULL, NE error port=6007, NE error code=N/A, Error message=Port handshake timed out, Mediation
partition=MediationService1105, OMC 1P=10.122.213.17
Alarms Root Causes Comments
Root Causes
1. Seftware & Certificate cartificate Invalid Severity + V. Alarm ID V. Name # Y Source Object Name Y. Occurred On ¢ V. De
Ne Name=GL6 VSIM,Specific parameter{Certificate Type=Application certificate, Certificate Name=Vodat _ 301 NE Is Disconnected 0ss 2026-05-17 11:11:12 nel
Active Alarms  Cleared Alarms  Acknowledged Alarms 21 .o 0 0o m1 ®mo RMH SRR ROOG®FT N L K
{8 Alarm ID Alarm Name Alarm Source * impacted_subs_mobile First Occurred On Duration(hh:mm:ss)

D 301 NE Is Disconnected G _ . _ _S™ 89 2026/05/17 11:11:12 0:54:23




Fa u It id e nt ifi Cat i 0 n & I m pa Ct a n a Iys i S User status slice: user location, user service experience data (KQI/KPIl/Poor Event))

° Position-1 Location - Position-1 Position-n Position -1 Location - n
Interaction Process
NOC System SOC System
(FM ﬂa‘u/tmngtsystem) (CEM S)Ztem) PrObe/ NF (NWDAF)
| | Slice time T Site fault Tx T+1 T+2 >

Data User movement trajectory/experience data (KQl/kPi/Poor Event) Identification of directly affected users
C?"ec +  Voice: Call Drop/MOS/One-Way Audio/... + Input: fault time, faulty NE, and user location slice

tion « Data: Rate/RTT/Poor Event/Packet Loss/lJitter... Processing:

| @ Based on the user location track, user experience data, and slice period T, generate user status slice data (pre-calculated) or
| obtain the original data based on the fault time or faulty NE. The service call or Internet access logs are shifted forward or
backward by period T to obtain all users and service experience before and after the NE fault occurs. (on-demand calculation)
j Request: Fault time, faulty NE If the pre-calculation mode is used, the user status slice closest to the fault time needs to be searched forward based on the
fault time/NE to obtain all users and service experience before the fault occurs.
If the pre-calculation mode is used, the user status slice closest to the fault time needs to be searched backward based on
the fault time/NE to obtain all users after the fault occurs.
If a user is served by the faulty NE both before and after the fault occurs, the user is considered as a user who is not switched
9 and is marked as a directly affected user.
Impact Impact Analysis For users whose locations are switched before & after the fault occurs, the service experience changes before & after are
Analys Calculation calculated. If the absolute and relative thresholds are met, the users are considered as directly affected users.
is «  Output: number of directly affected users and list of directly affected users (switched users + not switched users)

A4

© ® © ©

A

Identification of indirectly affected users

No. of directly affected users + Input: Fault time, faulty NE, user location slice, switched users
Comprehensive impact level - Processing:

No. of indirectly affected users . - .
Loss of business volume e @ Obtain the original users under the target NE that switched user;

@  For the original users, calculate the changes in service experience before & after the fault. When the absolute and relative
thresholds are met, they are determined as indirectly affected users
»  Output: Number of indirectly affected users, list of indirectly affected users;

B Service Process Analysis of business volume loss

» Input: Fault time, faulty NE, directly affected users, indirectly affected users

»  Processing: Based on directly affected users, the historical year-on-year/period-on-period traffic model is used to obtain the
e business volume (data traffic + voice traffic) loss.

. Task Reporting: The NOC reports network element fault alarms to the SOC.
. Task Initiation: The SOC initiates calculations, updates the task status, and performs compensation

calculations for tasks with abnormal computations. +  Output: Data traffic, voice traffic
. Result Reporting: The SOC proactively reports the calculation results to the NOC. The reported
information includes: comprehensive impact level, number of affected users, predicted loss of o }'«
business volume, and a list of indicators for the user network element before and after the fault. 3" . R x }', X
Remarks: For alarms reported by NOC, task management will be conducted to achieve on-demand PV =N
computing, ensure that the same alarm is only computed once, and perform supplementary retries in the
event of a computing/reporting failure. W Directly affected users Indirectly affected users W Not affected users




Demarcation & Locating

Service
Capability

Weight

Question

Vv Option A

V Option B

Option C

Option D

Demarcation
& Locating

20%

Does the wireless network fault management
system support root cause diagnosis and fault
locating in various fault scenarios?

Note:

The root cause diagnosis and fault locating
should require the ability to locate smallest field
replaceable unit, upgradable software modules
and connectors so that a repair solution can be
quickly determined. e.g, Optical module, fiber

optic cable and optical connectors.

The system demarcates and
locates faults based on
intelligent models without
the need for human
intervention.

The system demarcates the
fault or locates multiple
causes based on intelligent
models, but the human
intervention is required.

The system demarcates and
locates faults based on
manually defined rules
(such as experience-based
fault trees and
troubleshooting processes)
and needs human
intervention.

Fault diagnosis needs to be
manually performed based
on expertise.

Equipment

Processing Error

Communications

Environmental

Security

A A

B

A

A




Demarcation & Locating

Equipment - A

% iMastermae

Intelligent Fault Incident Management

IFaultCare

Probability fusion decision

—Almodel——
The fault information caused by the BBU Board ,
Filterv

Se '.6\‘..5 ;.44 o
has b ically located. | &= - E AN
root cause has been automatically located. g tF & e gz e gt
- " o ~o-14 /23" 010
< Z = s : & ¢ :': . in 20 49/ a8 @16
Category 14 £ Name 14 Occurred On 4 Diagnosis Status Self-Healing Stat .. £1.4) s Output Top root causps , :\v <o
- =~ =) - 21 >
£ O BBU Board Fault Board Hardware Abn... | G PE.. 2026-05-11 23:41:00 Diagnosis succeeded Repairable Prior root == T
AFFECTED_RAT: U-L-N, Board Hardware Abnormal-Board Hardware Fault: Cabinet No.=0, Subrack No.=0, Slot No.=4, Board Type=UNKNOWN, Specific Problem=0Other

cause weight

Alarm combination and
Root Causes

2 : fault topology
The system locates the root cause based on intelligent models.
Root Causes

1. Hardware - BBU - Faulty board or poor board contact:Board Hardware Fault

Hidden information mining [ resems
hogsning based on device capability, N VAR

Vrr]%g(éng principle, and fault Reverse troubleshooting tree

E_KAMPUS Specific parameter{Cabinet No.=0, Subrack No.=0

Pl | [ETE ST
i wr N [Eni | oA
] <
w
/N B

Slot No.=4, Board Type=UNKNOWN, ESN=210305862610P7103393, BOM Code=03058626)

Processing Error - A

% IMasterMae  iraultCare

Intelligent Fault Incident Management

Q amin. @ (S™ Root alarm identification
IFaultCare X

Root alarm

Export

License Abnormal-License on Tr

¥ C y I} ncident Naer T NE Name Tl Occurred On | tatu f-Healing Stare
2 | BTS Software Fault A 3 GL TLA

2026-05-11 10:13:19 Diagnosis succeeded

AFFECTED_RAT: N, License Abnormal-License on Trial: Function Type=gNodeB Function, Trial Reason=Expired License, Grace Period Expire Date=2026-07-07

Top-layer
R I o The system automatically locates the fault root cause. correlative
Root Causes

alarm  /a\ A
vare & Certificate:The license is running in trial mode

Mining root alarms based on the Random
Ne Name=GLO1 AR _GUNEY .
St DL Forest algorithm

v" Perform causal analysis based on the associated alarms
reported for the fault to determine the root cause.

Handling Suggestions

For root cause 1: Remote handling: Check whether the license is purchased




Demarcation & Locating

Communications - B

Operation

Category + Incident Name +

Uan[e

NE Name 3 Occurred On £ Diagnosis Status Self-k
v 2 Cell Fault 4G Cell Out of Service-Cell Unavailable GLST ~ 7T T T TUTTASE 2026-05-10 21:39:57 Diagnosis succeeded -
Description: AFFECTED_RAT: G-L, 4G Cell Out of Service-Cell Unavailable: eNodeB Function Name=EN , Local Cell ID=76, Cell FDD TDD indication=FDD, NB-loT Cell Flag=FALSE, Cell Name=LM1338650555064476,
eNodeB ID=50644, Cell ID=76, Specific Problem=RF module abnormal
Alarms  RootCauses  Comments The system demarcates root cause based on intelligent models.
Root Causes
1. Fronthaul link:Fronthaul optical fiber fault
Ne Name=Gl RA_SE,BBU{Cabinet No.=0, Subrack No.=0, Slot No.=2, Port No.=4, ESN=02_..__._. _._2219, BOM Code=03022HEJ}
Fronthaul topology restoration Probability fusion decision
won e —Almodel——
R roais = o s —
site 1 = P\ WOM NE S roauie " BBU - :7\.\ -
feeder pigtail e 142 e gty
o -\ fiber ﬁgﬁ ~0~;3 AN 010
" — 4 19 18 @16
Site2 == i/ - E=E 3 , :?. o
‘ . RRU SFP mwcm SRR e sFP L
Site3 == 4 Prior root :
s cause Alarm combination and
. . . i fault topolo
Construct the connection relationship between RRU and weight palogy
BBU ports based on the configuration
Restore the WDM device grouping based on the Hidden information mining
wavelength information of the optical module based on device capability,
. . . . working principle, and fault @
Construct the RRU site grouping relationship based on mode g princip Reverse troubleshootmq tree R
the neighbor relationship and fiber | length R
U
Environmental -

IFaultCare

[0 Operatior

v O 210

Root Causes

Home Incident Logs

Category T4 ncident Name 11 NE Name T4

Cell Fault 4G Cell Out of Service-Cell Unavailable (

AFFECTED_RAT: U-L, 4G Cell Out of Service-Cell Unavailable
Flag=

Nod:
FALSE, Cell Name=LK8356150555062581, eNode8 1D= fd) emm“fy ;p@W@f Asup\prly

Export
Occurred On Diagnosis Status
sl 2026-05-10 15:39:16 Diagnosis succe

indal, Local (_r D=81, Cell FDDthD indication=FDD, NB-loT Cell

anomalies in e equipment

by monitoring voltage trends on the device side.

Root Causes

Ne Name=CG

No.=0, ESN=21C__ _

1. Power and environment - Power supply:AAU/RRU/RHUB power failure
_ _ Jal BBU{Cabinet No.=0, Subrack No.=0, Slot No.=4, Port No.=0, ESN=2102312BSI9WLA001978, BOM Code=0231285J}, RRU{Cabinet No.=0, Subrack No.=80, Slot

11978, BOM Code=023128SJ}

/7

Backhaul link
Base
® .
transmissiorf| |station
device )cabinei(z
BBU
DO

@ 1O

storage ' power
battery ' supply

v" The BBU monitors the change of the backup power

voltage.



Demarcation & Locating

Security - A
IFaultCare Home Incident Logs X

Automatic locating the root

cause of key expired.

Operation Category % Incident Name % NE Name 3 Occurred On %
v Kot BTS Software Fault Version or Certificate Abnormal-Certificate Invalid SR .. _ AR 2026-05-12 04:15:39
Description: AFFECTED_RAT: L, Version or Certificate Abnormal-Certificate Invalid: Certificate Type=Trust ceniﬁc;l;,h?aiféy&L&ms&&gagg§n gaﬁc F&Q'LEQ)@U se
Alarms Root Causes Comments based OI’] |nte”|gent mOde|S
Root Causes
1. Software & Certificate:Certificate Invalid
Ne Name=SR AR, Specific parameter{Certificate Type=Trust certificate, Certificate Name=VF-SUBCA-PROD.cer, Specific Problem=Expired}

Handling Suggestions
For root cause 1: Check and update the device certificate, trust certificate, cross certificate, certificate revocation list, and digital certificate trustlist in sequence, or contact a professional department.

Dia
Dia

Root alarm identification
Root alarm

Top-layer
correlative

alarm  /s\ /\

Mining root alarms based on the Random
Forest algorithm

v" Perform causal analysis based on the associated alarms
reported for the fault to determine the root cause.



Solution generation

Service
. Weight uestion V Option A Option B Option C Option D
Capability & Q P P P P
The system generates one
Y . & . The system generates The system generates one
or multiple possible fault . , ) . Fault recovery or
. multiple possible fault or multiple possible fault e .
. Does the wireless network fault management recovery or fault e e rectification solutions
Solution . e . recovery or rectification recovery or rectification
. 10% |system support generation of fault recovery rectification solutions . . needs to be manually
generation . X . . ) . solutions based on solutions based on
solutions in various scenarios? based on intelligent model | . . generated based on
. intelligent model, but need |[manually defined rules and .
without the need for . ; . . expertise.
. . human intervention. need human intervention.
human intervention.

Evaluation and decision-making

Service
Capability

Weight

Question

Option A

Option B

Option C

Option D

Evaluation
and decision-
making

10%

Does the wireless network fault management
system support evaluation and decision-making
in various scenarios?

The system evaluates
multiple possible recovery
or rectification solutions
and determines the optimal
recovery or fault
rectification solution based
on intelligent models
without the need for

human intervention.

The system evaluates
multiple possible recovery
or rectification solutions
and determines the optimal
recovery or fault
rectification solution based
on intelligent models, but
need human intervention.

The system evaluate and
decide the fault recovery or
fault rectification solution
based on manually defined
rules and need human
intervention.

The fault recovery or fault
rectification solution is
manually evaluated and
decided.

Equipment

Processing Error

Communications

Environmental

Security

A A

A

A

A




Solution generation & Evaluation and decision-making

Evidence:

Equipment - A

,:| Operation Category Tl Incident Name Tl NE Name Tl Occurred On Diagnosis Status Self-Healing Status

v O 24 BBU Board Fault Board Hardware Abn... .. 2026-05-11 23:41:00 Diagnosis succeeded Repairable

Description: AFFECTED_RAT: U-L-N, Board Hardware Abnormal-Board Hardware Fault: Cabinet No.=0, Subrack No.=0, Slot No.=4, Board Type=UNKNOWN, Specific Problem=0ther
aarms  rooBB@Sed ondault diagnosis and intelligent analysis, select the optimal one-time on-site solution.

Root Causes
1. Hardware - BBU - Faulty board or poor board contact:Board Hardware Fault
Ne Name=GL2 MPUS,Specific parameter{Cabinet No.=0, Subrack No.=0, Slot No.=4, Board Type=UNKNOWN, ESN=210305862610P7103393, BOM Code=03058626}
Handling Suggestions
For root cause 1: 1. Remotely reset the device. If the fault persists, replace the device. X i
Reference MML Command for Self-Healing: Generate and evaluate the optimal solution.

MML: RST BRD:CN=0, SRN=0, SN=4;
Impact: Resetting a board will interrupt the services carried on the board and reinitialize the board. Before the initialization is complete, the board is unavailable.

Recovery duration: 1800s.

Processing Error - A

[0 Operation Category Tl Incident Name Tl NE Name Tl Occurred On Diagnosis Status Self-Healing €

BTS Software Fault License Abnormal-License on Trial : - .. 2026-05-1110:13:19 Diagnosis succeeded Unrepairable

Description: AFFECTED_RAT: N, License Abnormal-License on Trial: Function Type=gNodeB Function, Trial Reason=Expired License, Grace Period Expire Date=2026-07-07

ot dsed on fault diagnosis and intelligent analysis, select the optimal one-time solution.

Alarms omments
Root Causes
1. Software & Certificate:The license is running in trial mode
Ne Name=G| ) ) GUNEY
Handling Suggestions

For root cause 1: Remote handling: Check whether the license is purchased. Generate and evaluate the 0pt| mal solution.




Solution generation & Evaluation and decision-making

Evidence:

Communications - A Environmental - A

Example : Cell Outage Detection and Compensation (CODC) — based on Cell Unavailable

> UE distribution in an outage cell identified based on TA @LTE [elrle Be
# |dentifying Compensation Neighboring Cells Based on Qutage Cell Coverage
Environment Detection Outage Cells Optimization Advice
% Compensation cell and traffic center detection to get the best compensation cell
» Adjustment parameters: Pattern(scenario + azimuth + downtilt), SSB power offset) © Compensated Uncompensated
2026-05-20
(¢ Optimization Advice 15:17:37
@ ‘Outage Detection @ Cell Recovery(D-SON) L 4
Total/Successful/Failed 5/0/0
HZ‘; \ H}: ‘\ el -
it Y CQLTE CODC (6 b ¢ OW CRYRXIDHE 2 @2 @ © & =
ceeedp I ] b
® Aé'ii‘; Group ID 11 O Outage Cell Name 1 Compensation Cell Name 1| Execution Status 1| Original E-Tilt Angle (0.1 Degree) 1| * Recommended E-Tilt Angle©
- | —— e
8 Swcoed_uo" :aﬂ e e et Al O @ L 74 L4 71 % 30
@ Roll Back e @ Compensation(MAE-OPT) 3 O e L 84 L4 81 o 40 30
n 7 X 4 O e L& 214 LY4 i1 b 90 30
u} Engineer Repair W e ]
1 \ A L \ pically, 9 O (e e 34 Ly4 31 bl 40 30
Recover outage cell
—— 60% area 1 0 (e 38 Ly4 31 bl 40 30
g 12 ) ) 3 .
\ p, Automatically generate & evaluate the optimal solution:

compensation for out-of-service cell by adjusting the electrical tilt angle

Security - A
Operation Category Incident Name $ NE Name % Occurred On %

v R ant BTS Software Fault Version or Certificate Abnormal-Certificate Invalid SR ) AR 2026-05-12 04:15:39

Description: AFFECTED_RAT: L, Version or Certificate Abnormal-Certificate Invalid: Certificate Type=Trust certificate, Certificate Name=VF-SUBCA-PROD.cer, Specific Problem=Expired
narmsB a80d.@A faukdiagnosis and intelligent analysis, select the optimal one-time on-site solution.

Root Causes
1. Software & Certificate:Certificate Invalid
Ne Name=S LAR,Specific parameter{Certificate Type=Trust certificate, Certificate Name=VF-SUBCA-PROD.cer, Specific Problem=Expired}
Handing Suggestions Generate and evaluate the optimal solution.
For root cause 1: Check and update the device certificate, trust certificate, cross certificate, certificate revocation list, and digital certificate trustlist in sequence, or contact a professional department.




Demarcation & Locating, Solution generation & Evaluation and decision-making

Al model Top N root causes and solutions
Multi-dimensional input data source Root Cause Diagnosis Driven by Knowledge 14 categories, 200+ root causes
Graph and Data Collaboration and handling suggestions
Prior root cause weight R -
0.12 0. 62 0. 40 0. 88 0. 49 0. 41 a. 8 [ 3 3 2 . -
il L7 it g <R e o
0.7 2 014 V48 o 4 / ) @ Ante,
R B ;. W 3 se Td2 eyl o R g
067 ol o s LG 14 RN 010 u )
0. 42 o 0. 27 0 0. 20 e N
o - A R - @
o o0 o5 oo o 17 ~1 \ZH
0T i oer oo om0 o RRU sep Frauey  Aim FELF SFP BBP |airconditioner|l Fanl
® © o I
Alarm combination and fault topology — ] s
Root alarm identification Backhaul link . @ @
Base
ptical fiber and optica gtan -
Root alarm Z%vg;esri;or:f ﬁ Ba(:(ﬁ)gggr:ault rlnodulle mam:hingI abnormality ® transmissio statllon | |
i isi device Fabme(z
\I BBU o
Optical module Configuration WDM device fault
Top'ITW_er abnormality decision error decision decision (DO114) stora%t)e I
correlativ
batt [
e alarm A it | el U
Mining root alarms based on the Reverse troubleshooting tree

Random Forest algorithm

@ Incident diagnosis begins

2026-06-11 18:50:17.930 INFO 106271 [scheduler-1][RCOTI][l[c.h.c.i.p.MessageWarehouse 212] Incident in disgnosis, csn=1705872673100480

2026-06-11 18:50:17.946 INFO 106271 [threadPool incidentActive#diagnosis task process-2][ROOT][[c.h.o.is ForwardAlarmDiagnosisService ; 11 4 y . 17 .
386 post alarmRootCause success. incidentCe 1:0584 48100480 resultSizs — - - 2l & :50:30.0: 2 identActive/fdiagnasis task process-1][ROCTI(]

A e noES Y | wave 4
HEHIOTTE JTJL’FH antriey oyt

2026-06- li 14:50:30,017

(920 8=y

[c h 0. (dDmgn
RRU/RHUB

Note: The demarcation & locating, solution generation & evaluation, and decision-making are performed using the overall algorithm. Therefore, this page
provides a unified description.



Demarcation & Locating, Solution generation & Evaluation and decision-making

1. Algorithms: Root Cause Diagnosis Driven by Knowledge Graph and Data Collaboration

1) Involved algorithms: Knowledge Graph and Graph Neural Network combined with GCN-RCA. Key sub-technologies: Knowledge Graph
(KG), Graph Neural Network (GCN).

2) Reasons for this choice:

1. Why choose [Graph Neural Network (GNN)]?

Fault propagation often follows network topology or dependency relationships (e.g., base station -> transmission network -> core network).
GNNs (such as GCN, GAT, GraphSAGE) can effectively aggregate information from neighboring nodes and capture global dependencies,
which traditional machine learning methods (e.g., XGBoost) cannot achieve.

Advantages: Can handle non-Euclidean data (i.e., irregular graph structures) and directly utilize entities and relationship edges in the
knowledge graph.

2. Why introduce [Knowledge Graph (KG)] instead of purely data-driven methods?

Interpretability: Pure data models are black boxes and cannot easily explain to O&M personnel "why" a particular device has failed. KG
provides clear causal paths (A leads to B, B leads to C), making it easier for manual verification and trust.

Prior knowledge injection: KG includes expert experience, device dependencies, and historical cases. When data is sparse or new devices are
introduced (cold start), KG can provide necessary structural constraints to prevent the model from overfitting to noisy data.

Generalization capability: By matching similar subgraphs in the graph, known fault patterns can be transferred to similar new scenarios.

3. Why emphasize [data collaboration] (multi-modal/time-series data fusion)?

Reason: To compensate for the static nature of KG and improve real-time diagnostic accuracy.

KG is typically static or updates slowly, while there is a large amount of dynamic metrics at the fault site (e.g., CPU utilization, packet loss rate,
alarm logs).

Collaboration mechanism: Time-series data is transformed into node features (Node Embedding) and then integrated with the structural
information of the KG, preserving the topological logic while incorporating real-time state changes.

Note: The demarcation & locating, solution generation & evaluation, and decision-making are performed using the overall algorithm. Therefore, this page provideo
a unified description.



Solution implementation

Service .
. Weight uestion Option A Vv Option B Option C
Capability g Q P P P
1) The system automatically executes the
commands/ scripts for the fault that can be
Humans use the system to
remotely recovered. . . .
. . o . lexecute instructions. The recovery solution needs
. 2) The system support intelligent on-site instruction
Does the wireless network fault . . 1)The system executes to be manually
. . for the faults that on-site handling is necessary, . .
Solution management system support automatic including suppbort of: commands/ scripts for the fault |[implemented
implementati| 5% |execution of troubleshooting solutions in § supp . ., . [that can be remotely recovered |1) The recovery solution
. ) - Human leverages natural language to guide Copilot| . i .
on various scenarios? . . ; . with human confirmation. need to be manually
in query optimal troubleshooting checklists. . . .
. .. _.|12)The on-site handling are implemented.
- Human leverages natural language to guide Copilot| * . . . . L
. . . assisted by tool, but still requires|2) On-site handling is
to automatically verify that the fault is resolved and . .
. assistance from NOC. guided by NOC.
alarms are cleared, generate the fault repair report
(including fill out the trouble ticket record).

Equipment Processing Error Communications Environmental Security

B

B B

B
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Equipment - B

[0 Operation Category Tl Incident Name Tl NE Name Tl Occurred On Diagnosis Status Self-Healing Status |

v O 2o BBU Board Fault Board Hardware Abn.. G ’E..  2026-05-11 23:41:00 Diagnosis succeeded Repairable

Description:  AFFECTED_RAT: U-L-N, Board Hardware Abnormal-Board Hardware Fault: Cabinet No.=0, Subrack No.=0, Slot No.=4, Board Type=UNKNOWN, Specific Problem=Other

Alarms Root Causes Comments

Root Causes

1. Hardware - BBU - Faulty board or poor board contact:Board Hardware Fault
Ne Name=GL27 (AMPUS,Specific parameter{Cabinet No.=0, Subrack No.=0, Slot No.=4, Board Type=UNKNOWN, ESN=210305862610P7103393, BOM Code=03058626}

Based on MML commands, achieve
BN ISP BESEN, SRS, SIS board restart and fault clearance.

Tmpact: Resetting @ board will interrupt the services carried on the board and reinitialize the board. Before the initialization is complete, the board is unavailable.
Recovery duration: 1800s.

Processing Error - B

Operation Category * Incident Name 2 NE Name 3 Occurred On 2 Diagnoss Status s
v PP Cell Faule 4G Cell Capability Degraded-Cell Capability Degraded S| A 2026-05-11 01:10:07 Diagnosis succeeded
Description:  AFFECTED_RAT: U-L, 4G Cell Capability Degraded-Cell Capability Degraded: eNodeB Function Name=EN! Local Cell ID=82, Cell FOD TDD indication=FDD, NB-loT Cell Flag=FALSE, TX Channel Numbers

In The Cell=1, RX Channel Numbers In The Cells2, Cell NamesLM2647250555065382, eNode8 1050653, Cell 10282, Specific Probl Baseband resource &
Alarms Root Causes Comments

Root Causes

1. Configuration - Incorrect configuration Baseband resource derating
Ne Nome=S| - A Specific parameter( Local Cell 10%82, Cell Names LM2647250555065382, Cell 10=82)

Handling Suggestions

For root cause 1: Check and modify the cell configuration based on the network plan ;
Reforence MML Command for Self-Healing Based on MML commands, achieve board
MML: RST BROPWROFF. CN=0, SRN=84, SN=0;

Impact: Resetting a board through power-off will cause the services carried on the board to be lost and ramubp thvyo.\elJBe fItrLewﬁthiu:o Q‘Q’Qéglmde.‘%a&

Recovery duration: 9605
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Evidence:

Communications - B

[C]  Operation Category Incident Name & NE Name + Occurred On ¢ Diagnosis Status
v O 280 Fronthaul Network Fault Fronthaul Optical Path Abnormal-RF Unit Maintenance Link Failure GL31_ B .0D8 2026/5/6 16:39:51 Diagnosis succeeded

Description:  AFFECTED_RAT: L-N, Fronthaul Optical Path Abnormal-RF Unit Maintenance Link Failure: Cabinet No.=0, Subrack No.=80, Slot No.=0, Board Type=MRRU, Specific Problem=Other

Alarms Root Causes Comments

Root Causes
1. Fronthaul link:Fronthaul optical fiber fault

Auto Diagnosis
Handiing Suggestions - After the execution of the diagnosis, the command will be

For root cause 1: 1. Check the fiber fault point and rectify the fault. . . . .

Reference MML Command for Self-Healing: executed based on different scenarios as defined in the pre-
MML: RST BRDPWROFF: CN=0, SRN=0, SN=4; d ecgl n eg rv lbes .

Impact: Resetting a board through power-off will cause the services carried on the board To be lost'and reinitialize the board. Before the initialization is complete, the board is unavailable,

Recovery duration: 1200s.

Environmental - B

Operation Category + Incident Name 3 NE Name 3 Occurred On Diagnosis Status ©

v Kol RF Unit Fault RF Unit Power Supply Abnormal-RF Unit External Power Supply Insufficient ~ GL31, YET_GT 2026-05-11 12:49:08 Diagnosis succeeded

Description: AFFECTED_RAT: L-N, RF Unit Power Supply Abnormal-RF Unit External Power Supply Insufficient: Cabinet No.=0, Subrack No.=70, Slot No.=0, Power Port=NULL, Board Type=AIRU, Specific Problem=Cabinet Power Supply Abnormal

Alarms Root Causes Comments

Root Causes

1. Power and environment - Power supply:Cabinet Power Supply Abnormal
Ne Name=GL JRIYET_GT,BBU{Cabinet No.=0, Subrack No.=0, Slot No.=1, Port No.=0, ESN=2102312BSJO9WNA300663, BOM Code=02312BSJ}, RRU{Cabinet No.=0, Subrack No.=70, Slot No.=0,
ESN=2102312BSJ9WNA300663, BOM Code=02312BS/}

Handling Suggestions
For root cause 1: Check whether the power module and mains supply system are normal. If the alarm persists, replace the RF unit.
Reference MML Command for Self-Healing: as ed on M M L comman d S g ac h leve bO ard

MML: RST BRDPWROFF: CN=0, SRN=80, SN=0;
Impact: Resetting a board through power-off will cause the servicepcgr\l{e\é gnrthg L‘:farg%%; %’sr; tan rr;lngiatg%letoogr!i%greatpe(?n%élization is complete, the board is unavailable.

Recovery duration: 1200s.
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Evidence:

v

rity - B :

Security Key Expired fault

Operation Category + Incident Name % NE Name % Occurred On %

K4 g BTS Software Fault Version or Certificate Abnormal-Certificate Invalid SRi - 5 B AR 2026-05-12 04:15:39

Description: AFFECTED_RAT: L, Version or Certificate Abnormal-Certificate Invaljd: Certificate Type=Trust certificate, Certificate Name=VF-SUBCA-PROD.cer, Specific Problem=Expired

Alarms Root Causes Comments

It is not possible for Key Expired fault to be

executed without manual intervention to restore.
\R,Specific paragheter{Certificate Type=Trust certificate, Certificate Name=VF-SUBCA-PROD.cer, Specific Problem=Expired}

Root Causes

1. Software & Certificate:Certificate Invalid
Ne Name=SR80_

Handling Suggestions

For root cause 1: Check and update the device certificate, trust certificate, cross certificate, certificate revocation list, and digital certificate trustlist in sequence, or contact a professional department.




Thank you.
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