SCC

stc ANL Core Network Reliability

Evidence




Overall scoring

1. Core Network Fault Management 2. Core Network Stability

Evaluation

Evaluation

High-Value Cognitive

Communi Scenari Activit Service Capability Weight stc
High-Value  Cognitive . - . . cation and cenario ctivity
S . Activity (AADE) Service Capability Weight Equipment Quality of
cenario (151'414" ua 1.y (o] Stable deployment 107 B
service architecture °
Data collection . Control plane disaster 15% A
Awareness . 10% A A recovery
Alarm correlation
Fault identification 10% A A Basic stability | User-plane disaster recovery 15% A
Analysis Risk prediction 10% A A Ne(t:v(:ci;?k ) Infrastructure disaster 152 B
Core Demarcation 15% A A Stab111ty recovery
Network - . o
Fault Mgmt. Locating 1% A A Anti-signaling surge capability| 156% A
N Failure rzcr:lg\r/:tr%iolutwn 10% A A
Decision 9 Risk prediction 15% A
Solution pre-verification 10% B A Intelligent
.. . o stability
) Solution implementation 10% B B Service degradation recovery | 15% B
Executions
Service verification 10% A A -
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Data Collection/Alarm Correlation

. . . Basic
Analysis Decision Executions Stability

Intelligent
Stability

m Capability or Task

Data collection
Alarm correlation

10%

Questions

Does your system automatically collect data?

Assessment object: the core network management function
Core network VNFs or NFs for assessment: core network VNFs (e.g., 5GC NFs, EPC VNFs, and IMS VNFs)

7z

Option A

OptionB OptionC

v
m Yes. The system can automatically collect data (alarms, configuration data, and The system can automatically collect data |[No. The system supports
performance data etc.) and sort alarms.
The data should be at the module level, including NF modules, cloud OS (VMs or performance data), associate alarms, and
pods), hardware (hosts and ports), detected KPIs indicating slight service damage sort alarms.
(e.g., service KPI deterioration < 5%) and infrastructure-layer hardware data (servers, | The data should be at the VNF level and

storage devices, EOR/TOR devices and IP core).

(alarms, configuration data, and manual data collection.

cloud OS (VMs or pods).

This question evaluates whether the core network Fault management system can automatically collect network data and the detailed level of the

m collected data.

Evidence for option A(support by MDAF, cover all the Equipment and the Communication and Quality of service):

.......

bbb J0BEE se  wnae W
..e' FESHE BHAEN BR' BERAR

U R

NF modules, cloud OS (VMs or pods)

LY

-
o
b

infrastructure-layer hardware data (servers, storage devices, EOR/TOR devices and IP KPI, alram

Public - sl= core).




H - .o - Awareness Decision Executions StBa alasi:':ty Inst:a l:;?i:;t
Fault identification :m
m Capability or Task Weight Questions

Does your system support fault identification and visualization related to the core network status?

Assessment object: the core network management function

Core network VNFs or NFs for assessment: core network VNFs (e.g., 5GC NFs, EPC VNFs, and IMS VNFs)

NOTE 1: "Degraded" is an intermediate state indicating that the network functions are abnormal, but not completely faulty.

Fault identification 10% The example causes of NF degradations include the following: Packet loss occurs on host NICs; packet loss occurs on
TOR/EOR switches; faults occur on CPU and memory resources.
NOTE 2: Fault identification is used to provide detected exception information related to the network and services based
on multiple data sources.
ya
m v Option A Option B Option C
The system supports automatic fault detection and identification |The system supports automatic fault detection and No. The system supports manual fault
and alarm aggregation in fault scenarios based on multiple data identification and alarm aggregation in fault detection based on the alarm notification
sources (alarms, KPIs, heartbeat messages, and identified issues scenarios based on alarms or KPIs. The system can and KPlIs.
etc.). The system can compress the number of alarm notifications |identify and filter out redundant alarm notifications
and provide the aggregated alarms. and related tickets based on pre-defined rules.
Fault Mgmt. supports visualization of the following management
capabilities in one view of VNFs/NFs and the telecom cloud. Fault Mgmt. supports visualization of the following
1. VNF object (6GC NFs and EPC VNFs) status (faulty or normal) management capabilities:
visualization 1. VNF object (6GC NFs and EPC VNFs) status (faulty or
2. VNF health status (degraded and overloaded) visualization normal) visualization
3. Visualized status (faulty or normal) of VMs and pods in the 2. VNF health status (degraded and overloaded)
telecom cloud visualization
4. Information of telecom cloud infrastructure, including server 3. Visualized status (faulty or normal) of VMs and pods
(CPU, memory, NIC) information, storage information, storage in the telecom cloud
controller/storage port information, vNIC information and rack
information
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Fault identification

Awareness I:HE Decision

Executions

Basic
Stability

Intelligent
Stability

This question evaluates whether the core network Fault Mgmt. system can identify faults and visualize device health status
Evidence for option A(support by MDAF, cover all the Equipment and the Communication and Quality of service):

Example evidence for option A (support by MDAF, cover all the Equipment and Communication and Quality of service):

VNF object (6GC NFs and EPC VNFs)
status (faulty or normal) visualization

CPU

Memor

VNF health status visualization

networ

Visualized status (faulty or normal) of
VMs and pods in the telecom cloud.

Switch port

Server

HHHHHHHHHHH‘

Information of telecom cloud infrastructure, including server (CPU, memory, NIC) information, storage information, storage controller/storage port information. vNIC information

and rack information can be get via eSight

Public - olc

HHHHHHHHHHHE




Risk prediction

Capability or Task

Awareness IHE Decision

Basic
Stability

Intelligent

Executions Stability

Risk prediction

10%

Assessment object: management entities
Core network VNFs or NFs for assessment: core network VNFs (e.g., 5GC NFs, EPC VNFs, and IMS VNFs)

Questions

Does your system automatically detect and prevent risks of VNF faults?

y4
¥ Option A

Option B

Option C

Option D

Yes. The system can use
intelligent risk identification to
recognize potential faults and
automatically prevent faults.

It can:

1. Prevent potential risks and
analyze the risks involving
capacity, links, signaling
storms, DR, and hardware.

2. Analyze the cause of risks and
provide recommended actions
automatically.

The system can use automatic risk identification,

which requires manual confirmation, to recognize

potential faults and prevent faults.

It can:

1. Prevent potential risks and analyze the risks
involving capacity and links.

The system can use risk identification

to recognize potential faults and

prevent faults by providing an

automatic checklist which requires

engineers to periodically confirm the

potential risks in this checklist.

It can:

1. Prevent potential risks and analyze
the risks involving capacity.

No. The system does not support risk
prediction.
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Risk prediction

Awareness

Decision Executions

Basic
Stability

Intelligent
Stability

This question evaluates whether the core network Fault Mgmt. system can identify potential faults and prevent faults
Evidence for option A(support by MDAF, cover all the Equipment and the Communication and Quality of service):

Example evidence for option A (support by MDAF, cover all the Equipment and Communication and Quality of

service):

§ Storm & DR Assistance

Impact simulation in typical fault,
emergency drill, holiday assurance, and
signaling storm scenarios is supported to
intelligently identify potential network
risks in advance(based on capacity, links,
signaling storms, DR, and hardware.

__Evaluation result details overview

Bot_tlepepk =

Network bottlenecks in switchover scenarios, as
well as bottleneck VNFs and flow-controlled
VNFs are identified in advance, and signaling
storms and DR risks are prevented.

Public - olc

rameters

Flow Control Parameter GTP-C flow control parameters

Scenario Set the threshold for GTP-C fixed-rate flow control

Check result

Handling suggestion  Contact Huawei engineers to correctly set the threshold for fixed-rate GTP-C flow control. Suggestion

Check method

set to ON, or Flow Control Threshold(Number/s) is not set to 30000 in the command output, risks exist.

Network Element NameJDC55_AMIHOL

UNC/*MEID:@ MENAME:AMIHO1*/ 2024-12-23 18:04:56

oBM #5479
%%/*1880148264 MEID=080*/LST GTPCFIXEDFC: ;%%
RETCODE = @ Operation succeeded

Check result

Flow Control Message Type Switch for Fixed-Rate Flow Control Flow Control Threshold(Number/s)

END

1200
15000
30000

Optimal flow control parameters are
recommended flow control specifications and

Al algorithms to prevent signaling storms.

Run LST GTPCFIXEDFC:;. If Flow Control Message Type is set to All Message Type, Switch for Fixed-Rate Flow Control is not




n t - Awareness Decision Executions StBa absi:?ty Insttea l;:?ii;t
Demarcation ]
m Capability or Task Questions

Does your system support automatic demarcation of core network faults?

Assessment object: the core network management function

Demarcation 15% Core network VNFs or NFs for assessment: core network VNFs (e.g., 5GC NFs, EPC VNFs and IMS VNFs)
ya
m v Option A Option B Option C Option D

Yes. The intelligent system supports automatic The system supports automatic fault The system supports No. The system does not support
fault demarcation without manual intervention demarcation covering 80% or higher of automatic fault demarcation |[automatic fault demarcation.
(e.g., core network VNFs and managed objectsin  |faults (only for the alarms after and provides one or multiple
telecom cloud) covering 95% or higher of live aggregation and alarms generated based |analysis results to assist fault
network faults. The average accuracy per month is |on KPI monitoring). The average accuracy |demarcation.
above 90%. per month is above 90%.
The system supports demarcation of following The system supports demarcation of
scenarios: following scenarios:
1. Horizontal demarcation for VNFs in the core 1. Horizontal demarcation for VNFs in the

network domain core network domain
2. Demarcation between VNFs and vertical 2. Demarcation between VNFs and vertical

demarcation for the telecom cloud demarcation for the telecom cloud
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Demarcation

Intelligent
Stability

This question evaluates whether the automatic core network fault demarcation and locating capabilities are developed
Evidence for option A(support by MDAF, cover all the Equipment and the Communication and Quality of service):

Example evidence for option A (support by MDAF, cover all the Equipment and Communication and Quality of service):

% Masterme vowr

Intelligent O8M  Intelligent Inference Platform

Al
5GC Register

5GC Activate AMF(nway) SMF(nwiy)

\MMHO01 AMRHO1 AMJHO1 SMMHO01 A“
5G SMS |
VONR 2 “‘ I A - # Pending In progress
VoLTE f ‘ 0 0
4G Data

4G SMs

4/5G service UPF(nway)

v “}‘ Networking Type

‘0 NE group name Netuot TIE TSz
. Qﬂ i »
E Conjmunicatio®and Quality of service

Root cause

average
accuracy

cover rate

@ Autoratc Dgeoris 9 Maral ke

Horizontal demarcation for VNFs in the core network Faults are automatically analyzed based on multi-source

domain.
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data, and Demarcation between VNFs and vertical Automatic fault demarcation covering 95% or higher of
demarcation for the telecom cloud faults. The average accuracy per month is above 90%.




Awareness Decision | Executions Basic Intelligent
Locati ng Stability | Stability
m Capability or Task Questions

Does your system support automatic locating related to core network Fault Mgmt.?

Assessment object: the core network management function and network function

Locating 15% Core network VNFs or NFs for assessment: core network VNFs (e.g., 5GC NFs, EPC VNFs, and IMS VNFs)
7
m v Option A Option B Option C Option D
Yes. Intelligent fault diagnosis is capable of Automatic fault diagnosis is capable of The system supports No. The system does not support
automatically providing precise locating (e.g., providing root causes of faults, and automatic fault locating and |automatic fault locating.
detailed causes of identified faults, including providing precise fault locating, covering |provides one or multiple
minimum units, software modules, and ports) of 80% or higher faults (only for the alarms analysis results to assist fault
faults, covering 95% or higher of live network after aggregation and alarms generated locating.
faults without human intervention. based on KPI monitoring).
The average accuracy per month is above 90%. The average accuracy per month is above
90%.
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Executions

Basic
Stability

Intelligent
Stability

- Awareness Decision
Locating . -

m This question evaluates whether the automatic core network fault location and demarcation capabilities are developed

Evidence for option A(support by MDAF, cover all the Equipment and the Communication and Quality of service):

Example evidence for option A (support by MDAF, cover all the Equipment and Communication and Quality of service):

Inteligent O8M  Intelligent Inference Platform

§ iMasterwse

Exhet | vz e

MDAF: Intelligent O&M Enging# Stable Netyo

@ Pending In progress

0 0

& orar o

Locating result

€ Locating result

~ 500 | ¥

average
accuracy

Manual Taheover Required

cover rate

@ Autoratic Dageoss § Manaltkzowr

Intelligent fault diagnosis can automatically provide information about accurate fault locations faults (only for the alarms after aggregation and alarms

generated based on KPI monitoring) (The average monthly accuracy exceeds 95%.)
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Fault rectification solution generation

Capability or Task

Fault rectification solution

Awareness

Questions

Does your system automatically generate the fault rectification solution?

Assessment object: the core network management function

Analysis m Executions

Basic
Stability

Intelligent
Stability

generation 10% Core network VNFs or NFs for assessment: core network VNFs (e.g., 5GC NFs, EPC VNFs, and IMS VNFs)
pa
v Option A Option B Option C Option D

Yes. The system can generate the optimal

rectification solution (minimum impact scope and

time).

Fault rectification can cover but not be limited to

the following scenarios:

1. Generating an NF fault rectification solution
automatically

2. Generating a solution to recover slight service

losses

3. Providing a DR solution in case of accidents or
natural disasters

4. System can generate optimization to network
for failure (e.g., signaling storm, service outage
etc.) automatically.

The system can generate a fault

rectification solution (e.g., fault

rectification scripts including operation

objects and operation sequences).

Fault rectification can cover the following

scenarios:

1. Providing a DR solution in case of
accidents or natural disasters.

2. System can generate optimization to
network for failure (e.g., signaling storm,
service outage etc.) automatically.

The system can generate fault
rectification
recommendations based on
specialized checklist, to
determine the rectification
operations and operation
objects based on rectification
decision rules (configuration).
Fault rectification can cover
the following scenarios:
1. Providing a DR solution in
case of accidents or natural
disasters

No. The system supports fault
rectification based on manual
decisions.
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Fault rectification solution generation

Awareness Analysis

Executions

Basic
Stability

Intelligent
Stability

Example evidence for option A (support by MDAF, cover all the Equipment and Communication and Quality of service):

2 NEs on the live network involve 21 overload scenarios. Contact maintenance experts to sort out signaling storm mitigation measures based on the emergency Rec@waiysStij generated by the tool to prevent more serious impact of the

storm.

AMF overlosd caused by a large number of UE access requests (SGC)

Scenari ificat

Impact Scenario Description

Emergency Recovery Script e

Both atom10000001 and atom10000002 are met

Rule L

atom10000001

NE Type

AMF

Rule Detail

The system generates the following overload alam
ALM-135649 Node CPU s Overoaded

'ALM-135647 Node Memory Is Insufficient

ALM-238493638 CPU Usage Overloaded

ALM-238493699 Memory Usage Overloaded

ALM-100160 Container CPU Overoad

ALM-100161 Container Memory Overload

'ALM-100288 Message Type-based Fixed-Rate Flow Control over the N2 Inerface and Fiow Control

Message Type is REGISTER

AALM-100391 Fixed-Rate Flow Control on NAS Messages on AMF

Rule Detail .

, , Emergency recovery script
The following counters increase

1929379841 Average Node CPU usage

1929379842 Average Node Memory usage

1923449677 Number ofiitial registration requests

1923450780 Number of upload NAS messages with niia PDU establishment requests receleved by
AMF

1923483476 Number of received messages that are discarded due to N2 fixed-rate flow control
1923483438 Number of received Regitration Request messages that ae discarded over the N2
interfae due o fixed-rate flow control

Abnormal NEs

Emergency rectification scripts are automatically generated
after signaling storm exception analysis.
Providing a DR solution in case of accidents or natural disasters.
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Flow Pavameter Recommended

This question evaluates whether the core network Fault Mgmt. system can automatically generate fault rectification solutions.
Evidence for option A(support by MDAF, cover all the Equipment and the Communication and Quality of service):

Total attempts

AMESMEMM.. ¥ Recommended Static Flow Control Parameters  Recommended Dynamic Flow Control Parameters

NF Name Flow Control Parameter
AMJHOT GTP-C flow control parameters

AMRHO1 GTP-C flow control parameters

Specification Compliance +  Optimization Suggestion

SMIH02 Flow control threshold for user-plane-initiated session deletion

SMIH02 GTP-C message flow control parameters

*GTP-C flow control parameters

Flow Control Parameter GTP-C flow control parameters

Scenario Set the threshold for GTP-C fixed-rate flow control

Handling suggestion Contact Huawei engineers to correctly set the threshold for fixed-rate GTP-C flow control.

Check method

Check result

Suggestion

Run LST GTPCFIXEDFC:,. If Flow Control Message Type is set to All Message Type, Switch for Fixed-Rate Flow Control is not

set to ON, or Flow Control Threshold(Number/s) is not set to 30000 in the command output, risks exist.

Network Element NameJDC55_AMIH@1
+H UNC/*MEID:@ MENAME:AMIH@1*/
0&M #5479

%%/*1880148264 MEID=000*/LST GTPCFIXEDFC: ;%%
RETCODE = @ Operation succeeded

2024-12-23 18:04:56

Th
i iy F1i Switch for Fixed-Rate Flow Control

Create Session Request ON
Modify Bearer Request ON
All Message Type ON
(Number of results = 3)

END

Flow Control Threshold(Number/s)

1200
15000
30000

System can generate optimization to network for failure (e.qg.,

signaling storm etc.) automatically.




Solution pre-verification

Capability or Task

Awareness

Questions

. . Basic
Analysis m Executions Stability

Intelligent
Stability

Does your system support rectification solution evaluation and verification to support decisions in core network?

NOTE: Fault rectification solution can be evaluated before implementation by being verified in a simulation or sandbox

Solution pre-verification 10% environment.
Assessment object: the core network management function
Core network VNFs or NFs for assessment: core network VNFs (e.g., 5GC NFs, EPC VNFs, and IMS VNFs)
ya ya
¥ Option A OptionB V Option C Option D

Yes. The system supports intelligent rectification

solution evaluation for the core network to verify

the feasibility of rectification solution and

provides the visualization results of accuracy

effect before implementation.

The evaluation tasks can cover but not be limited

to the following scenarios:

1. Solution feasibility check and configuration
verification

2. Emulation or simulation of rectification solution
based on network digital twin

The system supports the decision.

The system supports automatic

rectification solution evaluation for core

network, to verify the feasibility of

rectification solution before

implementation.

The evaluation tasks can cover the

following scenarios:

1. Solution feasibility check and
configuration verification

2. DR rectification solution evaluation and
verification

The system supports the simulation
results for manual decisions made for
rectification solution.

The system provides a
checklist for manual
evaluation to verify the
feasibility of rectification
solution before
implementation.

The checklist includes but is
not limited to:

1. NF healthy status check
2. Influence of rectification
solution

No. The system verifies the

rectification solution based on manual

decisions.
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Awareness Analysis Executions Basic Intelligent

SOIUtion pre-verif'ication Stability [ Stability

This question evaluates whether the core network Fault Mgmt. system supports automatic evaluation and verification on the feasibility of fault rectification sc
Evidence for option A(support by MDAF, cover all the Equipment and the Communication and Quality of service):

Example evidence for option A (support by MDAF, cover all the Equipment and Communication and Quality of
service):

Time

. Optimization Effect
oc Redundancy(5G)

Total attempts

ontrol the flow on 0 NEs.The recovery duration of active users

NE type| AMESMEUDMPCFC.. v 3¢

f Expert Experience ... Effect of Al Optimization So.

4G attach surge v... 4G activation sur.
Flow Control Parameter GTP-C flow control parameters

Recovery duration for 3 12 AMRHO1
Scenario Set the threshold for GTP-C fixed-rate flow control Number of SG falback users (1... 0 0 SMMHO2

Handling suggestion Conla(rl‘ﬂuawel engineers to correctly set the threshold for fixed-rate GTP-C flow control

Flow-controlled NEs

Control duration (s) 825->1249->
Run LST GTPCFIXEDFC. If Flow Control Message Type is set to All Message Type, Switch for Fixed-Rate Flow Control is not Recovery duration for active 4G.

Check method g fl | :

set to ON, or Flow Control Threshold(Number/s) is not set to 30000 in the command output, risks exist Msiam overload enligher 0. »

Maximum overload multiplier 0... 0 VMSDHO3 990->925->
Network Element NamedDCSS_AMIHOL

e UNC/*MEID:0 MENAME:AMIHR1*/ 2024-12-24 16:38:52
08N #4762

XX/*1880158999 MEID=008*/LST GTPCFIXEDFC: ;XX

RETCODE = @ Operation succeeded

Maximum overload multiplier o... 0 VMSMHO1

simulation results T,

Total number of online 5G Users ® 56 user

The result is as follows

IR Check resul Flow Con ssage Type Switch for Fixed-Rate Flow Control Flow Control Threshold(Number/s)
. Solution deasibilitychgek and configuratign verification

pdify Bearer Request OoN 15000
ALl Message Type ON 30000
(Number of results = 3)

o
3
g
§
8
@
g
-
§
§

END

The construction of network impact models is supported to digitally simulate the actual impact scenarios on the live network, generate simulation results, and
optimize the result comparisonin a visualized manner based on various flow control parameters, the system support automatic decision-making.
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Solution Implementation

m Capability or Task

Awareness Analysis Decision

Basic
Stability

Intelligent
Stability

Yes. The system can support automatic fault rectification in all fault rectification scenarios.

The system supports fault rectification after
manual confirmation.

W This question evaluates whether the core network Fault Mgmt. system supports automatic fault rectification in various scenarios.

Evidence for option A (support by MDAF, cover the Equipment part):

m Exception Analysis

Analysis of Comprehensive Diagnosis leneck NE Analysi
e ——

1.No NE reaches the performance bottleneck.

24 NEs, such as SMMHO1_PGW, SMQHOT_SGW, SMMHO1_SGW,etc. NEs work improperly. You are advised to isolate o rctify these NEs.
3 Flow control parameters are set incorrectly for 6 NEs, such as AMJHOT, vMSMHO1, vMSDHO3,gtc. NEs. View details and change the parameters.

Classifieds Anomalies NE Name

Bottleneck NEs  CPU overloaded
Poor message processing volume in a pool SMMHO1_PGW, SMMHO1_SGW
Poor CPU load in a pool

Abnomal NEs  Low KPI values SMQHO1_SGW, SMQHO1_PGW
NEs under operation

Abrupt increase of alarms

Flow control para... Incorrect flow control parameters 6 NEs, such as AMIHO1, vMSMHO1, vMSDHO3 tc.

Details

Suggestions

View KPI details and handle the problem.

View KPI details and handle the problem.

View details and change the parameters.

AMF averiosd caused by  large number of UE sccess requests (SGC)

e (2]
[P ————

RulelD NEType RuleDetai

atom 10000001 The system generatesthe following overcad alam
ALM-135649 Node GPU s Overoaded
ALM-A35647 Node Memary Is Inufficent
ALM-23849369 CPU Usage Overioaded
ALM- 238493699 Memory Usage Overoaded
ALM-100160 Container CPU Overioad
ALM-100161 Contaner Memory Overoad
ALM.100288 Message Type-based Fxed-Rate Fow Control over the N2 Inteface and Flow Control
Mess s REGISTER

st
Pt i Contl oo NAS esges o AN
Emergency recovery script
Nnter s et
1523450700 Numbeof plod NAS s wih il DU estblishment eests e by
e
5248476 Nmber o

1923483488 Number of e
inteface e to fred-ate

Matching Detals
Abnormal NEs

Weight Questions
Does your system support automatic fault rectification?
o . . Assessment object: the core network management function and network element
Solution implementation 10% Core network VNFs or NFs for assessment: core network VNFs (e.g., 5GC NFs, EPC VNFs, and IMS VNFs).
7/
Option A V' Option B

Reason why criteria in option A are not met for communication aqq@w@l_i;kof service part: The simulation system does not support the auto implementation.




Service Verification

m Capability or Task

Awareness Analysis Decision

Questions

Basic
Stability

Intelligent
Stability

Does your system support automatic service verification after faults on core networks are rectified?

Assessment object: the core network management function

Service verification 10% Core network VNFs or NFs for assessment: core network VNFs (e.g., 5GC NFs, EPC VNFs, and IMS VNFs)
ya
m vV OptionA Option B Option C
Yes. The system automatically verifies whether The system automatically verifies that the alarms are |[No. The system does not

successfully.

network services are recovered and faults are rectified |cleared and KPI data is successfully recovered.

support automatic service
verification.

m This question evaluates whether the core network Fault Mgmt. system supports automatic service verification after fault rectification..

Evidence for option A (support by MDAF, cover all the Equipment and the Communication and Quality of service):

»§ iMastermae  wowr Fauit Detection
2 v Home Stm. X  Signel. X | Storm_ X | Signab. X | amen. X

. | < O cvanss

[ Summary of FsultyNFs | | Network Servies Monikoring
2477.58. |, 2477.19. 22046.53« 22045.89.

L " e

7 paty N et 7 )

{ MMEADN...

—Tcak-tine - Previous day

19568.94. 19568.69.
[ UsersbeforeOR Online users
[ Redundancy NF kPI

( MMETZL.. iesrsa

SRHDA e HEHIHOL

activation regs

DR attendance in switchover scenarios is supported to display VNP HBlchanges in a visualized manner to ensure that services are restored properly.




Stable deployment architecture

Awareness Analysis

Decision

Executions

Basic
Stability

Intelligent
Stability

Does the core network deployment architecture have a capability for redundancy modules to take
over the services carried by faulty modules?

NOTE: .

Scoring guide:

Assessment core network NE:

There are service processing modules, LB load sharing modules, and service data modules.

« Check whether the core network has the stable deployment architecture considered in the case of network
planning

5GC NFs, EPC NEs, IMS NEs

Required evidence: * Provide core network deployment architecture related evidence (NE service module N-Way, Distributed LB)
Option A /Option B OptionC OptionD
Yes. The system can deal with The systeMcan deal with The system can deal with a single [Not Support

multiple-module faults within a
VNF, which uses multiple types of
module resources within this VNF.
If M module experiences an
abnormal situation, N backup
module can take over all service
loads, preventing a decrease in
the VNF overall processing
capacity.

The communication service
experiences minimal impacts
during the service takeover of
redundancy modules:

1. Service connection context
remains uninterrupted.

2. Service access can recover

within minutes.

multiple-module faults within a
VNF, which uses multiple types of
module resources within this
VNF. If M module experiences an
abnormal situation, N backup
module can take over all service
loads, preventing a decrease in
the overall processing capacity.

The communication service
experiences minimal impacts
during the service takeover of
redundancy modules:

1. Service access can recover
within minutes.
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module fault and restore service
loads.

The communication service
experiences minimal impacts
during the service takeover of
redundancy modules:

1. Service access can recover
within minutes.




Stable deployment architecture

N-Way Design

Service Process & User context separated

1. NE service module N-Way, by using typical N+M backup (M>1)

3 Layer Architecture
Session Database Layer

— ] —
® LST LICENSESWITCH:LICITEM="LKV3G5SURDO1";
RDC301_UPRHO1
—— UDG/*MEID:@ MENAME:UPRHO1*/ 2024-04-20@ 14:50:24+3:00 L
08M 82737
¥%/*1830004468 MEID=000*/LST LICENSESWITCH: LICITEM="LKV3G5SURDO1" ;%%
RETCODE = @ Operation succeeded
The result is as follows
o = v
License Item = LKV3G5SURDG1
License Name = Service Processing Unit Reliability Definition Basic Function
Switch = ENABLE
(Number of results = 1)
= END i i il

Distributed LB

VNF 2

VNF_2

0G/*MELD:D MENAYE:UPRMIL*

D=008%/05P POD: ;%%
es

Router Router

VNF_1 VNF_1

csLB csie

H!I Iil i:l Hil HiI EII

[l
[\

¥ ¥ Y
service
microservice

Service
microservice

2024-04-20 13:51:33+3:00

_Computed2s
uteasl

The LB and DB on the live network are deployed in distributed mode, which minimizes the

impacts of redundancy takeover on communication services.
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R ad UDG/*MEID:@ MENAME:UPRHO1*/ 2024-04-20 14:52:03+3:00
oaM £2742
%%/*1880004470 MEID=000*/DSP NODE: APPID=2;%%
RETCODE = @ Operation succeeded
The result is as follows
ME ID Vdu Type Node Name Node IP VM Name Host Name Operating Status
L] ISU_C48_ M 192.168.36.99 192.168.36.99 UPRHO1_ISU_C48_ M__3 RDC301_02007_Compute@28 Normal
e oMU_L1 192.168.35.162 192.168.35.162 UPRHO1 OMU_L1_ @ RDC301_02097_Computed28 Normal
] PBU_A 192.168.35.193 192.168.35.193 UPRHO1_PBU_A__1 RDC301_02007_Computed28 Normal
] PBU_B 192.168.35.232 192.168.35.232 UPRHO1_PBU. 2 RDC301_02007_Computed28 Normal
) 192.168.32.91 192.168.32.91 UPRHO1_PBU_P-L__4 RDC301_02007_Computed28 Normal
L] 192.168.35.168 192.168.35.168 UPRHO1_PBU_P-L_S RDC301_02007_Compute@28 Normal
] 192.168.34.61 192.168.34.61 UPRHO1_PBU_P-M1__@ RDC301_02007_Computed28 Normal
] 192.168.32.252 192.168.32.252 UPRHO1_SOU__1 RDC301_02007_Compute@28 Normal
-] 192.168.33.190 192.168.33.190 UPRHE1 OMU_L1_ 1 RDC301_02097_Compute@29 Normal
] 192.168.36.67 192.168.36.67 UPRHO1_OMU__1 RDC301_02007_Computed29 Normal
e 192.168.33.212 192.168.33.212 UPRHO1_PBU_A_ @ RDC361_02097_Computed29 Normal
] 192.168.32.242 192.168.32.242 UPRHO1_PBU_B__1 RDC3@1_02007_Compute@29 Normal
e 192.168.34.30 192.168.34.30 UPRHO1_PBU_P-L__1 RDC301_02097_Computed29 Normal
] 192.168.32.135 192.168.32.135 UPRHO1_PBU_P-L__2 RDC301_02007_Computed29 Normal
] 192.168.32.73 192.168.32.73 UPRHO1_SDU__@ RDC301_02007_Computed29 Normal
-] 192.168.33.221 192.168.33.221 UPRHO1_ISU_C48_M_ 0 RDC301_02097_Computed3@ Normal
] 192.168.35.26 192.168.35.26 UPRHB1_PBU_A__2 RDC3@1_02007_Computed3@ Normal
e )| 192.168.35.237 192.168.35.237 UPRHO1_PBU_P-L_@ RDC3@1_02D07_Computed3@ Normal
] PBU_P-L 192.168.34.57 192,168.34.57 UPRHO1_PBU_P-L__6 RDC301_02007_Compute@3@ Normal
e sou 192.168.35.40 192.168.35.40 UPRHO1_SDU__4 RDC301_02097_Computed32 Normal
8 ISU_C48_M 192.168.34.44 192.168.34.44 UPRHO1_ISU_C48_M_13 RDC3@1_02007_Compute@3l MNormal
e oMU 192.168.36.208 192.168.36.208 UPRHO1_OMU__ @ RDC301_02007_Compute@31 Normal
e PBU_B 192.168.33.55 192.168.33.55 UPRHO1_PBU_B__0 RDC301_02007_Compute@31 Normal
] 192.168.36.126 192.168.36.126 UPRHE1_PBU_P-L__7 RDC301_02007_Compute@31 Normal
e )| 192.168.35.6 192.168.35.6 UPRHO1_PBU_P-M1__1 RDC301_02007_Computed31 Normal
] <ot 192.16R8.35.79 192.1AR.35.79 1IPRHAT SDII 2 RDCIAT A20A7 Comnuted3I1  Normal

ing Duration
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Active
Active
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Active
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Active
Active
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Control plane disaster recovery Capability

Basic
Stability

Intelligent

Executions Stability

Awareness Analysis Decision

Does your system support automatic control-plane DR for DR NEs to take over communication
services without service interruption?

Scoring guide:

Assessment core network NE: IMS

Required evidence:

NEs)

« Check whether the core network has the Control-plane disaster recovery (DR) capability requirement considered
in the case of network planning

Core network NEs (e.g., 5GC Control-plane NFs (AMF, SMF, PCF, UDM, NRF, SCP etc.), EPC NEs (SGW, MME, etc.),

* Provide Control Plane NE disaster recovery deployment related evidence (Three-Level Reliability Design, Hot
Backup, MME Chain Redundancy, UDM 3 Sites Redundancy)

Option A \/

OptionB

Option C

OptionD

Yes. The control-plane DR NEs and DR DCs can
take over all services based on the following
DR scenarios in minutes and UEs remain
connected.

1. When an accident or natural disaster occurs,
core network NEs can switch over services
across DCs and the backup NEs can take over
all services successfully.

2. When control-plane NEs are faulty, backup
NEs can take over the services carried by
faulty NEs and UEs remain connected.

3. In the case of control-plane NE (UDM/HSS,
PCF/PCRF, OCS/CHF, NRF, ENUM etc.) faults,
control-plane NEs, with data stored locally,
can maintain subscribers' communication
active for a period of time (hours or above).

4. In the case of a management entity fault,
control-plane NEs can maintain subscribers'
communication active for a period of time
hours or above).

During control-plane DR, control-plane NEs

The control-plane DR NEs and DR DCs can
take over all services based on the following
DR scenarios in minutes.

1. When an accident or natural disaster occurs,
core network NEs can switch over services
across DCs and the backup NEs can take over
all services successfully.

2. When control-plane NEs are faulty, backup
NEs can take over the services carried by
faulty NEs.

3. In the case of critical control-plane NE
UDM/HSS and PCF/PCRF and OCS/CHF)
faults, control-plane NEs, with data stored
locally, can maintain subscribers'
communication active for a period of time
hours or above).

4. In the case of a management entity fault,
control-plane NEs can maintain subscribers'
communication active for a period of time
hours or above).

Public - olc

re required to maintain data connections

The control-plane DR NEs and DR DCs can take
over all services based on the following DR
scenarios:

1. When an accident or natural disaster occurs,
backup DCs can restore all service data and
subscribers' data.

?. When control-plane NEs are faulty, backup
NEs can take over the services carried by faulty
NEs.

During control-plane DR, the control-plane
NEs can restore subscribers' data.

No. The service
switchover can be
triggered manually.




Three-Level Reliability Design, Implementing

Service Restoration Upon VNF Faults

Spanning 9 DCs across 6 regions, it
supports diverse services and cutting-
edge technologies

stc network(Pool)

‘‘‘‘‘‘‘‘‘‘

- (=)

Basic Intelligent

Executions Stabi lity Stabi lity

Awareness Analysis Decision

DR evaluate

- % | som_ % | st x | comn.

FRp—— - > oy

7 Network servies werring s | S SN
2046.53« 22045.89. .14, . 19568.94. 19568.69:
™ Reindancy N kP

Control-plane VNFs on the live network are pooled for DR, and DC DR is implemented physically. If an accident occurs, core network VNFs can switch
over services across DCs, and the backup VNFs can take over all services successfully. — Support 1and Support 2

Control-plane
VNF bypass.xlsx

Control-plane VNFs on the live network support bypass-based DR. If
critical control-plane VNFs (UDM, PCF/PCRF, or OCS/CHF) are faulty,
control-plane VNFs, with data stored locally, can maintain
subscribers' communication active for a period of time (hours or
above). — Support 3
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[,

3
Management-pl
1e VNF bypass.xl:

Management-plane VNFs on the live network support bypass-
based DR. If a management entity is faulty, control-plane VNFs
can maintain subscribers' communication active for a period of
time (hours or above). — Support 4




Basic Intelligent

12 . . .
. Awareness Analysis Decision Executions Stability Stability

User-plane disaster recovery Capability

m Does your system support automatic user-plane DR to take over all services without service
interruption?

NOTE: » The user-plane DR scenario indicates that the backup UP NE (UPF) can take over the services in the fault scenario.

+ Check whether the core network has the User-plane disaster recovery capability requirement considered in the
case of network planning

Assessment core network NE: » Core network NEs (e.g., 5GC NFs (UPF), EPC NEs (PGW), IMS NEs (SBC))

Scoring guide:

Required evidence: » Provide User Plane NE disaster recovery deployment related evidence.

m Option A \/ OptionB OptionC OptionD

Yes. The user-plane DRNEsand DRDCs [The user-plane DRNEsand DRDCscan [The user-plane DR NEs and DR DCs can Not supported.
can take over all services without service [take over all services in a short period of [take over traffic of faulty user-plane NEs.
interruption: time:

1. User-plane NEs can take over all traffic.
1. When an accident or natural disaster 1. User-plane NEs can take over all traffic
occurs, user-plane NE's pool-based in minutes.

deployment supports the switching of

. S 2. The data connection can recoverin
traffic among user-plane NEs in minutes.

minutes.
2. In the case of a management entity
fault, user-plane NEs can maintain
communication services for a period of
time (hours or above).

3. The data connection remains active.
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UPF Redundancy (Pool Redundancy)
Evidence 1: |

Awareness Analysis Decision Executions

Full Mesh Networking

UPFs are pooled and fully meshed with SMFs. An SMF manages all UPFs, and a UPF belongs to all SMFs. If an SMF is faulty, it
only affects the services of activated subscribers who access the network through the faulty SMF. If a UPF is faulty, only its
services are affected. Homogeneous SMFs are used on the control plane, and each of them covers entire full mesh
networking. UPFs are planned and deployed based on the scale of services and subscribers in the coverage area.

UPF Fault in Full Mesh Networking

SMF 1 SMF 2

UPF 1 UPF 2 UPF 3 UPF 4 Full-mesh netWorking for the UDG DR on the user plane

If all SMFs detect a UPF 1 fault through heartbeat messages over the N4 interface, they will deactivate the UEs on UPF 1. The
SMF selects another available UPF when a UE needs to be re-activated.

If SMFs detect no UPF 1 fault, they keep sending signaling messages to UPF 1. If they receive no response within the specified
time, they will deactivate the UEs on UPF 1. The SMF selects another available UPF when a UE needs to be re-activated.

Public - olc

Basic Intelligent
Stability Stability




Awareness | Analysis | Decision Executions Basic Intelligent

UPF Redundancy (Pool Redundancy) Stabitity
 Evidence 2:

Spanning 9 DCs across 6 regions, it stc network(User plane Pool)
supports diverse services and cutting- STC network
edge technologies : :

Central East West North East North West South
e - Y
35 O E & = =

4 UNC Other vendor 5 USN+ 3 vUSN Other vendor
S/

1. User-plane VNFs on the live network form a pool for redundancy. When an accident or natural disaster occurs, the user-plane VNF pool
supports minute-level traffic switchover. -- Support 1

2. The user-plane VNF UDG is deployed in full-mesh redundancy mode. The user-plane DR VNF and DR DC can take over all services without
interrupting services. -- Support 2 and 3

3. With the user-plane VNF bypass redundancy feature on the live network, the user-plane DR VNF and DR DC can take over all services without
interruption. -- Support 2 and 3
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Infrastructure disaster recovery

Awareness

Analysis

Decision Executions

Does your system support automatic disaster recovery on telecom cloud infrastructure to ensure

uninterrupted communication services?

Basic
Stability

Intelligent
Stability

« Telecom cloud infrastructure is considered to include the following elements: Cloud OS and hardware (server,

NOTE:

telecom cloud faults.

Scoring guide:

storage, and IP Core). The faults may result from the IP backbone router, transmission faults, or the overall

* Check whether the core network has the Infrastructure disaster recovery capability requirement considered in
the case of network planning

Assessment core network NE: « Core network NEs (e.g., 5GC NFs, EPC NEs, and IMS NEs)
Required evidence: * Provide disaster recovery networking deployment capability related evidence.

Option A v OptionB OptionC OptionD
Yes. The system can support service continuity in any possible disaster  [The system can support service continuity in any possible The system can support service continuity in [Not supported

scenario related to telecom cloud infrastructure:

. When DC transmission is faulty, the core network can provide local
area (e.g., within a region) communication normally.

P. When telecom cloud infrastructure experiences an abnormal situation
e.g,, storage fault), the core network is capable to keep the NEs in
running status for a period of time, or trigger DR switchover to maintain
the communication without interruption.

3. In case of whole core network outage, at least VIP calls and emergency
icalls can proceed through the backup core network.

4. Distributed user-plane NE deployment can reduce the impacts of user-
Iplane NEs faults, and user-plane NE switchover can minimize the affected
region.

5. When the core network subdomain or subsystem experiences faults,
network can fallback without affecting other communication services
e.g., IMS fallback should not affect data connection).

6. When the core network subdomain becomes faulty, networkin the
ubdomain can fall back, keeping normal UE connection. (e.g., 5GC data
onnectivity can fall back to EPC network and EPC data connectivity can
all back to 3G PS services.)

. When a natural disaster occurs and affects two active DCs, additional
hird DC can take over service loads from the two active DCs and remain
ata connection alive.

disaster scenario related to telecom cloud infrastructure:

. When DC transmission is faulty, the core network can
provide local area (e.g., within a region) communication for a
period of time.

2. When telecom cloud infrastructure experiences an
abnormal situation (e.g., storage fault), the core network is
capable to keep the NEs in running status for a period of time.

3. Distributed user-plane NE deployment can reduce the
impacts of user-plane NEs faults, and user-plane NE
lswitchover can minimize the affected region.

4. When the core network subdomain experiences faults,
network in the subdomain can fall back, keeping normal UE
connection. (e.g., 5GC data connectivity can fall back to EPC
network and EPC data connectivity can fall back to 3G PS
services.)
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time.

any possible disaster scenario related to
telecom cloud infrastructure:

1. When telecom cloud infrastructure

experiences an abnormal situation (e.q.,
storage fault), the core network is capable to
keep the NEs in running status for a period of




Storage Bypass: Ensure the Service Awareness | Analysis | Decision | Executions [t 'niciligent
Continuity

Stability Stability

» stc 6regional
> stc has seamless

t

region-level disaster %
o recovery design. Storage fault
. bypass.xlsx

With the bypass function enabled for core network
infrastructure, core network VNFs can run for a period of time
even if Telco Cloud infrastructure encounters a fault (for
example, a storage fault). — Support 2

idence .

1
. IP_network

1The stc is a regional DC disaster recovery. When the DC transmission is faulty,
the core network can provide communication in a local area (for example,
within an area) within a period of time. - Support 1

Huawei 5G Core devices of Saudi Arabia stc are capable of

R e e (S (HEE. (WSS (HED. cme uemm EPS Fallback. When a G core network subdomain is faulty,
D &5 S e S Arar—— et s —souter region UEs in this network can fall back, maintaining normal
. uE A LTE S B e e T P HUAWE! network connectivity for the UEs. — Support 4

The stc user-plane devices support the CU separation feature. When a
user-plane NE is faulty, the CU separation feature reduces the impact

of the user-plane NE fault and reduces the affected area by user-plane
NE switchover.

— — Support 3
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Awareness | Analysis | Decision Executions Basic Intelligent

Anti-Signaling 3urge Capability Y Stability
m Capability or Task Questions

Does your system support automatic signaling overload control to avoid core network service outage?

o _ . . NOTE: The terminal behaviors are affected by the software logic or server design. Since the terminal behaviors are highly
Anti-signaling surge capability 15% consistent, wide-range signaling impact can occur.

Core network VNFs or NFs for assessment: core network VNFs (e.g., 5GC NFs, EPC VNFs, and IMS VNFs)

ya
m Vv Option A Option B Option C Option D
Yes. The system can control signaling storm and | The system can control signaling storm VNFs are capable to protect Not supported

maintain the end to end services: and maintain the end to end services: its processing capability.

1. When signaling storm occurs, VNFs are capable |1. When signaling storm occurs, VNFs are

to protect its processing capability without capable to protect its processing
service outage. capability without service outage.

2. In the signaling surge scenario, the front-end 2. In the signaling surge scenario, the
VNFs can evaluate and adaptively adjust front-end VNFs can reduce the service
subscribers' service requests delivered to back- requests delivered to back-end network
end network elements, so the back-end elements, so the back-end VNF faults

elements can remain at the optimized workload can be avoided.

without service congestion.
3. When signaling storm occurs, core network The system can converge signaling storm

VNFs are capable to evaluate and adjust traffic |within1hour.

to avoid impact to other domains when services

fall back.

The system can converge signaling storm in
minutes.
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Anti-signaling Surge Capability

networks..

Awareness

Analysis

Decision

Executions

Evidence for option A(support by MDAF, cover all the Equipment and the Communication and Quality of service):

Example evidence for option A :

Peripheral VNFs are protected, HTR flow control
configurations are queried or licenses are obtained in surge

scenarios.
[
o
AMF HTR.docx

NE Flow Control
Function

The flow control functions are supported for the VNFs
on the live network

Time

OC Redundancy(SG)

NE Name Flowc...

O
vamf1(Simula

e NE Name Flow ..

No
vsmfiSimulated .. No
SMJH02
SMMHoO1
SMQHO1

SMQH02

Flowc...

e.. No

NE Name Flow c.

The construction of network impact models is supported to digitally

Conclusion

According to simulation analysis] the [can resis es
The flow will be controlled for about 12 seconds on AMRHO1;The user will go online in 41 minutes.Total number of users switched ov

1] network is affected in this scenario(Sce:

NE type | AMF,SMF,UDM,PCF.CHEMME

AMFEvaluation Result

5G Registration ... 5G Activation Ca... Flow Control Threshold

27200 54400
54400
30000

Inter SR Flow Control:600,Registra...

This question evaluates whether the capabilities for withstanding the signaling surge impact are supported on the core

Max impact

fescription). The maximum impact multigle is 5452 times (AMRHO1),

Y
A

Flow Control () Bottleneck NE (2

ReglmpactCaps  SGActivelmpactC... Bottle..

1363(5452) 1977() No

Inter SR Flow Control:600,Registra... -

SMFEvaluation Result

5G Activation Capability
20175
30000
12105
20175
20730

20730

Flow Control Threshold

UDMEvaluation Result

AMF Registratio...  SMF Registration... Flow Control Threshold

30000 60000

30000 60000

PCFEvaluation Result

56 Activation Capability

Flow Control ) Bottleneck NE ()

5GActivelmpactCaps Bottle..
1266(-) Bottleneck

1266() No

Flow Control () Bottleneck NE ()

AMF Registratio... SMF Registration... Bottl...

825(-) 2532(-) No

Flow Control () Bottleneck NE (?)

5GActivelmpactCaps Bottle.

500(-)

No

Basic
Stability

Total attempts 2

er:1.56tenThousand; Switchover duration (70% users):2minute; Average rate:0.78mi.

P Impact simulation playback

== Total number of online 5G users

o

min
0 5 10 15 20 25 30 35 40 45 50 55 60

simulate the actual impact scenarios on the live network, generate
simulation results, and optimize the result comparison in a visualized
manner based on various flow control parameters.
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Risk prediction Capability v v

m Capability or Task Questions

Does your system automatically detect and prevent the risks of network VNF faults to ensure the service continuity?

Core network VNFs or NFs for assessment: core network VNFs (e.g., 5GC NFs, EPC VNFs, and IMS VNFs)

Risk prediction 10%
ya
m vV Option A Option B Option C Option D
Yes. The system can use intelligent risk The system can perform automatic risk The system can use risk Not supported
identification to recognize the potential faults identification, which requires manual identification, which provides
and automatically prevent faults, and it can do the |confirmation, to recognize the potential an automatic check list and
following: faults and prevent faults, and it can do the |requires periodically manual
1. Prevent potential risks and analyze the following: confirmation about the
specification-related risks including capacity, 1. Prevent potential risk and analyze the potential risks in this check
links, signaling storm, and DR. specification-related risks, including list, to recognize the potential
2. Analyze the cause of risk and provide the capacity and links. faults and prevent faults, and
recommended measures automatically. it can do the following:
1. Prevent potential risk and
analyze the specification-
related risks including
capacity.
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Awareness | Analysis Decision Executions Basic Intelligent

Risk prediction Capability T Ml

This question evaluates whether the VNF fault risk prediction capabilities of the core networks are developed.

The core networks in Saudi stc automatically detect and prevent VNF fault risks, check potential risks, and analyze risks in terms of capacity, links,
signaling storms, DR. Automatic risk cause analysisis carried out, and suggestions regarding the requirements of each scenario in option A are provided

Example evidence for option A:

Total attempts 2|

Conclusion impact

mmended Dynamic Flow Control Parameters

5G network 4G network IMS network 2G/3G networks

| 5G network
X-multiple current service volume NE Name Flow .

2x current service volume Check result

16x current service volume

32x curent service volume

VIR
Flow contro
vamfi(Simulated

Flow Control Parameter GTP-C flow control parameters

Scenario Set the threshold for GTP-C fixed-rate flow control
Handling suggestion  Contact Huawei engineers to correctly set the threshold for fixed-rate GTP-C flow control. Suggestion

64x current service volume NE Name

X-multiple current service volume Click to play

Run LST GTPCFIXEDFC:;. If Flow Control Message Type is set to All Message Type, Switch for Fixed-Rate Flow Control is not
set to ON, or Flow Control Threshold(Number/s) is not set to 30000 in the command output, risks exist.

Check method
Ve

(RIAN recovery from disconnection
Hohday L SMMHO1
Transport network recovery from disconnection sMaHot

Impact after recovery from networkwide disconnection SMQH02 2730

SMIHO2

Network Element NameJDCS5_AMIHO1

s UNC/*MEID:@ MENAME:AMIHO1*/ 2024-12-23 18:04:56
0&M #5479

%%/*1880148264 MEID=000*/LST GTPCFIXEDFC: ;%%

RETCODE = @ Operation succeeded

Impact after registration interface recovery from disconnection fit - = The result is as follous

NE Name lowc.. ¢ AMF Registrat Flow Control Threshold

Traffic Time DR Scenario: @ Upon Task Start Specified Time wm2(imuat

vudmi Simuiate.

Check result Flow Control Message Type Switch for Fixed-Rate Flow Control Flow Control Threshold(Number/s)

Create Session Request 1200
Modify Bearer Request o 15000
All Message Type 30000
- - (Number of results = 3)

P esuh Flow Control () Botteneck NE (2
END
NEName we. ¢ 56 Actvation Capabilty SGActelmpactCaps ot

\pci2Simulated .._No E) )

Impact simulationis supported in typical fault, Network bottlenecks are identified in switchover Optimal flow control parameters are recommended
emergency drill, holiday assurance, and signaling scenariosin advance, bottleneck VNFs and flow- flow control specifications and Al algorithms to
storm scenarios to intelligently identify potential controlled VNFs are identified, and signaling storms and prevent signaling storms.

network risks in advance. DR risks are prevented.
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Service degradation recovery Capability

Awareness

Analysis Decision Executions

Basic Intelligent
Stability Stability

Does your system support automatic detection and recovery from service degradation related to

core network NEs/NFs?

Scoring guide:

Assessment core network
NE:

Required evidence: * Provide evidence of the service degradation recovery capability.

Core network NEs (e.g., 5GC NFs, EPC NEs, and IMS NEs).

» Check whether the core network has the service degradation recovery capability requirement considered in
the case of network planning for Intelligent Stability purpose.

slight service damage) occur without any fault
alarms generated (for example, the heartbeat is
normal), the system supports automatic
detection and diagnosis of service degradation,
provides recovery recommendations, and
enables autonomous execution without human
intervention.

slight service damage) occur without any
fault alarms generated (for example, the
heartbeat is normal), the system supports

automatic detection and diagnosis of

recovery.

service degradation, provides recovery
recommendations, and supports manual

Option A \/ Option B OptionC OptionD
Yes. When abnormal situations (for example, When abnormal situations (for example, When abnormal situations (for [Not
CPU overload, interconnection issues, and CPU overload, interconnection issues, and |lexample, CPU overload, Supported.

interconnection issues, and
slight service damage) occur
without any fault alarms
generated (for example, the
heartbeat is normal), the
system supports automatic
detection of service
deqgradation.
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Service degradation recovery Capability Stabilty

The stc core network supports automatic detection of service deterioration related to core network NEs and NFs through the OWS system. (such as

CPU overload, interconnection problems, and slight service loss) and automatic restoration after one-click restoration after manual confirmation,
including the scenarios and functions required by option B.

Example of evidence for Option B:

Voice service session backup solution .
P 5GC redundance and service fast recovery
solution

UE PCEF DRA

UPCF SUK01 0CS PR UPCF BPLO4 OCSDR
SUK PR SUK SUKDR SUK

: 5GC redundance
» To PR Link Down , service fast reco

Request:

1. DRA: Base segment route to region PR and DR for Gx/N7/Gy/N40
2. 0Cs: Can process STR from DR UPCF

Note: Double confirm with OCS team, in AIS when OCS receive Sy STR, will only release Sy session the Gy will keep. The customization is
when OCS send SNR to PCF, PCF response SNA with result code is 4xxx, then release Gy by ASR

1. The SmartCare supports network-wide service performance deterioration monitoring. The SmartCare provides recovery suggestions
regardless of whether a fault alarm is generated. Manual recovery is supported. The value B is supported.
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thank you!

ScC



