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Cognitive 
Activities 
(IAADE)

Service 
capability Weight Question

Answer

Hardware Failure
 (should include but not limit 

to 
board failure, fan failure)

Device Offline Optical Module Failure or 
Optical Power Abnormal Port Failure High Error 

Rate

Protocol State Abnormal 
(should include but not limit to 
IGP and BGP peer state abnormal, 
BFD session abnormal)

VPN 
Degradation VPN Interruption Final Score

5% 5% 15% 40% 5% 10% 10% 1%

4

Intent Fault 
management 
target 
formulation

10% Does the system support automatic generation of fault management targets?
Note: 
1) Intent could be fault management requirements such as MTTR (mean time to repair) , 
troubleshooting priority (e.g., emergency restoration in highest priority ), customized 
troubleshooting preference  based on fault impact scope and severity, etc.
2) Fault management target include alarm severity,  alarm threshold, alarm aggregation 
rules, fault notification rules, etc.

A A A A A A A A

Awareness Data Collection 10% Does the system support automatic collection of fault-related indicators, including alarms, 
logs, performance, and OAM data etc.?  
Note: 
1) fault should include but not limit to device offline, physical port down, optical module 
failure, etc.
2) All types of faults mentioned in 1) and fault-related indicators mentioned in options 
should be covered when choosing a related option 

A A A A A A A A

Analysis Risk 
identification

10% Does the system support automatic identification of risks?
Note: 
1) existing risks can be reported in alarm/event, including but not limited to network 
element and link anomalies, . For example, board temperature, optical module with weak 
optical power, etc.  
2) potential risks can't be reported directly in alarm/event,  including but not limited to 
network element resource and capacity anomalies, network configuration anomalies, and 
routing anomalies. For example,  abnormal memory usage of device, incorrect static route 
configuration and incorrect BGP configuration,  abnormal BGP route number, etc.

A A A A A A A A

Fault 
identification 
and impact 
analysis

10% Does the system support automatic and intelligent identification of faults?
Note: 
1) fault should include but not limit to device offline, physical port down, optical module 
failure, etc.
2)Custom rules include but not limited to scenario specific rules made based on data 
analysis on alarms, logs, performance and OAM data, etc.

A A A A A A A A

Demarcation of  
faults and risks

20% Does the system support automatic demarcation of  faults and risks?
Note: 
1) Examples of demarcation involve pinpointing the exact roles of malfunctioning routers, 
like identifying whether they are access routers, aggregation routers, or Autonomous 
System Boundary Router (ASBR).
2)Custom rules include but not limited to scenario specific rules made based on data 
analysis on alarms, logs, performance and OAM data, etc.

A A A A A A A A

Locating of 
faults and risks

15% Does the system support automatic root cause analysis for network faults and risks?
Note: 
1) Examples of detailed causes of identified faults, including the smallest replaceable unit, 
software modules, and ports.
2)Custom rules include but not limited to scenario specific rules made based on data 
analysis on alarms, logs, performance and OAM data, etc.

A A A A A A A A

Decision Generation and 
evaluation of 
solutions

15% Does the system support automatic generation and evaluation of emergency restoration 
and repair solution? 
Note: 
1) Emergency restoration solution may be compute alternative paths based on service SLA 
requirement.
2) Repair solution may be repair power supply.

A A A A A A A A

Execution Execution and 
verification

10% Does the system support automatic execution and verification? Does the system support 
assistance for on-site engineers?

A A A A A A A A



Fault management target formulation
Service 

capability Weight Question √Option A Option B Option C Option D

Fault 
managem
ent target 
formulatio
n

10% Does the system support automatic generation of fault 
management targets?
Note: 
1) Intent could be fault management requirements such as MTTR 
(mean time to repair) , troubleshooting priority (e.g., emergency 
restoration in highest priority ), customized troubleshooting 
preference  based on fault impact scope and severity, etc.
2) Fault management target include alarm severity,  alarm 
threshold, alarm aggregation rules, fault notification rules, etc.

The system supports the input 
of fault management intent by 
simplified human-system 
interaction (e.g., nature 
language user interface 
provided by system), system 
automatically translates the 
intent into fault management 
targets .

The system supports 
manual configuration 
of fault management 
targets with custom 
rule-based templates.   
Manually adjustment 
and confirmation is 
needed.  

The system  generates fault 
management targets based 
on predefined template. 
Manually confirmation is 
needed.

Manually set fault management 
targets based on expertise(such as 
setting alarm severity and 
classification) .

Example evidence for option A:
1.By inputting fault management intentions through natural language, 
the system automatically initiates the fault diagnosis process, performs 
key indicator queries, and conducts AI multi-dimensional analysis.

Input intention of fault 
management

Execute the fault 
diagnosis process

Conduct AI multi-
dimensional analysis

2.The system automatically generates and 
executes the corresponding fault diagnosis 
process based on the intention.

The system supports fault management and provides 
diagnosis for various types of faults, including hardware 
faults, device offline, optical module faults or abnormal 
optical power, port faults, bit errors, protocol status 
anomalies, VPN performance degradation, and VPN 
interruptions.

3. When the system identifies a fault, 
it will automatically generate a fault 
ticket, execute the fault diagnosis 
process, perform fault classification 
and localization, generate a repair 
plan, and automatically verify it, 
achieving automatic fault handling.

The system automatically 
generates a Fault Ticket.



Data Collection
Service 

capability Weight Question √Option A Option B Option C Option D

Data 
Collection

10% Does the system support automatic collection of fault-
related indicators, including alarms, logs, performance, 
and OAM data etc.?  
Note: 
1) fault should include but not limit to device offline, 
physical port down, optical module failure, etc.
2) All types of faults mentioned in 1) and fault-related 
indicators mentioned in options should be covered 
when choosing a related option 

The system automatically collects 
fault-related indicators including 
alarms, logs, performance, and 
OAM data, detecting service and 
network status in minutes.

The system automatically collects fault-
related indicators including alarms, logs, 
performance, detecting service and 
network status within 15 minutes or 24 
hours.

The system automatically 
collects alarms and logs.

Example evidence for option A:
Real-time Fault & Performance Alarm Management

Baichuan system log managemen

Minute-level Performance

Minute-level VPN OAM data analysis



Risk identification
Service 

capability Weight Question √Option A Option B Option C Option D

Risk 
identificati
on

10% Does the system support automatic identification of risks?
Note: 
1) existing risks can be reported in alarm/event, including but not limited to 
network element and link anomalies, . For example, board temperature,  
optical module with weak optical power, etc.  
2) potential risks can't be reported directly in alarm/event,  including but not 
limited to network element resource and capacity anomalies, network 
configuration anomalies, and routing anomalies. For example,  abnormal 
memory usage of device, incorrect static route configuration and incorrect 
BGP configuration,  abnormal BGP route number, etc.

The system supports automatic 
identification of existing risks 
and prediction of potential 
risks. 

The system supports 
automatic identification 
of existing risks.

The system identifies risks 
based on manually pre-
defined rules. 

Manually identify  risks 
based on expertise. 

Example evidence for option A:
The system is based on performance collection and supports the prediction of 
potential risks, such as CPU, memory, optical power, traffic, CRC, VPN 
performance, VPN online user count, and device log count prediction.

The system supports AI analysis of exception logs.

Prediction of device log count

The system supports AI-based intelligent audit, automatically detecting 
issues such as missing or redundant protocol configurations.

Port traffic prediction

AI-configured intelligent audit



Fault identification & Impact analysis-1
Service 

capability Weight Question √Option A Option B Option C Option D

Fault 
identificati
on and 
impact 
analysis

10% Does the system support automatic and intelligent 
identification of faults?
Note: 
1) fault should include but not limit to device offline, physical 
port down, optical module failure, etc.
2)Custom rules include but not limited to scenario specific 
rules made based on data analysis on alarms, logs, 
performance and OAM data, etc.

The system supports automatic fault 
identification by intelligent aggregating  of 
multiple data source (alarms, logs, 
performance data, OAM data, etc.).  System 
provides the impacted services with severity.

The system support automatic 
fault identification based on 
custom rules, results need 
manually confirmation.

The system supports automatic 
fault identification based on 
predefined rules, results need 
manually confirmation.

Manually identify faults based 
on expertise.

Example evidence for option A:
The system automatically conducts data collection and business impact analysis.

Sub-scenario-1:Hardware Failure Sub-scenairo-2:Device Offline

Sub-scenario-3:Optical Module Failure or 
Optical Power Abnormal

After receiving a fault ticket, the 
system will automatically analyze the 
affected services

Sub-scenairo-4:Port Failure



Fault identification & Impact analysis-2
Service 

capability Weight Question √Option A Option B Option C Option D

Fault 
identificati
on and 
impact 
analysis

10% Does the system support automatic and intelligent 
identification of faults?
Note: 
1) fault should include but not limit to device offline, physical 
port down, optical module failure, etc.
2)Custom rules include but not limited to scenario specific 
rules made based on data analysis on alarms, logs, 
performance and OAM data, etc.

The system supports automatic fault 
identification by intelligent aggregating  of 
multiple data source (alarms, logs, 
performance data, OAM data, etc.).  System 
provides the impacted services with severity.

The system support automatic 
fault identification based on 
custom rules, results need 
manually confirmation.

The system supports automatic 
fault identification based on 
predefined rules, results need 
manually confirmation.

Manually identify faults based 
on expertise.

Example evidence for option A:

The system automatically identifies faults by intelligently aggregating multiple 
data sources (alerts, logs, performance data, OAM data, etc.).

The system monitored a sudden decrease in the number of VPN users, 
automatically conducted data collection and business impact analysis, 
and concluded that there was no impact on the business.

Sub-scenairo-6:Protocol State Abnormal Sub-scenario-7:VPN Degradation

Sub-scenairo-8:VPN Interruption

Sub-scenairo-5:High Error Rate



Demarcation of faults and risks
Service 

capability Weight Question √Option A Option B Option C Option D

Demarcati
on of  
faults and 
risks

20% Does the system support automatic demarcation of  faults 
and risks?
Note: 
1) Examples of demarcation involve pinpointing the exact 
roles of malfunctioning routers, like identifying whether 
they are access routers, aggregation routers, or 
Autonomous System Boundary Router (ASBR).
2)Custom rules include but not limited to scenario specific 
rules made based on data analysis on alarms, logs, 
performance and OAM data, etc.

The system automatically demarcates 
the faults and risks without manual 
intervention.

The system demarcates the faults and 
risks based on custom rules, results 
need manually confirmation.

The system demarcates the faults 
and risks based on predefined 
rules, results need manually 
confirmation.

Manually demarcates the fault 
and risks based on data such as 
operation logs and captured 
packets.

Example evidence for option A:

The system automatically demarcates the faults and risks without manual intervention.

After collecting raw alarms, the system automatically completes alarm filtering/parsing/flipping preprocessing, accurately 
generates board fault tickets, and the fault information includes fault level, fault type, equipment identification, equipment 
hierarchy, fault status, and other information. This process does not require manual intervention.



Locating of faults and risks
Service 

capability Weight Question √Option A Option B Option C Option D

Locating 
of faults 
and risks

15% Does the system support automatic root cause analysis 
for network faults and risks?
Note: 
1) Examples of detailed causes of identified faults, 
including the smallest replaceable unit, software 
modules, and ports.
2)Custom rules include but not limited to scenario 
specific rules made based on data analysis on alarms, 
logs, performance and OAM data, etc.

The system automatically analyzes root 
cause without manual intervention. 

The system provides one or 
more suspected causes based 
on custom rules, manually 
analyze and confirm the root 
cause.

The system  provides cause analysis 
based on predefined rules,  manually 
analyze and confirm the root cause.

Manually analyze root cause based on 
expertise.

Example evidence for option A:
The system automatically analyzes root cause without manual intervention. 

The system serializes the alarm data and trains it using machine 
learning causal algorithms to intuitively reflect the causal 
relationships and weights between different alarm types.

The system automatically locates the root cause: caused by a 
malfunction of the power management chip (PMIC).

Based on data collection, analysis, and prediction comparison, a 
summary conclusion is drawn that the offline failure of the NMAN 
equipment board has led to a decrease in the number of NMAN VPN 
users.



Service 
capability Weight Question √Option A Option B Option C Option D

Generation 
and 
evaluation 
of solutions

15% Does the system support automatic generation and 
evaluation of emergency restoration and repair solution? 
Note: 
1) Emergency restoration solution may be compute 
alternative paths based on service SLA requirement.
2) Repair solution may be repair power supply.

The system automatically generates 
emergency restoration and repair 
solutions.
The system automatically make decision 
on the alternative solutions based on 
evaluation through simulation.

The system automatically 
generates emergency restoration 
and repair solutions.
Manually make decision on the 
alternative solutions.

The system gives emergency 
restoration suggestions. 
Manually formulate solutions 
and make decision. 

Manually analyze  and evaluate 
emergency restoration solutions based 
on system-collected service data.

Generation and evaluation of solutions-1

Example evidence for option A:
After receiving the fault ticket,the system automatically generates multiple solutions and intelligently selects one optimal solution 
based on the fault management scenario, synchronously outputs the selection criteria, and achieves automation and intelligence of 
fault decision-making without manual intervention throughout the process.

Sub-scenario-1:Hardware Failure

Sub-scenairo-2:Device Offline

Sub-scenario-3:Optical Module Failure or Optical Power 
Abnormal

Sub-scenairo-4:Port Failure

Repair solution:
Replace the faulty card

Repair solution:
Replace the faulty MPU

Repair solution:
Replace the faulty optical 
module

Repair solution:
Troubleshooting and 
repairing optical fibers



Service 
capability Weight Question √Option A Option B Option C Option D

Generation 
and 
evaluation 
of solutions

15% Does the system support automatic generation and 
evaluation of emergency restoration and repair solution? 
Note: 
1) Emergency restoration solution may be compute 
alternative paths based on service SLA requirement.
2) Repair solution may be repair power supply.

The system automatically generates 
emergency restoration and repair 
solutions.
The system automatically make decision 
on the alternative solutions based on 
evaluation through simulation.

The system automatically 
generates emergency restoration 
and repair solutions.
Manually make decision on the 
alternative solutions.

The system gives emergency 
restoration suggestions. 
Manually formulate solutions 
and make decision. 

Manually analyze  and evaluate 
emergency restoration solutions based 
on system-collected service data.

Generation and evaluation of solutions-2

Example evidence for option A:
After receiving the fault ticket,the system automatically generates multiple solutions and intelligently selects one optimal solution 
based on the fault management scenario, synchronously outputs the selection criteria, and achieves automation and intelligence of 
fault decision-making without manual intervention throughout the process.

Sub-scenario-5:High Error Rate

Sub-scenairo-6:Protocol State Abnormal

Sub-scenario-7:VPN Degradation

Sub-scenairo-8:VPN Interruption

Repair solution:
Troubleshooting and 
repairing optical fibers

Repair solution:
Replace the faulty optical 
module

Repair solution:
Replace the faulty card

Repair solution:
Troubleshooting and 
repairing optical fibers



Service 
capability Weight Question √Option A Option B Option C Option D

Execution 
and 
verification

10% Does the system support automatic execution and 
verification? Does the system support assistance for on-site 
engineers?

1) The system supports automatic execution and 
verification of  emergency restoration and repair 
solution. (Automatic repair excludes the faults 
that on-site handling is necessary, such as power 
supply failure, board fault, fiber cut).
2) The system support intelligent on-site 
instruction and efficient information  query 
based on simplified human-system interaction.

1)The system supports 
automatic execution of  
emergency restoration and 
repair solution.  Manual 
verification is needed.  
2)The on-site handling are 
assisted by tool.

The system support automatic 
execution of emergency 
restoration. Manually execute 
repair solution. Manually verify 
by analyzing system data (e.g., 
alarms)

Example evidence for option A:
For faults that the system can automatically repair, the system will automatically execute emergency plans to quickly restore business.
For faults that require manual on-site handling, the system supports intelligent on-site guidance and efficient information retrieval. Input natural 
language and the system automatically recognizes user intent. Automatically log in to the device for status checks, improving the efficiency of on-site 
maintenance personnel.

Execution and verification-1

Sub-scenario-1:Hardware Failure
The system supports intelligent on-site guidance and 
efficient information retrieval based on simplified human-
computer interaction.

Sub-scenairo-2:Device Offlinex
The system automatically verifies that the ping test of the off grid device is 
normal and the business is normal.

Sub-scenario-3:Optical Module Failure or Optical Power 
Abnormal The system supports automatic alarm verification.



Service 
capability Weight Question √Option A Option B Option C Option D

Execution 
and 
verification

10% Does the system support automatic execution and 
verification? Does the system support assistance for on-site 
engineers?

1) The system supports automatic execution and 
verification of  emergency restoration and repair 
solution. (Automatic repair excludes the faults 
that on-site handling is necessary, such as power 
supply failure, board fault, fiber cut).
2) The system support intelligent on-site 
instruction and efficient information  query 
based on simplified human-system interaction.

1)The system supports 
automatic execution of  
emergency restoration and 
repair solution.  Manual 
verification is needed.  
2)The on-site handling are 
assisted by tool.

The system support automatic 
execution of emergency 
restoration. Manually execute 
repair solution. Manually verify 
by analyzing system data (e.g., 
alarms)

Example evidence for option A:
For faults that the system can automatically repair, the system will automatically execute emergency plans to quickly restore business.
For faults that require manual on-site handling, the system supports intelligent on-site guidance and efficient information retrieval. Input natural 
language and the system automatically recognizes user intent. Automatically log in to the device for status checks, improving the efficiency of on-site 
maintenance personnel.

Execution and verification-2

Sub-scenairo-4:Port Failure Sub-scenario-5:
High Error Rate

Sub-scenario-7:VPN Degradation
The system supports human-computer 
interaction to query VPN services.

Sub-scenairo-8:VPN Interruption

Sub-scenairo-6:
Protocol State Abnormal

Automatic alarm verification

Automatically executes the 
emergency recovery plan to 
restore services.



Thank you


