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Document Description
This document aims to elaborate on the service capabilities of the IP Network Capability Scheduling
Application System (Version 2.1.4-RELEASE) in IP network fault management for autonomous networks,
and to provide corresponding supporting evidence. Autonomous Networks enhance network automation
and intelligence levels by implementing five key cognitive activities (IAADE): Intent, Awareness, Analysis,
Decision, and Execution.
Scoring Table Summary
The overall score is calculated using the Average Scoring Method (Method 1: Average). The formula is as
follows:

Score for each cognitive activity = Σ (sub-scenario weight × score of the activity in that sub-scenario)

Total score = Σ (cognitive activity weight × score of the activity)

Calculation Process:

Intent Score: All sub-scenarios are rated A (4 points), score = 4 × 100% = 4.00

Awareness Score: All sub-scenarios are rated A (4 points), score = 4 × 100% = 4.00
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Risk Identification Score: All sub-scenarios are rated A (4 points), score = 4 × 100% = 4.00
Fault Identification Score: All sub-scenarios are rated A (4 points), score = 4 × 100% = 4.00

Demarcation Score: All sub-scenarios are rated A (4 points), score = 4 × 100% = 4.00

Locating Score: All sub-scenarios are rated A (4 points), score = 4 × 100% = 4.00

Decision Score: All sub-scenarios are rated A (4 points), score = 4 × 100% = 4.00

Execution Score: All sub-scenarios are rated A (4 points), score = 4 × 100% = 4.00

Total Score = (10% × 4.00) + (10% × 4.00) + (10% × 4.00) + (10% × 4.00) + (20% × 4.00) + (15%
× 4.00) + (15% × 4.00) + (10% × 4.00)
= 0.4 + 0.4 + 0.4 + 0.4 + 0.8 + 0.6 + 0.6 + 0.4 = 4.00 points (out of 4 points)

Cognitive Activity Scoring and Weighted Score Table

Cognitive

Activity
Service Capability

Weig

ht
Score

Contrib

ution

Intent
Fault management

target formulation
10% 4.00 0.40

Awareness Data Collection 10% 4.00 0.40

Analysis Risk identification 10% 4.00 0.4

Analysis Fault identification 10% 4.00 0.40
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Analysis
Demarcation of

faults and risks
20% 4.00 0.80

Analysis
Locating of faults

and risks
15% 4.00 0.60

Decision

Generation and

evaluation of

solutions

15% 4.00 0.60

Execution
Execution and

verification
10% 4.00 0.40

Total
100

%
4.00

1. IP Network Fault Management Service Capability (IAADE)
1.1.Intent
1.1.1. Fault Management Target Formulation

Question: Does the system support automatic generation of fault management targets?
Answer:

Operations personnel can input troubleshooting requirements through a conversational interface. The
system then performs fault analysis on the status of the management target by invoking large model
toolchain capabilities, and the operations personnel can decide whether to execute the target maintenance
tasks.
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1.1.1.1. Hardware Failure (Caused by functional anomalies, incorrect hardware
placement, etc. Should include but not be limited to board failures and fan
failures.)

The assessment level is A.
Supported fault types include: board failures
Board Failure:
The system supports streamlined human-machine interaction through a natural language interface,

directly receiving operational intents for fault management from maintenance personnel. It automatically
completes the entire process from equipment performance analysis and anomaly localization to providing
resolution recommendations. Based on this, it enables engineers to issue work orders via natural language
communication, achieving closed-loop automated operations.

Figure 1.2.1-1 Board failures
1.2. Awareness
1.2.1. Data Collection

Question: Does the system support automatic collection of fault-related indicators,
including alarms, logs, performance, and OAM data etc.?

Answer:
1) The system supports active collection of fault-related metrics through predefined
protocols such as SNMP, TELNET, SSH, and NETCONF. These metrics include, but are not
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limited to, optical power, CPU, memory, port status, traffic, and operation logs. The system
interface allows for the configuration of collection scripts and rules, supporting fault-related
metric collection from devices of multiple vendors, such as Huawei, ZTE, FiberHome, and
H3C. Additionally, the system supports the creation of automated tasks to schedule the
collection of various device metrics..
Collection Frequency: The system proactively collects fault-related metrics—including CPU,
memory, board status, fan status, power status, and traffic—every 5 minutes. Based on
predefined threshold ranges for these metrics, it actively analyzes and determines whether to
generate or clear corresponding fault information.

Figure 1.2.1-1 Compilation - Device CPU/Memory Performance Collection - 5 Minutes

Figure 1.2.1-2 Device Risk Status - Collection Template
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Figure 1.2.1-3 Board Scan - Background Task

Figure 1.2.1-4 Device Risk Status - Collection Template
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Figure 1.2.1-5 Device Port Traffic - Background Task

Figure 1.2.1-6 Power Supply Scan - Background Task
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Figure 1.2.1-7 Board Fan - Background Task

Figure 1.2.1-8 Board Fan - Collection Template
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Figure 1.2.1-9 Port Optical Power Collection - Background Task

Figure 1.2.1-10 Board Operational Status - Collection Configuratio

2) The system implements centralized management of alarms and logs through multiple protocols, with the
core process divided into the following protocol mechanisms and functions:
SNMP Trap

Allows network devices to proactively send event notifications to the Network Management System (NMS),
including information such as version number, community string, source IP, Trap type, and variable
bindings. Its advantages lie in reducing polling overhead and improving event response timeliness.
The system receives Trap alerts in real time. The Trap messages and alert details are as follows:
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Figure 1.2.1-11 SNMP Commands

Figure 1.2.1-12 DFD Session Down - Alert Details
Syslog
A standardized log transmission protocol that supports structured log reporting. Devices can use the

Syslog mechanism to report logs in real time to the analyzer, provided routing is reachable.
The system processes syslog alerts in real time. The syslog alert log messages and detailed alert
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information are as follows:

Figure 1.2.1-13 syslog

Figure 1.2.1-14 CRC Error Threshold - Alert Details
Telemetry
Provides high-performance data collection capability, suitable for real-time monitoring scenarios, and

serves as a log reporting mechanism supported by devices alongside Syslog.

1.2.1.1. Hardware Failure

Assessment level: A
Supporting Evidence: Board Failure, Fan Failure, Power Supply Failure, High CPU Utilization Fault,

Memory Utilization Exceeded Fault
Board Failure: The system proactively collects device board status data through scheduled tasks every

5 minutes. When the operational status is "up", "enable", or "inService", the board status is considered
normal. When the operational status is "down", "disable", or "outOfService", the board status is deemed
abnormal. The system generates corresponding alerts or early warnings upon detecting abnormal board
status.

Metrics involved: Board operational status

中
国
电
信
广
东
分
公
司



13 / 40

Figure 1.2.1.1-1 Board Scan - Collection Template

For the board operational status metric, the system automatically executes scripts to collect and
process the data, as illustrated in the figure below:

Figure 1.2.1.1-2 Board Operational Status - Collection Configuration
Metrics related to board failures can be proactively collected through automated collection tasks, with

a collection frequency scheduled to execute every 5 minutes. The automated collection tasks are illustrated
in the diagram below:
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Figure 1.2.1.1-3 Board Scan - Background Task

Latest Collection Results of Board Operational Status and 5-Minute Performance Collection Record
List:

Figure 1.2.1.1-4 Board Operational Status List
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Figure 1.2.1.1-5 Board Status中
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Figure 1.2.1.1-6 Board Card CPU/Memory/Temperature Trend Chart
The collection log of the board operational status is as shown in the figure below：

Figure 1.2.1.1-7 Board Status Collection Log
The system processes syslog alerts in real time. The syslog alert log messages and detailed alert

information are as follows:

Figure 1.2.1.1-8 syslog
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Figure 1.2.1.1-9 Board Not Present - Alert Details
Fan Failure: The system proactively collects device fan status data through scheduled tasks every 5

minutes. When the collected fan status is "normal" or "up", the fan status is considered normal. When the
collected status is "down" or "abnormal", the fan status is considered abnormal. The system generates a fan
failure upon detecting abnormal fan status.

Metrics Involved: Fan Status中
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Figure 1.2.1.1-10 Fan Status - Collection Template
Fan Status Metrics: The system automatically reads scripts to perform collection and processing, as

illustrated in the figure below:

Figure 1.2.1.1-11 Fan Status - Collection Configuration
Fan Fault Metrics: Metrics related to fan faults can be proactively collected through automated

collection tasks, with a collection frequency scheduled every 5 minutes. The automated collection tasks are
illustrated in the diagram below:
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Figure 1.2.1.1-12 Fan Status - Background Task
Latest Collection Results of Fan Status and 5-Minute Performance Collection Record List, as

illustrated in the figure below:
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Figure 1.2.1.1-14 Fan Status
The collection log for the fan status is shown in the figure below：

Figure 1.2.1.1-15 Fan Status Collection log
The system receives Trap alerts in real time. The Trap alert log messages and detailed alert

information are as follows:

Figure 1.2.1.1-16 tarp log中
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Figure 1.2.1.1-17 Fan Anomaly - Alert Details

Power Supply Failure: The system collects device power status data through scheduled tasks every 5
minutes. When the power status is "online" or "normal", it is considered normal. When the power status is
"abnormal", "offline", or "shutdown", it is deemed abnormal. The system generates a power supply failure
upon detecting abnormal power status.

Involved metric: Power status

Figure 1.2.1.1-18 Power Supply Scan - Collection Template
The system automatically reads scripts to perform collection and processing, as illustrated in the figure
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below:

Figure 1.2.1.1-19 Power Status
Power Supply Fault Metrics: Metrics related to power supply faults can be proactively collected

through automated collection tasks, with a collection frequency scheduled every 5 minutes. The automated
collection tasks are illustrated in the diagram below.

Figure 1.2.1.1-20 Power Status - Background Task

The collection records of power status are shown below:
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Figure 1.2.1.1-21 Power Status

Figure 1.2.1.1-22 Power Status List
The collection log for the power status is shown in the figure below.
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Figure 1.2.1.1-23 Power Status Collection Log
The system analyzes and determines based on the collected metric results, and proactively generates

corresponding alerts, as shown in the figure below：

Figure 1.2.1.1-24 Power Anomaly - Alert Details

High CPU Utilization Fault: The system proactively collects device CPU utilization data through
scheduled tasks every 5 minutes. When the CPU utilization does not exceed the threshold, it is considered
normal. When the CPU utilization exceeds the threshold, it is deemed abnormal. The system generates a
CPU utilization anomaly alert upon detecting abnormal device CPU utilization.

Involved metric: CPU utilization
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Figure 1.2.1.1-25 Device CPU/Memory - Collection Template

Network Element CPU Utilization Metrics: The system automatically reads scripts to perform
collection and processing, as illustrated in the figure below:

Figure 1.2.1.1-26 Device CPU/Memory

CPU Utilization Anomaly Metrics: Metrics related to CPU utilization anomalies can be proactively
collected through automated collection tasks, with a collection frequency scheduled every 5 minutes. The
automated collection tasks are illustrated in the diagram below:
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Figure 1.2.1.1-27 Device CPU/Memory - Background Task
CPU Utilization Performance Collection Log: The performance collection records for CPU utilization

are displayed in the figure below.
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Figure 1.2.1.1-28 Device CPU/Memory Trend Chart

The collection log for CPU utilization metrics is displayed in the figure below:

Figure 1.2.1.1-29 Device CPU/Memory Collection Log

Based on the analysis of collected metric results, the system generates corresponding alerts, as
illustrated in the figure below.
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Figure 1.2.1.1-30 CPU Utilization Threshold Exceeded - Alert Details
The system receives syslog alerts in real time. The syslog alert log messages and detailed alert

information are as follows:

Figure 1.2.1.1-31 CPU Utilization Syslog中
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Figure 1.2.1.1-32 CPU Packet Rate Exceeded Main Control Board Limit - Alert Details

Memory Utilization Exceedance Fault: The system proactively collects device memory utilization data
through scheduled tasks every 5 minutes. When the collected memory utilization does not exceed the
threshold, it is considered normal. When the collected memory utilization exceeds the threshold, it is
deemed abnormal. The system generates a potential risk alert for abnormal memory utilization upon
detection.

Involved metric: Memory utilization
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Figure 1.2.1.1-33 Device CPU/Memory - Collection Template
Network Element Memory Utilization Metrics: The system automatically reads scripts to perform

collection and processing, as illustrated in the figure below:

Figure 1.2.1.1-34 Device CPU/Memory

Memory Utilization Anomaly Metrics: Metrics related to abnormal memory utilization can be
proactively collected through automated collection tasks, with a collection frequency scheduled every 5
minutes. The automated collection tasks are illustrated in the diagram below:
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Figure 1.2.1.1-35Device CPU/Memory - Background Task

The 5-minute performance collection records for memory utilization are shown in the figure below:

Figure 1.2.1.1-36 Device CPU/Memory Trend Chart

The collection log for memory utilization metrics is shown in the figure below:

Figure 1.2.1.1-37 Device CPU/Memory Collection Log
The system analyzes and evaluates the collected metric results, and generates corresponding alerts as

illustrated in the figure below:
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Figure 1.2.1.1-38 Memory Utilization Threshold Exceeded - Alert Details

1.3. Analysis
1.3.1. Risk Identification

Question: Does the system support automatic identification of risks?
Answer:

The system supports automatic risk identification through two primary methods: device proactive
reporting and scheduled periodic collection. The former method involves parsing received information
based on predefined rules to generate corresponding alerts. The latter method employs scheduled collection
and inspection tasks, where configured rules (e.g., thresholds, status criteria) are applied to automatically
analyze the collected data. By integrating advanced AI models, the system implements predictive
capabilities to generate potential risk alerts.

1.3.1.1. Hardware Failure (should include but not be limited to board failure, fan failure)

Assessment level: A
Supporting Evidence: Board Alert, CPU Utilization Threshold Exceedance Alert
1. CPU Utilization Threshold Exceeded Alert
Based on the Informer model, the system predicts future CPU utilization trends of devices using

historical CPU utilization data. If the predicted value exceeds the threshold, a potential risk alert is
generated.
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Figure 1.3.1.1-1 Device CPU Utilization Threshold Exceeded - Risk Details
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Figure 1.3.1.1-2 Device CPU Utilization Threshold Exceeded - Trend Chart

2. Board Alert: Chip Hardware Alert
The system analyzes syslog logs to identify board chip hardware alerts.
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Figure 1.3.1.1-3 Board Failure - Chip Hardware Alert - Alert Details

1.3.3. Classification of Faults and Risks

Question: Does the system support automatic classification of faults and risks?
Answer:
The system supports automatic classification of faults and risks. Using customized rules

and automated processes, it performs analysis that includes network element correlation, alert
compression, alert standardization, and fault localization on alerts and potential risks,
ultimately generating confirmed fault records.

1.3.3.1. Hardware Failure (should include but not be limited to board failure, fan failure)

Assessment level: A
Supporting Evidence: Board Failure
The system applies the large model toolchains to correlate fault locations and topology context with

service analysis, and returns the scope of impact caused by the fault.
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Figure 1.3.3.1-1 Board Failure - Chip Hardware Alert - Fault Details

Figure1.3.3.1-2 Board Failure - Chip Hardware Alert - Analysis Details

1.3.4. Root Cause Analysis of Faults and Risks

Question: Does the system support automatic root cause analysis of network faults and
risks?

Answer:
The system supports automatic root cause analysis of network faults and risks.The

system leverages large language model capabilities to perform automated root cause analysis
for network faults and risks. It identifies the underlying causes by deeply correlating multi-
dimensional factors and conducting contextual analysis.
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1.3.4.1. Hardware Failure (should include but not be limited to board failure, fan failure)

Assessment level: A
Supporting Evidence: Board Failure
The system supports automatic root cause analysis of board failures triggered by chip hardware issues,

identifying the underlying sources of hardware faults by integrating multi-dimensional factors.

Figure 1.3.4.1-1 Board Failure - Chip Hardware Alert - Fault Details

Figure 1.3.4.1-2 Board Failure - Chip Hardware Alert - Fault Localization
1.4. Decision
1.4.1. Generation and Evaluation of Solutions
Question: Does the system support automatic generation and evaluation of emergency
restoration and repair solutions?
Answer: The system automatically generates repair solutions through its built-in intelligent
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decision-making engine (Qiming Toolchain). Upon fault identification, the fault type is
synchronized to the Qiming Toolchain. After receiving the information, the toolchain first
retrieves relevant solutions for the fault type stored in the knowledge base. The Qiming large
model then summarizes and analyzes the retrieval results, ultimately generating a tailored
fault resolution plan for the current scenario.

1.4.1.1. Hardware Failure (should include but not be limited to board failure, fan failure)

Assessment level: A
Supporting Evidence: Board Failure

The Bright Ming Toolchain generates the emergency recovery and repair solutions.

Figure 1.4.1.1-1 Board Failure - Repair Solution Generation and Decision

1.5. Execution
1.5.1. Execution and Verification

Question: Does the system support automatic execution and verification? Does the system
support assistance for on-site engineers?
Answer:
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1. For faults that do not involve physical hardware damage and can be repaired remotely, the
system can execute fully automated emergency repairs. Once a fault category eligible for
automated repair is matched, the corresponding repair strategy is executed automatically.
Upon completion, the system monitors metric changes in real-time to verify service
restoration.

2. For faults requiring on-site intervention, the system simplifies human-computer interaction
to assist engineers. It provides an intelligent interactive assistant called "Xiao ONE Robot,"
which supports natural language dialogue. This assistant can output fault resolution
recommendations and provide step-by-step operational guidance. It simultaneously validates
operational actions and provides feedback, offering precise and efficient intelligent support
for on-site fault handling.

The system integrates the "Xiao ONE Robot" as a smart interface, providing core capabilities
such as fault information query, device status viewing, resolution suggestion push, and remote
operation execution. When on-site engineers need assistance, they can simply converse with the "Xiao
ONE Robot" in natural language, stating the target object and operational goal, to quickly obtain
responses. Furthermore, the "Xiao ONE Robot" can intelligently analyze real-time data and historical
cases to proactively generate and recommend the optimal repair solution, and can directly drive the
system to execute it automatically, thereby efficiently supporting rapid troubleshooting and closed-
loop handling of on-site faults.

1.5.1.1. Hardware Failure (should include but not be limited to board failure, fan failure)

Assessment level: A
Supporting Evidence: Board Failure, Fan Failure, Power Supply Failure, CPU Utilization, Memory

Utilization
The system enables closed-loop processing, including intelligent identification, automated resolution,

and service verification (some operations require on-site personnel to execute based on automatically
generated resolution procedures).

Figure 1.5.1.1-1 CPU Utilization - Automatic Handling
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Figure 1.5.1.1-2 CPU Utilization - Fault Repair Verification
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