OOREDOO KUWAIT
WIRELESS NETWORK
ASSESSMENT - FAULT

MANAGEMENT




Overall Score

Cognitive overall
Activity Service Capability Weight Question Answer Score
(IAADE)

Does the wireless network fault management system have the capability of automatically generating fault management task
targets . policies and evaluating the implementation effect based on intent?
Note:
Intent Intent-driven 10% Based on the specified fault management intent (such as the out-of-service duration), the system determine the fault B
management targets (such as the proportion of pre-event trouble tickets and fault locating duration) and fault management
policy (such as redundancy backup).
Fault scenarios include NE disconnection or out-of-service, cell faults, and fronthaul network faults.
Does the wireless network fault management system support automatic data collection & alarm filtering in various fault
Data collection & Alarm filtering 10% scenarios? A
Fault scenarios include NE disconnection or out-of-service, cell faults, and fronthaul network faults.
Awareness
Fault Prediction 15% Does the wireless network fault management system support fault prediction in various fault scenarios? A
° Fault scenarios include NE disconnection or out-of-service, cell faults, and fronthaul network faults.
. . I . . . 3.49
Fault identification & Impact Does the wireless network fault management system support fault identification & fault impact analysis in various fault
analysis P 20% scenarios? A
y Fault scenarios include NE disconnection or out-of-service, cell faults, and fronthaul network faults.
Analysis Demarcation & Locatin 20% Does the wireless network fault management system support root cause diagnosis and fault locating in various fault scenarios? A
9 ° Fault scenarios include NE disconnection or out-of-service, cell faults, and fronthaul network faults.
Solution generation 10% Does the wireless network fault management system support generation of fault recovery solutions in various scenarios? B
9 ° Fault scenarios include NE disconnection or out-of-service, cell faults, and fronthaul network faults.
. . . . . I
Decision Evaluation and decision-making 10% Does the wireless network fault management system support evaluation and decision-making in various scenarios? B

Fault scenarios include NE disconnection or out-of-service, cell faults, and fronthaul network faults.

Does the wireless network fault management system support automatic execution of troubleshooting solutions in various
Execution  Solution implementation 5% scenarios? A
Fault scenarios include NE disconnection or out-of-service, cell faults, and fronthaul network faults.

®



Summary of Evidence

Evidence for Sub-scenarios

Cognitive
Activity Service Capability Answer
IAADE NE disconnection or
( ) . cell faults fronthaul network faults
out-of-service
Intent Answer-driven B -\/
Data collection & Alarm filtering A -\/ -\/ .\/
Awareness
Fault Prediction A v Vv Vv
Fault identification & Impact analysis A -\/ -\/ -\/
Analysis Demarcation & Locating A -\/ -\/ -\/
Solution generation B -\/ -\/ .\/
Decision Evaluation and decision-making B -\/ -\/ -\/
Execution Solution implementation A -\/ -\/ -\/

o



Intent-driven

Question:

Options :

Evidence:

effect based on intent?
Note:

Does the wireless network fault management system have the capability of automatically generating fault management task targets . policies and evaluating the implementation

Based on the specified fault management intent (such as the out-of-service duration), the system determine the fault management targets (such as the proportion of pre-event
trouble tickets and fault locating duration) and fault management policy (such as redundancy backup).
Fault scenarios include NE disconnection or out-of-service, cell faults, and fronthaul network faults.

Option A [ VoptionB ] Option C Option D
The system automatically generates fault The system automatically generates fault
manayement task tar etg gnd olicies based on management task targets based on predefined rules. [Fault management task targets and policies are
intentg 9 P Fault management targets and policies need to be  |manually defined based on expertise. Manually
Fault .mana ement targets and policies need to be manually defined. evaluate the effect after the intention is
ger 9 P The effect is manually evaluated after the intent is implemented.
manually confirmed. '
. implemented.
The system automatically evaluates the
implementation effect.
# Fault Rules = Auto TT Rule Management 70 70 o
v Automatic TT dispatching rules: TTs are automatically dispatched for alarms that meet the rules. The corresponding TT dispatching template is used for dispatching TTs. If the TT dispatching alarm Total Rules ® Enabled Disabled
of Configure Alarm > meets the alarm exception conditions or site exception conditions, the TT dispatching is canceled. When a TT is dispatched for a main alarm, the system automatically associates the sub-alarms
(450/525) whaose Planned TT Dispatch Time is within 2 minutes after the TT is dispatched for the main alarm.
@ Configure Diagno... >
(54/61) < Status: Enabled (<) (e = = an ~+ Create
oF onfigure Ticke! ~
::75/;3) et —_ Rule ID Rule Name Domain Vendor Status Priority Operation
= Auto TT Rule ... (] 2504230003 CISCO_DCIM_Minor_Alarms Data CISCO = Enabled Middle (DA =N
= TT Suppressio... (] 2504230002 CISCO_DCIM_Major_Alarms Data ciIsco e Enabled Middle o 2 5 B
= Llocatid  Automation Rules Statistics (Yesterday (00:00:00-23:59:59) Alarm Compress Rule
= TT Res| ] . X Active/Total:
Alarm Compression Rate Auto TT Rate Auto Diagnose Rate Success Diagnose Rate
PC Delay Count | TransientRuld
58/58 90798 |154/154
Filterin: SyntheticV2
145/207 |
92.30% 93.88% 100.00% 94.18% &
1
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Data collection & Alarm

filtering

Question:

Does the wireless network fault management system support automatic data collection & alarm filtering in various fault scenarios?

Options :

The system can automatically collect data (alarm,
configuration, and performance data etc.),
associate alarms, and filter alarms.

Option B

Option C Option D

The system can automatically collect data (alarm,
configuration, and performance data etc.), associate
alarms, and filter alarms based on manually defined
rules

People use the
system to collect data
and manually filter out
invalid/redundant
alarms.

Manually select and use the system to collect data
and filter out invalid/redundant alarms.

. & Alarm Severity Alarm Name Alarm Source First Occurred On Site 1D Network Type Tag Planned Ticket Creation
Evidence:
O a——— 2025.06-11 140430 (D o P 2025-06-11 14:09:38
‘o rcted L] 2025-06-11 14:04:20 e 2G P 2025-06-11 14:09:20
. . (- A 2025-06-11 14:04:14 - 2G P 2025-06-11 14:09:14
NE is Disconnected
o} Tag PC Rule Res Alarm Severity Alarm Name Flanned Ticket Creation Alarm 1D First Processing Time Site Name Alarm Source Device Type First Ocourred On
O Normal ¢ 2025-08-0408:33:21 26234 2025-06-04 08:15:54 dE 2025-06-04 08:13:21
BBU CPRI Interface Error
O Marmal r 2025-06-04 08:33:21 26234 2025-06-04 08:15:54 - eNodeB 2025-06-04 08:13:21
Alarm Severity Alarm Name Alarm Source First Occurred On Site 1D Network Type Tag Planned Ticket Creation
Out Of Service -] R 2025-05-12 20:30:42 E-o 23 4G 2025-05-12 20137142
(- DR ) 202%5-05-03 03:00:5% - o P 202%5-05-03 03:10:03
Alarm Severity Alarm Name Alarm Source First Occurred On Site 1D Network Type Tag Planned Ticket Creation
Cell fault
(. silal R 2025-06-11 12:44:44 ans sG C 2025-06-11 12:55:22
(. vailable L 2025-06-11 12:40:59 &gy - P 2025-06-11 12:47:59

ooredoo’
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Data collection & Alarm filtering

Alarm Filtering

Evidence:

Top 5 Most Efficient Compress Rules(Yesterday)

No.

1

4

Rule Name

SCTP Link Fault aabd

HCC

HCCNE

ODU_SNCP STA INDI

viy Exceed

Rule Type

Transient

Transient

Transient

Alarm Compression Statistic(Yesterday)

No.

Domain

RFKPI....

Transmis...

Data

RAN

MW

CORE IMS

Default

CORE PS

Ericsson...

RAN_IN..

ALL

Alarm C...

823

3631

7453

16222

305

2985

329

35966

13955

2796

84465

Compre...

51.40%

97.82%

81.18%

96.58%

98.69%

92.73%

21.28%

96.19%

70.76%

82.58%

89.52%

Filtering

51.40%

0.00%

2331%

81.09%

164%

92.60%

0.00%

96.10%

19.23%

0.00%

65.51%

Compressed Alarm Count

PC-C

0.00%

0.00%

2.67%

7.09%

0.00%

0.00%

0.00%

0.00%

0.19%

5.04%

1.80%

4531

3881

3878

3494

3113

Synthet...

0.00%

0.00%

0.00%

0.00%

0.00%

0.00%

0.00%

0.00%

0.00%

0.00%

0.00%

# Fault Rules

o Configure Alarm v
(450/525)

Delay Count

HH

Transient

i

F PC

3 Shieldina

¢ Fault Rules

<

207

Total Rules

Filtering

Alarm filtering rules define the alarms that 08tM personnel consider to be
filtered, for example, low-severity alarms that do not require attention. After a
rule takes effect, the system assigns a filtering suppression value (dictionary
value 5) to the filtering result field of the alarms that meet the rule. This helps
08M personnel filter these alarms in the alarm list, improving monitoring
efficiency.

elD o ct an attribute for filtering B3] A

O
O

4 Transient

Rule ID Rule Name Rule Type Domain Vendor

2503230002 Temp_Activity Filtering Core

154

. The flashing alarm rule defines the alarms that accur within a specified period Total Rules
o Configure Alarm “ and are cleared within that period. After the rules come into effect, the system
(450/525) will assign flash suppression (dictionary value 2) to alarms that comply with the
rules in the flash rule result field, assign flash normal (dictionary value 1) to
o alarms that are marked but not processed successfully, or assign normal
= Filtering (dictionary value 0) to alarms that are not marked, making it easier for operation
and maintenance personnel to filter these alarms in the alarm list and improve
monitoring efficiency.
= Delay Count
| Tansient ‘ Qr e 1D e name. or sele . . ERREE]
= PC
Rule ID Rule Name Rule Type Domain Vendor
= Shielding - . .
2502060001 Radio_Link_Co..  Transient Ericsson TX
= Svnthetic | 2En2n20001 NatErn Amhi Tranciont RAN NotErn

# Fault Rules

&£

Configure Alarm v
(450/525)

%= Filtering

= Delay Count
5+ Transient

= pC

Shielding

Synthetic

H

tH

Flooding

O

O

o
&

Shielding 5

Alarm masking rules define alarms that O&M personnel consider to be masked Total Rules
and do not need to be concemed or processed by the system. After a rule takes

effect, the alarms that meet the rule are discarded or archived on the Historical

Alarms page by the collection prabe and are not displayed on the Active Alarms

page. This reduces the number of alarms to be monitored.

‘QE' e 1D or rule name, o select an atrbuts for ftering B =
O Rule ID Rule Name Rule Type Type Domain
] 1902190002 NE_Software ... Shielding Transmission
O 1902190001 Resync Shielding cs
O 1811130001 Site_Entry Shi... Shielding RAN-3G
O 1704190004 swap_X2_Inter... Shielding RAN-4G

145

# Enabled

62

® Disabled

> o I

Operation

®s7ERD

154 0

# Enabled ® Disabled

e -

Operation
O/ EBR
maemE

3 2

eknabled e Disabled

Operation
OsEH
OsER
®/FHD
s EH

i Fault Rules

Q

Delay Count 98

A delay counting rule defines the number of alarms that occur repeatedly in a Total Rules
o Configure Alarm v period exceeds the threshold. After the rule takes effect, the system assigns DC
(450/525) rule parent alarm (dictionary value 1), DC rule child alarm (dictionary value 2),
and common (dictionary value 0) to alarms that meet the rule. O&M personnel
can filter these alarms in the alarm list to improve monitoring efficiency.
= Filtering
= Delay Count ‘ QF e D e name e 8 B &
F Transient
O Rule ID Rule Name Rule Type Domain Vendor
= PC .
0 2410270006 CHAN _LOS Delay_Count Transmission HUAWEI
# Fault Rules g PC 58
v PC alarm rules define the alarms that occur in a specific period and have Total Rules

& Configure Alarm o
(450/525)

= Filtering

3 Delay Count

correlation and causality relationships. After the rules take effect, the system adds
a rule flag (ResultFlag: 1=P. 2=P&C, 3=C) to the alarms that meet the rules. O&M
personnel easily fiter thess alarms in the alarm list, thereby improving monitoring
efficiency.08M personnel can filter these alarms in the alarm list to imprave
manitoring efficiency. For details, see PC Rule Description

3 Transient

= Shielding

Q e e ID e name te for filtering @
Rule ID = Rule Name Rule Group = Domain = Vendor =
2412290001 0SC_LOS Transmission HUAWEI
2410290001 NE Is Disconn... RAN HUAWEI

Fault Rules

« Configure Alarm o
(450/525)

it

Filtering

Delay Count

it

N
Synthetic 3
A synthetic alarm rule can correlate multiple alarms that occur in a period and Total Rules
have no obvious causal relationship. After the rule takes effect, the system assigns

the combination rule parent alarm (dictionary value 1), combination rule child

alarm (dictionary value 2), and common (dictionary value 0) to the alarms that

meet the rule. O&M personnel can filter these alarms in the alarm list to improve

manitoring efficiency.

4

= Transient
= PC
5+ Shielding

EXT—

= Flooding

O 0O o0 O

Rule ID Rule Name Rule Type Domain Vendor
2012245806 SY-TRX _Manu... SyntheticV2 RAN-2G HUAWEI
2012245805 GSM _Site Do... SyntheticV2 RAN-2G HUAWEI
2012245804 Module Fault .. SyntheticV2 PS HUAWEI
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efnabled o Disabled

o o

Operation

0/ B8R
58 0

® Enabled ® Disabled

Operation

© 7 B

© 7B
0 3

# Enabled # Disabled

b &m e o - Create

Operation
®sBHR
®7BERD
®7EERD
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Data collection & Alarm filtering

Performance

data

Evidence:

Topology data

collection

Evidence:

Restoration Report

Service Path Restoration Rate

&

Task Name

00000000

Task Name

EMS Mame
MAE_Taishan
Core_ OS5
Core_O55
Core_ OS5
Core_OS55
Core_ OS5
MNetBoss

MetBoss

topo restore1749589... 31

Wireless Service Path Restoration Rate

Scenario

Total Base Stations

Physical Base Stations

Logical Base Stations

Physical Base Stations(Wireles...

Physical Base Stations(Wireles...

Denomin... ()): Numerator () Restoration ..

12018

3526

ooredoo’

Total 5

11240

3296

7944

3288

596

10/page

® 9353%

® 93.48%

® 93.55%

® 100.00%

73.31%

. ¥ Statistical Analysis

Go to 1

Task ID

Alarm Sewerity

Critical

Execution Type

period executi...

Task Type

topo restore

Alarm Mame

GSMM KPI Exceed Threshold

KPIl Change Exceeding Threshold

KPPl Change Exceeding Threshaold
Decline of KPI Entity Exceeds Threshold
Decline of KPI Entity Exceeds Threshold
KPPl Change Exceeding Threshold
ntrkKPIULThreshhold

ntrkPIULThreshhold

Task Status Create Time Start Time

Complete 2025-06-11 00:00:04 2025-06-11 00:00:04

Physical _Topology

Cyeterm Vmprtogy

Alarm Source

BSCSH3

SBEA_UIMAAL

SBA_LUIIMAALS

SBA_SE29820

OHOQ_SE2980

SEA_UIMAAL

SBEA-Mobelium-App1

HO-Mobelium-App1

End Time

2025-06-11 00:07:28

Duration (min)

7.29

First Occurred On

2025-06-11 15:16:21

2025-05-23 03:20:12
2025-05-23 03:20:12
2025-05-16 01:07:58
2025-05-16 01:07:43
2025-05-06 15:15:12
2025-04-11 02:40:48

2025-04-11 02:40:45

Q Search | O Delete | R Inference Settings | £ Interval Settings | | Single Station Restore Simulate

Task Heartbeat
(Refresh Period:180s)

2025-06-11 00:07:23....

5 February 2026
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Fault Prediction

Question:

Options:

Evidence:

Does the wireless network fault management system support fault prediction in various fault scenarios?

The system can automatically identify potential
risks and predict the fault occurrence time based
on intelligent models. For example, the system can
predict that the fronthaul optical module will be
faulty within XX days.

Option B

Option C

Option D

[The system can automatically identify potential risks
based on intelligent models (intelligent rules), but
cannot predict the fault occurrence time.

The system can identify potential risks based on
manually defined rules. For example, the system
can identify potential risks of fronthaul optical
modules based on preset optical power thresholds.

Potential risks need to
be manually identified
based on expertise.

0

Massive data training Key technologies

8

Temperature -
Configuration »

* Temperature

+ Configuration data +

Fronthaul: optical fiber splice is prone to faults, but difficult to locate

Typical application

Pregict BBU

Massive data training

Model = Alarm data
. Powerfoomge 1 b = Traffic statistics
. @g -|—:@: Tln;e = Optical power
¢ 1 * = Temperature
Tempersture - Predict risky BBU/AAU/RRU - wavelength
Power Model L J—

Temperature Risk Prediction

== RRU1
(=E=—t==) = RRuz |
== RRUS3 |

FC FC

Switch Switch

Key technologies

Splices-based
optical loss formula

»

optical loss

Typical application

Predict
Actual

Risk report

time,

time series models

Predict risky optical links based

on the optical loss trend

Optical Link Risk Prediction

5 February 2026




Fault Prediction

High Temperature Risks - BBU High Temperature Fault Prediction CPRI Link Risk - Fronthaul Link Fault Prediction
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Fault Prediction

Evidence

There is clock alarm in BTS Rule base and handle
the problem onsite in advance to prevent service
interruption after the clock out of sync— case
Network impact, out of service

Dispatch Parameters

© Par. for au ic TT di :
1. Delay (s) and Abnormal delay (s): These two parameters deter
(s} and uses the later time as the planned TT dispatch time.
2. Masx. retries: When an exception sceurs during TT dispateh, th
the TT dispatch fails.
3. Priority: Processing priority of the TT dispatch rule. When mul
processed first,
4. TT template: If you configure a template for automatic TT disp

* Delay (s)

Fault level

~ TT Association Parameters

@ Parameters for automatic association:

Auto TT Rule Management / Rule details

© 1.Auto TT rule defines the alarms that require automatic TT dispatching. The TT is automatically dispatched with the specific TT dispatching template for the alarms that meet the rule.

2When a ticket is being dispatched for an alarm, if other alarms at the same site meet the alarm exclusion condition, the dispatch is cancelled. If the alarm for which a ticket is dispatched meets the site exclusive condition, the dispatch is

cancelled.
3.When a trouble ticket is dispatched for a main alarm, the system automatically associates the child alarms within 2 minutes after the trouble ticket is dispatched for the main alarm.

Basic Information

@ Configure parameters in the Basic Information area for an automatic TT dispatch rule (Domain and Vendor are used only for rule classification). Set Rule start time and Rule end time as required. The TT dispatch rule takes effect in

the configured time period. If they are not set, the TT dispatch rule takes effect in the entire time period.

* Rule name Domain Vendor
Rule start time Rule end time @

Comments

Conditional Configuration

@ Configure condition expressions for triggering an automatic TT dispatch rule based on the actual TT dispatch requirements.

Expression

Simple Mode Condition Mode

I “Alarm Name” In ("GMNSS Locked Satellites Insufficient”,”External Clock Reference Problem”™) I

1. TT group: Association parameter for au ic TT iati
configured:

LATTis isted with different alarms during TT dispatch based on this parameter. That is, different alarms have the same TT ID. When multiple TT groups are

a. The priority of TT Group by Condition is higher than that of TT Group in Fixed Format.
b. The configuration of multiple TT groups in TT Group by Condition takes effect based on the priority fram top to bottem. If nene of the conditions is met, the default TT group is used.

2. TT association interval and Interval unit: ion time range g,

for automatic TT association, which determines that the TT is associated with alarms only within the valid time range during TT dispatch.

3. Ticket pricrity: Priority of TT association. The value is an integer ranging from 1 ta 3. A value i a higher p .
Ticket group
Select ~ Add Delete
-~
TT association interval Interval unit Ticket priority &

5 February 2026

10



Fault

Evidence

Prediction
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( Start

v

| Measurement period arrives

v

| NESs report performance results

Counter threshold
of this measurement period
is set?

MAE checks the
threshold of performance results

the triggering condition of
threshold alarms?

[ Aalarm
triggering
No

Threshold alarm
of this counter value exists in
the MAE?

in the MAE has the same
severity as this alarm?

Clear the existing threshold
alarm of other severities

Threshold alarm of the
corresponding severity generated

|

Yes

Alarm
clearance

A

nter value meets
the clearance condition of
threshold alarms?

Threshold alarm
of this severity exists in the
MAE?

| Clear the
alarm in

threshold
the MAE

— g

C End
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Fault Prediction
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o IR h e | Sy x| e x| g | o R € e
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Fault identification & Impact analysis

Question: Does the wireless network fault management system support fault identification & fault impact analysis in various fault scenarios?

Op i Option B Option C Option D
he system can automatically identify faults and
ubsequent impact based on manually defined . . -
The system automatically identifies faults and rules, for example, identifying intermittent faults Faults and impact need to be manually identified

subsequent impact based on intelligent rules. based on a frequency experience threshold and based on expertise.

ggregating periodic alarms based on a period
hreshold.

Evidence: When many alarms from different domain occur during centralized alarm monitoring,

AABD Pro Auto Alarm Behavior Discovery
AABD pro can analyze the root cause of these faults based on the resource topology and

alarm information, helping FO/BO quickly locate the root alarms. Also, explore the

propagation relationship between alarms based on topology resource, historical alarms ANLEE g d
ABBD Pro Mining rulesand Al algorithms. i Wulti-topology based } . of
& el algo > Real-time alarms Spatial-temporal Graphs e o
Reasoning S e
Task ID Task Type Task Status Analysis Start Time Analysis End Time Task Details s
periodMining Incremental mi... Successful 2025-09-23 08:26:53 2025-10-27 08:34:31

period: 2 days, start time: 2025-09-23 08:31:26 ™

Network
W Sync @& Manually Confirm Rules -+ Manage Tasks ~ Inference State S Topology ==
‘» - — 4 -=-—_-—- ‘ _?
+ Expert Experience Task ) ° i A
+ Historical Alarm Mining Task Training State i
3-23 08:31:26 - S0
£x Incremental Mining Task e > Q
Historical Alarms AdSSTE frequent item mining
-5¥5_ROOMzip*:"1" "export/re % Topology and Equipment Room Import Task Settings Service Path & Top} ;’2;‘,3,‘1,’;2‘7,?:}%’2; discreteness analysis
Freqhu;:irnizl) ltem classical graph theory
Expert Experience

ooredoo’
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Fault identification & Impact analysis
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O Case Description:
Router 4824 is offline, then cause other routers offline which go through the 4824 router, the sites connect to these offline routers
report site down alarms.
O Normal situation:
o tickets: Create a ticket for each base station and each router
O With AABD Pro:
o 1 Fault Cluster group: Normally, all these alarms will be involved into a AABDPro Fault Cluster, The Device is offline alarm
will be marked as Root Alarm, other alarms will be marked as Derived Alarm or Symptom Alarm.
o 1 ticket: Only create 1 ticket for it, other alarms will be related to the ticket.
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Fault identification & Impact analysis

Alarm Query Page

Alarm Mamsse Ticket 1D

264

65

b

43%

Erll Wrurwadable

a%

524

1

VEE

LAk

151

118

sl Impacted Impacted Tr

0.0%

a0z

1085

ThTT

29%

pEE ]

10.88

LY

495

202

TGl

198

asT

mpa

[

o

Q

264

&0

&5

-]

435

trd fubveriber 46 Impacted Sulbseri

b Firt Occurred On

F02F-10-27 153139

2025-10-22 11533

J02%-10-21 OrE500

J025-10-20 1550

F0%-10-12 113198

2OI5-10-05 143555

J02%H-10-0% 1 RR2N

J02%-10-02 150534

FO25-10-02 153558

2025 -0 24 DE1LNE

FOR-0rg- 22 T 3RAS

J005-CrF-08 0T FFD

2025007 TRIT 4D

2025-05-07 1E1EST

J02%-0rF-0T QAR

J02%-05-00 TT R4

IO0S-Orp-08 THIT AT

025 -0r5-06 D Sodd

005006 DR ITE

0% -0rp-0 Q1 22T

2025 -0rp-05 0028

JORS-0r3-05 1T DE2E

05 -Or-0% 10 R 26

0% -0r-0% 1001RES

202500305 1172

In the screen shoots you can see the sample from alarms and tickets that have
successfully enriched with impact analysis by SOC-NOC collaboration integration

ooredoo’

Scenario description: The basic data of service loss reduction management comes from SmartCare and iSDM.
OWS (iFM) reports to SmartCare through NBIs and automatically creates trouble tickets based on existing TT
diswireless out-of-service alarms patch rules.

alfic

Alarm: Service impact Data Statistics Algorithm:
+  Faulty NE analysis +  Total Number of Impacted Users
+  Fault occurrence time +  Impacted Traffic
+  Alarm identifier o
SmartCare
| w
RAN Outage * Total Number of Impacted Users AUTIN

FM o Alarm * Impacted Traffic

|

|

"""""""""""" To

\ . o * Total Number of Impacted Users

SDM Creating Update AdEUStIFa:h * Impacted Traffic
Trouble Tickets Trouble Tickets ove ? * Fault Level after Adjust
Trouble Tickets
Fault level adjustment is dynamic based on o
WFM preconfigured thresholds to be approved by Update
Work Order
__________ Cstomnel
Alarm-oriented - Service-oriented
Work Order . . Alarm . .. Traffic Loss
ri Ordel Priority ~ Site Severity Priority Site "o Lo
Re-prioritization 1 Stel Crical -, 1 Sie2 200G
2 Site2  Major 2 Site3  50G
3 Site3  Minor 3 Site1 9G

5 February 2026
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Fault identification & Impact analysis

Evidence:

& Service Quality Degradation WSS pessccases  SeviceDegadasos 1010000
9 Creation Time Event Continue Time Status Task Status
2025-07-15 12:42:56 7 day 0 hours 2 minutes # Cleared = Processed
Summary Event Dash... Correlativ... Characteri_.. Topo & GIS Performanc...
oard View

@ Cleared  Service Quality Degradation

Demarcation And Location

) Device Alarm Association
Result: Service experience issue are associated with 1 wireless MEs, 0 core network NEs.
For wireless NEs, 1 MEs have associated wireless device alarms.

2025-07-16 13:28:32

) Demarcation And Location

Result: There are 1 faults in total, and the main cause is Other.

(1) Power causes: NA

(2) Transmission causes: NA

(3) Wireless causes: NA

{4) Core causes: NA

(5) Other causes

Fault point 1:

Faulty MEs: 2920M. Fault alarm *Cell Unavailable, 2025-07-15 11:21:09, Cleared, NE name: 2920M". Fault cav
locatina.

2025-07-16 13:28:32

@ ) Ticket Association

& Operation ~

Service Quality Degradation Event Process

Warn And Dispatch Ticket

Result: The ticket is successfully associated
Work order association1: INC-20250715-0000000122

& system 2025-07-16 13:28:34
INC-20250715-0000000122 | incident Ticket # 2920_Cells Down

Last Update Time: 2025-07-15 21:50:04

General | AlarmInfo. | | Network Resources | | Sepvice Impact

B Operation Log ~

2025-07-15 12:43:00

& system

Diagnose Details | Solution | | Time _

Total Impacted Sub... 78

Service Quality Degradation

Associated service ..

Impacted Traffic(GB... = 5.50703

5 February 2026
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Demarcation & Locating

Question:

Options :

Evidence:

Alarm
correlation
result

o’%p >
Cross-
domain

correlation
result

Fault
alarms

0 [on

Does the wireless network fault management system support root cause diagnosis and fault locating in various fault scenarios?
Note: Fault scenarios include NE disconnection or out-of-service, cell faults, and fronthaul network faults.

The root cause diagnosis and fault locating should require the ability to locate smallest field replaceable unit, upgradable software modules and connectors so that a repair
solution can be quickly determined. e.g, Optical module, fiber optic cable and optical connectors.

The system automatically demarcates and locates
faults based on intelligent models

Option B

Option C

Option D

diagnosis models.

The system automatically demarcates the fault or
locates multiple causes based on intelligent

Manual confirmation is required.

The system can demarcate and locate faults based
on manually defined rules, such as experience-
based fault trees and troubleshooting processes.

Fault diagnosis needs
to be manually
performed based on
expertise.

Power supply m ﬁ
fault

fault

Transmission ‘.ﬁ‘
fault

Cell out-of-service cases: Accurately locate six types of fault root causes and provide rectification suggestions.

A
I Alarm :
} information |
| |
| |
| |
+\ Fault logs : >
|
| |
|
}Cunﬁgumtinn|
| information | |
b |
RRU A
J—
Optical ~ Optical RRU
module path fault fault
fault

ooredoo’

s s -

RF unit standing wave fault
CPRI optical madule fauk
#»  RRUfault
Invaslid BBLA-RU
communication protocol

Fault tree inference
based on expert

EXperence
2 >

Command-based
diagnosis
action check

Cell »  BBUfault

unavailable

Fault tree

Ararmal exemal ik

Opticsl module —

Locating

Abaarmal BBU
= Insuficient BEL capsiliy

BEP and cel RAT

B Transmission —— Abnomiel base station ik

Insufficient CRPS bandwicth

RCA Raiuly

1
1
Transmission ;
Power |
environment 4
Hardware 1
Clock 1
Configuration \
issues ]
|

0O0o0D0DO0OO0OO0O0O0OO0OD0DO0ODODODOO0OO0QO
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Demarcation & Locating

{)  NEls Disconnected
& (5 2025-06-0908:03:34 | P

{ Overview Associated .. Diagnesis .. Lifecycle
Diagnesis Summary
Diagnosis Scheduled Time Diagnosis Rule I
2025-06-09 08:05:14 2310110018
Roat Cause
Power

Diagnosis Summary

The Base Station disconnected is caused by power supply system faulty

Is Root Ne Alarm Propagation Type

Ne Derived alam

AABD Pro Association Time Diagnosis Suppression Pa...

2025-06-09 08:04:38 -

Diagnesis Result Details

Alarm Rema.. VR Result..  RCAProcess.. )
Diagnosis Status Diagnosis Type
Diagnosis is successful Automatic diagnosis
y

Fault Cluster ID

FC-aabdpro-100f

Affected wireless sites

1

Auto Diagnose Rules used to trigger the Alarm and TT
enrich with root cause and summary info based on
predefined fault tree

7] C5L Fault
o X * (®2025-06-1107:32:25 | C
{  Overview Associated ...  Diagnesis ... Lifecycle
Diagnosis Scheduled Time Diagnosis Rule ID
Diagnosis Summary

2025-06-11 07:37:25 2305050004

Dizgnosis Result Details

Root Cause

Power

Diagnosis Summary

The BTS fault is caused by power supply system fault.

Is Root Ne Alarm Propagation Type

Na Derived alarm

AABD Pro Assaciation Time

—| 1 Power

oo 2025-06-11 07:38:13 -

301
NE Is Disconnected

Diagnosis Reason Recommended Reason

Power -

Diagnasis Summary (Complete)

The Base Station disconnected is caused by power supply system faulty

ooredoo’

Diagnesis Result Details

Alarm Rema... VR Result ...

Diagnosis Status

Diagnosis is successful

Diagnosis Type

Automatic diagnosis

Diagnosis Suppression Pa._..

Fault Cluster D'

FC-aabdpro-100f-
20250611-010325

Aft

5

Affected wireless sites

1
Affected wireless sites

e X

o } _

Diagnosis Summary

Diagnosis Result Details

Diagnosis Reason Recommended Reason

Power -

Diagnosis Summary (Complete)

The BTS fault is caused by power supply system fault.

21825
CSL Fault

CinnacHan

5 February 2026
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Demarcation & Locating
- BBU CPRIInterface Error

Bagrprn dommmiry Baweriay Alerm Ripms Blares fparga Hebaprk Ty Bawleos Tppa
That lncaiall BEL CPE) betartans Bmoa i disn b | stacs Lovor N —— G whecdel
PR bmta i Bt [ o R PR beterdocn e T % =

26234
BEU CPRI Interface Error

-

{  Overview

1 NE Disconnected ©| @ Associated Alarm Name: NE s Discomected )]
Aszpeiated Alarm Name: RF Unit AC Input Power Failure °|
2 Power o Associated Alarm Name: RF Unit DC Input Power Failre @
Associated Alarm Name: RF Unit External Power Supply Insufficien Q|
| Associated Alarm Name: BBU CPRI Optical Module or Electrical Port Not Ready @)
3 Optical Module &
|—| Associated Alarm Name: BEU CPRI Optical Module Fault 9|
4 FF Unit optical module ﬁm]tg|g_|:.\mmdmm Name: RF Unit Optical Module or Electrical Port Not Ready @{
5 CPRI part faulty @| @ Associated Alsrm Name: RF Unit CPRI Interface Error @
| Asspcizted Alarm Name: Board Hardware Fault Ql
6 Hardware []
Acsociated Alarm Name: Beard Mot In Position d
7 ﬁc Excessive Frame E‘“”@‘ © | Pre-Parse: MAC Excessive Frame Error Rate @]
g ICCImI_UMPE;tﬂ]lERthamt Cmm@‘ © | Pre-Parse: CPRI Port Ethernet Communication Failrs @)
CPRI Interface Rezource Co -
S i Q‘Q—'Pr&?ane:cpﬂllnhuﬁceRmun:e Conflict @
10 Emm Rate Exceeding M"’:‘m@‘ © —— Pre-Parse: Data Rate Exceeding Maximom |
11 Recerve Power Too Low °| °_| Pre-Parze: Recaive Power Too Low Ql
12 gm Interface Reception Er@‘ © | PreParse: Specific Problem=CPRI Interface Reception Errer @)

BBU CPRI Interface Errer ||

(5)2025-06-1107:3414 | C

Diagnesis Summary

Diagnosis Scheduled Time

2025-06-11 07:36:14

Root Cause

CPRI Interface Reception

Error

Fault Cluster ID

FC-aabdpro-100f-
20250611-010694

Affected sites

1

Diagnesis Result Details

Associated ...

Diagnaosis Reason

CPRI Interface Reception

Error

Suggestion

Diagnesis ... Lifecycle

Diagnosis Rule ID

2305160004

Diagnosis Summary

CPRI Interface Reception

Error

Affected wireless sites

1

Recommended Reason

Alarm Rema...  IVR Result ...

RCA Process..

Diagnosis Status Diagnosis Type
Diagniosis is successful Automatic diagnosis

Is Root Ne Alarm Propagation Type
Yes Root alarm

AABD Pro Association Time

2025-08-11 07-43:34

Diagnosis Summary (Com...

CPRI Interface Reception

Error

Diagnosis Suppression Pa...

5 February 2026
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Demarcation & Locating

Evidence:

» IMaster mas t iMaster MAs . Intelligent Fault incide

El  Operation Category T
> x NE Disconnection & Out of Service Opeestion Category 1 Incidest Mase 14 NE Nome 13 € — Diagrons Sest Salf - Haskie .
“ e e e o NE Disconmection & Out of Service gNode8 Out of Service-gNodeB Out of Service -— 2025-10-18 162441 Diagnoss succeeded Uncepawadie
> X NE Disconnection & Out of Service
> B NE Disconnection & Out of Service & t v AFFECTED_RAT. G-L-N, gNodeB Out of Service-gNodeB Out of Service. gNode Function NamesLNIS12A, Duplex Mode=TDD, Freguency Range=FR1, Specific Problem=The NR DU cefls bound to the NR cell are unavallable
> o NE Disconnection & Out of Service A Root Causes ¢ =
> n NE Disconnection & Out of Service
= X NE Disconnection & Out of Service Root Causes
Power and eavironment - Power supply AALSRRU/RMUS power fallure
s NE Uneeachable -NE s DIsconnected netNarme =480

1P=10.189 64142 Ne Name BBU{Cabinet No.«0, Subrack No«0, Slot No =3, Port No =0, ESN 023120V RRU{Cabinet No «0, Subwack No »90, Siot No 0, ESN OM Code~02312QvL)
: EREGOSRT S Ne Name BAU{Cabinet No. =0, Subrack No.=0, Slot No =1, Port No =3, ESN > 02312Qvfll. RRU{Cabinet No =0, Subrack No =100, Slot No =0, ESH BOM Code=02312QVL)

Ne Name BBU{Cabinet No »0, Subrack No.+0, SIot No=3. Port No «2 BOM Cocde=02312QYl). REU{Cabinet No.«0, Subrack No.»92, Siot No»0, ESN IOM Codes02312QYL)

Root Causes Ne Name BEU{Cabinet No.«0, Subrack No *0, Slot No =1, Port Na «5, ESN BOM Code=02312QVJlL. RRUCabinet No «0, Subrack No =102, Slot No.~0, ES) BOM Code=02312QVL}

Ne Name BBU(Cabinet No =0, Subrack

0, Slot No =0, Port No =3, ESN BOM Coce=02312QVH). RRUCabinet No.»0, Subrack No =71, Slot No ~0, M C

02312071
Power and ervironment - Power wpply Power w de=02312QVL)

Ry —e— Handling Suggestions

For r0ot cause 11 It is recomenended That you remotely confirm

y failusre

For root cause 1: 1. Check whether the mains supply b interrupted. if yes, comider Aispatching & diesel generatos 2. If the mains supply s not interrupted, check the power supply cirouit o

% iIMastermas ' ' & iMastermas It Care Intelligent Fault Incident Management intelligent Risk Incident Managerment

¥ st Care ncident Logs

== [ |

El Opera Category 1 B} Overation Category T " 1i Occwred On T4 Oiagronts Status St
> X Cell Fauls > Ly Fronthaul Network Fault Fronthaul Optical Path Abnormal-RF Unit CPRI Interface Error 2025-10-18 Y VA7 2 Diagnosis succeeded Une
> | pes # Ceoll Fault > p o s Fronthaul Network Fault Fronthaul Optical Path Abnsormal-RF Unit CPRE interface Error 20251018 115343 Dilagnosis succeeded Unw
> ] o Cell Fauls > o 4 Fronthaul Network Fault Fronthaul Optical Path Abnormal-RFE Unit CPRI Interface Error 2025-10-10 V211452 Diagnosis succoedod L
> L) X Cell Faul > oL Fronthaul Network Fault Fronvthaul Optical Path Abnormal-RF Unit CPRD interface Error 20251018 Y2 a7 X2 Diagnonis succeeded U
> s 4 Coll Faule > b o 4 Fronthaul Network Fault Fronthaul Optical Path Abacormal-RFE Unit CPRI interface Error 2025-10-18 Y 20%40 Dilagnonsis succoadod U
> e d Ceall Faulr > X Fronthaul Network Fault Fronthaut Optical Paitn ADnormal-RFE Unit CPRIE interface Ervor 20251018 132326 Diagnosis sudcceeded U
> Ferd Cell > L Fronthaul Network Faultt fronthaul Optical Path Abnormal-RF Unit CPRS Interface Erroe 20251018 YA 28 Diagnosis succooded Unw
> ox Coll Fauls > po s Fronthaul Network Fault Fronth. Optical Path Abnormal-RF Unit CPRI Interface Error 2025-10-18 135911 Diagnosis succeeded rw
> { nx Cell Faulr > o Fronthaul Network Fault Fronthaul Optical Path Abnormal-RF Unit CPRS interface Error 202%-10-18 141720 Dlagnonia succoedod Une
> ] bes & Coll Fauit > o1 Fronthaul Network Fault Fronthaut Optical Path Unit PRI Ervor 2025-10-18 143418 Diagnosis succeeded U
> nx Call Faulr o = besd Fronthaut Network Fault Fronthaut Optical Path Uit 20251018 151319 Dlagnosis succoeded Une

= L e Description  AFFECTED_RAT: L, Fronthaul Optical Path Abnormal:-RF Unit Maintenance Link Fallure Cabinet No 0, Subrack No «G8, Slot No «0, Board TypesMRRLU, Specific Problems=Other

" AR IEL RAL L Al ekl LRSI SRR
Alarm Root Causes Comment

Root Causes
Root Causes 1. Fronthaul Unk RRU/RHUDN/ pHRU cascading optical fiber fault

BBU(Cabingt No <O, Subrack NO.«0, S1ot No =4, Port No =1, ESN BOM Codes02310MGV), RRU(Cabinet No «0, Subrack No =64, stor No.~0, Esn- IS
it No =0, Subrack NO.#0, S1ot No =4, Port Na =), ISN BOM Code=02210MGYV), RRUCabinet No «0, Subrack No »68l, Siot No «0, ESN _

Fromhaul Bok AALURU/EHUD optical o

e g
Ne Name dul\u(( abinet No «0, S Handling S t
Handling SugQestions For root

Fowr ront cause V1 Take the correonondine

ebruary 2026



Solution generation

Question:

Options:

Evidence:

7] Cell Unavailable

Does the wireless network fault management system support generation of fault recovery solutions in various scenarios? Fault scenarios include NE disconnection or out-of-
service, cell faults, and fronthaul network faults.

Option A

recovery or fault rectification solution through

compensation recovery solution.

The system automatically generates the optimal

intelligent analysis, such as the neighboring cell RF

The system automatically generates multiple possible
recovery or rectification solutions, such as the remote
recovery solution, neighboring cell RF compensation
service recovery solution.

Manual confirmation is required.

Option C

Option D

The recovery solution needs to be manually
identified.

Alarm data and TT data will be enriched with the

suggested solution info, alarm will be pending in manual

confirmation page for BO to execute recovery from

system or do recovery onsite by field team.

&z (D 2025-05-23 02:56:52 | P

<

Overview Associated ...

Diagnosis Reason

Hardware-Other

Diagnosis Summary (Complete)

Diagnosis ... Lifecycle Alarm Rema...  IVR Result ...

Recommended Reason

The cell out of service is caused by Hardware issue. Location:Cabinet 0 Subrack 61 Slot 0, Board Type = MRRU.
Disgnose Method: Alarm Association Matched Alarm: RF Unit Maintenance Link Failure.

RCA Process...

Wireless Fault Diagnosis Tree Example

RF board power supply fault

RF board hardware fault

Handling Suggestions

_l'h'e'pﬁ\he'r'sﬂﬁp'lféﬂﬁe RF Board in S[of XX af subrack XXin cabinef XX is Taulty.” ~
_<% Check the power supply.
’The'RF ‘board hardware in slot XX of subrack XX in ca

RF board temperature fault

RF module or
faults

link | RF module VSWR fault

>

Invalid BBU-RU communication protocol

Insufficient CPRI bandwidth

CPRI faults

[
|
[
[
| CPRI optical module fault
[
{
[

Invalid CPRI compression made

Diagnosis Sum

Abnormal BEU

ALM-29240
Cell Unavailable

Diagnosis Resu

BBU faults

Insufficient BBU capability

BBP RAT and cell RAT mismatch

Invalid binding configuration

Abnormal base station link

faults

External link

eNodeB ID conflict

i
i
|
i
{ Abnormal external link
i
[
i

BBP and core network TAC configuration

Suggestion

Suggest to take the spare part to the site and Reset/Reinsert the board first. If the alarm not cleared, replace the board.

ooredoo’

mismatch

BEP and core network MMEGI/MMEGC
configuration mismatch

Abnormal RF clock

Clock resources
) unavailable

Abnormal satellite card clock

Abnormal IP clock

=
enviconmept.onsite. _ _ _
.= ~ThR RF bbard VSWR Tri slot XX ¢

L
=7 “The XX Tink mode is invalid. Run the MOD CELL tommand to change e RRU
- ;auadhw;umprfsslﬂnmadn -

| "Run'the

-
HI The MMEGI and MMEGC configurations are inconsistent. Run the MOD CELLOP

command to modify the configurations to be consistent with thase an the MME.

5 February 2026 21
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Evaluation and dECiSion-ma king continues evidence with solution generation, Same function

Question: Does the wireless network fault management system support evaluation and decision-making in various scenarios? Fault scenarios include NE disconnection or out-of-
service, cell faults, and fronthaul network faults

Option A [ VoptonB ] Option C Option D

The system automatically evaluates and The system automatically evaluates multiple
determines the optimal recovery or fault possible recovery or rectification solutions, such
rectification solution through intelligent analysis, as the remote recovery solution, neighboring cell RF
such as the neighboring cell RF compensation compensation service recovery solution

recovery solution. Manual confirmation is required

The recovery solution needs to be manually
evaluated and decided.

Evidence: Fault Recovery Example (Wireless)

1. Root cause

4. Result
verification

3. Recovery measures

classification

* RF board fault

|
I‘

Marasd.
L Alarrn Norme Racover Condte
No. Contrm Maissge AP Exscuted To Operstion

| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
ATE 02 GAM Lot Celt Unnnabie Mo M4 On x o0 5T BRDPWROFF O QRN 1SN0 20050608 159008 = : : :
AL 02 GAM Local Cell Unaatie Marwast 200408 00 0 5T SROPWROS F N0 SN =40 SN =0 2005 06-0% 144400 c | | |
" ATE- 202, GAM Corll oo of Sevvice Marwsl 200506 00 0 R5T GCILL: STYIE» BYNAME, CHLANANE - 205-00-0% 125008 c : > BBP fault : |
‘ ATE 202 M Coll 0t of Savvice Mo 200506 ¥00 W00 w7 Gon onvet «svane. ceunave -GS 20050609 129007 c | | v I Cl';tekq'\:;maﬂluer
15 NEZ0Z.  ADMasserance Usk faburr  Manusd 20506 2600 %0 RST ALDPWESW. (N, SAN«, SN», PN« 20050600 115508 © | | - _ |+ out-of-Service
HUAWEI 4G Cell out- | | | | alarm is
Soadd 228 eee § AR 6 €8 - of-Service fault recovery | | | | cleared.
(ALM-29240 Cell Unavailable) | | |
| | |
: = CPRI link fault : ! :
ADX recovery function is enabled for manual confirmation, | | BT
and also enabled the auto recovery method now. | | |
| . Clocksatelite |
cod ot e
| | |
] ] ]

o



M . ° Continues evidence with solution generation and Evaluation and decision-making,
Solution implementation ° °

Same function

Question: Does the wireless network fault management system support automatic execution of troubleshooting solutions in various scenarios? Fault scenarios include NE disconnection
or out-of-service, cell faults, and fronthaul network faults.

Options: [ 7 Y-S Gption B Gotion © Gotion D

The system can automatically execute

. . . . The recovery solution needs to be manually
instructions. Humans use the system to execute instructions.

implemented

) %  Process_REC_SCAPI_HW_CELL_MAIL... x

Evidence : v Basic Information a @ aq M see

Process_REC_SCAPI_HW_CELL_MAIN_PROCESS

; - . = amw
* Fault name Type ID Alarm ID Diagnosis trigger condition @ “7‘\.
Cell Unavailable Select v 29240 Trigger diagnosis for child alarms v IR "
Root cause alarm Diagnosis result output @ Associate alarms based on parent device @ Associated alarm dimension @ L B P e
Select v No v SiteName x  SitelD x .
EquipmentRoom x  Alarm Source x = e =3 ¢ @

P me o A swER LST BASERANDEGM DSP apR eEEE SR§ELST GLOCELL

Field of associated alarm time period

Select

<

ADX recovery function enabled for
Automatic Recovery Execution

5 ) £ £ ] ©]

LST GTRMGROUPSECTOREQM SIIMIRSUiie  LSTSECTOREQM semimdinies

T e B e R R Bt R e ERm

i
* Pre-parse alarm(Diagnosis alarm) * Pre-parsed field @ Regular expression Verification (Double Click) '
P g & ¢l P
1 ke E
Yes v alertkey v Select v @ =
femcmmm LSTULOCELL = sEmene
\ s

| L : o /s

~ ADXAPI ] [©] e
! ST NETE '

Diagnosis type

Select v

+ Self Recovery

TR
* Self recovery switch * Self recovery mode @ * Self recovery API + Recovery result check timer (Second) @
fEinoe T e Lo B T S e 1
onN v Automatic Confirmation v REC_SCAPI HW_CELL MAIN_PROCESS v 300 1 4
1
'
CB—eo—E '
* Repeated operation inhibit timer (Min) @ Self Recovery Execution Time @ Self Recovery Execution Hours | emsciEem T T e :
| ¥
60 Any time point © ' 1
1
'
1
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SOI Ution implementation Sample : Solution Logic for Automation Recovery Process

Evidence:

Resuming
Cal

| -

Single-mode or | _~
muilti-mode

Single-mode Muki- i

Reset the system control board.

lsingle mode and the corresponding
joet information are executed.
_ M1 Multimode: Run commands of all RATs
- 1to obtain the cabinet, subrack, and slot
linformation and cell information of the
:corresponding RAT.

@ e ————
1Do not check the cell status of the cell where
Ithe diagnosis alarm is generated.

2G: Local cell status = Available

1 3G: Local cell status = Local cell available
Run the command to // 14G: Cell instance status = Normal
obtain the cabinet, Vs ISG: NR DU Cell Status Description = Normal
subrack, and slot / e = —— —
information of the main Ve - e e e
control board. 7 I 1. 1f the administrative status is Unblocked
7 ' and the operational status is Operable, the
7 operation is normal. Otherwise, the operation
s 7 s abnormal
Vs ~ 12, If the value of Management Status is
7 7 INULL or null, only the operation status is
Check the status |7 A _x_{- :conoefned
of all cells. e -
7~
1 -
7~
Checking the ul =
Board Status Anomakes
!
Historical
Restoration ———Existence
Records
l Check whether

Run the reset

- F—F ail———»
script.

there are
success
records within
10 minutes.

s«i.“

Fault Status

Existence

The fault is not
rectified

Verification

|

The fault has
been rectified.

None
Restoration Recowvery is
faied. not started.

l

Write back the

restoration result.

Recovery is
complete.

Reset RF

—— o —
ISingle-mode Only commands of a
Isingle mode and the corresponding
lcell information are executed.

__ — Multimode Run commands of all RATs

- Ito obtain the cabinet subrack and siot

lirformation and cell nformation of the

::orr.”ond'-sg RAT.

P ——
1 Do not check the cell status of the cell where
lthe diagnosis alarm s generated.

2G: Local cell status = Available

_ /‘lSG: Local cell status = Local cell avaidable
19G: Cell instance status = Normal

- ILSG: NR DU Cell Status Description = Normal

}=~d the operational status is Operabla the
jOPeration s normal Othenwisa the operation
s abnormal
7 12, If the value of Management Status is
-~ INULL or null only the operation status is
:Cm-w.

et p——
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Solution implementation

Evid . Scenarios such as Cell Unavailable, Cell out of Service for 3 technologies (2G,4G,5G), Limiting repeated execution to reduce the
vigence. risk, and used the root cause mapping method to execute commands based on related root cause, giving us much control over

system.

& Import - Task Log Diagnosis Result

Fault Mame

Cell Unavailable

MR Cell Unavailable

gModeB Out of Service

GEM Local Cell Unusabkle

GSM Cell out of Service

O 00 ddd

~ Diagnosis Table

+ Add

O Priority
O 4
O 5

Self Recovery API

Measure Indicator Statistics

REC_SCAPI_HW CELL MAIN_PROCESS

REC_SCAPI_HW_CELL_MAIN_PROCESS

REC_SCAPI_HW SITE MAIN_PROCESS

REC_SCAPI_HW _CELL_MAIN_PROCESS

REC_SCAPI_HW _CELL_MAIN_PROCESS

A Up ¥ Down Delete
Diagnosis Group
Root Cause Alarm ID
Mode Name
26507
26501
26503
Optical Module-RF Alarm A...
26502
26506
26504
Hardware-RF Pre-Parse 29240

Alarm Name

RF Unit Optical Module...
RF Unit Optical Madule...
RF Unit Optical Module...
RF Unit Optical Module...

RF Unit Optical Interfac...

RF Unit CPRI Interface ...

Cell Unavailable

MAE Diagnosis Indicators

~ Self Recovery

* Self recovery switch Do not perform the same self-recovery

Status operation on the object within the
0N specified time period since the last
Enabled restoration operation.
Enabled * Repeated operation inhibit timer (Min) @ Self Ri
Enabled 360 Any 1
Enabled
Root Cause and Rec Method Mapping
Enabled
Associated Pre-parsed
Alarm Time Matching . Recovery .
Region Value(Diagnosis Require recovery method Enabled Operation
(Min) Alarm)
5
5
5
NA Yes Reset RF Board Yes P
5
60
60
Specific Proble... Rest Baseband ...
NA Yes Yes o)
Specific Proble... Reset RF Board

5 February 2026 25



Solution implementation

Device Type  Parent Node  Alarm Type Root Cause Alarm Name First Occurred On  Diagnosis Time Cleared On Duration(hh:mm:ss) Clearance Status

~ Diagnosis Table

Execution Log Details X
<+ Add A Up ¥ Down Delete
Execution ID Device ID Command
Associate
d Alarm Pre-parsed
.. Diagnosis Group N Matching .
O Priority Root Cause Alarm ID Alarm Name Time ) Require recovery Recovery method Enabled P
Mode Name Regi Value(Diagno Executed By
gion ) xecuted By
| sis Alarm)
(Min)
System
26200 Board Hardware Fault 5
O 3 Hardware-Main Co...  Alarm A... 26104 Board Temperature ... 5 NA Yes Reset Main Control Bo... Yes 20 Delivery Result
26216  Board Not Securcly ... 5 resul
26200 Board Hardware Fault 5
D 4 Hardware-Baseband ~ Alarm A... 26104 Board Temperature ... 5 NA Yes Rest Baseband Board Yes Fui V]
26216 Board Not Securely ... 5 .
Execution Result
D 5 Hardware-Baseband Pre-Parse NA GSM Local Cell Unu... NA Baseband Re... Yes Rest Baseband Board Yes 20
26538 RF Unit Clock Probl.. 60 o -
"indicatorKey":|"CMD_HW_RAN_NODEB_RST BRDPWROFF_CN_SRN_SN_CHN", |
26527 RF Unit Input Power... 10 "resultvalues": {
D [ Hardware-RF Alarm A... NA Yes Reset RF Board Yes 20 " params": {
26332 RF Unit Hardware F... 5 "mmlCode”: 8
vy
" n, mgkEn
28018 RF Unit Baseband R... 10 ”resu}t ' =
data": {
"COMMAND": ['RST BRDPWROFF: CN=@, SRN=68, SN=0;"
D 7 Hardware-RF Pre-Parse NA GSM Local Cell Unu... NA RF Resource ... Yes Reset RF Board Yes A }'
"Tog": [
26230 BBU CPRI Optical M... 5
"logDesc": "Start to Login NE: [REG NE:NAME=
26231 BBU CPRI Optical M. 5 "stageame™: "",
: "loglevel”: "info",
26232 BBU Optical Modul... 5 "pecyltType” "
O 8 Optical Module-Ba..  Alarm A... NA Yes Rest Baseband Board Yes 20 "Kevl d:{p "
26233 BBU CPRI Optical In... 5 JKeyhord o — -
logTime":|"2025-07-25 13:25:48
26320 BBU IR Optical Mod... 5 }J
1
26234 BBU CPRI Interface ... 60

o







	Slide 1: Ooredoo Kuwait Wireless Network Assessment - Fault Management 
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27

