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Function

Introduced Image Disclaimer, a feature that prints configurable disclaimer
text on newly acquired images for selected devices.

Added Authentication Configuration (OIDC) enabling Single Sign-On (SSO)
through external Identity Providers such as Microsoft Entra ID, SICK ID,

SICK
. etc.
Media Upgraded bundled MySQL from 8.4.5 to 8.4.7 to address security vulnera- 1.7
Server jjities.
Added configurable filename date format for Barcode Counter logs.
Enhanced security controls for SFTP/FTPS protocol management.
Added advanced certificate management, TLS 1.2 and 1.3 enforcement,
SICK brute-force protection, FTPS/SFTP rename functionality, .tifimage support,
Media Metaextractor API, HTTP disable option, automatic certificate updates dur- 1.6
Server ing patching, Daylight Saving Time fixes, and optimized media retrieval per-
formance.
Added Barcode Counter for XML-based barcode metadata storage, Help
SICK Icon for inbuilt user manual, encc_)_ded media API for multi-image retri(_aval,
Media TLS 1.2+ enforcement, vulnerability patches, response header security en- 15
Server hancements, SQLite database deprecation with MySQL 8.0.33 migration, '
updated default certificates, crash management improvements, and gMSA
service support for Windows.
SICK . . .
Media Added_ support for SEC 100 devices with JPEG compatibility for Package 14.2
S Analytics.
erver
SICK Added crash management to prevent configuration file corruption on power
Media failures, security fixes blocking polyfill.min.js, updated default certificate, 1.4.1
Server and customized HTTP response header support.
Added scheduled file archiving, image tagging, rule-based cleanup, en-
SICK hanced manual cleanup, 999-day Age-out cleanup, filewriter queue size
Media handling, dev_lce grouping a_nd categorlzat!qn, simplified !nstaller_W|th _ 14
Server MySQL, multiple source Ioglr_1, defa_ult qertlflcate,_propertles conflgu_ratlo_n,
custom FTP port range, configuration file protection, IPCam renaming fixes,
and command-based version fetch.
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Soft-
ware

/
Tool

Function

Added Ubuntu OS support (18.04, 20.04, 22.04), cleanup improvements for

SICK Linux OS, introduced default users for Field Analytics and Facility View au-
Media L X . X )
thentication, enhanced server settings API with accurate version display,
Server o . .
and optimized MySQL connection maintenance.
SICK UX improvements for cleanup and maintenance (size-based cleanup, auto
Media disk management, Age-out toggle), performance enhancements (XML re-
S tention, media retrieval sequence, failover cleanup), and configurable ratio-
erver
based cleanup.
SICK Added Samba protocol support for ICR890-4 devices, migrated Ul from An-
. gular 1 to React, introduced error response images, FTPS explicit/implicit
Media ) ) .
S mode support (beta), improved ETL performance, and fixed trusted license
erver :
and Internet Explorer Ul issues.
SICK Updated patch installation fixing image rejection due to MySQL column
Media size, resizing columns for MySQL/SQLite (filename to 255 characters, de-
Server vice name to 64 characters), and redirecting incoming data to temporary
SQLite database during MySQL updates.
Added MySQL database support with SQLite migration, HTTPS server sup-
SICK port, FTPS/SFTP server support (beta), separate FTP/FTPS/SFTP log files,
Media  heartbeat messages to Facility View, certificate properties in Ul, API config-
Server uration, and optimized media retrieval response time and database query
performance.
Added image server configuration details, user profile view, disk usage indi-
SICK cator, manual cleanup by file type, FTP client management (add/delete/list),
Media  size- and time-based cleanup and maintenance settings, and license regis-
Server tration. Included MySQL 5.7.23 support. Required a separate license file for
full functionality.
Copyright
Copyright © 2026
150 Royall St
Suite #104

Canton, MA 02021
United States

1.3.2

1.3.1

1.3

1.2.1

1.2

1.1
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1 About this Manual

This manual provides detailed documentation on how to install and configure SICK's
Media Server software application. The SICK Media Server is used to store and maintain
media captured by SICK devices.

2 Security and Usage Disclaimer

Overview

This section describes important security, operational, and usage considerations for the
product. The operating entity is responsible for ensuring that the product is deployed,
configured, and maintained in a secure and controlled environment.

Network Services and Protocols

A diagram and list of all network services and protocols used by the product are availa-
ble in the product-specific Release Notes at:

https://support.sick.com

The listed services and protocols represent the best available knowledge. No service or
protocol has been intentionally omitted.

Network Security

The operating entity must implement appropriate measures to protect the operating en-
vironment and network infrastructure. This includes ensuring secure and trustworthy
communication between the product and all connected systems and devices.

Physical Access Protection
The product is not intended for use in easily accessible or public areas.

The operating entity must:

e Protect the product from unauthorized physical access
e Restrict access even for personnel present in the working area
o Ensure that only authorized individuals can access the product

Protection of Installation Environment
The operating entity must prevent unauthorized access to the area in which the product
is installed and operated.

Protection of Transmission Media
Transmission media (for example, data cables and network connections) must be pro-
tected against unauthorized access, interception, or tampering.
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Data Protection and Privacy
The product is technically capable of identifying individuals or capturing personal data.

The operating entity is responsible for ensuring compliance with applicable data protec-
tion and privacy regulations.

Protection Against External Force
The product is not designed to protect data or functionality against external force, tam-
pering, or vandalism.

Access Control and User Management
The operating entity must configure access credentials and permissions according to the
principle of least privilege. Only the minimum required access rights should be assigned.

External Systems and Services
The product may interact with external systems such as:

o Analytics systems
e FTP servers accessed by the product

These integrations must be secured appropriately.

Cryptographic Data Handling
The product does not store cryptographic secrets that would allow it to access other sys-
tems or devices.

Intended Use Limitations
The product is not intended for:

o Safety-critical applications
e Control or authorization of physical access

Responsibility Statement
The operating entity is solely responsible for securing the product, its environment, and
ensuring compliant usage.

Important
Failure to implement appropriate security and access control measures may result in un-
authorized access, data breaches, or misuse of the product.

SICK Support
For SICK sales and product support visit: www.sick.com
For all SICK technical support visit: https://supportportal.sick.com/
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3 Media Server Overview

SICK auto-identification systems are made up of SICK Intelligent Sensors. These systems include
a combination of laser or camera-based barcode readers and scanners, dimensioners, weighing
scales and more. For the sensors that acquire and send images along with object data to the
controller, the SICK Media Server offers the capability to aggregate, store and retrieve these im-
ages for operational purposes.

The SICK Media Server is an application that can be deployed on commonly available operating
systems (Windows and Linux) on a real or virtual hardware setup.

System Components

The SICK Media Server works in conjunction with key software components in your facility to ag-
gregate, store, and maintain image data. These are:

e PC/server to host SICK's Analytics software application that needs the Media
Server

e PC/server to host SICK Media Server software application. This could also be the
same as the hardware hosting the Analytics software.

e Devices to access SICK Analytics Dashboard and/or Media Server configuration.
Media Server Software
The Media Server software application is responsible for aggregating, storing, and managing im-
ages acquired by SICK's image-capturing devices. The Media Server can be hosted on the same
hardware as the SICK Analytics products or can be installed as a standalone application depend-
ing on your architecture requirements. All user access to the Media Server is through the Media
Server dashboard.
PC/Server to host the Media Server and/or SICK Analytics Application
A PC or a Server with minimum hardware requirement as mentioned in the section below (Hard-
ware Requirements) to install/deploy the SICK Analytics application and/or the Media Server. All
collected images and object data are stored on the host PC.
Device computers
The device computer is any PC connected to the Media Server network. SICK Media Server de-
vice dashboards are HTML5 web applications that can be used to access the Media Server con-
figuration.
System Architecture
The illustration below provides a visual representation of the Media Server architecture and illus-
trates how the system components work together to provide a robust and comprehensive stor-
age tool for media files.
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Client PC

MysQL
Database
= = —
(Full/Thumb -
faldars) =

Storage

Maedia Files over FTRP/FTPS/SFTFS

Image Capturing Dewvice

Figure 4.1:1: System Architecture

Hardware Requirements

The following minimum system hardware requirements must be met prior to installation. Note
that these are minimum requirements; final hardware configuration is application dependent.
Storage duration is application dependent.

Supported
Operating
Systems

Recommended: Windows Server 2022 (64-bit), Ubuntu 24.04 LTS
(64-bit)

Supported: Windows Server 2019 (64-bit), Windows 11 Enterprise
(64-bit), Ubuntu 22.04 LTS (64-bit)

Legacy Support: Windows 10 (64-bit)

Latest (Optional): Windows Server 2025 (64-bit)

Required Disk
Space

Depends on business requirements. Key factors include the number
of systems and media capturing devices connected to the Media
Server, number of media files generated per day, and retention dura-
tion.

Minimum: 2 GB (base installation)

Required Disk

Solid State Drives (SSDs) with high-write endurance are strongly rec-

Type ommended for optimal performance and reliability.

Processor Depends on workload and data processing requirements.
Minimum: Intel Core i7 (quad-core, 2.40 GHz or higher)
Recommended: Multi-core processors (8 cores or above) for produc-
tion environments

RAM Minimum: 16 GB

Recommended: 32 GB or higher (based on system load and data
volume)

Monitor Res-

Minimum: 1920 x 1080 (Full HD)

olution Recommended: 2560 x 1440 or higher for better visualization
Supported Google Chrome, Mozilla Firefox, Microsoft Edge (latest stable ver-
Browsers sions)
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Table 1: Hardware Requirements

Supported Port/s:
Media Server Software supports the following ports/port ranges:

HTTP

Default Port 8084

HTTPS Default Port 443

FTP

Default Port 2021. Port range 20,21,1024-65535

SFTP

Default Port 3121. Port range 22,1024-65535

FTPS

Default Port 4121. Port range 21,990,1024-65535

ubsS

Default Port 3030

MySQL Default Port 8406

File Sync Default Port: 2020

Tagging Default Port:80

Note:

*

Table 2: Supported Ports

This software can be integrated with most anti-virus software. The above-men-
tioned ports must be exempted from file scanning.

Conflicts between ports will restrict the initiation of protocol servers attempting to
start on a conflicted port.

All protocol servers are configured to the default ports.

FTP and HTTP are unsecured protocols. Starting with Media Server 1.6, FTP can be
disabled directly from the Media Server Ul without requiring a new license.

HTTP can be disabled through license configuration, configuration file, or directly
from the Media Server Ul by navigating to Advanced Settings — Properties
Configuration.

The option to enable or disable HTTP from the Ul is available only when the appli-
cation is accessed over HTTPS.

When HTTP is disabled, the HTTP port field will not be displayed.

For detailed steps on how to enable or disable protocols, refer to Section Ena-
ble/Disable Protocols.
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4+ It is recommended to use secure alternatives such as SFTP and HTTPS for en-
crypted communication. For further assistance with disabling these protocols or
transitioning to secure alternatives, contact the support team at https://sup-
portportal.sick.com/.

Supported Features:

SICK Media Server 1.7 builds upon the robust foundation of previous versions including 1.6, 1.5,
1.4, 1.3, 1.2, and 1.1, while maintaining full backward compatibility with existing SICK Analytics
platforms. This release introduces significant enhancements in authentication, image processing,
security, and system management.

Key additions include the Image Disclaimer feature, which allows administrators to configure
and print customizable disclaimer text on newly acquired images for selected devices. This ena-
bles legal, operational, or informational messages to be embedded directly into image outputs.

Media Server 1.7 also introduces Authentication Configuration using OpenlID Connect
(OIDC), enabling Single Sign-On (SSO) through external Identity Providers such as Microsoft En-
tra ID, SICK ID, etc. This enterprise-grade authentication mechanism strengthens access control
through secure token validation and integration with external identity management systems.

Additional improvements include an upgrade of the bundled MySQL version from 8.4.5 to
8.4.7 to address identified security vulnerabilities, support for configurable filename date for-
mats for Barcode Counter logs, and Enhanced security controls for SFTP/FTPS protocol manage-
ment.

Media Server Software supports following features/functionalities:

Features

HTTP Support Yes Yes Yes Yes Yes Yes Yes
HTTPS Support N/A Yes Yes Yes Yes Yes Yes
FTP Device Support Yes Yes Yes Yes Yes Yes Yes
FTPS Device Support N/A Yes Yes Yes Yes Yes Yes
SFTP Device Support N/A Yes Yes Yes Yes Yes Yes
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ICR890-4 Support N/A N/A Yes Yes Yes Yes Yes
Cleanup & Maintenance Yes Yes Yes Yes Yes Yes Yes
License & Registration Yes Yes Yes Yes Yes Yes Yes
Certificate Properties N/A Yes Yes Yes Yes Yes Yes
API Configuration N/A Yes Yes Yes Yes Yes Yes
Heartbeat Messages N/A Yes Yes Yes Yes Yes Yes
SQLite Database Yes Yes Yes Yes No No No
MySQL Database N/A Yes Yes Yes Yes Yes Yes
File Sync N/A N/A N/A Yes Yes Yes Yes
Scheduler N/A N/A N/A Yes Yes Yes Yes
Activity Scheduler N/A N/A N/A Yes Yes Yes Yes
Rule-based Cleanup N/A N/A N/A Yes Yes Yes Yes
Selective Manual Cleanup N/A N/A N/A Yes Yes Yes Yes
Additional Device Type Support | N/A N/A N/A Yes Yes Yes Yes
Tagging N/A N/A N/A Yes Yes Yes Yes
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Barcode Counter N/A N/A N/A N/A Yes Yes Yes
Image Disclaimer N/A N/A N/A N/A N/A N/A Yes
OIDC Authentication (SSO) N/A N/A N/A N/A N/A N/A Yes

Table 3: Supported Features
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4 Installation

4.1 Installing SICK Media Server

You can install Media server as a service with the provided executable file. Use full in-
staller for fresh installation of Media Server and apply patch installer over older version
of already installed Media servers. Follow the steps below to install the application on
your host PC.

4.1.1 To launch the installer on Windows

1. Double click on the executable file

Name Date modified Type Size
@ MediaServer-1.6.exe

3 Application 462,745 KB
’| MediaServer-1.6.exe.md5 7/29/2025 8:46 AM  MD5 File 1 KB

Figure 4.1:1: Media Server Exe
2. InstallAnywhere dialog will be displayed.

InstallAnywhere

m‘ Installsnywhere is preparing to install...

Cancel

Figure 4.1:2: InstallAnywhere Screen
3. Once the progress on the InstallAnywhere dialog reaches 100%, Media Server In-
stallation Wizard will launch with the Introduction screen. Click on ‘Next’ button
to move to the next page.
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sick S|CK Analytics Media Server, 1.6 = X
Introduction
» ln'troduction InstallAnywhere will guide you through the installation of SICK
© License Agreement Analytics Media Server.
O Choose Install Set
© Choose Install Folder It is strongly recommended that you quit all programs before

© MySQL Data Folder continuing with this installation.

O Database Port Click the Next' button to proceed to the next screen. If you
o S | S revious click tl

Figure 4.1:2: Introduction Screen
4. License Agreement screen (as shown below) prompts you to read EULA and agree
to the terms of License Agreement. Please go through the terms of License Agree-
ment and select the checkbox acknowledging the terms of the license agreement
then Next button is enabled. Click the Next button

sick SICK Analytics Media Server, 1.6 - X

License Agreement

W/ Introdiction Installation and Use of SICK Analytics Media Server

=¥ License Agreement Requires Acceptance of the Following License

© Choose Install Set Agreement:

O Chivee et Fokan End User License Agreement (EULA) 5
O MySQL Data Folder .

O Database Port 1. Scope

Figure 4.1:3: License and Agreement
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5. The Choose Install Set screen appears, allowing you to select from two installation
options:
¢ Full Installation — Installs both Media Server and Database.
e Custom Installation — Allows you to install Media Server with or without
the Database.

After selecting the desired option, click Next to proceed or Previous if you need to

return to the previous screen.

Note:

e If you select Custom Installation without MySQL, you must manually install
MySQL 8.4.5 and configure Media Server to connect to the database on the re-
mote machine.

e If you experience issues switching the database from SQLite to MySQL during in-
stallation, see the Troubleshooting section for detailed resolution steps.

sick SICK Analytics Media Server, 1.6 = X

Choose Install Set
+ Introduction ® Full
+/ License Agreement “ The Media Server and the Database will be installed.
=% Choose Install Set
© Choose Install Folder

©) MySQL Data Folder
) Database Port
© Certificate Properties File o Custom
ﬁ Choose this option to customize the features to be installed.

O Meda Soner St

Figure 4.1:4: Choose Install Set
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sick SICK Analytics Media Server, 1.6 = X

Choose Install Set

+" Introduction

: Install Set |Custom vi
+/ License Agreement '
=¥ Choose Install Set - [(A|Media Server
© Choose Install Folder []Database

) MySQL Data Folder
) Database Port

Figure 4.1:5: Install Set — Custom Option

6. The Choose Install Folder screen appears, allowing you to specify where to install
the Media Server:

o The default installation path is C:\Program Files\SICK\Analytics Solu-
tions\Media Server. To use this location, click Next.

o To select a different directory, click Choose... and navigate to the desired
folder, or click Restore Default Folder to revert to the default location.

o Click Next to proceed or Previous to return to the previous screen.

Note: If the media server is running as a console application, and has started as a
non-privileged application, it should be installed outside the Program Files directory
tree or else Windows will prevent the Media Server from updating the configuration
file. A location like C:\SICK\ must be used for such instances.
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sick SICK Analytics Media Server, 1.6 = X

Choose Install Folder

+/ Introduction

W/ License Agreement Please, note, choosing a not default Install Folder path may

v/ Choose Install Set remove Windows User Access Control protection when this
=% Choose Install Folder program is run.
© MySQL Data Fold Make sure that only authorized users and groups are given

pemussnon to access the installation directory. Especially
o DMbaSe POl't thn tn ~has tha ~rantante af thic dirantans

Where Would You Like to Install?
JC \Program Flles\SICK\AnaIytlcs Solutlons\MedlaServer

Restore DefauIt Folder

Figure 4.1:6: Choose Install Folder

7. The MySQL Data Folder screen appears, prompting you to specify where the
MySQL database files should be stored:

o The default folder path is C:\Program Files\SICK\Analytics Solu-
tions\MediaServer. To use this location, click Next.

o To select a different directory, click Choose... and navigate to the desired
folder, or click Restore Default Folder to revert to the default location.

o Click Next to proceed or Previous to return to the previous screen.
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sick S|CK Analytics Media Server, 1.6 = X

MySQL Data Folder

+/ Introduction

V License Agreement Please, choose a folder where MySQL data will be located. The

/' Choose Install Set directory "MySQL Data" will be created at the chosen location.
+/ Choose Install Folder

=) MySQL Data Folder

Please Choose a Folder:
- C:\Program Files\SICK\Analytics Solutions\MediaServer

Figure 4.1:7: Choose MySQL Data Folder
8. The Certificate Properties File screen appears, prompting you to specify a cer-
tificate properties file:

e The default file path is C:\certupdates\cert.properties. To use this location,
click Next.

e To select a different file, click Choose... and navigate to the desired. properties
file, or click Restore Default File to revert to the default path.

e Click Next to proceed or Previous to return to the previous screen.
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sick SICK Analytics Media Server, 1.6 - . X

Certificate Properties File

+/ Introduction

+/ License Agreement
+/ Choose Install Set
+/ Choose Install Folder
+/ MySQL Data Folder
+/ Database Port

Please choose a certificate properties file.

i Restore Default Flle m

Figure 2.1:9: Certificate Properties File

9. The Media Server Setting screen appears, allowing you to specify the storage lo-
cation for Media Server files:

o The default storage location is C:\media-server-images. To use this location,
click Next.

o To select a different directory, click Choose... and navigate to the desired
folder, or click Restore Default to revert to the default location.

o Click Next to proceed or Previous to return to the previous screen.
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sick SICK Analytics Media Server, 1.6 — X

Media Server Setting

+ Introduction

WD aea deumen) All directories and files that are used by the Media Server will

W/ Choose Install Set be located at the Root Media Server File Storage Location by
+/ Choose Install Folder default.

+/ MySQL Data Folder

+/ Database Port

v faiics -F_"°P9fﬁ°s-"' e Root Media Server File Storage Location :
.’ Mmsm ettin .' A‘C:\media-server—images l

v

. Restore Default ‘ Choose...

Figure 4.1:8: Media Server Setting

10. The Manage Product Windows Services as a User screen appears, allowing you
to specify a user account for managing Windows services.

« To manage services as a specific user, select Manage Product Windows Ser-
vices as a User and enter the required credentials:
o Domain: Enter the domain name.
o User Name: Enter the username.
o If left unchecked, the default user is Local System.
e Click Next to proceed or Previous to return to the previous screen.

Note:

e Ensure the selected user has the necessary permissions to manage Windows ser-
vices.

e Enter the correct password in the next panel; incorrect credentials will prevent
services from starting.
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siek SICK Analytics Media Server, 1.6

+/ Introduction

+/ License Agreement
+/ Choose Install Set
+/ Choose Install Folder
+/ MySQL Data Folder

+ Database Port

&5 X

Manage Product Windows Services as a User

Please enter the 'Domain’, 'User Name' and then ‘User e
Password' (in next panel) to manage Product Windows
senices as the specified user.

If skipped (unchecked), the default user is the "Local
System”.

W e ooy P g PN G L A T e g S SN

'[J Manage thct t Windows Senvices as a User
i WIN-ICOBOSMPQ8V

JserName | Administrator

=a

Figure 4.1:9: Manage Product Windows Services as a User

11. Check all the details in Pre-Installation summary page and click on the ‘Install’

button to begin final installation of the software.

sick SICK Analytics Media Server,

+ Introduction

+/ License Agreement
+/ Choose Install Set
+/' Choose Install Folder
+/ MySQL Data Folder

1.6 . X
Pre-Installation Summary
Please Review the Following Before Continuing:

Product Name:
‘SICK Analytics Media Server

Install Folder:

Figure 4.1:10: Pre-Installation Summary
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12. Installation will get started and the installation progress can be tracked using the
progress bar at the bottom of the screen.

siek SICK Analytics Media Server, 1.6 - X

Installing SICK Analytics Media Server
+/ Introduction
+/ License Agreement
+/ Choose Install Set
+/ Choose Install Folder
+ MySQL Data Folder

Figure 4.1:11: Installation in Progress

13. Once the installation is completed, Install Complete window will be displayed.
Click on ‘Done’ button to complete installation.

sick SICK Analytics Media Server, 1.6 o] X

Install Complete

+/ Introduction
+/ License Agreement
+/ Choose Install Set

Congratulations! SICK Analytics Media Server has been
successfully installed to:

+/ Choose Install Folder C:\Program Files\SICK\Analytics Solutions\MediaServer
o/ NySQl Dt Eoldor Press "Done" to quit the installer.

+/ Database Port

+/ Certificate Properties File

Figure 4.1:12: Install Complete

14.1f you install Media Server as a standalone application without MySQL, you must
manually install MySQL 8.4.5 and configure Media Server to connect to a remote
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database. For detailed steps on configuring the database connection, see 12.1 be-
low

e Note
If the Media Server is unable to connect to MySQL when the service starts for the
first time, the application will open in a restricted view called Configure DB. This
screen allows you to update or correct the MySQL connection settings.

e Once valid connection details are provided and saved, a yellow banner will ap-
pear stating that a service restart is required. Restart the Media Server service to
apply the new database settings and proceed to the normal application inter-

face.
&
Database Configuration Ll
sySql Conf e
b vEql Configuration y;

Server AOCress 1270001
ST shck_ap_user
Par LB

Cutabisse bl sick_recis

Figure 4.1:13: Configure DB — MySQL Database Configuration Page

e for detailed instructions on using the Configure DB page, see Section 10.1,Edit
or Recover MySQL Configuration.

4.1.2 To launch the installer on Linux

1. Navigate to the location where Installer .bin file is available

2. Open Terminal in the location where the installer is available

3. Login with root user

4. Grant execution rights to the installer .bin file using command: chmod +xwr <in-
stallername.bin>

5. Enter Password

6. Launch the installer using command:/<installername.bin>. The Command will ex-

tract the files and will launch the Installer
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flengineeringd@localhost Linux Full Build34]s$ su

Password:

|root@localhost Linux Full Bulld3d|# sudo chmod +xwr . /MediaServer-4.5-M51.4.bin
[root@localhost Linux Full Bulld34|# . /MediaServer-4.5-M51.4.bin

Preparing to install

Extracting the JRE from the installer archive.

Unpacking the JRE

Extracting the installation resources from the installer archive. ..

Configuring the installer for this system's environment,

Launching installer,.

Figure 4.1:13: Linux Installation Terminal

e — |
ing@localhost:/home/engine: /Desktop/LinuFull _Buitd34 - o X —
SICK Anatytics Medla Server, 1.4 SR
d :
[engineering@localhost Linux Full Build34]s su Introduction
JJfassword: 5 itrodustion nstalAnywhere wil guide you through the rstallstizo of

[root@localhost Linux_Full_Build34]# sudo chmod +xwr ./MediaServer-4.5-M51.4.bin
[root@localhost Linux Full Build34]# ./MediaServer-4.5-NS1.4.bin
Preparing to install

O License Agreement SICK Analyrics Media Server

© thaase Install Sat it is strongly recommendad that you gut all programs

Extracting the JRE from the installer archive. © chaose Install Foider before cortinuing with this instalation.

Unpacking the JRE. © MysaL Dt Faldar

Extracting the installation resources from the installer archive... © Databasa Port Click the ‘Next' buttan to procesd to tha next scraan. If

Configuring the installer for this system's environment... A you want to change something on & prévious scraen, cick
O Medis Server Setting the ‘Pravieus' buttan.

Launching installer,. O Media Sarver KTTP Bart
O Medis Server KTTRG . Youmay ;anu‘ this nstallstion at any time by cicking the

2 'Cance? button.
I © Pre-installation Sum..

Figure 4.1:14: Linux Installation Window

7. Click on NEXT button and follow the same steps as windows installation from
step 4- step 10

8. Once installation is completed, to check whether the services are up and running,
execute following command: sudo systemctl status SICK_An_Mediaserver.service

9. Similarly, the media server installer will launch Media Server Maintenance window
on running command: sudo. /<installername.bin>, if the Media Server is already
installed on the machine

4.1.3 To Launch Patch Installer

Note: When upgrading from Media Server 1.4 or earlier to 1.5 or 1.6, only 339 days
of data will be retained; older data will be purged. For more details on migration
timelines and database changes, refer to section 10.2 Points to Note While Switch-

ing Database.

1. Start Patch Installation
o Navigate to the folder containing the Media Server Patch installer.
o Locate the patch executable file.
o Double-click the file to launch the patch installer.
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222 > Engineering > RelEng > MediaServerinstallers » MediaServer-Patch1.6-Buildld15 > Windows v O
A Name Date modified Type Size

@ MediaServer-Patch-1.6.exe 7/25/202512:59 PM  Application 490,565 KB

| | MediaServer-Patch-1.6.exe.md5 7/25/20251:01PM  MD5 File 1 KB

Figure 4.1:15: Media Server Patch Exe

2. InstallAnywhere Loading Screen
o Once the patch installer is launched, the InstallAnywhere dialog appears.
o The installation process prepares to start, showing a progress bar.
o Wait until the progress reaches 100%.

pl- 1T 1211 Ana S = W e cun

InstallAnywhere

|

m’ Installdnywhere is preparing to install...
]

SSE

Cancel

Figure 4.1:16: InstallAnywhere Loading Screen

3. Introduction Screen
o After InstallAnywhere completes preparation, the Introduction Screen
appears.
o The installer provides an overview of the installation process and recom-
mends closing all running applications before proceeding.
o Click Next to continue.
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sick SICK Media Server 1.6 Patch = X
Introduction
=¥ Introduction InstallAnywhere will guide you through the installation of SICK
© Choose Install Folder Analytics Media Server 1.6 Patch.
O MediaServer ) = o It is strongly recommended that you quit all programs before
© MediaServer Certificate continuing with this installation.
O Certificate Properties File

Click the 'Next' button to proceed to the next screen. If you
1ge something on a previous screen, click the
tton. :

Figure 4.1:17: Introduction Screen

4. Choose MySQL Data Folder
o If the previous Main Installation Package did not install MySQL, you will be
prompted to select the MySQL data path.
o Choose a folder where MySQL data should be stored.
o Options:
= Click Restore Default Folder to use the default path.
= Click Choose... to select a custom location.
o Click Next to proceed.
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st SICK Media Server 1.5 Patch — X
MySQL Data Folder

v Introduction
=) Choose Install Folder Please, choose a folder where MySQL data will be located. The
© MediaServer HTTPS Port directory “"MySQL Data” will be created at the chosen location,
© MediaServer Centificate
‘ © Pre-nstallation Summary
- © Installing...
© Install Complete Please Choose a Folder:
' | C:\Program Files\SICK\Analytics Solutions

l ~ Restore Default Folder Choose \

Figure 4.1:18: MySQL Data Folder Selection

Note: You have the option to select the MySQL data path only if MySQL was not in-
stalled during the previous Main Installation Package installation.

5. Specify Certificate Properties File:

o During patch installation, you will be prompted to select a certificate prop-
erties file required for Media Server.

o This file contains the certificate configuration settings used for secure
HTTPS communication.

o Options:

o Choose...: Browse and select the cert.properties file (for exam-
ple: C:\certupdates\cert.properties).

o Restore Default File: Revert to the default certificate properties file if no
custom file is provided.

o Click Next to continue with the selected properties file.
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sick S|CK Media Server 1.6 Patch — X
Certificate Properties File

+/ Introduction
+/ Choose Install Folder Please choose a certificate properties file.
' MediaServer HTTPS Port
+/ MediaSemver Certificate

=¥ Certificate Properties File
O Pre-Installation Summary

Please Choose a File:
C:\certupdates\cert_properties

Restore Default File

Figure 2.1:19: Media Server Certificate Selection
6. Pre-Installation Summary

o Review the Pre-Installation Summary before proceeding.

o It displays the Product Name, Install Folder, and Disk Space Information
(Required & Available Space).

o Verify the details and click Install to begin.
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siek S|CK Media Server 1.6 Patch = X

Pre-Installation Summary

+/ Introduction Please Review the Following Before Continuing:
+/ Choose Install Folder e
i roduct Name:
V(Weikasanenii IS Par SICK Analytics Media Server 1.6 Patch
+/ MediaServer Certificate

+/ Certificate Properties File ~ Install Folder:
e C:\Prqgmmﬁles\Slﬁ(\Analyﬁcs.Soluﬁocs\MediaSerm

et

Figure 4.1:19: Pre-Installation Summary
7. Patch Installation in Progress

o The installer begins patch installation and displays a progress bar.
o JRE and dependencies may be installed or updated.
o Wait until the process reaches 100%.

sick SICK Media Server 1.6 Patch = X
Installing SICK Analytics Media Server 1.6 Patch

+/ Introduction

+/ Choose Install Folder

+/ MediaServer HTTPS Port
+/ MediaServer Certificate
+ Certificate Properties File
+/ Prednstallation Summary

Figure 4.1:20:Patch Installation in Progress
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8. Installation Complete

o The Install Complete screen confirms that the patch has been successfully

installed.

o The installation directory is displayed for reference.
o Click Done to exit the installer.

siek S|CK Media Server 1.6 Patch

+/ Introduction

+/ Choose Install Folder

+/' MediaServer HTTPS Port
+/ MediaServer Certificate
+/ Certificate Properties File
+/ Pre-nstallation Summary
+ Installing...

¥ Install Complete

=5 X
Install Complete
The installation of SICK Analytics Media Server 1.6 Patch is

finished, but some wamings occurred during the install. Please
see the installation log for details.

Figure 4.1:21: Install Complete

4.2 Un-installing SICK Media Server
You can uninstall Media server by relaunching the installer with the provided executable
file (Please refer To Launch the installer on Windows) or from control panel. Follow the

following steps to uninstall the application:

1. Open the Control Panel.
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Control Panel - m} X
« v A > Control Panel v | O | p
Adjust your computer's settings View by: Category =
System and Security a User Accounts
Revlewycurccm.putersstatgs o 5& E;Changeacccunttype
Save backup copies of your files with File
History
Backup and Restore (Windows 7) h Appearance and Personalization
=
Network and Internet b Clock and Regi
pr 1Y
View network status and tasks B ock and region
F Change date, time, or number formats
Hardware and Sound
View devices and printers Ease of Access
Add a device Let Windows suggest settings
Adjust commonly used mobility settings Optimize visual display
~ Programs
[5] Uninstall a program
.
Figure 4.2:1: Control Panel
2. Click on Programs.
& Programs and Features - [m] X
« “ 4 [ » ControlPanel » Programs > Programs and Features v O o
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
G Turn Windows features on or
° Organize = =+ @
Name . Publisher 2
2 Charles 4.6.2 XK72 Ltd
= DB Browser for SOLite DB Browser for 5QLite Tc
* Excel Excel
EF\IeZ\Ha Client 3.52.2 Tim Kosse
F\IeZ\Ha Server FileZilla Project
! [ FlexHEX version 2.7 Inv Softworks LLC
€ Google Chrome Google LLC
| £/ Java 8 Update 271 (64-bit) Oracle Corporation
| £ 1ava 8 Update 301 (64-bit) Oracle Carporation
| £:|Java SE Development Kit 8 Update 307 (64-bit) Oracle Corporation
eM\croso& Edge Microsoft Corporation
& Microsoft OneDrive Microsoft Corporation
< >
“~_  Currently installed programs Total size: 3.03 GB
[‘] 38 programs installed

Figure 4.2:2: Programs

3. Under Programs and Features, click Uninstall a Program.
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off

Control Panel Home

View installed updates

&1 Programs and Features

) Turn Windows features on ar

Organize =

Name

2 Charles4.6.2

= DB Browser for SQLite

* Excel
EArileZilla Client 3.52.2
EF\IeZ\Ha Server
[E=] FlexHEX version 2.7

G Google Chrome

|£:|Java 8 Update 271 (64-bit)
| £:|Java 8 Update 301 (64-bit)

« “ 4 [@ » ControlPanel » Programs > Programs and Features v O

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

| £/ Java SE Development Kit 8 Update 307 (64-bit)

& Microsoft Edge
& Microsoft OneDrive
<

38 programs installed

8]

Currently installed programs Total size: 3.03 GB

— m] X
P
Publisher )
KK72 Ltd
DB Browser for SQLite Te
Excel
Tim Kosse

FileZilla Project

I Softworks LLC

Google LLC

Oracle Corporation

Oracle Corporation

Oracle Corporation

Microsoft Corporation

Microsoft Corporation
>

Figure 4.2:3: Uninstall a Program

4. Locate and select SICK Media Server from the list of installed applications.
5. Click Uninstall to launch the Maintenance Mode screen.

Control Panel Home

View installed updates

9

Turn Windows features on or
off

Install a program from the
network

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize ~ | Uninstall/Change

[@27-Zip 15.05 beta x64
Bl Adobe AR
Bl Adobe PDF Creation Add-On 2015
B Adobe Reader 9.1

@ Adobe RoboHelp
@ Adobe RoboHelp 9
uAnyDesk
© Beyond Compare Version 3.1.11

& Camtasia 2022
@ Citrix Workspace 2307
CCodeMeter Runtime Kit v7.60
Ffdraw.io 16.5.1
[Arilezilla Client 3.26.2

@ FortiClient

Git

@ Google Chrome

® Grammarly for Windows

& |Java 8 Update 311 (64-bit)

# Java SE Development Kit 8 Update 201 (64-bit)
@ Lenovo System Update

1 Microsoft 365 Apps for business - en-us
€ Microsoft Edge

I Microsoft Edge WebView2 Runtime

4500

www.sickusa.com

& Microsoft OneDrive
i Microsoft Teams
#] Microsoft Update Health Tools

ﬁM»crosoh Visual C++ 2012 Redistributable (x64) -
¥ Microsoft Visual C++ 2012 Redistributable (x86) -
P Microsoft Visual C++ 2013 Redistributable (x64) -
2 Microsoft Visual C++ 2013 Redistributable (x86) -

3" TortoiseSVN 1.13.1.28686 (64 bit)
) Trend Micro Apex One Security Agent
VEVNC Enterprise Edition E4.5.1

11.061030 ®|VNC Mirror Driver 1.8.0
11.0.61030 @1 VNC Printer Driver 1.6.0
12.0.40664 B webex

12.0.40664 ¥ Windows PC Health Check

2 Microsoft Visual C++ 2015-2022 Redistributable (x64) - 14.30.30704 I WinZip 26.0
F#Microsoft Visual C++ 2015-2022 Redistributable (x86) - 14.30.30704 )Zoom

3 Microsoft Visual Studio Code (User)
©3Mockoon 1.19.0

@ Mozilla Firefox (x64 en-US)

) Morilla Maintenance Service

] MSXML 4.0 SP2 (KB973688)

&l Notepad ++ (64-bit x64)

W Office

#1SICK Analytics Media Server
1SICK Analytics Media Server 1.4 Patch
[WISICK AppEngine x64 version 1.4.0
[®SICK AppManager version 1.5.6
WISICK Field Analytics

#] Teams Machine-Wide Installer

B reamviewer

Support link .com

ymment:

pdate informatior ickusa.com (

200 MB
SICK Analytics Media Server

Figure 4.2:4: Launching Media Server Uninstaller

6. On the Maintenance Mode screen, select ‘Uninstall Product’ and click ‘Next’.

You will land on the Maintenance Mode screen, which displays different options
based on the type of uninstallation:
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o Full Installer Maintenance Mode:
If you are using the full uninstaller, you will see the following options:
= Add Features — Add components to the installed product.
= Remove Features — Remove components from the installed prod-
uct.
= Uninstall Product — Completely remove the product.

Select ‘Uninstall Product’ and click ‘Next’.

siek Configure SICK Analytics Media Server — X
Maintenance Mode

Select one of the following options:

@) 8 Add Features

Add features to the installed product

Remove features from the installed product

®) 6 Remove Features

® &

Figure 4.2:5: Full Installer Maintenance Mode Options

o Patch Uninstaller Maintenance Mode:
If you are using the patch uninstaller, you will see the “Uninstall Product

’
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option.

| s Configure SICK Analytics Media Server 1.5 Patch = O X

Maintenance Mode

Select one of the following options:

o Uninstall Product
& Uninstall the product

Previous

Figure 4.2:6:Patch Uninstaller Maintenance Mode

Note: The full installer removes the entire application, whereas the patch unin-
staller only removes the applied patches while keeping the core installation intact.

7. On the Patches Uninstallation dialog, review the content and click OK.
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siek Configure SICK Analytics Media Server — X

Maintenance Mode

Uninstallation Warning

A Patches Uninstallation

Please manually uninstall any Patches, if any, bef installing
this application. Refer to documentation for more information.
Click on OK button to continue.

Click on Cancel button to cancel the uninstallation.

Cancel | | OK |

Figure 4.2:7: Patches Uninstallation

8. On the Uninstall SICK Analytics Media Server screen, click Next.

siek Configure SICK Analytics Media Server = ] X

Uninstall SICK Analytics Media Server

=» Maintenance Mode About to uninstall...

© Maintenance Complete
SICK Analytics Media Server

This will remove features installed by InstallAnywhere. It will
not remove files and folders created after the installation.

Figure 4.2:8: Uninstall Screen
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9. The Index File and Images screen appears with the prompt:
"Do you want to delete the media server index file and images?"
o Select Delete to remove the index file and images.
o Select Keep to retain the index file and images.
10. The uninstallation process begins, displaying the progress in the progress bar.
sick Configure SICK Analytics Media Server == X

Index File and Images

=» Maintenance Mode
© Maintenance Complete Do you want to delete the Media Server Index File and Images?

Figure 4.2:9: Uninstallation In-progress

11.If you are using the patch uninstaller, a new Product Uninstallation screen ap-
pears before finalizing the process:
o If Uninstall Product is selected, the entire application will be removed.
o If left unchecked, only the patch will be uninstalled while keeping the core
application intact.
o Click Next to proceed.
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17 (Inea the LINNstallatinn ic comniata vol will 1and an Lininetall ¢ srresn
. sk Configure SICK Analytics Media Server 1.5 Patch — O X
E

Product Uninstallation

=» Maintenance Mode
© Maintenance Complete

1 18a3C, NEC LT LIICULRUUA STITLLTU 11 yUU walll Lic wiuic [

Product to be uninstalled (recommended). All Patches and
the initial Full installers will be uninstalled.

It's not recommended to downgrade the product by
uninstalling just the Patch - the downgraded componnets.
‘might be not supported any more and/or obsolete.

Figure 4.2:10: Product Uninstallation Screen

12. Once the uninstallation is complete, the Uninstall Complete screen appears:
o Select Yes, restart my system to restart immediately.
o Select No, I will restart my system myself if you prefer to restart later.
o Click Done to exit the uninstallation process.

sk Configure SICK Analytics Media Server 1.5 Patch =; O X
Uninstall Complete

=) Maintenance Mode All items were successfully uninstalled.

© Maintenance Complete You need to restart the system to complete the uninstallation.

© Yes, restart my system

Figure 4.2:11: Uninstall Complete
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Note:

+ For Linux, uninstallation mode of Media Server can be opened on relaunch-
ing the installer. Please refer to section To launch the installer on Linux for
steps to launch installer.
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5 Using SICK Media Server

SICK Analytics Software applications may use various media capturing devices to ana-
lyze/ enhance the performance of the system. Media Server is used to store these cap-
tured media files locally or at a remote location as per the user requirement. The Media
Server can be configured from Analytics Software or from Media Server GUI.

5.1 Launching SICK Media Server

The SICK Media server Dashboard can be accessed from supported web browsers. You
can access Media server Dashboard from the host PC, or any device PC given that the
host PC and the Device PC are on the same network. As Media Server has support for se-
cured connection, application can also launch through HTTPS port.

Launching the Media Server application through HTTP/HTTPS port.

Launch Method Description

From host PC Media server can be accessed using URLs http.//lo-
calhost:{HTTP port} or https.//localhost:{HTTPS port}

Example: http.//localhost:8084

https://localhost:443

From Device PC | Media server can be accessed using URL http:// {IP ad-
dress}: {HTTP port} or https://{IP address}:{HTTPS port}

Example: http.//10.102.11.197:8084
https.//10.102.11.197:443

Table 4: Launch Methods

Note: HTTP/HTTPS port run on 8084 and 443 by default. To launch the application on
https, the same must be enabled from License. In case there is no License applied, applica-
tion will be accessible on HTTP and HTTPS (HTTPS requires a valid certificate) both, how-
ever, only License & Registration tab will be visible.
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5.2 Login

When you launch the SICK Media Server, the login screen is displayed. Users can authenticate
using either OIDC (Single Sign-On) or database credentials, depending on the authentication con-
figuration.

Login Options
The login page provides the following options:
Login via MS OIDC
e Allows users to log in using corporate credentials through an OpenlID Connect (OIDC)
Identity Provider, such as Microsoft Entra ID.

e Selecting this option redirects the user to the configured identity provider for authentica-
tion.

gICK

LOGIFM/IA M5 _OIDC ... |

Figure 3.2:1: Login Screen — MS OIDC Authentication

Login as Database User
o Allows users to log in using locally stored Media Server credentials.
Credentials

Username: <Enter your username>
Password: <Enter your password>
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SICK
Soanser Intelligonca.

admin

Figure 3.2:2: Login Screen — Database User Authentication

Note: Media Server can be configured from Media Server GUI after logging into the application us-
ing User’s credentials (username & password). You can add a new user or update existing user cre-
dentials from sick-bip-is.cfg file. Refer to Manage Media Server User for details.

5.3 Applying license

Logging into the application will take you to the ‘License & Registration’ page if the Li-
cense is missing, invalid or expired. You will be able to access application components
only if a valid license is already present or on applying a new valid license.

Refer to License and Registration for more details.

COPY T CLIPBOARD

Figure 5.3:1: After Applying Valid License
Note: Only License and Registration tab will be loaded before applying valid license. Application
components can only be accessed after applying valid license file.
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6 Dashboard

SICK Media Server Dashboard gives you access to different components of the applica-
tion. You can use these components to configure your Media Server.

Devices Device Name Device Type FTP FTPS SFTP SMB Device IP Address Full Directory Thumbnail Directory Active Action
Device Groups

Cleanup and
Maintenance

Configuration [~ Media server
Components
Advanced Settings

Centificate Properties

Activity Scheduler

Scheduler

f O 8 @ & F O

License & Registration

«

Figure 5.3:1: Media Server Window
Here is the list of components of the Media Server:

Selection Description

This section allow user to Add/Edit/delete the

Device Management Screen FTP/FTPS/SFTP/SMB devices and device groups.
a. Devices

b. Device Groups

This tab allow user to configure cleanup process set-

Cleanup and Maintenance
tings for media files

Screen

e This section provides licensed protocol infor-
mation of the Media Server. Protocols
FTP/FTPS/SFTP/File Sync can be configured from

Configuration this section.

a. Primary Server
b. File Sync e File sync helps in archival of media files to the re-

mote server. This feature is useful in situations
where the Media server connected to image cap-
turing devices has limited/low disc space.

8022121/0000/2026-04-09 ©OSICK e All rights reserved Page |46



SICK Media Server User Guide

Selection Description

Consists of three sections i.e., Database, Barcode Coun-
ter, APl Users Configuration Heartbeat and Properties
Configuration.

Database (Edit or Recover MySQL Configuration): pro-
vides details about the configured MySQL database.

Barcode Counter stores metadata information about
the cumulative code count matching the configured
rule. Information such as: UID, 1Z/PTN Tracking Num-
ber, Timestamp, UPS Code Count, Image File path/r/n;
will be stored by reading the incoming xml files for the
camera

Advanced Settings

API Users section allow user to configure API control
access for users.

Heartbeat section allows user to configure Heartbeat
properties. This section also allows you to enable/disa-
ble publishing Heartbeat message to Facility View.

Displays the status and properties of the currently ap-

Certificate Properties ) .
plied certificate.

Activity Scheduler feature helps user to schedule an ac-
Activity Scheduler tivity covering the schedule downtime with respect to
the activity.

User can schedule Media Server Activities for specified
Scheduler intervals. These intervals can be configured using
scheduler page and called as schedules.

Sync Status This tab enables to track the Live status of the activity

This section displays the currently applied License and per-
License and registration missions. You can also apply/update new license from this
section.

Table 5: Components of Media Server
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7 Device Management
Device Management is used create and maintain the devices & device groups.

7.1 Device

Media files are saved in the storage location as per device name and time of storage.
Media capturing devices of SICK auto-identification systems are identified by the Media
Server as their devices. Each media capturing device has an option to configure a
username and password, which is added to the Media Server as a Device. It is required to
configure these settings for media capturing devices of SICK auto-identification systems so
that the associated media files can be saved in proper location.

Note:

e Only licensed protocols are displayed as configurable/supported protocols for the
devices.

e Starting with Media Server 1.6, FTP can be disabled directly from the Media Server
Ul without requiring a new license.

e HTTP can be disabled through license configuration, configuration file, or directly
from the Media Server Ul by navigating to Advanced Settings — Properties
Configuration. .

e The option to enable or disable HTTP from the Ul is available only when the appli-
cation is accessed over HTTPS.

e When HTTP is disabled, the HTTP port field will not be displayed.

e For detailed steps on how to enable or disable protocols, refer to Section Ena-
ble/Disable Protocols.

e Itis recommended to use secure alternatives such as SFTP and HTTPS for en-
crypted communication. For further assistancehttps://supportportal.sick.com/.

mmmmmmm

Figure 7.1:1: Device Table
All the configured FTP/FTPS/SFTP device in the Media Server are available in a tabular
format under the tab Device Management. This table provides detailed information of
the configured FTP/FTPS/SFTP device:
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Selection Description

Username Provide Username
Device Type Configured Device type for the device
FTP Enabled if the FTP protocol is licensed and the de-

vice can accept files over FTP.

FTPS Enabled if the FTPS protocol is licensed and the
device can accept files over FTPS.

SETP Enabled if the SFTP protocol is licensed and the
device can accept files over SFTP.

SMB Enabled if ICR890-4 device is added.

Device IP Address IP address of the device. This is an optional field
for all devices except ICR890-4 device. For ICR890-
4, application displays SMB Server IP Address field
which is a required field.

Full Directory Displays location of Full directory where full size
images are stored

Thumbnail Directory Displays location of Thumbnail directory where
thumbnail images are stored

Active This field gives info of the device state which is de-
pendent on the uploaded license file. Active device
can accept data over the supported protocols. De-
activated device accepts data over the time; how-
ever, images will not be retrieved from deactivated
devices.
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Selection

Description

Action

This field displays the ellipsis. Clicking on the ellip-
sis provides Edit and Delete options for the device.

Image
Dzl admesr

Indicates whether the image disclaimer is enabled
for the device.

Table 6: Configured Device Details

7.1.1 Add Device

A new device can be configured in the application from Add Device window. Various
types of media capturing devices can be configured as devices: ICR, Lector, IPCam — 1 txt
file mode, IPCam — 2 txt file mode, Event Cam, Inspector-P and Other Sources.

Device Description
Lector It captures multiple images and generates xml on

trigger

ICR

It captures thumb and full-size images. It gener-
ates xml on trigger.

IP Cam-1 txt file mode

This device is used for IP Camera’s which support
software triggers for image renaming. Supported
modes:

- One txt file

- Renaming Mode

- UDS Mode

IP Cam-2 txt file mode

This device is used for IP Camera’s which support
hardware triggers for image renaming.

Event Cam This device is used for Event camera’s which cap-
tures me-dia on a trigger

Inspector-P This device is used for Inspector-P Devices which
captures media on a trigger

SEC Captures JPEG images upon a trigger using SEC

100 devices for package identification in logistics,
compatible with Package Analytics for tracking,
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sorting, and auditing. Requires licensing via Media
Server or Package Analytics.

Table 7: Devices and its Description

Refer to Appendix C about IP cam for more details.
You can create devices in Media server application based on the devices available in An-
alytics / SICK auto-identification systems.

To add FTP, FTPS, SFTP device:

1.

© ®©® N U A~ W

Navigate to Device Management screen by clicking on Device Manage-

ment tab ' =% in the left navigation panel.

Click on the + icon at the top right corner.

The Add Client Device window will open.

Select Server option.

Select Protocol/s (At least one protocol selection is required).

Select a Device Type under Device Settings.

Enter Login credential i.e., Username and Password

Enter IP Address for the device. This field is optional.

Select Enable Image Disclaimer, if the image disclaimer must be applied
to images generated by this device.

Note: Configure the disclaimer content in Advanced Settings — Properties
Configuration. For more information about configuring the image disclaimer,
see Section 10.3, Image Disclaimer.

10. The disclaimer content can be configured in Advanced Settings — Proper-

ties Configuration.

11. Click on ‘Save’ button.
12. A new device will be added, and a success snack bar message will be dis-

played.

Device configuration "admin" of type ICR added.

13. If there is an error while adding the device, application will display a snack

bar message that an error has occurred.
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dd Device

Protocols Setting

® Server () Oiem

FTPS, FTR, SETE

Deewiice Settings

CH

Legin Credentials

CR 2

182 16E.10.25

Criakile Imagge Disclanmer

Figure 7.1:2: Add Device

Note: At least one transfer protocol should be selected for a device. Devices with specific
device type cannot be added more than the allowed no. from the License. Example:
If the License allow 5 ICR’s, then you can only add up to 5 ICR type device. It is sug-
gested to use one device per Camera. Using multiple cameras to send images to a
single device can cause redundancy/image loss due to overwriting.

To add a SMB Device:
1. Navigate to Device Management screen by clicking on Device Manage-
ment tab "= in the left navigation pane.
Click on the + icon at the top right corner.
The Add Device window will open.
Select Device option.
By default, Protocol is selected as SMB under Protocols dropdown
By default, Device Type is selected as ICR890-4 under Device Settings.
Enter Login credential i.e., Username and Password
Enter SMB Server IP Address.
Full/Thumb Directory location will be populated based on the Username.
Example: image_ssd/<Username>.
10. Save button will be enabled once all the fields are filled in with valid values.
Click on 'Save’ button.

© ® N LA WN
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11. A new SMB device will be added, and a success snack bar message will be
displayed.

Add Device

Protacals Setting

QO server @ Client

ICRB890-4 Samba Client
Login Credentials

smbuser

101.102.11.76

image_ssdismbuser

Figure 7.1:3: Add SMB Device

7.1.2 Points to consider before configuring ICR890-4 device

+ Shared Folder Requirement
o The ICR890-4 camera must have a shared folder named "image_ssd".
4+ Username-Based Subfolder
o Inside the "image_ssd" folder, create a subfolder named after the username
used to access the ICR890-4 device via the Samba protocol.
o Example: If the username is "smbuser", the folder structure should be:
* image_ssd/smbuser
+ Timestamp Folder Structure
o The folder structure under the username must follow a timestamp-based
hierarchy:
ol SyntaXZimage_ssd/username/yyyy/mm/dd/hh/image.ext

= Example:
image ssd/smbuser/2021/02/23/06/02-20210223-023212-
00000090.9pg

4+ Time Synchronization
o Ensure that the ICR890-4 dashboard and MSC (Management System Con-
sole) are synchronized to maintain consistency in timestamped files.
4+ Username Requirement
o The username for accessing the ICR890-4 device must be unique to ensure
proper folder organization and access control.
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7.1.3 File retrieval with ICR890-4 Device using Samba Protocol

+ Single Media Retrieval (All File Types: jpg, jpeg, png, bmp, html, xml, ply, etc.)
o If the file is retrieved successfully, the Media Service (MS) will return the re-
quested file data in its native format.
o If there is any failure during retrieval:

e Forimage files (jpg, jpeg, png, bmp), MS will return an error
response image (in one of the supported image formats) con-
taining the requested filename and detailed error infor-
mation.

e For all other file types (e.g., html, xml, ply, etc.), MS will return
an HTML error response page specifying the error code and
relevant error details.

18 20010520 033800:0p
File Commands Tools Favorites Options Help

Add  BdractTo  Test View  Delete  Find  Wizard  Info

@ = il
@ B8 =

VirusScan Comment S}‘:K

B 20210520 033800:p - 2P archive, umpacked size 65,75 bytes

Name Size Packed Type Modified CRC32
e File folder

= 01.20210308_035927_00000.bt 3 31 Text Documen it 5/20/20217:38... B35108F8

& 01_20210308_025956123,jpg 17,488 13622 JPGFile 5/20/20217:38... 1BGCCA...

&] 20210308_025956_00001.jpg 17488 13622 JPGFile 5/20/20217:38... 1BECCA..

& 20210308 025956321,jpg 17488 13622 JPGFile 5/20/20217:38... 1BGCCA..

8] 20210308_025956321_00001 jpq 17488 13622 JPGFile 5/20/20217:38... 1BGCCA...

Figure 7.1:4: Files Retrieved
+ Multiple Media Retrieval (Image File Types: jpg, jpeg, png, bmp)
o If all the files are retrieved successfully, MS will add all the file data into a
zip file and return the zip folder.
o If some files were retrieved successfully while others failed, MS will add
only the successfully retrieved file data and return the zip folder.

7.1.4 Edit Device

The Devices can be edited as per the user requirement from this window. Edit Device

window can be accessed from edit Device option available under menu icon * corre-
sponding to each configured device.
To edit a Device:

1. Navigate to Device Management screen by clicking on Device Manage-
ment tab =% in the left navigation pane.

2. Click on the menu icon * for the device you would like to edit.
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3. Edit Device and Delete Device options are available under this menu.

= | B import favorites S SpecDocument- M... € Issue Navigator - Jira () Release Versions - A.. € 46.2bugs € 4.6.3 Issue Navigato...

Figure 7.1:5: Device Screen
4. Click on Edit Device option.
5. On Edit Device make necessary changes and click on Save button.
6. The selected device will be updated, and a success snack bar message will
be displayed. If there is an error while editing the device, application will
display a snack bar message that an error has occurred.

Edit Device

Protocols Setting

(@) Sevver () ient

FTPS, FTP, SFTP -

Doeeice Settings

CR -

Lagin Credentials

R 1 ©

Criakde Image Disdlaamer

T
Figure 7.1:6: Edit Device Window

Note: At least one transfer protocol should be selected for a device.

Page |55 OSICK e All rights reserved 8022121/0000/2026-04-09



SICK Media Server User Guide

7.1.5 Delete Device
The Device can be deleted by clicking on the Delete Device option under the menu icon

2023-09-08 18:57 IST

Username Device Type FTP FTPS SFTP sme Device IP Address Full Directory Thumbnail Directory Active Action

N B | camedia-server-imagesithu : .
Device Groups smbuser PCam - 1 text file mode v ] 101.102.11.76 Camedia-server-magestfull | T B g EditDevice  /

Cleanup and
Maintenance

Configuration

Advanced settings

Certificate Properties.

Activity Scheduler

scheduler

o O B B & F o

Sync Status

©Or License & Registration

«

Figure 7.1:7: Delete Device Option
To delete a device:

1. Navigate to Device Management screen by clicking on Device Manage-

ment tab ' =* in the left navigation pane.

*

2. Click on the menu icon * for the device you would like to delete.
3. Edit Device and Delete Device options are available under this menu.

N

Edit Device V.

Delete Device B

4. Click on Delete Device to delete the selected Device. On successful dele-
tion, a snack bar message will be displayed, as shown below.

Note: The images of the deleted devices are not deleted from the file location; how-
ever, you will not be able to extract images of a deleted device.

There is no confirmation/undo message for delete device. Once deleted, user would
need to add device again.

Device "admin” deleted.
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7.2 Device Group
To create a ‘Device Group’, follow below steps:
1. Select ‘Device Groups’ tab under ‘Device management’ in the left naviga-
tion pane.
2. From the ‘Device Groups’ screen, click on ‘+Add Group’ on the top right
corner of the screen.

2023-09-08 19:11 IST

~ &% Device Management

Device Groups @
Devices

B8 Cleanup and Group / Device Name h Device Type Action
Maintenance [
»  ICRGroup ‘

VA |

Configuration b IPCANLT s 0
b Lector ‘ s 0

Advanced Settings

Certificate Properties

Activity Scheduler

Scheduler

o B © & K

is]

«
Figure 7.2:1: Device Groups Screen
3. 'Add Group’ window appears with following fields:
e Group Name: Provide group name.
e Groups: Select the groups from the drop-down.
e Devices: Select devices from the drop-down.
e Click on ‘Save’ button.

roup 1

IPCAM-1, ICR Group

Figure 7.2:2: Add Group Window
4. The added group is displayed in the Device Groups table.
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2023-09-08 19:17 1ST

v N configuration

N NN
- = omowm

¥ advanced settings
B cemificate Properties
(B activay scheduler
[ scheduser

Q  syncsas

O License & Regisiration

«

Figure 7.2:3: Added Group in Device Group Screen

7.3 Sorting the Table Columns
By default, the Device table displays the devices based on the order they were added.
You can sort devices listed in the table by clicking on Username, Device Type or Device
IP Address column heading. Clicking on the column heading for the first time will sort
the table in ascending order of the column selected.
e Click a column heading to sort by that value. Click the heading again to
toggle between ascending and descending sort order for the selected

2023-02-02 13:031ST
- aa Dewe n
Management
username Device Type FIPS SFTP Me Device I Address Full Directory Thumbnail Rirectory Active Action
Devices
9 9 o]
Device Groups b
S & o) u
@ Cenupand ® S . mb
Maintenance © P . .
(o] .
= W, configuration e o
Primary Server ® ®
File Syme s
[
B mcmisetng || a2t fremode ® )
Sort the table based
on any column by
clicking sort icon

Figure 7.3:1: Sortil;g based on Device Type
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8 User Profile

This option provides information about the currently logged in user. Click on profile icon
at the top right corner. Application will display a greeting message Welcome
<<username>> and a Logout option.

Click on the Logout option to Log out of the application.

Welcome admin &
Logout G

Figure 7.3:1: User Profile

Note: Media Server can be configured from Media Server GUI using User’s creden-
tials (username & password). These are the pre-defined Users (Admin, Operator,
API) for media server and all users have same privileges.
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9 Cleanup and Maintenance

The SICK Media Server provides tools for managing storage locations, cleaning up media
files, and maintaining optimal disk space. This section covers cleanup processes, storage
considerations, and important maintenance mechanisms.

The server storage has limited capacity. If the storage fills up, the Media Server will stop
saving media files received from MSC or Cameras. To prevent data loss, older media files
must be deleted automatically based on the cleanup settings.

9.1 Cleanup Methods

The following types of cleanup can be performed to manage storage effectively:

o Size-based cleanup — Automatically deletes files when the storage reaches a pre-
defined threshold.

e Age-out-based cleanup — Removes older files based on their retention period.

e Manual cleanup - Allows users to manually delete files.

¢ Rule-based cleanup — Custom cleanup rules can be defined based on system
policies.

Note: Cleanup operations will be halted during database migration. Please refer to Er-
ror! Reference source not found. for migration details.

9.2 Migration impact on cleanup

During database migration, cleanup operations and certain configurations are disabled
to ensure data integrity.

e A banner message appears in the user interface (Ul) stating "Data migration in
progress. Cleanup halted."

e Cleanup processes, including size-based, age-out, rule-based, and manual
cleanup, do not run while migration is in progress.

« Configuration changes to devices, server name, storage locations, properties, and
protocols are disabled.

o If storage fills up during migration, older migrated records are deleted using the
first in, first out (FIFO) method.
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Disk Usage Summary

Disk Summary @ Auto Disk Usage Cleanup Settings @
tem o hen M . (&)
Systerr IO clean the disk when maximum usage I reached
Disk Location Total Space @
Disk Auto Disk
Minimum Free Space @ “ )
CAimagesifull 952.7 GB Lecation anagement Free Disk Space
150 Ge b4
Cimagesithumb 952.7 Gs v S B Thumo Space~
& t anage m <
Time Based Cleanup Settings @ Rule Based Cleanup Settings @
Die t tor iz snfigure r 5 setings
Disk Location Time Based Cleanup © Enable toggie button to utiize and configure ruie based Ceanup setting: -
- » B Miscellaneous @ e
Full Sze
] -9
Thumbnai » B Thumoreds @

Manual Cleanup Settings

Manual cleanup option enables users 10 erase media acquired manually. FTP/SFTR/ETDS server users
administered Media Server

MANUAL CLEANUP

Figure 9.2:1: Cleanup and Maintenance Ul during migration

9.3 Media server Name and Storage Location

The name of the server, full-size and thumbnails folder location can be configured using
Edit Media Server window.

Edit Media Server

SICK An Medla Server

C:\media-server-images\full

Cmedia-server-Imagesithumb

Figure 9.3:1: Edit Media Server

Note: Media acquired by Media Server will be saved in the full size or thumbnail location
set in Edit Media Server section.

To set/Update name, full-size and thumbnail location:

1. Launch and login to Media Server application.
2. Navigate to Cleanup and maintenance screen by clicking Cleanup and

Maintenance option B from the left navigation pane.
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3. Click on pencil icon to open Edit Media Server Window

SICK An Media Server| »

Disk Summary @ Auto Disk Usage Cleanup Settings @
N System will auto clean the disk when maximum usage limit is
Disk Location Total Space @ i -
reached
n . PSR G - Disk Auto Disk
Chmedis-server-imagestfull 3006 B . Minimum Free Space (5] (5]
Location Management
Chmedis-server-imagesithumb 3006 GE -
o
Maote: Enable toggle button to Auto Manage minimum free space

4. In Edit Media server window make changes:
(@) Name: to set/update Media server name.
(b) Full Sized File Path: to set/update location where full-sized files will be
saved.
(c) Thumbnail Path: to set/update location where thumbnail files will be
saved.

Edit Media Server

SICK An Media Server

Cvmedia-server-imagesifu

Cimedia-server-imagesithumb

Figure 9.3:2: Edit Media Server
5. Click on Save Button to confirm the changes.

9.4 Size Based Cleanup

Size based cleanup (also known as Storage based cleanup and Usage based cleanup)
clears out the media files as per the minimum free space configured under Auto Disk Us-
age Cleanup Setting. The cleanup operation is performed if the set Usage based criteria
is fulfilled.
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Note: Size based cleanup cannot be disabled as this is the primary cleanup mecha-
nism.

2023-09-08 19:28 IST

SICK An Media Server J

Device Management
Disk Usage Summar’ GB
Cleanup and isk ° - ‘ ° g ¥ 8
Maintenance Disk Summary Auto Disk Usage Cleanup Settings
. . . § b e =)
Total Space @ System v SK i sage eache;
Conl rati pisk Minimum Free Space @ Auto Disk
TLEE GB - Location R Management
GB - c
Advanced Settings ®
A Enable ¢ butten to A A num fr F ams

Certificate Properties
Activity Scheduler

Time Based Cleanup Settings @ Rule Based Cleanup Settings @
Scheduler

pisk Location Time Based Cleanup @ Enable toggle button ta utilize and configure rule based cleanup settings o
Syne Status R » » - o

[
License & Regjstration Thumbnai » =
o Fr @ ¢
«
Manual Cleanup Settings
sers to erase media acquired manually, FTP/SETR/FTPS server users AL CLEANLP

Figure 9.4:1: Size Based Cleanup

Size based cleanup is maintained for individual drives as per the size cleanup settings
configured. The number of drives that are visible under this section is based on the path
set for full size and thumbnail images. If full size and thumbnail location is set in the
same drive, single drive is displayed in size cleanup setting. This drive can be configured
for size-based cleanup.

Note: Please refer Media Server Name and Storage Location for details on how to set/update
full size and thumbnail location.

If full size and thumbnail location is set in different drives, two different drives are dis-
played in size cleanup setting. These drives can be configured for size-based cleanup in-
dividually.

Disk Summary @ Auto Disk Usage Cleanup Settings @

System will auto clean the disk when maximum usage limit is reached

Disk . Auto Disk
Minimum Free Space

Disk Location Total Space

Cmedia-server-images\full 194.7 GB ~ Location Management
D:\media-server-imagesithumb 2216 GB - [ - - ®
D\ - B o

Note: Enable toggle button to Auto Manage minimum free space.

Figure 9.4:2: Auto Disk Usage Cleanup Setting
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Note:

£ Maximum aggressive and Aggressive cleanup are safety mechanism to
avoid overflow of disk space.

+ User will observe Warning messages displayed in the Ul under Disk Usage
Summary if Maximum aggressive or Aggressive cleanup is being performed
by Media Server. Please refer to Disk Usage Summary or the detailed mes-
sage displayed during these cleanups.

+ Please refer to Appendix B for detailed information on Regular Buffer, Addi-
tional Buffer, Maximum Aggressive cleanup, Regular cleanup, and Aggres-
sive cleanup.

Note: You might not see the Media server files utilizing the maximum disk space due to in-
ternally configured Regular Buffer and Additional Buffer. Media server files are deleted
based on FIFO (First in First out) if any of this buffer space is hit.

9.4.1 Size Based Cleanup modes
Size based cleanup can be configured in two modes: Auto and Custom
9.4.1.1 Custom Size Based Cleanup

To configure this type of cleanup, disable the toggle button under Auto disk manage-
ment for the drive that needs to have custom free space settings. This setting will come
in handy if it is required to reserve some free space in the drive that is being used by
other applications for their proper functioning.

Note: It is recommended to use custom size-based cleanup for the drives that do not have
operating system (OS) installed but has some other important application installed. Availa-
ble space in this drive can be customized based on the requirement.

Auto Disk Usage Cleanup Settings @

System will auto clean the disk when maximum usage limit is reached

Disk Auto Disk

. Minimum Free Space @
Location Management
. 234 :JGB -
DA\ o

Note: Enable toggle button to Auto Manage minimum free space.

Figure 9.4:3: Custom Size Based Cleanup
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9.4.1.2 Auto Size Based Cleanup

To configure this type of cleanup, enable the toggle button under Auto disk manage-
ment for the drive that needs to be auto managed for size-based cleanup. Media Server
will set minimum free space as 1Gb and will try to utilize maximum disk space for Media
Server files. This setting is recommended for the disk location that is only storing media
server images and requires maximum utilization of the space.

Note: It is recommended to use Auto size-based cleanup for the drives that have operating
system (OS). This will assign 1.5 times the total RAM by default as the minimum free space.
Use Custom size-based cleanup to increase the reserved space for this drive.

Auto Disk Usage Cleanup Settings @

System will auto clean the disk when maximum usage limitis reached
Disk - Auto Disk
. Minimum Free Space @
Location Management
D ®

Figure 9.4:4: Auto Size Based Cleanup
9.4.2 Important points to consider before configuring clean-up rules

+ Auto Disk Management
o Enable Auto Disk Management for maximum disk space utilization.
o When enabled, Media Server reserves 1.5 times the RAM of the machine as
the minimum free space on the operating system (OS) disk.
o To reserve more than 1 GB of free space, disable Auto Disk Management and
manually enter the reserved space.
» This setting is recommended for drives containing other important
software.

+ Recommended Storage Setup
o Itis recommended to use a dedicated drive exclusively for storing Media Server
files.
o Separate buffers are maintained for each drive type.
+ Cleanup Operations
o Age-out based cleanup is required if the storage location for full-size or thumb-
nail images has changed.
o Size-based cleanup applies only to the current drive.
= Example: If the storage location is changed from C: to D, size-

based cleanup will only apply to D:.
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= Historical data in C: will remain and must be cleared using Age-
out based cleanup.
#+ Minimum Free Space Allocation
o When Auto Disk Management is enabled:
» For OS Disk: Minimum free space is set to 1.5 times the RAM.
* For Non-OS Disk: Minimum free space is set to 1 GB.
o Custom Size-based cleanup should be used for drives storing images and
other important software.
* This allows increasing the minimum free space beyond 1 GB for soft-
ware to function properly.
4+ Storage Cleanup Configuration
o Storage-based cleanup settings are configurable via the configuration

file.
o Refer to_Configuration File for detailed parameter settings.

9.4.3 Set up Size Based Clean-up

1. Launch and login to Media Server application.
2. Navigate to Cleanup and maintenance screen by clicking Cleanup and

Maintenance option B from the left navigation pane.

SICK An Media Server 4

Figure 9.4:5: Cleanup and Maintenance
3. Navigate to Size Cleanup Settings section and enable the toggle under
Auto Disk Management to enable auto cleanup with max disk utilization by

Media Server
4. If you want to customize the reserved free space in the disk, disable the
Auto Disk Management toggle button and follow the mentioned steps:

(a) Navigate to section below Minimum Free Space
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(b) Select MB/GB/TB by clicking on the dropdown icon
(c) In the text field, enter or increase/decrease the value for minimum free
space that should be reserved in the storage disk.

23.56

c\ e

Mote: Enable toggle button to Aut GB ninimum free space.

B

5. Click on SAVE button to save the changes.

9.5 Time Based Cleanup

Time Base cleanup is used for deleting the stored media files based on the desired re-
tention period. These intervals can be configured according to the days/ hours of images
needed. The media files get automatically deleted from the storage drive when the files
are aged beyond the configured retention period.

The data stored in full and thumb folders gets deleted based on the configured reten-
tion period. For example, if the Time-Based cleanup setting duration is set to 10 Hours,
images older than 10 hours will be cleared from the folder location on each cleanup cy-
cle. Media Server will try to maintain images that are at least 10 hours old (given that im-
ages are not cleaned based on size-based cleanup)

Time based cleanup is not a primary cleanup mechanism and can be enabled/disabled
using toggle buttons available next to the storage location of full-size or thumbnail im-
age under Time Based Cleanup section of Ul.

SICK An Media Server #

nal space ©
O scwnceasasngs
L]
B e °
B vy seneouer
[}
[m R

Figure 9.5:1: Time Based Cleanup

9.5.1 Set-up Time Based Clean-up

1. Launch and login to Media Server application.
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2. Navigate to Cleanup and maintenance screen by clicking Cleanup and

Maintenance option B from the left navigation pane.

3. Navigate to Time Based Cleanup Settings section and enable the toggle
button next to full size or thumbnail location.

4. Select Days or Hours option by clicking the dropdown icon for Full Size
Files and Thumbnail.

Days

Hours

5. In the text field, enter or increase/decrease the value for no. of days/hours,
the file should be retained.

Time Based Cleanup Settings @

Disk Location Time Based Cleanup @

Full Size - Days ®
Hours

Thumbnail .

Figure 9.5:2: File Storage duration
6. After the changes are done, SAVE button is enabled.
7. Click on SAVE button to save the changes.
8.

9.6 Manual Cleanup

Manual cleanup clears all the media files from the storage drive based on the selected
File type. This type of cleanup can be performed based on file type. This is the most effi-
cient way to clear out media files from storage completely.

Caution: Manual cleanup once started cannot be stopped. Please be very careful while using this
functionality.

9.6.1 Initiate Manual Cleanup
1. Launch and login to Media Server application.

2. Navigate to Cleanup and maintenance screen by clicking Cleanup and

Maintenance option B from the left navigation pane.

3. Click on Manual Cleanup button
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4. Pop-up window with Full size and Thumbnails option with checkboxes will

appear.
5. When the Full size and Thumbnails options are selected then Selective Clean

option checkbox appears respectively.
Note: Selective Cleanup is used to clean up a specific set of files for the selected time win-

dow. If the user selects only full size or thumbnail cleanup, then specific clean up starts
when ‘Clean’ button is clicked.

Figure 9.6:1: Manual Cleanup
6. Click the Selective Clean checkbox for which the Manual Cleanup needs to be

done.
7. When the user clicks on Selective Clean checkbox, following fields appear:
¢ Root Path: Select the root path of the file that contains the images to be
cleaned from the drop-down.
e Select Devices: Select the devices from the drop-down list.
e Select Time: User can select from three options that are no interval,
time interval and End Time for cleanup.
No Interval
Time Interval

End Time

i. When user selects No interval, it does not display any interval to
select. It cleans all the images for selected root path and users
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Manual Cleanup GE «

FullSize @ 0.000 @

Selective Clean @

D:\media-server-images\full ~  Device1, Sick -

No Interval -
Thumbnail @ 0.000 @
[ selective Clean @

CLEAN

ii. When the user selects Time interval, the Start Date and End Date

fields appear.
e Start Date: Select the date and time when cleanup must
begin.
¢ End Date: Select the date and time when cleanup must
stop.

Note: Images available for the selected device(s) and root path
within the mentioned time interval will be cleaned.

Note: Images available for the selected device(s) and root path within
the mentioned time interval will be cleaned.

iii. When user selects Time interval, it displays to Start Date and
End Date fields to select i.e., Start Date: Select the date and time
when cleanup must begin and End Date: Select the date and
time when cleanup must stop.

Page |70 OSICK e All rights reserved 8022121/0000/2026-04-09



SICK Media Server User Guide

Manual Cleanup GE -

Fullsize @ 0.000 @

Selective Clean @

D:\media-server-images\full  ~  Devicel, Sick -

Tlme In{erval -
Start Date End Date
20-Feb-2024 12:00 AM 0 20-Feb-2024 05:00 PM B3

Yesterday @ / 1Week @ /15Days @ / 30Days @

Thumbnail @ 0.000 @
[:] Selective Clean @

CANCEL CLEAN

iv. When End Interval is selected then End Date field appears, select
the end date and time when cleanup must stop. It deletes the
media for the selected rootpath and devices till the send time se-

lected
Manual Cleanup GB -
Full size @ 0.000 @

Selective Clean @

D:\media-server-images\full ~  Devicel, Sick -

End Time -

20-Feb-2024 05:00 PM [

Thumbnail @ 0.000 @
[ selective Clean @

CANCEL CLEAN

8. Click on ‘Clean’ button.
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Manual Cleanup EE

FullSize @ 0.000 @
Selective Clean @

D:\media-server-images\full ~  Devicel, Sick -

End Time -

20-Feb-2024 05:00 PM |

Thumbnail @ 0.000 @
Selective Clean @

C\media-server-images\th... ¥ Device1, Sick v

No Interval v

CANCEL m e

Figure 9.6:2: Selective Cleanup

9. Snack Bar messages (‘Background process to purge selected files have started’
and ‘successfully validated the request, initiating manual cleanup process’) will
appear.

10. Manual cleanup will be processed in background. This will take time if lot of
images are to be cleaned.

Note: It is suggested to restart Media server after manual cleanup has been completed.

9.7 Rule-Based Cleanup

Rule-based cleanup automatically removes media files based on predefined rules. Users
can configure cleanup rules for specific devices or device groups to manage storage effi-
ciently.

Note: Rule-based cleanup is supported only in single-drive mode.

e Max Count: Limits the total number of media files stored. When the limit is
reached, the system deletes the oldest files.
o Example: If set to 10,000 files for a single device, the system retains only
the most recent 10,000 files, deleting older ones when new files are added.
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For a device group, the 10,000-file limit is distributed across all devices in
the group, with the allocation varying dynamically based on system logic
(e.g., not necessarily 3,333 files per device for a group of three devices).

« Max Space: Limits the total allocated storage space. When the limit is exceeded,

the system removes the oldest files.
o Example: If set to 2 TB for a single device, the system ensures storage does

not exceed 2 TB, deleting older files as needed. For a device group, the 2
TB limit is distributed across all devices in the group, with the allocation
varying dynamically.

9.7.1 Configuring Rule-Based Cleanup

1. Open Cleanup and Maintenance from the left-side menu.
2. Click Configure Rule under Rule-Based Cleanup Settings.

Figure 9.7:1: Rule-Based Cleanup Settings

3. Click + Add Rule in the upper-right corner.
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Figure 9.7:2: Add Rule

4. In the Add Rule dialog box, complete the following fields:
o Rule Name: Enter a name for the rule.
Device(s): Select one or more devices.
Group(s): Select one or more device groups.
Rule Type: Select Max Count or Max Space.
Value: Enter the numeric limit.
Unit: If Max Space is selected, choose MB, GB, or TB.

o O O O O

Figure 9.7:3: Add Rule Dialog Box

5. Click Save.

Note: Changing the Minimum Free Space setting may invalidate a Max Space rule. No warning
(s displayed if the configured rule exceeds available space.

6. The configured rule appears in the Configure Rules list.
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2023-08-11 14:50 IST

¢ Configure Rules @

g Ceneend Configured Rules

O syncstaws

O License & Registration

Figure 9.7:4: Configured Rule

9.7.2 Edit Rule
User can edit the configured rule by clicking on the edit - icon.

1. When the user clicks on edit + icon of the configured rule, Edit Rule di-
alog box appears with configured rules.

Figure 9.7:5: Edit Rule
2. User can update the changes and click on ‘Save’ button.

9.7.3 Delete Rule

User can delete the configured rule by clicking on the delete ¥ " icon.

1. When the user clicks on delete ' ¥ 'icon of the configured rule, delete
confirmation dialog box appears with confirmation message ‘Are you
sure you want to delete this rule?’ with Yes and No buttons.

2. Click on 'Yes’ to confirm the deletion and ‘No’ to cancel the deletion.
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Figure 9.7:6: Delete Confirmation Box

9.8 Disk Usage Summary

Disk Usage Summary represents disk utilization in percentage for full size images,
thumbnail images, miscellaneous data and available free space. The respective space uti-
lization details of the above-mentioned fields (in MB/GB/TB) in the disk can be seen in

tabular format below the disk indicator.
Disk Usage Summary GB ~

c\

Free Disk Space 48%
Misc Space

Thumb Space

c:\
E Miscellaneous @ 100.6 GB
W Full Size @ 0.0Ge
B Thumbnails @ 0.0 GB

O Free Disk Space @ 340cE

@ TEMP FILE CLEARANCE IN PROGRESS

Figure 9.8:1: Disk Usage Summary
Indicator uses four colors to represent data of different file types.
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Description

B Fuisize Blue indicator is used to display the disk space oc-
cupied by full size media

B Thumbnails Green Indicator is used to display disk space occu-
pied by thumbnail media

Miscellaneous Purple Indicator is used to display disk space occu-

pied by the system applications and content that
are not associated with Media Server

Free Dizk
Space

Grey Indicator is the total available space in the
drive configured to store full size/thumbnail media

drive.

Table 8: Different Colors for Different Files
9.8.1 Disk Usage Display Modes

Disk Usage summary is displayed based on the storage location set for thumb and full
location. If both full size and thumbnail storage locations are configured on the same
drive, a single donut chart is displayed under Disk Usage Summary with details of full-
size usage, thumbnail usage, miscellaneous usage and available free space within the
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Disk Usage Summary

cA

Full Space

Free Disk Space 43% 1947
Misc Space

Thumb SpaceJ

c:\
B Miscellaneous @ 100.6 GB
W Full Size @ 0.0GE
B Thumbnail: @ 0.0 GB

[0 Fre= Disk Space @ 340CE

(&) TEMP FILE CLEARANCE IN PROGRESS

GB -

Figure 9.8:2: Disc Usage Summary

If full size and thumbnail storage locations are configured on different drives, two differ-
ent donut charts are displayed under disk usage summary, one for each location, each
doughnut representing the disk utilization with details of full-size usage/thumbnail us-
age, miscellaneous usage and available free space for each drive.
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Disk Usage Summary GE «

[

Fre b
Dy
- Misc Sgaace
~/ Thumb Spacs
14
[=:]
Bi%
s ik
A D
O Mizcelznzou: @ 104.4 GB B MEczliznzou: @
M FullSize @ 0.0 GE B Thumbrsi: @
O FreeDiskipece @ JAGn O Frae Disk Space @ 2430GB

Figure 9.8:3: Two drive Disk Usage Summary mode

9.8.2 Cleanup Health Indicators

Cleanup health information is displayed in the form of messages below the disk indicator
with the detailed information on cleanup activity that is happening in the background.
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Disk Usage Summary

g C\
52%
o 2
'\‘ A - 4 Z
H L7
2} (2]
1 o

ace ©

Figure 9.8:4: Warning message displayed in Yellow Font
Here is the list of messages that will appear and action (if required) that needs to be per-

formed:

Note: Message in blue are regular messages indicating normal operation of Media
server. Messages in are warning messages and might require action to rec-

tify them.

Messages

Action required/ Background

Activity

Cleanup health OK

No Operation/Normal opera-
tion of cleanup is happening in
the background

Checking and Purging Empty/Un-
wanted Directories

When Media server is perform-
ing purge operation on
empty/unwanted directories
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Messages

Action required/ Background

Activity

Cleaning full size records older than
<timestamp>

When Age out based Cleanup
for full-size images is in-pro-
gress

Cleaning thumbnail records older than
<timestamp>

When Age out based Cleanup
for thumbnail images is in-pro-
gress

Cleaning xml records

When xml files are being
cleared out from MS

Cleaning xml records Aggressively

When xml files are being
cleared out in aggressive
cleanup

Please refer to Appendix B for
detailed information on ag-
gressive cleanup

Regular size out cleanup in progress as
buffer space being used for Single
drive.

When regular Size based
cleanup is happening, and
thumbnail and full-size images
are configured to be saved in
same drive

Please refer to Appendix B for
detailed information on this
type of cleanup

Regular size out cleanup in progress as
buffer space being used for Full drive.

When regular Size based

cleanup is happening for im-
ages stored in full-size drive,
given that thumbnail and full
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Messages

Action required/ Background

Activity

images are being stored in dif-

ferent drive

Please refer to Appendix B for
detailed information on this
type of cleanup

Regular size-out cleanup is in progress
as buffer space is being used for the
thumb drive.

When regular Size based
cleanup is happening for im-
ages stored in thumb drive,
given that thumbnail and full
images are being stored in dif-
ferent drive

Please refer to Appendix B for
detailed information on this
type of cleanup

Regular size-based cleanup is
in progress for images stored
in the thumb drive, considering
that thumbnail and full-size im-
ages are stored in separate
drives.

See Appendix B for more details
on this type of cleanup.

Gathering Disk information

The Media Server reads
through the database to cor-
rect its full-size and thumbnail
details in cache or when updat-
ing its database. Cleanup is
halted during this interval and
will resume once recalculation
is complete.
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Messages

Data Migration in progress. Cleanup
halted.

Action required/ Background

Activity

Regular Cleanup activity will be

halted if Data migration is in
progress

Inventory in progress. Cleanup halted.

Inventorying is a process to re-
build database where it re-
trieves Image data from File
Location and store its details in.
When inventorying process is
happening in the background.
Cleanup is halted during this
interval and will resume once
the inventorying has been
completed

Inventory will be halted. Aggressive
Cleanup resumed

When inventorying has been
completed, aggressive cleanup
is resumed

Active DB/connection: MySQL is down.
Cleanup halted

If MySQL is set as database,
and MySQL service is non-re-
sponsive. Cleanup is halted un-
til MySQL DB is back online.

Action: Check MySQL instance
by launch the services form
search Module in the machine
and bring back MySQL server
online by starting MySQL ser-
vice

Miscellaneous data Occupying/Occu-
pied reserved disk space. Data acquisi-
tion by Media Server might be

If the miscellaneous data in the
drive saving both full size and
thumbnail images is occupying
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Messages

Action required/ Background

Activity

hampered. Please consider changing
disk configuration.

more space than the minimum

free space set for cleanup.

Action: Cleaning up miscella-
neous data or switch to a drive
with more disk space.

Miscellaneous data Occupying/Occu-
pied reserved space on full size disk.
Data acquisition by Media Server
might be hampered. Please consider
changing disk configuration.

If the miscellaneous data of the
drive saving full size images is
more than the minimum free
space set for cleanup.

Action: Cleanup miscellaneous
data or switch to a drive with
more disk space

Miscellaneous data Occupying/Occu-
pied reserved space on thumbnail disk.
Data acquisition by Media Server
might be hampered. Please consider
changing disk configuration.

If the miscellaneous data of the
drive saving thumbnail images

is more than the minimum free
space set for cleanup.

Action: Cleanup miscellaneous
data or switch to a drive with
more disk space

Maximum aggressive size out Cleanup
in Progress as Disk used space reached
minimum free space

High acquisition throughput
causing Maximum aggressive
Size based cleanup for disk
space maintenance. This pro-
cess will start deleting a lot of
images from drive storing both
full size and thumbnail images
(Maximum aggressive
Cleanup). Please refer to Ap-
pendix B for detailed infor-
mation on this type of cleanup
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Messages

Maximum aggressive size out Cleanup
in Progress as full-size Disk used space
reached minimum free space

Action required/ Background

Activity

High acquisition throughput
causing Maximum aggressive
Size based cleanup for disk
space maintenance. This pro-
cess will start deleting a lot of
images from drive storing full
size images (Maximum ag-
gressive Cleanup). Please refer
to Appendix B for detailed in-
formation on this type of
cleanup

Maximum aggressive size out Cleanup
in Progress as thumbnail Disk used
space reached minimum free space

High acquisition throughput
causing Maximum aggressive
Size Based cleanup for disk
space maintenance. This pro-
cess will start deleting a lot of
images from drive storing
thumbnail images (Maximum
aggressive Cleanup). Please
refer to Appendix B for detailed
information on this type of
cleanup

Aggressive size out Cleanup in Pro-
gress as Disk used space reached addi-
tional buffer space.

High acquisition throughput
causing normal maintenance of
disk space. This will delete data
from drive storing both full size
and thumbnail images (Ag-
gressive Cleanup). Please refer
to Appendix B for detailed in-
formation on this type of
cleanup
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Messages

Aggressive size out Cleanup in Pro-
gress as full-size Disk used space
reached additional buffer space.

Action required/ Background

Activity

High acquisition throughput
causing normal maintenance of
disk space. This will delete data
from drive storing full size im-
ages (Aggressive Cleanup).
Please refer to Appendix B for
detailed information on this
type of cleanup

Aggressive size out Cleanup in Pro-
gress as thumbnail Disk used space
reached additional buffer space.

High acquisition throughput
causing normal maintenance of
disk space. This will delete data
from drive storing thumbnail
images (Aggressive Cleanup).
Please refer to Appendix B for
detailed information on this
type of cleanup

Insufficient space on disk for proper
functioning of cleanup. Maximum Ag-
gressive cleanup will be performed
once disk usage reaches minimum free
space. Consider changing the disk con-
figuration.

The configured disk to acquire
both full size and thumbnail
image does not have enough
space available to store images
properly and maintain disk
space. This will cause all the
images available to be cleaned
up on regular interval.

Action: Switch to a drive with
more disk space

Insufficient space on full size disk for
proper functioning of cleanup. Maxi-
mum Aggressive cleanup will be per-
formed once disk usage reaches mini-
mum free space. Consider changing
the disk configuration.

The configured disk to acquire
full size image does not have
enough space available to
store images properly and
maintain disk space. This will
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Messages

Action required/ Background

Activity

cause complete image cleanup

on regular interval.

Action: Switch to a drive with
more disk space

Insufficient space on thumbnail disk for
proper functioning of cleanup. Maxi-
mum Aggressive cleanup will be per-
formed once disk usage reaches mini-
mum free space. Consider changing
the disk configuration.

The configured disk to acquire
thumbnail image does not
have enough space available to
store images properly and
maintain disk space. This will
cause complete image cleanup
on regular interval.

Action: Switch to a drive with
more disk space

Insufficient space for Media server data
due to Miscellaneous data. This may
lead to unwanted media server data
cleanup. Consider clearing miscellane-
ous data or changing disk configura-
tion.

The configured disk to acquire
both full size and thumbnail
images does not have enough
space available to store images
properly and maintain disk
space, as the miscellaneous
data has grown over the time.

Action: Cleanup miscellaneous
data.

Insufficient space for Media server full
size data due to Miscellaneous data.
This may lead to unwanted media
server data cleanup. Consider clearing
miscellaneous data or changing disk
configuration.

The configured disk to acquire
full size images does not have
enough space available to
store images properly and
maintain disk space as the mis-
cellaneous data has grown over
the time.

Action: Cleanup miscellaneous
data.

Page |87

©OSICK e All rights reserved

8022121/0000/2026-04-09




SICK Media Server

User Guide

Messages

Action required/ Background

Activity

Insufficient space for Media server
thumbnail data due to Miscellaneous
data. This may lead to unwanted media
server data cleanup. Consider clearing
miscellaneous data or changing disk
configuration.

The configured disk to acquire
thumbnail images does not
have enough space available to
store images properly and
maintain disk space as the mis-
cellaneous data has grown over
the time.

Action: Cleanup miscellaneous
data.

No Data available in DB. Hence, Halt-
ing Cleanup.

If the DB is empty, cleanup op-
eration will be halted. Once
Data is acquired by Media
server, the cleanup process will
resume

Data not being stored as minimum free
limit reached. No Data available in DB.
Hence, Halting Cleanup.

When Minimum free space is
reached and there is no data
available in the DB.

Action: Clear out space in the
drive or change the drive for
new data to be stored.

Max Aggressive cleanup going on. File
size will be rectified after the cleanup.

On Starting Media server, if the
first recalculation does not
complete due to Maximum ag-
gressive cleanup. Once Maxi-
mum aggressive cleanup is
complete, the recalculation will
resume and set the correct File
size.
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Messages

Configuration File Drive low on disk
space. Can't save any changes to file.
Clear space to save changes to file.

Action required/ Background

Activity

If the space of the Drive/s in
which the files;sick-bip-is.cfg,
ScheduleConfig.cfg and Clean-
upRuleConfig.cfg are present, is
less than 500 MB, changes will
not be saved to the files. To
start saving the space must be
more than 500MB.

Action: Do Not configure the
Media storage drive and DB
Drive to be same as these files
and clear out unwanted data
from the drive.

Data Drive has reached Minimum Free
Space.

If the configuration files (Files
mentioned in the above sce-
nario) drive is the same as the
data drive, this message will be
displayed along with the above
message

Media Server is working on rectifying
the Miscellaneous Data size

If the Miscellaneous Data size is
not displayed properly, it will
be rectified in a subsequent
Recalculation cycle. This is dis-
played when Media server has
single drive for both full and
thumb data.

Media Server is working on rectifying
the Miscellaneous Data size for both
drives.

If the Miscellaneous Data size is
not displayed properly, it will
be rectified in a subsequent
Recalculation cycle. This is dis-
played when Media server has
two separate drives for full and
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Messages

Action required/ Background

Activity

thumb data and the error hap-

pens on both the drives

Media Server is working on rectifying
the Miscellaneous Data size for full
drive.

If the Miscellaneous Data size is
not displayed properly, it will
be rectified in a subsequent
Recalculation cycle. This is dis-
played when Media server has
two separate drives for full and
thumb data and the error hap-
pens only for full drive.

Media Server is working on rectifying
the Miscellaneous Data size for thumb
drive.

If the Miscellaneous Data size is
not displayed properly, it will
be rectified in a subsequent
Recalculation cycle. This is dis-
played when Media server has
two separate drives for full and
thumb data and the error hap-
pens only for thumb drive.

Cleanup waiting for DB Maintenance
thread to be up.

Cleanup is Halted until the
Maintenance DB thread has
started.

Tagged Deletion Started.

Deletion of data marked to be
deleted by tagging feature
starts.

Tagged Files deleted.

Deletion of data marked to be
deleted by tagging feature Fin-
ishes.
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Device: <device Name> Cleaning xml
records

Action required/ Background

Activity

When xml files are being
cleared out from MS for a par-
ticular device

Device: <device Name> Cleaning xml
records Aggressively

When xml files are being
cleared out in aggressive
cleanup for a particular device

Aggressive Xml records deletion Com-
pleted

When aggressive xml deletion
is complete

Device: <device Name> Aggressive
Xml records deletion Completed

When aggressive xml deletion
is complete for a particular de-
vice

Xml records deletion Completed

When xml deletion is complete

Cleaning Synced records

When Synced records are be-
ing deleted

Synced Files deleted.

When Synced deletion is com-
plete

Miscellaneous data Occupying/Occu-
pied reserved disk space for rules.
Rules may not be able to utilize the
max space allocated to it. Please con-
sider changing rule configuration.

When Miscellaneous data oc-
cupies the space allocated for a
device/group by a rule.

Action: Change the rule con-
figuration or clear out un-
wanted data to reduce miscel-
laneous space utilization
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Rule allocations exceeds the maximum
limit. Current Available Disk Space (To-
tal Disk Space - Minimum Free Space):
<usable space> Current Total Alloca-
tion: <Total allocated space> Please
consider changing rule configuration.

Action required/ Background

Activity

When the allocated space by a
rule is more than the disk avail-
able space.

Action: Change the rule con-
figuration.

Both Full and Thumb path changed.
Wait for next cleanup cycle

When both the full and thumb
paths are changed during a
cleanup cycle. The current
cleanup cycle is terminated,
and cleanup will resume in the
next cycle.

Thumb path changed. Wait for next
cleanup cycle

When both the thumb path is
changed during a cleanup cy-
cle. The current cleanup cycle is
terminated, and cleanup will
resume in the next cycle.

Full path changed. Wait for next
cleanup cycle

When both the full path is
changed during a cleanup cy-
cle. The current cleanup cycle is
terminated, and cleanup will
resume in the next cycle.

Active DB:<DB type> Modification in
progress.

Halted Cleanup When DB col-
umns are being modified
(which happens at the start of
the media server). Cleanup is
halted during this modification.

Active DB:<DB type> modification
complete.

Cleanup resumed. Once above-
mentioned operation is com-
plete
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Messages

Action required/ Background

Activity

File size recalculation in progress.
Cleanup halted.

When Recalculation is in pro-
gress.

Manual Cleanup in progress. Regular
cleanup cycle halted

When Manual cleanup is initi-
ated

Tag Details Table being cleared.

Tag details table records are
being cleared after records
from file index table are de-
leted.

Checking and Removing Purged rec-
ords from DB

When removing records of
Purged data from DB.

Drive: <drive mode> <device/group>
Started count based cleanup

Count based cleanup for a
given device or group

Drive: <drive mode> <device/group>
Rulebased Regular size out cleanup in
progress as buffer space being used by
the device/group

Rule based size out cleanup in
progress for a device or group

Drive: <drive mode> <device/group>
Rule based Maximum aggressive
cleanup in progress as device/group
completely utilized the space allocated

Rule Based maximum aggres-
sive cleanup for a device or
group when device/group uti-
lizes allocated space by the
rule.

Partition limit reached for MySQL.
Purging old data and dropping respec-
tive partition

MySQL has a 340-day data re-
tention limit due to subparti-
tions. This message appears
when purging data as it
reaches day 339.
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Messages

Action required/ Background

Activity

No Data for Current Full/Thumb drive
available. However, Unwanted tagde-
tails Cleanup in progress.

No data in Full/Thumb tables,
but unwanted data still exists in
tagdetails table, so cleanup
continues.

No Data for Current Full/Thumb drive
available. However, Continue with Un-
migrated Data Cleanup.

No data in Full/Thumb tables,
but unmigrated data in the old
structure is being cleaned up.

System is running low on memory. To-
tal available RAM:

The system has low available
physical memory (RAM), which
might impact cleanup or media
server operation.

Cleanup cycle Started

Indicates the start of the regu-
lar cleanup cycle.

Unmigrated Data Cleanup in progress.

Indicates cleanup of old data
structures post migration.

Temp file Clearance in progress

Temporary files (e.g., from IP-
Cams) are being cleared from
the /tmp directory.

Figure 9.8:5: List of Messages in Application
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10 Configuration

This Section provides high level information of licensed protocols in media server such
as binding IPs for FTP/FTPS/SFTP servers, configured FTP/FTPS/SFTP port/s used to store
media files. Also allows user to Enable/Disable transfer protocols using checkboxes.

Figure 9.8:1: Configuration

This configuration will appear as below when certificates are offline, invalid, or expired.
Secure protocols such as SFTP, FTPS, and FileSync will display a warning icon in this case.
These protocols will not function unless a valid certificate is present. File Sync is disabled
due to a certificate error. Please rectify the issue to continue.

mrsena /| (ASTSse /| A/

s

o

-----
L osr—
B <enrion prosmes
B sty seeniw
O sreus

Figure 9.8:2: Primary Server
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Figure 9.8: File Sync

10.1Enable/Disable Protocols

You can enable/disable the licensed protocol by selecting/deselecting the checkboxes.

or by modifying the configuration file (sick-bip-is.cfg). Starting with Media Server 1.6,
unsecured protocols (HTTP, FTP) can be disabled without requiring a new license, en-
hancing security and flexibility.

e FTP: Uncheck the FTP checkbox in the Device Management Ul to disable. This

change takes effect immediately.
e HTTP: Set enabled=false in the [HTTPD] section of sick-bip-is.cfg and restart

the Media Server.
e HTTPS: Set enabled=false in the [HTTPSD] section of sick-bip-is.cfg and restart the

Media Server.
e FTPS, SFTP: Enable or disable via Ul checkboxes or configuration settings, de-

pending on the license and device setup.

2021-08-28 03:30 EDT

Check/Uncheck to

FTP Server & FTPS Server SFTP Server 2 enable/disable protocol
|F Address: 0.0.0.0 IP Address: 0.0.0.0 IP Address: 0.0.0.0
Ports: 20212121 Ports: 4121 Ports: 321
Explicit Port(s): 4121
Implicic Port{s): R

Figure 10.1:1: Enable/Disable Protocol Server Window
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Note:
e A protocol is only visible if licensed.

e FTP and HTTP are unsecured protocols. It is recommended to use their secure alterna-
tives, FTPS and HTTPS, for encrypted communication. For further assistance, contact
the support team at https.//supportportal.sick.com/.

e Starting with Media Server 1.6, HTTP and FTP can be disabled without a new license,
unlike previous versions where a new license was required.

Important:

e Changes to HTTP protocol settings using the Ul can be performed only when the Media
Server is accessed over HTTPS. If accessed over HTTP, this option cannot be modified.

e When HTTP is disabled, ensure that HTTPS is properly configured and accessible to
avoid loss of access to the Media Server UL

Application displays a snack bar message if the selected protocol server is enabled/disa-
bled successfully.
If there is an error while enabling the protocol, an alert message will be displayed.

Note: On start of media server, FTPS server will run with implicit and explicit mode
both. The Port assignment will be based on formula Round off-to-floor i.e., number
of ports divided by 2 goes to EXPLICIT mode, rest goes to IMPLICIT. Example:

FTPS Port Configura- EXPLICIT IMPLICIT

tion

4121 4121 NA
4121, 4020 4121 4020
4121, 4020, 4343 4121 4020, 4343

4121, 4020, 4343, 4545 | 4121,4020 | 4343, 4545

Table 9: FTPS Port Configuration

If the following ports are configured: 4121,4020,4343,4545; and 4020 is invalid (due to port range
or conflicting port) and FTPS server does not start in this port, then 4121 will start as Explicit and
4343, 4545 will start as implicit.
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In case the ports are changed later from "4121,4020,4343" to "4121,4020,4343,4545" then 4020
which was previously running as implicit will now be explicit after change.

10.2Edit Protocols Server

Click on the edit icon next to the server. You can update the IP Address and Ports from
Edit <<Servername>> Server window. The ports selected can only be within the port
range defined for a protocol. Use this window to bind the local IP to the server and con-
figure the ports where the server (FTP/FTPS/SFTP) should run.

Edit FTP Server

0.0.0.0

2021.2121

CANCEL

Figure 10.2:1: Edit Protocol Server Window
Note: Ports of a protocol should not conflict with ports used by any other protocol. Example: FTP
port(s) should not conflict with HTTP/HTTPS/SFTP/FTPS/UDS port(s)/File Sync. Ports already used
by other system activities are not allowed to be added.

To run multiple FTP/SFTP/FTPS servers, use comma separated port numbers. For exam-
ple, to run multiple FTP Servers on the same IP address configure the port number as
2021, 2121.

10.3 File Sync

File sync helps in archival of media files to the remote server. This feature is useful in sit-
uations where the Media server connected to image capturing devices has limited/low
disc space. Disc maintenance of Media server cleans the acquired files to overcome disk
overflow. As the connected media server is low on disc space, the acquired image is
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likely to be clean up quickly. To retain these files for a longer duration, we can sync/ar-
chive these acquired files in a Media server with bigger storage.

File sync synchronizes the files between two media servers. File Sync (FS) service com-
prises of two components, namely FS server and FS device. File Sync (FS) server acquires
images sent from FS device. File archival interval/duration is controlled by the schedules
assigned to the File Sync activity which can be extracted from downtime (Shift Data)
published by the connected analytics product or customized as per user preference. Re-
fer to Scheduler.

The incoming files that are getting stored in the Full Folder (the storage folder for Full
size images) of the media server is saved in same folder structure of the remote Media
Server post archival. Similarly, the incoming files that are getting stored in the Thumb
Folder (the storage folder for Thumbnail images) of the media server will be synced-up
with the Thumb Folder of the remote media server. Files are archived in the same folder
structure as its source. Example: If Image 01_20230203_211104_000001.jpg is available in
location <<root location>>/TOP/2023/02/03/21 folder, after archival it will be available
in same location in the Sync Server.

If the user requested file is not available in the connected media server, it finds the re-
quested file in the backup server (Note this will only happen if the file sync is properly
configured). File sync feature also gives access to the archived media in sync server.
Therefore, any media requested will be searched in both server/client before showing er-
ror.

Note: The sub-folders name within the Full and Thumb folder depends upon the
day and hour of the file received. Analytics solution run on shift management basis
and there is an interval between these shifts which is known as Downtime.

10.3.1 File Sync Mode

e Server
e C(lient
e Server and Client

Server: When the user checks the ‘File Sync’ checkbox and selects the ‘Server’ radio
button, file sync starts in this mode in the Media Server. Media Server with this mode can
archive media received from Media Server configured as Client. It does not display any-
thing when Server radio button is selected, as there is nothing to configure on the Ul for
file sync server.

Note: Server related information is pre-configured in sick-bip-is.cfg.
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SICK 2023-01-30 1725 IST
Sersar teligence. . e
- se Daiice .
=% Management File Sync S
Devi
Device Groups. File Sync Mode
® Server (Q dient () Server and Client
Cleanup and
B Maintenance
v ‘\ Configurati
Primary Se
File Sync
ﬂ Advanced Setfings

Figure 10.3:1: Server File Sync Mode
Note: Files are archived from client to the server in File Sync mode.
Client: Media server selected as client can archive its files to the media server selected as
Server. To select the Client mode, check the ‘File Sync’ checkbox then file sync mode
options appear. Select ‘Client’ radio button then following fields appear:
e Server Address: IP address of the Media Server running in File Sync server
mode. This field is empty by default.
e Ports: Port where file sync server is running. Default port is 2020.
¢ Username: Authentication username (Default: sick)
e Password: Authentication password
e Set Bandwidth: (Custom/Max available) Choose custom to restrict the ar-
chival speed. Choose Max available to utilize max archival speed.
e Bandwidth value: Provide the bandwidth value.
e Bandwidth Unit: Provide the bandwidth unit from the drop-down which
has units like image per minute/per second/mbps/kbps.

Note: If user selects the Bandwidth Unit as 'kbps' / 'image per minute' then it does not dis-
play correctly in sync status plot chart as limitation of plotter chart is that it does not sup-
port these units hence it will show other values within the drop down on sync status. Thus,
it is preferred that user select image per second / mbps.

e Test button: It is used to test the connection with the target Sync server
and verify the correct network before saving the details.

e Save button: It saves the client details for file archival. This button is ena-
bled after testing is done.
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SICK 2021-07-28 0717 EDT
&% Clients File Sync

aaaaaaaaaa b
File Sync Mode
Secondary Server Configuration
€ Advanced Settings
B  centificate Properties
B)  activity scheduler
n Scheduler

........... o
Q  sync Stats

©v  License & Registration

imay,J per minute

Figure 10.3:2: Client File Sync Configuration
Server and Client. \When Server and client is selected, it runs as both file sync server
and client. To configure this mode, check the ‘File Sync’ checkbox then file sync mode
options appear. Select ‘Server and Client’ radio button then following fields appear as
shown in Figure 10.3:3: Server and .
e Server Address: IP address of the Media Server running in File Sync server
mode. This field is empty by default.
e Ports: Port where file sync server is running. Default port is 2020.
e Username: Authentication username (Default: sick)
e Password: Authentication password
e Set Bandwidth (Custom/Max available) Choose custom to restrict the ar-
chival speed. Choose Max available to utilize max archival speed.
e Bandwidth value: Provide the bandwidth value.
e Bandwidth Unit: Select the bandwidth unit from the drop-down which has
units like image per minute/per second/mbps/kbps.
e Test button: It is used to test the connection with the target Sync server
and verify the correct network before saving the details.
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e Save button: Saves the client details for future reference and file archival.
This button is enabled after testing is complete.

&% Devce Maragement File Sync ®

Conam
a8 Msintenance

@

Figure 10.3:3: Server and Client
10.3.2 Types of File Sync Set-up
There are two types of file sync:
e Uni-directional
e Bi-directional

10.3.2.1 Uni-directional File Sync

Using Unidirectional setup, sends of images from one media server to another. Here one
Media Server is selected as File Sync Server and another as File Sync Client. This is a one-
way flow. It is the preferred configuration to utilize max space of both servers with
unique image sets.

Please refer _File Sync Mode on how to configure server and client mode.

cameral camera2

\ File Sync Client File Sync Server
\ Media Server1
fep,sftp, feps File archival using SFTP

O\

N

Facility
View

Figure 10.3:4: Uni-directional File Sync
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10.3.2.2 Bi-directional File Sync

Bi-directional is a setup where both Media Servers are selected as server and client un-
der file sync. Here both media servers act as File sync client and server. FS client of both
MS is pointing to FS server of the other MS. When either of the media servers acquire
images from image capturing devices, they archive the files to the other Media Server.
Refer to File Sync Mode.

cameral camera2

N > N f22 0\
~ \\ L —
B File Sync Client

e Media Server1 File archival using SFTP

BABA o R File Sync Server »—

~

X

N \

N \\\

Facility
View

Figure 10.3:5: Bi-directional File Sync

11 Configure Media Server

11.10verview

The Media Server can be hosted on the same hardware as other SICK Analytics products
or as a standalone system, depending on your architecture requirements.

All user access to the Media Server is through the Media Server dashboard, which is
available in the SICK Analytics application installed at your facility.

Use the Media Server Configuration section in LA to configure the Media Server. You can
also edit existing Media Servers or remove them from LA using this section.

Note: You must be logged in with the necessary permissions in Facility View to add, edit, or re-
move a Media Server. If you do not have sufficient permissions, the Media Server page does not
display these options.
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11.2 Configuring a New Media Server

To configure a new Media Server in Facility View, follow these steps:

1. Access the Configuration Menu
o Navigate to the Configuration menu on the left navigation pane.
o Click Media Server Configuration, or expand the Configuration menu
and select Media Servers.

Percentage R

»

Configure and control your SICK Analytics product, allin one place.
» [ shif Statistics

[*m  ConveyorBelt Facility . N |= Dashboard‘ N u Media Server
Configuration =8 Configuration = Configuration
i=  Current Results
. Setup your required facility Manage External Dashboards Setup your required
framewark. . . media/image server
A  System Status framework
A Timeline
Q. search s .
|§ Dashboards
Shift N Software N Authentication
» A Configuration Management Settings Provider >
vl Settings
re Manage your facility shift of Set parameters that help you
sort durations. use SICK Analytics. Fhnnca an Authantication o

Figure 11.2:1: Navigation to Media Server Configuration

2. Add a New Media Server
o On the Media Servers page, click the Add (+) icon at the top-right corner
to open the Add Media Server form.

Media Servers H
Name \1/ Version State Disk Usage Systems IP Address Date Added Last Modified

Media server 1.5.2 1.5.4 0 [ ] 0 01, Media server 1.5.2 127.0.0.1 11 Feb 2025, 17:20 11 Feb 2025, 18:50
02 UNKNOWN o ( )] 0z 127.0.0.1 11 Feb 2025, 18:51 11 Feb 2025, 18:51

Figure 11.2:2: Media Servers Page - Adding a New Media Server

3. Provide Basic Details
o Enter a unique name for the Media Server.
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o

Specify the IP Address where the Media Server is running.

Add Media Server

Name* IP Address*

03 127.0.0.1

Protocol* HTTP Fort*

HTTP 8084

FTP Ports™ FTPS Ports®

2021 4121

SFTF Ports® UDS Forts*

3121 3030 -

Figure 11.2:3: Add Media Server Form - Basic Details

4. Select Protocol

@)

Note:

Choose the protocol:
= HTTP (default)
= HTTPS (requires specifying an HTTPS Port).

Starting with Media Server 1.6, FTP can be disabled directly from the Media
Server Ul without requiring a new license. HTTP can be disabled through
license configuration, configuration file, or directly from the Media Server
Ul by navigating to Advanced Settings - Properties Configuration. FTP and
HTTP are unsecured protocols. The option to enable or disable HTTP from

the Ul is available only when the application is accessed over HTTPS. When
HTTP is disabled, the HTTP port field will not be displayed. For detailed
steps on how to enable or disable protocols, refer to Section ENABLE/DIS-
ABLE PROTOCOLS.

It is recommended to use secure alternatives such as SFTP and HTTPS for
encrypted communication. For further assistance with disabling these pro-
tocols or transitioning to secure alternatives, contact the support team at:
https://supportportal.sick.com/
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e FTP and HTTP are unsecured protocols. Starting with Media Server 1.6, FTP
can be disabled directly from the Media Server Ul without requiring a new
license.

e HTTP can be disabled through license configuration, configuration file, or
directly from the Media Server Ul by navigating to Advanced Settings -
Properties Configuration.

e The option to enable or disable HTTP from the Ul is available only when
the application is accessed over HTTPS.

e When HTTP is disabled, the HTTP port field will not be displayed.

e For detailed steps on how to enable or disable protocols, refer to Section
ENABLE/DISABLE PROTOCOLS.

e [t is recommended to use secure alternatives such as SFTP and HTTPS for en-
crypted communication. For further assistance, contact:

https://supportportal.sick.com/

Add Media Server
a
Name* IP Address”
03 127.0.0.1
YFor
HTTP
[] HrTPS
Fort:
ZULT Eaws
SFTP Ports™ UDS Ports™
3121 3030 v

Figure 11.2:4: Select Protocol

5. Configure Ports
o Enter the HTTP Port. A green validation message confirms if the port is
valid.
o Configure File Transfer Ports:
= FTP Port
= FTPS Port
= SFTP Port
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6. Set Additional Communication Ports
Specify the UDS Port, if required.

o

Add Media Server

Protocol*

HTTP Port*

HTTP 8084

FTP Ports* FTPS Ports™

2021 4121

SFTP Ports® UDS Ports*

3121 3030

Full-sized Images Path(Optional) Thumbnails Path(Optional) v

Figure 11.2:5: Media Server Ports Configuration

7. Specify Image Storage Directories (Optional)

o Provide paths for:

= Full-sized Images Path

»  Thumbnails Path
Add Media Server
2021 4121 -
3121 a 3030:"5
Full-sized Images Path(Optional) Thumbnails Path(Optional)

Figure 11.2:6: Image Storage Directories
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8. Assign Systems
o Select systems from the dropdown:
= Choose "All Systems" or select specific systems from the list.

a
All System
03

04

05

06

o7

08

09

10

1

12

13

14

15

O0ObooOoOooooooobooa o

16

et

Figure 11.2:7: System Selection

9. Select Imaging Devices
o After selecting the system(s), the Add Media Server screen updates to dis-
play available imaging devices.

o Check the boxes next to the imaging devices you want to assign as FTP
users for the Media Server.

e You can select all devices or choose specific ones.

o Click SAVE to finalize the selection or BACK to return to the previous
step.
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Add Media Server X
[J selectall a
[0 Media server 1.5 device(s)*
[J LECTOR LECTOR
D2
[ o03device(s)*
O ICR RB ick [ RF ICR
D3 IDa IDs
O sor ICR TOP iIcR [J LF ICR
D& D1 D2 -
[0 CreateAnother BACK SAVE

Note:

Figure 11.2:8:

Select Imaging Devices

e Ensure the Device Username and Password match the credentials of the FTP device

configured on the Media Server.

o For example, if a device named "TOP" exists in Facility View with the
username/password Top/123, the same credentials must be configured in the Media
Server application.

o If a device is not configured properly, clicking SAVE will display an error message:
"DEVICE(S) <DEVICENAME> IS (ARE) NOT CONFIGURED PROPERLY. PROPER
CONNECTION SETTINGS ARE REQUIRED FOR THE IMAGE SERVER.

11.3How to configure devices with FTPS and SFTP with Facility View

Currently Facility View version 4.4 and lower versions does not support direct creation of
SFTP/FTPS devices. To create SFTP/FTPS device, you need to first create FTP device in
Media Server application and then edit FTP device to SFTP/FTPS device.

To add FTPS/SFTP device for Facility view:

A e

Create FTP device in Facility View.
Launch and login to Media Server with user having add device permission.
Navigate to device tab.

Click on the vertical ellipsis * for the FTP device you would like to update.
This will display Edit device and Delete device options.
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Edit Client s’

Delete Client

6. Click on Edit Device option to open the Edit Delete window.
7. Select the protocol as FTPS or SFTP.

Note:

o FTP and HTTP are unsecured protocols. Starting with Media Server 1.6, FTP
can be disabled directly from the Media Server Ul without requiring a new
license.

o HTTP can be disabled through license configuration, configuration file, or
directly from the Media Server Ul by navigating to Advanced Settings —
Properties Configuration.

o The option to enable or disable HTTP from the Ul is available only when
the application is accessed over HTTPS.

e« When HTTP is disabled, the HTTP port field will not be displayed.

o For detailed steps on how to enable or disable protocols, refer to Section
ENABLE/DISABLE PROTOCOLS.

o Itis recommended to use secure alternatives such as SFTP and HTTPS for
encrypted communication. For further assistance with disabling these pro-
tocols or transitioning to secure alternatives, contact the support team at:
https://supportportal.sick.com/

» Starting with Package Analytics version 4.6 and later, when devices are cre-
ated and integrated with the Media Server, both FTPS and SFTP are ena-
bled by default. This is a change from earlier Package Analytics versions,
where only FTP was enabled by default.
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Figure 11.3:1: Edit Protocol

Note: Starting with Package Analytics version 4.6 and later, when devices are created and
integrated with the Media Server, both FTPS and SFTP are enabled by default. This is a
change from earlier PA versions, where only FTP was enabled by default.

8. Click the 'Save’ button.

9. The selected device will be updated, and a success snack bar message will be dis-
played. If there is an error while editing the device, application will display a
snack bar message that an error has occurred.

Page | 111 OSICK e All rights reserved 8022121/0000/2026-04-09



SICK Media Server User Manual

12 Advanced Settings

This tab includes six sections: Database, APl Configuration, Heartbeat, Properties
Configuration, Image Disclaimer, and Barcode Counter.

o The Database section allows the user to configure MySQL connection properties.

« The API Configuration section allows you to set APl access control values.

e The Heartbeat section allows you to configure publishing details for Media
Server heartbeat messages.

e The Properties Configuration section allows you to configure the HTTP Port,
HTTPS Port, and the path where image logs are saved. It also allows you to con-
figure customized FTP data ports for image acquisition in FTP passive mode.

« The Image Disclaimer section allows you to configure a disclaimer message that
is printed on images generated by selected devices.

o The Barcode Counter stores metadata information about the cumulative code
count matching the configured rule. Information such as: UID, 1Z/PTN Tracking
Number, Timestamp, UPS Code Count, and Image File path will be stored by
reading the incoming XML files for the camera.

Note: SQLite DB is deprecated in MS 1.5. Patching will migrate the data to MySQL DB.

o SQLite to MySQL migration: 7 million records take 17 minutes.
o MySQL to MySQL migration: 108 million records take 5 hours and 17
minutes.

2025-07-30 05:22 EDT

¥
4

Figure 11.3:1: Advanced Settings Screen
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12.1 Edit or Recover MySQL Configuration

You can edit the current MySQL database settings by navigating to the Advanced Settings tab
and clicking on the Edit icon.

1.
2.

Navigate to Advanced Settings tab.
Click on the edit icon? .

3. This will display Edit MySQL Config window.

Edit MySql Config

127.0.0.1

sick_ap_user

sick_media

Figure 12.1:1: Edit MySQL Config Window
All fields on Edit MySQL Config window are mandatory. Username and
Password will be set to default Analytics Username/Password if Analytics
MySQL is running.
Update the Server Address if MySQL is running on a different machine.

6. Update Port (8406 is the default port for MySQL Server installed with Ana-

lytics) and Database Name.

Click on 'Save’ button.

If all provided details are correct and the connection is successful, the con-
figuration file will be updated with latest changes and the popup window
will disappear.

Navigate to windows services app by clicking on windows search icon and
search for Services OR via Task Manager.
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Apps

Documents

Settings

Photos

More ¥

Apps

Best match

. Services
1o
App

% Component Services
Folders (2+)
Photos (7+)

Documents (6+)

Services
> App

7 Open

LS Run as administrator
T4 Run as different user
01 Open file location
-3 Pin to Start

9 Pin to taskbar

£ servicek

Figure 12.1:2: Windows Service Search

10. Click on services. This will open the windows services screen.
11. Locate SICK A Media Server Service.

Description:
Media Server

. Services (Local)
SICK An Media Server
Stop the service

Pause the service
Restart the service

Name

& Secondary Logon

& Secure Socket Tunneling Pr...

& Security Accounts Manager
&0 Security Center

Sensor Data Service
 Sensor Monitoring Service
&, Sensor Service

G Server

{6, Shell Hardware Detection
ICK An Media Server

€. 5ICK An MySQL

G, Smart Card

& Smart Card Removal Policy
€3, SNMP Trap

&, Software Protection

€, Spot Verifier

&}, SSDP Discovery

16, State Repository Service

8

orage Service
Storage Tiers Management
s Superfetch

&

&), System Events Broker
ask Scheduler
G} TCP/IP NetBIOS Helper

G Tile Data model server
&) Time Broker

€ Touch Keyboard and Hand...
&}, Trend Micro Cloud Endpoin..

mart Card Device Enumera...

ystem Event Notification S...

Description

Enables starting processes under altemate credentials. If this service is stopped, this type of logon access wil...
Provides support for the Secure Socket Tunneling Protocol (SSTP) to connect to remote computers using V..

The startup of this service signals other services that the Security Accounts Manager (SAM) is ready to acce...
The WSCSVC (Windows Security Center) service monitors and reports security health settings on the comp...
Delivers data from a variety of sensors

Monitors various sensors in order to expose data and adapt to system and user state. If this service is stopp...
A service for sensors that manages different sensors' functionality. Manages Simple Device Orientation (SD...
Supports file, print, and named- pipe sharing over the network for this computer. If this service is stopped, t...
Provides notifications for AutoPlay hardware events.

Media Server

MySQL Database

Manages access to smart cards read by this computer. If this service is stopped, this computer will be unabl...
Creates software device nodes for all smart card readers accessible to a given session. f this service is disabl...

Allows the system to be configured to lock the user desktop upon smart card removal.

Receives trap messages generated by local or remote Simple Network Management Protocol (SNMP) agent...

Enables the download, installation and enforcement of digital licenses for Windows and Windows applicati...
Verifies potential file system corruptions.

Discovers networked devices and services that use the SSDP discovery protocol, such as UPnP devices. Also ...

Provides required infrastructure support for the application model.

, Still Image Acquisition Events Launches applications associated with still image acquisition events.

Provides enabling services for storage settings and external storage expansion
Optimizes the placement of data in storage tiers on all tiered storage spaces in the system.

Maintains and improves system performance over time.

Monitors system events and notifies subscribers to COM-+ Event System of these events.

work for WinRT If this service is stopped or disabled, the...
Enables a user to configure and schedule automated tasks on this computer. The service also hosts multipl..
Provides support for the NetBIOS over TCP/IP (NetBT) service and NetBIOS name resolution for clients on t...
Provides Telephony API (TAPI) support for programs that control telephony devices on the local computer ...
Provides user experience theme management.

C execution of

Tile Server for tile updates.
< execution of

Enables Touch Keyboard and F
Collects and sends telemetry data about Trend Micro Cloud Endpoint

work for WinRT
Panel pen and ink

If this service is stopped or disabled, the...

Figure 12.1:3: Media Server Service Screen

Status

Running

Running

Running
Running
Running
Running

Running

Running
Running

Running

Running
Running
Running
Running
Running

Running
Running
Running
Running
Running

Startup Type Log On As
Manual Local Syste...
Manual Local Service
Automatic Local Syste...
Automatic (D... Local Service
Manual (Trig...  Local Syste...
Manual (Trig... ~ Local Service
Manual (Trig... Local Syste...
Automatic Local Syste...
Automatic

Automatic

Automatic

Disabled

Manual (Trig...  Local Syste...
Manual Local Syste...
Manual Local Service
Automatic (D...

Manual (Trig..

Manual Local Service
Manual Local Syste...
Manual Local Syste...
Manual (Trig... ~ Local Syste...
Manual Local Syste...
Automatic Local Syste...
Automatic Local Syste...
Automatic (T... Local Syste...
Automatic Local Syste...
Manual (Trig... Local Service
Manual Network S.
Automatic Local Syste...
Automatic Local Syste...
Manual (Trig... ~ Local Service
Manual (Trig... Local Syste...
Automatic Local Syste...

12. Restart Media Server Service by right clicking on SICK A Media Server Ser-
selecting restart option.

vice and
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13. The changes will not be updated in configuration file and will throw error
message saying “Could not establish database connection” unless you pro-
vide the valid details.

Edit MySql Config

127.0.0.1

sick_ap_user

8406

sick_media

Figure 12.1:4: Could Not Establish Connection

Setting Description

Server Address The MySQL Server address.

Username Username of the MySQL server used for authenti-
cation.

Password The password of the MySQL server used for au-

thentication.

Ports MySQL server Port number.

Database Name Name of the database schema to which Media
Server connects

Table 10: Configuration Settings

Page |115 OSICK e All rights reserved 8022121/0000/2026-04-09



SICK Media Server User Guide

After successfully updating configuration settings, the media server must be restarted for
the selected database connection to take place. A banner will appear on top of the Ul
notifying:

@ THE DATABASE HAS BEEN CHANGED. PLEASE RESTART THE APPLICATION SERVER FOR THE EFFECT TO TAKE PLACE

If a connection issue is encountered during starting/restarting the Media Server, the sys-
tem will only display the "Configure DB" section instead of the full Ul. To restore
functionality, follow these steps:

Open the Media Server Ul.

Navigate to Advanced Settings — Configure DB.

Enter the correct MySQL Server Address, Port, Username, and Password.
Click Save and restart the Media Server.

If the issue persists, verify the MySQL service is running on the configured server.

iAW =

12.2 Points to Note While Upgrading to Media Server 1.5 or Higher

+ Important Notes While Patching:

e MS 1.5 has deprecated SQLite DB.

e Upon patching MS 1.5, all data in SQLite DB will be migrated to MySQL.

o MS 1.5 restructures MySQL DB for performance improvements, making patch-
ing a time-consuming process.

e When upgrading from Media Server 1.4 or any earlier version to 1.5 or 1.6,
only 339 days’ worth of data will be retained. Any data older than 339 days will
be automatically purged during the migration process.

+ Migration Timelines:

o SQLite to MySQL migration (36 million records, 69 days): 1.5-2 hours.
o MySQL to MySQL migration (108 million records, 35 days): 5.5-6 hours.

+ Storage Requirements:

o 50GB free space required on the MySQL DB drive for 100 million records.
o 20GB free space required for 10 million records.

+ Performance & Restrictions During Migration:

o Older images may not be visible in PA until fully migrated.
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Image acquisition continues but may be slower.

Downtime is recommended to avoid slow performance.

Configuration changes (e.g., client creation, updates) are not allowed during
migration to prevent data loss.

Clean-up processes are halted during migration.

If the image storage drive runs out of space, MS will aggressively clean up mi-
grated records (FIFO method).

+ Database Migration Process:

Migration initiates automatically when patching MS 1.5.

If the previous version used SQLite, all records migrate to MySQL.

It is recommended to perform this migration during downtime.

Refer to Section Edit or Recover MySQL Configuration for detailed migration
steps.

+ MySQL Connection and Configuration:

Media Server requires MySQL to function.
If Analytics MySQL Server is external, users will be prompted to enter MySQL
details on MS login.

+ Editing MySQL Configuration:

4.
5.

. Go to Advanced Settings > Database.

Click Edit in the Database Container.
Update:
o Server Address (IP where MySQL is installed).
o Port (default: 8406).
o Valid MySQL credentials with CRUD (Create, Read, Update, Delete) per-
missions.
Click Save to apply changes.
Restart Media Server Services for changes to take effect.

+ Migration Performance Considerations:

Migration time depends on disk IOPS (Read & Write speed).

+ During Migration:

Image acquisition and retrieval may slow down due to high disk activity.
clean-up processes are halted.
Ensure sufficient disk space to prevent data loss.
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+ Post-Migration Considerations:

o Disk storage visibility:
"Disk Storage" for Full and Thumb storage is not visible in Ul during mi-
gration.
o Inventorying process rebuilds the database.

+ Important Warnings:

o Do not restart Media Server before inventorying is complete.

o If interrupted, inventorying will not resume, and images may not be retrieva-
ble.

o Contact SICK Analytics Support for assistance.

o No image loss is expected, but MS may drop images if server load is too high.

e MS 1.6 requires MySQL 8.4.5. Ensure MySQL is upgraded before migration.

12.3 Image Disclaimer

The Image Disclaimer feature allows you to configure a disclaimer message that is
printed on images generated by selected devices. This helps display legal, informational,
or operational messages directly on image outputs.

12.3.1 Fields

« Enable image disclaimer — Enables or disables the image disclaimer feature.
« Disclaimer Message — Specifies the text printed on images.
e Select Devices — Select the devices to which the disclaimer applies.

12.3.2 To configure the image disclaimer

Navigate to Advanced Settings — Properties Configuration.
Select Enable image disclaimer.

Enter the disclaimer text in Disclaimer Message.

Select the required devices.

Click Save.

A wn =

The disclaimer is applied only to newly acquired images.
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Image Disclaimer

Enatik: Image disclaimer iy

IO TElon

This report & issued Lo you upson your request and Mmee of charge. Mo ighls can be derived [rom s repon, the piclures anddor ary other
carlained hergin. This repor danlains progrietary data and is For your persona use anly. Do nal orsard or detribule wilhaul owr prioe wrillen cansenl
Cil o KR

Figure 10.3:1: Image Disclaimer Configuration

12.4 API Configuration
The API Configuration section consists of two configurations:

1. Default APl Configuration
2. User API Configuration

These settings define how frequently an API can be accessed within a specific time inter-
val. API rate limits prevent excessive APl requests, optimize resource usage, and ensure

system stability.
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an  Device M anagement

Database Name sick_media
a Cleanup and
Maintenance
APl Configuration -~
‘\ Configuration
Default APl Configuration
a Advanced Settings AP| Control Default Count 1000/ min ra
E Certificate Properties
User APl configuration
Username Control Value Unit
O |icense & Registration
ADMIN 100 sec ra
OPERATOR 100 sec ra
« X
AP 100 sec 7’
FILESYNC 100 5EC r
FAAFIUSER 100 SeC o
PAAPIUSER 100 sec ra
DLAAFIUSER23 100 sec ra
Heartbeat ~

Figure 12.4:1: API Configuration Screen
12.4.1.1 Default API Configuration

The Default API Configuration sets a global API rate limit that applies to users unless
a specific user configuration overrides it.

Database Mame sick_media

APl Configuration -~

O

Default APl Configuration

AP| Control Default Count 1000/ min

User API configuration

Username Control Value Unit

To edit the Default APl Configuration:
1. Navigate to the Advanced Settings tab.
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2. Click the editicon # next to Default API Configuration.

3. The Edit Default APl window appears.

4. Modify the Control Value (number of API requests allowed per selected time
unit).

5. Select the Unit from the dropdown (seconds, minutes, hours, or days).

6. Click Save.

For example, if the Control Value is set to 500 and the Unit is set to "hour", then the
API can be accessed 500 times per hour.

Edit Default API

minutes

Figure 12.4:2: Edit Default API Window
12.4.1.2 User API Configuration

The User API Configuration allows administrators to assign custom API rate limits
per user. If configured, these limits override the Default APl Configuration for that
specific user.

User API Configuration Table

The User API Configuration table displays the following fields:

e Username: The login username of the APl user. (THIS FIELD IS NON-EDITABLE.)

o Control Value: The maximum number of API requests allowed within the selected
time unit.

e Unit: The time unit for API requests (seconds, minutes, hours, or days).
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User APl configuration

Username Control Value Unit
ADMIN 100 sec ®
OPERATOR 100 sec r
AP 100 sec ra
FILESYNC 100 sec ra
FAAPIUSER 100 sec P
PAAPIUSER 100 sec ra
DLAAPIUSER23 100 sec 7

Figure 12.4:3: User API Configuration Screen

To edit a user’s API configuration:

oV hA W M=

7.

Navigate to the Advanced Settings tab.
Locate the User API Configuration table.

Click the editicon # next to the username.

The Edit User APl window appears.

Modify the Control Value (number of API calls allowed per time unit).

Select the appropriate Unit from the dropdown (seconds, minutes, hours, or
days).

Click Save to apply the changes.

For example, if the Control Value is set to 100 and the Unit is set to seconds, then the
user can access the APl 100 times per second.
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Edit User API

seconds -

CAMCEL

Figure 12.4:4: Edit User API Configuration Window

12.5 Heartbeat

Heartbeat is an alert mechanism to provide MS alert/heartbeat to Analytics Software.
Heartbeat is used to inform the user that Media Server is reaching the threshold config-
ured for the application and system stats in configuration file. Heartbeat section allows
user to enable publishing heartbeat messages to the Facility server when the image drop
reaches a threshold or High CPU Utilization, and High memory usage reaches the config-
ured threshold. These settings are configured in the sick-bip-is.cfg config file. This is a
licensed feature and can be enabled/disabled from Ul.

The heartbeat properties provide the information of current configuration of the Heart-
beat messages. You can edit/update the properties by clicking on edit icon.

Note: This is an upcoming feature for future releases.
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@Publish Heartbeat Message

Enable/ Disable Heartheat
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nterval

Heartbeat HealthCheck Message

Disk Usage(All Disks

=3 Heartbeat Properties

@ e Edlit Heartbeat properties

Figure 12.5:1: Heartbeat configuration

Setting

Description

Authentication

Indicates if authentication is required to publish
heartbeat message.

Auth URI

The authentication URI which returns the ac-
cess_token used for authorizing publish operation
(if authentication is required by the facility
server).

Username

Username of the Facility server used for authenti-
cation.

Password

Password of the Facility server used for authenti-
cation.

Device_ID

Device ID is the ID which is sent along with the
authentication request.

Device Secret

Device Secret is the random ID sent along with
the authentication request.
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Setting Description

Authorization Authorization code sent as part of the authentica-
tion request header.

Publish URI The URI using which the heartbeat message is
published to the facility server.

Interval Time interval for sending the heartbeat message.

Allowed units are sec/min.

Images are dropping | Shows heartbeat health-check messaging is ena-
bled/disabled for image drop feature.

High CPU Shows heartbeat health-check messaging is ena-
bled/disabled for CPU usage feature.

High Memory Shows heartbeat health-check messaging is ena-
bled/disabled for memory usage feature.

High Disk Usage(All Shows heartbeat health-check messaging is ena-
Disks) bled/disabled for disk usage feature.

Threshold A threshold is required to be defined to generate
a warning for the heartbeat messages whenever

there is High Disk Usage, High CPU and Memory
Usage or images being dropped. You can config-
ure the threshold from the config file.

Table 11: Heartbeat Configuration Settings

12.5.1 Heartbeat Warnings:
Based on the threshold settings and Health check messages options for Heartbeat mes-
sages, following warnings will be sent to the Facility Application:

e High Disk Usage: If the Disk Usage have crossed the defined threshold

e High CPU Usage: If the CPU Usage have crossed the defined threshold
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¢ High Memory Usage: If the Memory Usage have crossed the defined thresh-
old
¢ Image drop: If the Image drop count have crossed the defined threshold

Also, If the active database is MySQL and if it is down, a warning messages will be sent
to the Facility server whenever data is being pushed to the database.

On starting/restarting the Media Server if Media Server is unable to connect to MySQL,
heartbeat warning message will be sent to the Facility server stating active database has
been switched to SQLITE.

12.5.2 Enable/Disable Authentication for Heartbeat Messages:

You can enable/disable authentication from the Edit Heartbeat Settings popup window.
If authentication is disabled, the Edit Heartbeat Settings window will hide all authenti-
cation related properties (i.e., Auth URI, Username, Password, Device_ID, Device Secret
and Authorization) which are not required. Only Publish URI, Interval and Heartbeat
Health Check options will be available as shown in the image below.

To enable/disable Authentication for Heartbeat messages:

1. Navigate to Advanced Settings tab.

2. Click on the edit icon present in front of Publish Heartbeat Message
checkbox.

3. This will display Edit Heartbeat Settings window.

Figure 12.5:2: Edit Heartbeat Settings Window when Authentication is Enabled
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4. If authentication is enabled, i.e., Enable Authentication checkbox is se-
lected, window will display all the authentication related fields and these
fields are marked as required/mandatory fields.

5. Enter all the mandatory fields and click on SAVE button.

Click the SAVE button to save the changes and enable the authentication.

7. To disable the authentication, deselect Enable Authentication checkbox. All
the authentication related fields will be removed. Click the SAVE button to

save the changes.

o

e Heartvear sectings
\—Enable/ Disable Authentication

Figure 12.5:3: Edit Heartbeat Settings window when Authentication is disabled

12.6 Properties Configuration

The Properties Configuration section allows users to configure key Media Server settings
related to network access, secure communication, FTP data transfer, and log storage.
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Properties Configuration -~

Enable HTTE access @)

[[] FTP Passive Data Port Ranges @)

) ; e

2084 443

L7
E:vmedia-server-imagesilogs

Figure 10.5:1: Properties Configuration

12.6.1 Fields

Enable HTTP Access

Allows users to enable or disable HTTP (non-secure) access to the Media Server.

e When enabled, the Media Server can be accessed using the configured HTTP port.

e When disabled, HTTP access is blocked and only HTTPS access is allowed.

o Important: This setting can be modified only when accessing the Media Server
using HTTPS. If the Media Server is accessed over HTTP, this option cannot be
changed.

FTP Passive Data Port Ranges

Controls how ports are allocated for FTP passive mode data transfer.

e When disabled, FTP uses random ports for data transfer.
e When enabled, FTP uses only the configured port range.

HTTP Port
Specifies the port used for HTTP access to the Media Server.

e This field is applicable only when HTTP Access is enabled.

e HTTPS Port
The HTTPS Port field specifies the port used for secure, encrypted access
to the Media Server.
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¢ Logs Root Path

The Logs Root Path field specifies the directory where image logs and system

logs are stored.

Example: E\media-server-images\logs

12.6.2 To Configure Properties

Enable or disable HTTP Access as required.

Enter the HTTP Port and HTTPS Port values.
Specify the Logs Root Path.

Click Save to apply the changes.

Click Revert to discard unsaved changes.

oV hAwn =

Enable FTP Passive Data Port Ranges if controlled FTP port usage is required.

Note: When "FTP Passive Data Port Range" is enabled, ensure that the FTP data
port range configured should have enough ports in its range to support the feature.
It is suggested to have port range equivalent to the camera's configured X20 times to
acquire images using passive mode to avoid slowness in acquisition.

12.7 Configure the Barcode Counter Feature in Media Server

Use the Barcode Counter feature in Media Server to track, validate, and extract barcode details from
XML files based on user-defined rules. By specifying barcode types and regular expressions, you
control which barcodes are processed or ignored during image analysis.

For advanced configuration, such as setting barcode processing priorities, see Configuring Barcode
Counter Using sick-bip-is.cfg.

To Set Up the Barcode Counter in Media Server:

1.

Navigate to the Barcode Counter Configuration
Open the Media Server Web Ul in your browser.
In the left pane, click Advanced Settings.

Scroll to find Barcode Counter Configuration.
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an  Device Management

Database Configuration e
a Cleanup and
Maintenance
API Configuration W
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Heartbeat Heartbeat is not Licensed
ﬂ Advanced Settings
Properties Configuration e
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E Activity Scheduler Barcode Counter Configuration A
u Scheduler
OF License & Registration

«

Figure 10.6.1: Navigating to the Barcode Counter Configuration

2. Open the Barcode Counter Configuration Panel
e Click Barcode Counter Configuration to expand the panel.

e Note: The panel opens with the Barcode Counter toggle Off, no rules defined, and the Save but-
ton disabled.

Barcode Counter Configuration L

Barcode Counter ﬂ@

Configure Counting Rules ﬂ

<+ ADD RULE

0/ed

REVERT

Figure 10.6.2: Initial Barcode Counter Configuration Panel

3. Enable the Barcode Counter
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e In the Barcode Counter Configuration panel, locate the Barcode Counter toggle.
e Click the toggle to turn it On (it appears blue when enabled).

e OPTIONAL: Hover over any ? (help icon) for tooltips about settings.

Barcode Counter Configuration ~

Barcode Counter @

Configure Counting Rules ﬂ
+ ADD RULE

File Path * 1@

s

Figure 10.6.3: Enabling the Barcode Counter (Toggle Highlighted)
4. Add Barcode Counting Rules
e Click + ADD RULE
e In Barcode Type, enter the barcode type (e.g., C128, PDF417, EAN128, MAXTI).
e In Barcode Pattern (Regex), enter a regular expression to filter accepted barcodes (e.g., ~17.*).

e OPTIONAL: Add additional rules by repeating these steps.

e To delete a rule, click the ¥ icon next to it (highlighted in Figure 10.6.6).
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Barcode Counter Configuration L

Barcode Counter .ﬂ .

Configure Counting Rules lﬂ

Barcode Type * Barcode Patern *
C128 AZ* ]
Barcode Type * Barcode Patern *
PDF AT * ]
Barcode Type * Barcode Pattern ®
EAM128 AT * ]
Barcode Type * Barcode Pattern ®
MAX] * []

[—]

Figure 10.6.4: Adding a Barcode Rule

Example Rules:

Barcode Barcode Pattern .
Processing Outcome

Type (Regex)

C128 Alg  * Accepts barcodes starting with 1Z (e.g., UPS tracking

numbers).

PDF417 A37 . Accepts barcodes starting with 3Z (e.g., FedEx tracking
numbers).

EAN128 Aoy Accepts barcodes starting with 2Z (e.g., warehouse

tracking).
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Barcode Barcode Pattern
Type (Regex)

Processing Outcome

MAXI 0% Accepts all barcodes (catch-all rule).

Table 10.6.1: Example Barcode Rules
Important: Setting Barcode Processing:
If a package contains multiple barcodes, you can define the processing priority in the sick-bip-

is.cfg file. The system first attempts to process the highest-priority barcode. If that barcode is not
present, it moves on to the next priority, ensuring the most relevant barcode is used.

[BARCODE COMBINATION PRIORITY]

1=C128; "1lz.*
2=C128; ~17Z.%*

Example:

If a package has multiple barcodes, the system first checks for c128;~1z. *.
If c128;~1z.* is not present, it moves to the next priority, C128; ~1z. *.
You can define multiple barcode priorities based on your system’s needs.

For more details, refer to Confiquring Barcode Counter Using sick-bip-is.cfg.

5. Specify the File Storage Path

e In the File Path text box, enter the directory for storing barcode counter files (e.g., E: \media-
server-images\DataAcgImgDir).
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Barcode Counter Configuration L

Barcode Counter -ﬂ .

Configure Counting Rules 'ﬂ

Barcode Type * Barcode Pamern *
C128 AMT* ]
Barcode Type * Barcode Pamern *
PDF AJT* ]
Barcode Type ™ Barcode Pamarn =
EAN128 DT * B
Barcode Type ™ Barcode Pattern ®
MAX] * B
+ ADDRULE

File Path = @
C\media-server-images\DataAcglmgDir

Figure 10.6.5: Specifying the File Path
6. Save or Revert Changes
e Verify that:
= The Barcode Counter toggle is On.
= Atleast one rule is defined.
= A valid file path is entered.
e Click SAVE to apply changes.

e Todiscard unsaved changes, click REVERT to restore previous settings.
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Barcode Counter Configuration Ll

Barcode Counter 'ﬂ I .

Configure Counting Rules 'ﬂ

Barcode Type * Barcode Patern =

C128 ML* ]

Barcode Type * Barcode Pattern =

PDF AJT * ]

Barcode Type * Barcode Pamern *

EAN12E AT * ]

Barcode Type * B e Pattern

MAXI = ]
+ ADD RULE

File Fath = @

C:\media-server-images\DatafcglmgDir

36764

Figure 10.6.6: Saving the Configuration (SAVE and REVERT Buttons Highlighted)

7. Verify the Generated Barcode Counter File

e Once the Barcode Counter feature is enabled and you have processed at least one valid
XML file, Media Server creates a log or data file in the configured storage path. To confirm:

e Open the folder you specified in File Path (for example, C:\media-server-im-
ages\DataAcqImgDir).

e Look for a file named DataAcqlmgDir_YYYYMMDD or similar (the actual name may include a
timestamp or date).
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™ & (J > ThisPC > LocalDisk(C) > media-server-images > DataAcglmgDir
T\I.K SDI“I: é 1'F|I-E'|'f' =
Llaroe - Datemodifi=d NELTS e
DatafcqlmgDir 20250217 17-Feb-25 5:25 PM Log file Source File 381 KB

Figure 10.6:6: Example of a Generated Barcode Counter File

After verifying the presence of the generated barcode counter file, you can open it to inspect barcode

details extracted from processed XML files. The file is a comma-separated value (CSV) log. A sam-
ple portion might look like this:

a im ful \ il
0 WD, O media im ful Fa \EY, 11l Cos ion3s @1381515

Figure 10.6:7: Example of a Generated Barcode Counter Log Snippet
Note:

For more details about how this data file is structured and what each field represents, refer to
the Barcode Data File section.

Media Server creates the associated barcode counter file only after it receives the first valid XML file
once the feature is enabled.
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The system does not allow duplicate or ambiguous rules. Each rule must have a unique type-and-
regex combination.

12.8 Barcode Data File

The Barcode Data File logs details extracted from processed XML files, including unique identifiers,
barcode counts, timestamps, and associated image paths. It supports accurate barcode tracking,
system debugging, and verification of processed data. The file is a structured, comma-separated
value (CSV) log, prioritizing barcode details based on predefined rules.

Description

Unique ID A unique identifier for the record.

The date and time when the barcode details were processed (e.g.,

Timestamp  vyyyMMDD_HHMMSSFFF).
(B:iLC:tde The number of barcodes identified in the processed XML file.
\E;z:’jgde The decoded value of the barcode (e.g., a tracking number).
Image File The full path to the image file associated with the barcode details extracted from
Path the XML file.
Sample Entry

UniquelID, Timestamp, BarcodeCount,BarcodeValue, ImageFilePath
FilelConnectionl9,20250130 151915766,2,1z91Tk20TA537YwMDA, D: \media-server-im-
ages\full\TOP26\2025\01\30\15\FilelConnectionl9 20250130151915766.jpg

Where:

File1Connection19 is the Unique ID.

20250130_151915766 is the timestamp.

2 is the barcode count (number of barcodes identified).
1291Tk20TA537YWMDA is the barcode value (e.g., a tracking number).
D:\media-server-images\full... is the image file path.

Unrecognized Barcode Records

When barcode details do not meet the configured rules (e.g., a rule is set for a MAXI type barcode or
the length is to be checked and the tracking ID or barcode value does not meet the configured
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code record.
Example of an unrecognized barcode record:

UniquelID, Timestamp, BarcodeCount, BarcodeValue, ImageFilePath

ages\full\TOP25\2025\01\30\15\FilelConnectionl8 20250130151915746.jpg
Note:

If the barcode type and value do not match any configured rules, the entry is not included in the out-
put file unless specifically configured to include such cases.

13 Activity Scheduler
Activity Scheduler feature helps user to schedule an activity covering the schedule down-
time with respect to the activity. List of activities that can be scheduled are:
e File Sync
e Tagged Deletion
e Tagging
Note: These three will be available for scheduling if they are enabled from license.
Tagged deletion and tagging will be available if tagging feature is licensed.

Creating a schedule can be done from Scheduler page as well as Activity sched-
uler using ‘Create New Schedule’ link from Activity scheduler page or by clicking
'+ 'icon on top right of Scheduler page.

There are two types of Schedules:

e Downtime Schedule

e Customized Schedule
Downtime Schedule are pushed from connected Analytics software. These are the gaps
between the active shifts of Analytics software. The user must select at least one sched-

ule to enable the Save button under Activity Scheduler i.e., if the activity scheduler has
no activity scheduled, then save button will not activate for assignment.

Note: User can only assign or un-assign downtime schedules via activity scheduler,
but user cannot edit or delete the downtime schedules which exist.
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2023-01-19 1909 15T

ah  Cients

B cleanup and Maintenan
4 \ Configuration

ﬂ Advanced Settings

B certificate Properties
315 1060 180 conmGuRAT

B vty scheculer

m

Or License & Registration

«

Schedule Activity ®

FILESYNC

FileSync

@ RGBI0. 25,0 v

Downtime Schedules

Customized Schedules + CREATE NEW SCHEDULE

Figure 12.8:1: Activity Scheduler

Customized Schedules:

These are the schedules which user customizes according to the requirement with re-
spect to current or future date and time. Refer to section 12.1 Create Schedule.
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14 Scheduler

User can schedule Media Server Activities for specified intervals. These intervals can be
configured using scheduler page and called as schedules.

14.1Create Schedule

To create a schedule, select Scheduler tab from the menu list on the left side of the
screen. Click on "@" icon on right side of the screen.

» 2% DavesMznagement
e N R —— Hlbests - ene - | @)
sun Mon Tue Wed Thu Fri sat

B o

» 9, conngurason
B Acvenced Sesirgs
B Cenificsts Properies

B sy scneauer

§ sresms

v License & Regstaton

Figure 14.1:1: Scheduler Tab
A ‘Create Schedule’ window appears with following fields:
¢ Schedule Name: Provide a name for the schedule.
o Date & Time: Select the start date and start time by clicking on the calen-
daricon ' &",
e Duration: Select the hours and minutes from the drop-down. This is the
duration for which the schedule will run.
e Recurrence: User can check the recurrence checkbox to repeat the sched-
ule.
o Recurrence Pattern: Select the recurrence pattern (When the
scheduled activity must repeat) from the drop-down like daily,
weekly, monthly, or yearly.

14.2 Working of Recurrence pattern:

|. Hourly: The assigned activity with this schedule will run for the given dura-
tion in intervals of 'x" hours. For example, as shown in below image the as-
signed Activity for this schedule will run for 30 mins every 2 hours from the
time the schedule starts.
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Duration )
0 hours v 30 minutes v

Recurrence

Recurrence Pattern Hourly v

Recurrence on every 2 ¥ hour(s)

ll.  Daily: The assigned activity with this schedule will run for the given dura-
tion in intervals of 'x’ day. For example, as shown in below image, the as-
signed activity for this schedule will run for 1 hour and 30 mins every day
when it is scheduled to start of the schedule.

Duration )
1 hours v 30 minutes v

Recurrence

Recurrence Pattern Daily v

Recurrence on every 1 v day(s)

1. Weekly: The assigned activity with this schedule will run for the given du-
ration for the selected days of the week in intervals of 'x" week. For exam-
ple, as shown in below image, the assigned activity for this schedule will
run for 30 mins on Tuesday and Thursday every 3 weeks from the start date
and time of the schedule.
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Duration

0 hours v 30 minutes v

Recurrence

Recurrence Pattern Weekly v

v

Recurrence on every 3 week(s)

V.

[] Mon Tue [ ] Wed Thu [J Fri [] sat [] Sun

Monthly: There are two ways to configure a monthly schedule

a. By Date: The assigned activity with this schedule will run for the
given duration on the selected date of a month in intervals of 'x’
months. In case the month in the activity is supposed to run does
not have the said date (For example: Feb does not have 30), that
month will be skipped. For example, as shown in below image, the
assigned activity for this schedule will run for 30 mins, on the fif-
teenth day of a month every 5th month from the start date and time

of the schedule.

Duration .
0 hours v 30 minutes v

Recurrence

Recurrence Pattern Monthly
Recurrence on every 5 ¥ month(s)

® Day 15 v

b. By Day: The assigned activity with this schedule will run for the
given duration on the selected day of a month in intervals of 'x’
months. For example, as shown in below image, the assigned activity
for this schedule will run for 30 mins, on third Wednesday of a
month, every 4th month from the start date and time of the sched-

ule.
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V.

Duration .
0 hours - 30 minutes B

Recurrence

Recurrence Pattern Monthly v

Recurrence on every 4 ¥ | month(s)

O Dpay 15 v

® Third v Wednesday v

Yearly: There are two ways to configure a yearly schedule

a. By Date: The assigned activity with this schedule will run for the
given duration on the selected date of the selected month every
year. For example, as shown in below image, the assigned activity
for this schedule will run for 10 hours on 10th of September every
year from the start date and time of the schedule.

Duration .
10 hours v 0 minutes v

Recurrence

Recurrence Pattern Yearly

D

Recurrence on every September v

b. By Day: The assigned activity with this schedule will run for the
given duration on a selected day of the selected month every year.
For example, as shown in below image, the assigned activity for this
schedule will run for 30 mins on the second Sunday of September
every year from the start date and time of the schedule.
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Duration . .
3 hours v 0 minutes v

Recurrence

Recurrence Pattern Yearly -
Recurrence on every September v
) Day 10 -

® Second v Sunday v

o Recurrence on Every: Select the number from the drop-down to re-
cur the schedule for selected recurrence pattern.
o Ending: User can select either of these three options:
* No End Date: Click on ‘No End Date’ radio button if there is
no end date of recurrence.
* Ending on: Select a date from the calendar icon ' &' to stop
the recurrence.
= After: User can recur the schedule after a specific number of
executions by providing a number in the text box.

Click the ‘Save’ button.
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Create Schedule ®@

[=]
)
I

Date and Time

01/19/2023 (3 o00:00 ]

Duration
0 hours - 30 minutes -

[C] Recurrence

CANCEL

Figure 14.2:1: Create Schedule

Create Schedule @
01/19/2023 3 o000 )
Duration 0 hours -~ 30 minutes -

Recurrence

Recurrence Pattern Daily -
Recurrence on every 1 hd day(s)
Ending

@® No End Date

O Ending On

O After 10 Executions

Figure 14.2:2: Recurrence Schedule
Once the schedule is created, it appears in the calendar as shown in below Figure 14.2:1:
Create Schedule. User can click on schedule name to edit or delete the schedule.
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PSR e Maagemans . P
C R S — MEens - °

Gesnup s
[ Rttt sun Mon Tue Wed Thu

b Configuration

[ Qre——
B Cenrane ropertes

B acoumy Serscuer

Q syrcsmens

O Ucense & Regisvation

Figure 14.2:3: Created Schedule

14.3Edit Schedule
When clicked on edit icon ' 7", Edit Schedule Window appears. Update the changes and
click on ‘Save’ button.

Edit Schedule @

Media-1

Date and Time

01/19/2023 B oo:00 ]

Duration .
0 hours - 30 minutes -

Recurrence

Recurrence Pattern Daily -

Recurrence on every 1 ~ | day(s)

Ending
O No End Date

O Ending On

@ After 10 Executions

CANCEL
Figure 14.3:1: Edit Schedule

14.4 Delete Schedule
When clicked on delete icon ' ® ', a confirmation dialog box appears “Are you sure you

want to delete this schedule?” as shown in Figure 14.4:1: Delete Confirmation. Click
'Ok’ to delete the schedule or ‘Cancel’ to withdraw the deletion.
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Figure 14.4:1: Delete Confirmation
14.5 Filtering Scheduler

User can filter the schedule by Event types. To filter by event, user can click on drop-
down on top center of the screen which has three options 'All Events’, 'Activity View'
or ‘'Schedule View'.
e When All Events is selected, it displays all the schedules.
o When Activity View is selected, it displays the active schedules in the color
defined for the activity in Activity scheduler Page.
e When Schedule View is selected, it displays list of all the schedules cre-
ated.

2021-07-19 14:06 CUT

TODAY ¢ > July2021 All Events v Month v °

Maintenance Sun Mon Tue Wed Thu Fri Sat

o
g
&
g
%

"

B sty scheduler

18 19 20 21 22 23 24
B smne
Q sycstatus 2 % 7 2 2 El)

31
resone  [lestyne  [resyne  [resync  Jresync  Jretync  fressne |
Ov Liense s Regiation Flesy

Figure 14.5:1: All Events Filter
User has calendar view for scheduler page. This can be done by clicking on the drop-
down at the top right corner of the screen. There are three view options that are Day,
Week, Month.
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Note: User can schedule multiple activities and activity schedules for same time
frame.

2L Devee Meregement e .
L ==

» X, Cortgpeaton
0 wowassengs
B contion Properies ;)i.\.
B ooy Scheduier
O seneduer
Q symcsans

Ov Loonze sgracen.

«

Figure 14.5:2: Time Based Filter
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15 Tagging

Tagging Features is used to classify the acquired images by media server using the Neu-
ral network models into various categories based on their classifications and confidence
score.

5. Classification tag is
stored in SQLite index

2. Image is stored
. . in file system and
1. Image Data is sent to SQLite index saLite
Lector Cam MS j
e | Passive Mode Data/llmage Push: 0-65535--------- - | I .
FTP: 2021 .
PCam FTPS: 4121 <-ccnveemeeeammaamcaamaeaeeap] MediaServer B
SFTP: 3121
- .
1GR890-4 Gam L. Active Mode Datallmage Pull: 0 65535 b File System
. 3. MS requests classification
Inspector P Cam from AppEnglne o
4. AppEngine returns the
classification
HTTP: 80
AppEngine

Figure 14.5:1: Network Diagram of Tagging

Copy Lua application
software (written in

Download App
Engine & App
Manager from sick
support portal

Re-launch
the App
Engine

Install App
Engine & App
Manager

Copy and Paste the
requested models in
Installation
Path/Folder name
(C:/DSDL Algorithm)

Activate App Engine and

Deep Learning

Classification license
(WIBU license). Restart

App Engine

Configure devices or
device groups in MS S

Application

LUA) and paste in

App Data > local>

sick > App Engine>
local repositories

Lua Application
Software is
successtully

installed in App

Engine

Make connection
between Lua software
running in App Engine

and MS & Enable

@ gging service

Launch or Start the
App Engine & App
Manager

Install the Lua application
Software (Same which was
pasted in the installation path)
for App Engine Via App
Manager

Inference is
calculated
and
Response is
sent

Map devices or
device groups
configured in MS
to Models using
algotithms

Figure 14.5:2: Tagging Workflow

15.1 Prerequisites

1

Download App Engine and App Manager from sick support portal
https://supportportal.sick.com/

Procure Lua Application Software from Sick team
Procure Algorithm Models from Sick team
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Note: Configuration of App Engine & App Manager for Windows must be done in
the same machine where the media server is installed.

15.2 Installation of App Manager
1 Unzip the Sick App Manager Installer file “SICK-AppManager-1.5.6-installation-

file-(Windows, -64-bit)”
2 Click the App Manager Application file. Refer to Figure 15.2:1: App Manager Ap-

plication File
~ Name Date modified Type Size
@ AppManager_1.5.6-build854819 14-Jun-23 06:16 PM Application 107

Figure 15.2:1: App Manager Application File
3 Sick App Manager Setup Wizard window appears. Click the Next button

B Setup - SICK AppManager - X

Welcome to the SICK
AppManager Setup Wizard

This will install SICK AppManager version 1.5.6 on your
computer.

1t is recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

Cancel
Figure 15.2:2: App Manager Setup Wizard

4 License Agreement Window appears. Select “l accept the agreement” radio but-
ton then click the Next button
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@Setup - SICK AppManager —

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

General Terms and Conditions for the Supply of Software Products (AVB Software A
SICK)

(as at January 2022)
1. Subject Matter and Scope

1.1 These General Terms and Conditions for the Supply of Software Products ("AVB
Software

SICK™) govern the temporary or permanent provision of software installed locally or
installed and operated within the customer’s sphere of responsibility (on-premise)
(hereinafter referred to as "Software”) to the customer by (i) SICK AG, Erwin-Sick- ¥

@I accept the agreement
()1 do not accept the agreement

< Back Cancel
Figure 15.2:3: License Agreement

5 Select Destination location window appears. Browse the location for App manager
to be installed by clicking the Browse button then click the Next button

@ Setup - SICK AppManager

Select Destination Location
Where should SICK AppManager be installed?

Setup will install SICK AppManager into the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

C:\Program Files\SICK\AppManager 1.5.6

Browse...

At least 308.1 MB of free disk space is required.

< Back Cancel
Figure 15.2:4: Destination Location

6 Select Start Menu Folder window appears. Click the Next button
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@I Setup - SICK AppManager

Select Start Menu Folder
Where should Setup place the program's shortcuts?

Setup will create the program's shortcuts in the following Start Menu folder.

To continue, click Next. If you would like to select a different folder, dick Browse.

[SICK\AppManager|

Browse...

< Back Cancel
Figure 15.2:5: Start Menu Folder

7 Select Additional Tasks Window appears. Check the Create desktop icon check-
box then click the Next button

@ setup - SICK AppManager

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing SICK
AppManager, then click Next

Additional icons:
Create a desktop icon

< Back Cancel

Figure 15.2:6: Select Additional Tasks
8 Ready to Install window appears. Verify all the settings and click the Install button

E setup - SICK AppManager — =
Ready to Install

Setup is now ready to begin installing SICK AppManager on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location:
C:\Program Files\SICK\AppManager 1.5.6

Start Menu folder:
SICK\AppManager

Additional tasks:
Additional icons:
Create a desktop icon

< Back Install Cancel

Figure 15.2:7: Ready to Install
9 Click the Finish button to complete the installation

Page [152 OSICK e All rights reserved 8022121/0000/2026-04-09



SICK Media Server User Guide

@[SetupfS\CKAppManager —

Completing the SICK
AppManager Setup Wizard

Setup has finished installing SICK AppManager on your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

Launch SICK AppManager

Figure 15.2:8: Complete Installation
10 App Manager is successfully installed

SICK =T == =os
Semsorimaitgones, Y

o Cevice sear ch € Local Packages | £ AppPool | s Firmmare | 5 Backups

Q search P . u @ o

Dovice Aceress Appipecs, Filename Version Authar Date. Type

B Device | [ App data

Figure 15.2:9: App Manager
15.3 Installation of App Engine
1 Unzip the Sick App Engine installer “SickAppEngine_1.4.0_Windows_x86_64_Re-

lease”
2 Click the App Engine Application file. Refer to Figure 15.3:1: App Engine Applica-
tion File
This PC » Downloads » SickAppEngine_1.4.0 Windows x86_64 Release v D
Name - Date modified Type v Size
BB sickAppEngine_1.4.0 Windows_x86_64_Release..  26-Jun-23 12:43 PM Application 272,049 KB
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Figure 15.3:1: App Engine Application File
3 Sick App Engine Setup Wizard window appears. Click the Next button

Setup - SICK AppEngine x64 - X

Welcome to the SICK AppEngine x64
Setup Wizard

This will install SICK AppEngine x64 version 1.4.0 on your computer.

It Is recommended that you close all other applications before continuing.

Click Next to continue, or Cancel to exit Setup.

Next Cancel

Figure 15.3:2: App Engine Setup Wizard

4 License Agreement Window appears. Select “l accept agreement” radio button
then click the Next button

Setup - SICK AppEngine x64 — X
License Agreement m
Please read the following important information before continuing. |

Please read the following License Agreement. You must accept the terms of this agreement before continuing
with the installation.

General Terms and Conditions for the Supply of Software Products (AVB Software SICK)
(as at December 2019)

1. Subject Matter and Scope

1.1 These General Terms and Conditions for the Supply of Software

Products ("AVB Software SICK") govern the temporary or permanent
provision of software installed locally or installed and operated within
the customer's sphere of responsibility (on-premise) (hereinafter

referred to as “Software”) to the customer by (i) SICK AG, Erwin-SickStr. 1, 79183 Waldkirch, or (i) an
Affiliate of SICK AG (both (i) and (ii)

"SICK™); an Affiliate being an individual or entity if controlling, controlled

by or under common control of another individual or entity, with control

for such purpose meaning the possession, directly or indirectly, of the

power to direct or cause the direction of the management and policies,

whether through the ownership of voting securities or voting interests,

by contract or otherwise. o
1 2 Tndividual anreements  anntatinne  nradinrt decrerintinne nf STCK and [/

@ I accept the agreement
()1 do not accept the agreement

Back Next Cancel

Figure 15.3:3: License Agreement Window

5 Select Destination location window appears. Browse the location for App manager
to be installed by clicking the Browse button then click the Next button
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Setup - SICK AppEngine x64 — X

Select Destination Location
|

Where should SICK AppEngine x64 be installed?

Setup will install SICK AppEngine x64 into the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

Browse...

At least 518.5 MB of free disk space is required.

Back Next Cancel

Figure 15.3:4: Destination Location Window
6 Ready to Install window appears. Verify all the settings and click the Install button

Setup - SICK AppEngine x64 - X
Ready to Install m
Setup is now ready to begin installing SICK AppEngine x64 on your computer. |

Click Install to continue with the installation, or click Back if you want to review or change any settings.

Destination location:
C:\Program Files\SICK\SICK AppEngine

Back Cancel
Figure 15.3:5: Ready to Install

7 Click the Finish button to complete the installation
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Setup— SICK AppEngine x64 -

Completing the SICK AppEngine x64
Setup Wizard

Setup has finished installing SICK AppEngine x64 on your computer. The
application may be launched by selecting the installed shortcuts.

Click Finish to exit Setup.

Figure 15.3:6: Installation Complete
8 Navigate to install location and double click on AppEngine.exe icon to launch App
Engine
9 App Engine is successfully installed

B sicK AppEngine s}

Figure 15.3:7: App Engine

Note: User needs to start the App Engine manually by double-clicking on the app or
manually create a service as it does not run as a service.

15.4 Tagging Procedure

1 Copy and paste the Lua application software procured from Sick in below path:
l.  C://Users/ {User}/App Data > local> sick > App Engine> local repositories

Launch App Engine and then App Manager applications

Select App Engine in the App manager application under the detected devices

Select Lua application under local packages

Click the Install button

U A W DN
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Figure 15.4:1: Lua application

6 Validation success message appears. Click Ok

; SICK AppManager | — | O | X

SICK T Help
Sensor Intelligence. &

= Device search
Q, search Edit IP Address
Device Address

SICK AppEngine (not defined) 127.0.0.1:2122 Yes

@@ SICK AppEngine (not defined) - 127.0.0.1:2122 | [F: App d

w7 Reset device

AppSpace

° Validating D

i

Manifest Valid=tionl prermseon

6 Local Packages | < AppPool | =# Firmware | B3 Backups

[ ] ® o
Filename | Version | Author | Date | Type >
Deepleamninglntern_1.0.2sapk  1.0.2 Benjamin 5. 2023-04-21 SensorApp
Deepleaminglntern_1.0.1.sapk  1.0.1 Benjamin 5. 2023-06-12  SensorApp
ImagelnferenceApp_1.00.sapk  1.0.0 Vanessa Car.. 2022-08-08  SensorApp

against SICK ine (not defined): Success.

L B Backup

» @ Device Information

{J Diagnasis

I, Cloning Device

Clone

Deeplearningintern

Version: 102
Author: Benjamin Swenson

Comment: AppSpace Application

Tags: N/A

Creation date:  2023-04-21

Type: Sensorfpp

Apps): Deeplearningintarn

Release notes

Figure 15.4:2: Validation Success Message

7 A confirmation dialog box appears. Click the Ok button to continue
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Usis  View Help SICK AppManager | = | O | X
2

= Device search @ Local Packages | € AppPool | 8 Firmware B Backups.
Q Search EGtP Address o Resetdewice 111 ® o
Daica Addrens AoeSpace Filename Version | Author | Date Type
SICK AppEngine (not defined) 1270012122 Yes et 7
Decplesmingintern 1 01sapk 101
ImageinferenceApp_100sapk 100 Vanessa Car.. 20220808 SemsorApp
cage 102sapk Wit g dences

A - SICK AppEngine (not defined)127.00.12122

Do you want to continue ?

@ SICK AppEngine (not defined) - 127.0.0.1:2122 | [ App df
Appéng Ao o Concel
& & & | Ubsposs died —
»  Devie Information o
., Cloning Devie Comment.  AppSpace Applcation
Togs: WA
Crestion date: 2023-04-21
Type: Sensopp
Aopi Decplesmingintern

Figure 15.4:3: Installing SAPK Confirmation

8 Installation of Lua application on App Engine starts

Uil View _Help | sionppMansger | = [B1] x
2

B Local Packages | © AppPool | = Firmware | B Backups

o Davice search
Q Search Ed P Addvess ol Resetdevice 111 @ o

Doy e ] Filename Version Author Date Type
SR ppEnpio tiot erieh) 72172 i Desplesminglrtern 1025apk 102 Benjomin 5., 2023-04-21  SensorApp
Deeplesminglntern, 10.1sgk 101 Benjamin 5., 20230612 SensarApp
Imagelnferencedpp 100sagk 100 Vanessa Car.. 20224808 Sensordpp

Instaling on follawing devices
€ SICK AppEngine [not defined) @127.0.0.12122
[ 100% ]
® Sk Appingane (o denes - 270002022 [ 0
& & & | Uoigois || 0% 1
+ (D Device Information
@ Device atio )
& Cloning Deviee Lo ) (
Crestion dater 2023-04-21
Type: Semsantpp
Applsk Deeplearmngintern
Release notes

Figure 15.4:4: Installing Software in App Engine
9 Lua application successfully installed on App Engine
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SICK Utis  View Help SICK AppManager | — |00 | X
Sensor Inteligence, (M-

= Device search @ Local Packages | &3 AppPool | #8 Firmware | B Backups
Q Search i [ ] @ [
Device Address AppSpace Filename. | Version | Date | Type
SICK AppEngine (not defined) 127.00.1:2122 Yes e LRI Eei
101 .. 2023-06-12  Sensarop
100 v ar.. 2022-08-08  SensorApp
@ SICK AppEngine (not defined) - 127.00.12122 | [f App data [_instan_] Verify
@ Diagnosis &l Backup Cone @ Deeplearninglntern
Version: 102

Author: Benjamin Swenson

Comment:  AppSpace Application
Tags: N/A

Creation date: 2023-04-21

Type: Sensorpp

Appls) Deepleaminglntern

Release notes

Figure 15.4:5: Application Successfully Installed on App Engine

10 Copy and paste the procured models in below path:
|.  C/DSDL Algorithm

clipboard Organize New Open Select
« v 1 > ThisPC » Local Disk (C)) » DSDLAlgorithms
Name - Date modified Type Size
st Quick access
|] BarcodeOrNoBarcode_appspace_trialjson  5/2: JSON Source File 1,552 KB
@ OneDrive [1]] CameraMaintenance_appspace,json JSON Source File 2114 KB
= This PC [ Honda_Synthetic_appspace json JSON Source File 1,552 KB
¥ 3D Objects || Object_Classification_appspace json JSON Source File 1,553 KB
I Desktop
= Documents
¥ Downloads
b Music
=] Pictures
B Videos

£ Local Disk (C)
~- New Volume (D3)

=~ engineering (\\10.102.11.222) (Z)

¥ Network

Figure 15.4:6: Models

11 Close App Engine application and start it again

12 Activate App Engine and Deep Learning Classification License (WIBU License). Re-
fer to Sick Support Portal link https://supportportal.sick.com/tutorial/sick-appen-
gine-getting-started/ for activating WIBU license

13 Login to Sick Media Server application portal with authorized credentials

14 Configure Device or Device groups. Refer to Device and Device Group.

15 Create connection between Lua application running in App Engine and Media
Server using following steps:

|.  Stop Media Server Services

Page | 159 OSICK e All rights reserved 8022121/0000/2026-04-09


https://supportportal.sick.com/tutorial/sick-appengine-getting-started/
https://supportportal.sick.com/tutorial/sick-appengine-getting-started/

SICK Media Server User Guide

ll.  Set ENABLED=true under TAGGING_SERVICES in sick_bip-is.cfg file to ena-
ble tagging feature

l1l.  If App Engine is running in different machine or port, navigate to IM-
AGE_INFERENCE_APP and set HTTP_IP as IP where App Engine is running
and HTTP_PORT as the port in which App Engine is running

[TAGGING_SERVICE)
ENABLED=false

[][IMAGE_INFERENCE_APP]
s If image infer

Figure 15.4:7: Enabling Tagging Service

Note: App engine does not provide HTTPS support. Therefore, update IP/Port as per
the location where app engine s running.

16 Map device or device groups configured in media server to models using algo-
rithms under ALGORITHM_MAPPING section

Note: In current version Ul support to map device/group with algorithms is not
available. Hence, this mapping needs to be done manually.

)3064456da5}, { 66deelcd-2ada-11e

003064456da5}, (66cbcde9-2ada-1

ever Bag,L

Figure 15.4:8: Mapping Algorithms to Device/Device Groups
17 Steps to be followed for Algorithm Mapping are shown below:
l.  Login to Media server application
ll.  Right click on the logged in page and select "inspect” from the options
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| uns |t
EASICK_SAM\MS_EXAMPLE ENSICK_SAM\MS_EX,

ulls humb
Back Alteleft Arow  AMAMS_EX
i w 1
Reload ie AM\MS EX
Save as trle
AMAMS EX
Print h+
Cast
V\M
Search images with Google Lens
@8 Create QR Code for this page AMMS EX,
Transiate to English
- . AM\MS_EX,
View page source
_toseect ] AM\MS_EX
e numo
|
EASICK SAMMS_EXAMPLEVf | EASICK SAM\MS_EX

l1l. A Panel will open on the right side. Select the “>>" symbol and click “Net-
work” from the options

SFTP SMB Device IP Address Full Directory

IV.  To get the UIDs of the devices/groups follow the below steps:
a. Select “Devices Groups” from the Ul

¥ aam Device Management
Device Groups §

Devices

Groups

b. In the network tab, click on “groupconfig”

[J clients 200 fetch app.bundle js:521 10.6 kB 106 ms |
[ groupconfig 200 fetch appbundle js:521 3.2kB 150ms |

c. Select “"Preview”

Name X Headers Response Initiator Timing  Cookies
[J clients v {status: "ok", message: "Group configurations available”,..}

[ groupconfig » devices: [{name: "TOP", type: "ICR", uid: "{a24fce68-64e7-1led-bde9

» groupconfig: [{uid: "{1430d@7c-b344-11ed-83f4-8cBcaaelbeac}"”, name:

d. To get UIDs for devices select "devices”
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", message: "Group configurations available”,..}
[{name: "TOP", type: "ICR", uid: "{a24fce68-64e7-11ed-ble9-ecfabb34d9dd}"},..]
[{uid: "{1430d0@7c-b344-11ed-83f4-8cBcaaedbeac}”, name: “Group2“,.},..]

oup configurations available

_J clients v{
O groupconfig
storagedetails

license status: "ok"

e. The UID for a given device can be chosen from the list by selecting

“devices”
15. For Example: The UID for the device "TOP” is {a24fce68-64e7-11ed-b4e9-
ecfdbb34d9dd}

| clients v {status: "ok", message: "Group configurations available"”,..
vdevices: [{name: "TOP", type: “ICR", uid: "{a24fce68-64e7-11ed-ble9-ecf4bb34d9dd}"},..]

»@: {name: m type: "ICR", uid: ‘[fazf.fcev:B-bde?-lled~u;e“)-ec¢4bbi4d9dd7]'?

»1: {name: “TOP_UDS", type: "IPCam - 1 text file mode", uid: "{cbbb55c6-8b52-1lee-a132-8c8caaedbeac

ICR", uid: "{b4756f58-64e7-1led-bflc-ecfabb34d9dd}"}

{name: "CLXNEW@O1", e: "IPCam - 1 text file mode"”, uid: "{ddd716d6-6572-11ed-8131-ecfdbb34d9
: "CLXNEWoee", : "IPCam - 1 text file mode™, uid: "{e9a30f92-6572-11ed-9333-ecf4bb34d9
: "CLXNEW@@3", type: "IPCam - 1 text file mode", uid: "{f4c54c82-6572-11ed-8ad5-ecf4bb34d9
"IPCAM1", type: "IPCam 1 text file mode", uid 461d3ae-8bf9-11ed-bd7d-ecf4bb34d9dd)
“IPCAM2", type: "IPCam - 1 text file mode", uid 2c181e2-8bf9-11ed-blfb-ecfdbb34d9dd)
“IPCAMA™, type: "IPCam - 1 text file mode”, uid: "{590ea98e-8bf9-1led-a93f-ecfdbb34d9dd

L] groupconfig

| storagedetails

license »2: {name: "LEFT", type:

| storagestatus

| storagestatus

| storagestatus

| storagestatus

| storaaestatus

f. To get the UIDs for groups select” groupconfig”

[] clients v {status: "ok", message: "Group configurations available"”,..}
» devices: [{name: "TOP", type: "ICR", uid: “{a24fce68-64e7-11ed-bde9-ecfdbb34d9dd}"},..]

[J groupconfig
:] [{uid: "{1430d@7c-b344-1led-83f4-8cBcaaelbeac}”, name: "Group2”,..},..]

|} storagedetails

g. The UID for a given group can be chosen from the list by selecting
“groupconfig”
16. For Example: The UID for the group “Group2” is {1430d07c-b344-11ed-83f4-
8c8caaelbeac).

» devices: [{name: "TOP", type: "ICR", uid: "{a24fce68-64e7-11ed-bde9-ecfabb34d9dd}"},..]
v groupconfig: [{uid: "{1430d@7c-b344-11ed-83f4-8c8caae@beac}”, name: “Group2”,.},..]
Siragedeiais »0: {uid: [1430d07c-b344-11ed-83F4-8cBeaaetbeac)]’, name: ["Group2']..

license »1: {uid: "{eB9alfd0-a/bl-1led-Blac-8c8caaedbeac) , name: "Groupl”,..}

groupconfig

18 To get the algorithm names go to the folder “C:/DSDL Algorithm " where the
models are saved as mentioned in section 13.4 step 10

19 Once the UID and algorithm details are available add the mapping in the sick-
bip-is.cfg file under a section "ALGORITHM_MAPPING". One or more algo-
rithms can be mapped to a device/group. The UID of device/group is the key (the
left-hand value) and the algorithm/s is the value(or the right-hand value). Multiple
algorithms for the same device/group are delimited by comma “,". Below is an ex-
ample:

[ALGORITEM_MAPPING)

e047-11ed-b574

led-a895 3064456da5

20 Inference is calculated and response is sent

16 Certificate Properties

Page [162 OSICK e All rights reserved 8022121/0000/2026-04-09



SICK Media Server User Guide

Media Server uses certificate for secured (FTPS/SFTP/HTTPS/File Sync) file transfer. Cer-
tificate tab displays currently used certificate properties and status. This tab will not be
available if there are no secured protocols (FTPS/SFTP/HTTPS/File Sync) licensed.

Note:

o All the secured file transfer servers will be stopped if the certificate is not
configured or is invalid or expired. Default certificate will be installed with
Media Server 1.5.

e MS patching will update the certificate if the previous install has default sick

certificate.
SICK 2024-10-09 07:58 EDT
Sensor Intelligence.
> ey Certificate Path \certificate\sick-media-server-dev.pfx
Status Valid certificate
a Secured Feature Enabled
Version V3
N
Serial number 6677d573e5be3b029%9e480f16c333c569bd183d9
° Signature algorithm RSA_SHA256RSA
Issuer C=Us
5=Massachusetts
B L=Stoughton
0=SICK
OU=RPC
B CN=sick.com
E=gus.rpc.all@sick.com
Valid from 24.Jun-2024 06:44:56
n Valid to 23-Jun-2029 06:44:56
Subject Alternative Names localhost
O
tbaggageawa@ﬁciconw.
* packageanalytics.com ¥
» «packageanaly

Thumbgprint SHA1 a26e316f5291d473f86854acc7d123d3e9db205¢
Figure 15.4:1: Certificate Properties Tab
User can manually configure certificate properties from configuration file. From configu-
ration file update certificate path and the encrypted password under [CERTIFICATE] sec-
tion.

If the format is PEM, then below shown path will be the configuration:

;PEM Certificate File Path

;path for public key

CERTIFICATE KEY=C:\Program Files\SICK\Analytics Solutions\MediaServer\Windows x64\certificate\server.crt

;PEM private Key File Path
PRIVATE KEY=C:\Program Files\SICK\Analytics Solutions\MediaServer\Windows x64\certificate\server.key

If the format is PFX, then below shown path will be the configuration:
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] [CERTIFICATE]
;PFX Certificate File Path
CERT_PATH=C:\MS\Window4 ¥64\sick-media-server-dev.pfx

;PF¥ Certificate password
CERT_ PASSWORD=XJ3YCRNeS45t9vEHrfnUM6101lbrdiaFse+3nUNFZYHB21Lv0Q1lusiu0js72d3+aa0BSAasSyMh4yTIHZ4zeJDIQ==

Figure 15.4:2: Setting certificate path and password in configuration file
Note: Media server only supports pfx/p12 and pem type of certificates.

Setting

Description

Certificate Path

Indicates the path of the currently used certificate

Status

Status indicates whether the certificate is Valid/In-
valid/Expired.

Secured Feature

Secured feature has to enable by default.

Version

Current version of the certificate.

Serial number

Serial number of the certificate.

Signature algorithm

Algorithm used to sign certificate public key.

Issuer Provides details about the issuer.
Valid from The date from which the certificate is valid.
Valid to The date when certificate will expire.

Subject Alternative
Names

SAN denotes multiple host names that are pro-
tected by the certificate for security.

Thumbprint SHA1

A hexadecimal string generated using Secure Hash
Algorithm 1, to identify a certificate uniquely.
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Setting Description

Thumbprint SHA256 | A hexadecimal string generated using Secure Hash
Algorithm 1, to identify a certificate uniquely.

Thumbprint MD5 A hexadecimal string generated using Message-
Digest Algorithm-5, to identify a certificate
uniquely.

Fingerprint Fingerprint is the hash function of certificate in

X509 binary format.

Table 12: Certificate Settings
Conditions due to which the Certificate becomes invalid:
1. In case incorrect path / password is entered, the certificate properties will
not be available, and Status displayed with an invalid error message.

few_new

Figure 15.4:3: Certificate Properties Tab with Invalid Certificate Error

2. If the certificate is expired, available properties will be displayed along with
the status message “Certificate expired” in red.

Figure 15.4:4: Certificate Properties Tab with expired Certificate Error

Note: The secured features (FTPS/SFTP /HTTPS/File sync) will be supported only
if the certificate is valid and Certificate properties tab will be shown if any of the
secured transfer protocols are licensed.

3. If the certificate is a valid self-signed certificate, then available properties
will be displayed along with the status message “Valid Certificate” and a
warning in red stating: "WARNING": This certificate is not a verified certifi-
cate and is a self-signed certificate. Usage of verified certificate is recom-
mended over self-signed certificate.”

Page | 165 OSICK e All rights reserved 8022121/0000/2026-04-09



SICK Media Server User Guide

Warning: This certificate is not a verified certificate and is a self-signed certificate.
Usage of verified certificate is recommended over self-signed certificate.

Certificate Path

Status

Wersion
Serial number
Signature algorithm

Issuer

Walid from

Valid to

Subject Alternative Names
Thumbprint SHA1
Thumbprint SHA256
Thumbprint MD5

Fringerprint

u

certificate

CAProgram Files\SICK\Analytics Solutions\MediaServeriWindows x64\certificatelsick-media-server-dev-Expired. pfx
Certificate expired
KE]
73d52689524493c96fbc03fa84cTc6b5b3dcTace
RSA_SHAZSERSA
C=in
5=in
L=in
O=in
OU=in
CN=in
E=in
20-Mar-2020 08:45:56
21-Mar-2020 08:45:56
NiA
01dcd624f585a37b5ced2acelc3cde3396be2 081
cb353c33abc39c920ae3208cd0a5313fd8b35c85151854c4b42de3c1 1af34d3e
fo127ca486534b2a17267e454f365932

9e0ca34633123df4adaabd2bes399179

Figure 15.4:5: Self Signed Certificate Warning

Refer to Appendix A for instructions to create certificate with SAN.
If the secured features SFTP, FTPS, HTTPS, File Sync get disabled due to the

error. User should rectify the certificate Settings

2024-07-16 08:39 EDT

Device Management

Cleanup and
Maintenance

Configuration

Advanced Settings

Certificate Properties

Activity Scheduler

Scheduler

S 0O B ¢ & F, D

License & Registration

Figure 16-6: Secured Feature

16.1Configuring Automatic Certificate Loading Using a Properties File

The Media Server can automatically load certificates from a folder using a properties file,
simplifying management.

Configuration Steps:
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1. Create a properties file (e.g., cert.properties) in a suitable folder.
2. Add the following parameters to the file:
o certlocation: Path to the certificate file.
o certificate_alias: Alias name of the certificate.
o Limakilo: Certificate password (plain or Base64-encoded).
o group_email: (Optional) Email for certificate-related communication.

Example:

certLocation=C:/Certificates/uploadx/domain-cert.pem
certificate_alias=domain-cert
LimaKilo="chQbddT.,/kR[jgR}/=EalqdM(x)TT
group_email=admin@example.com

3. In the sick-bip-is.cfg file, under [CERTIFICATE], configure the following:
o USE_CUSTOM_CERTIFICATE=true

o O O O

Example:

CERT_CONFIG_PROPERTIES=path to properties file
PROPERTIES_CERT_PATH_FIELD=certLocation
PROPERTIES_PASSWORD_FIELD=LimaKilo
PROPERTIES_PASSWORD_ENCODED=false

[CERTIFICATE]

USE_CUSTOM_CERTIFICATE=true
CERT_CONFIG_PROPERTIES=C:\Certificates\cert.properties
PROPERTIES_CERT_PATH_FIELD=certLocation
PROPERTIES_PASSWORD_FIELD=LimaKilo
PROPERTIES_PASSWORD_ENCODED=false

4. To store the password in Base64:
o Encode the password using Base64.
o Set PROPERTIES_PASSWORD_ENCODED=true.
o Update the Limakilo field with the encoded value.

Example:

[CERTIFICATE]

USE_CUSTOM CERTIFICATE=true

CERT_CONFIG PROPERTIES=C:\Certificates\cert.properties
PROPERTIES_CERT_PATH_FIELchertLocation
PROPERTIES PASSWORD FIELD=LimaKilo

PROPERTIES PASSWORD ENCODED=true

certLocation=C:/Certificates/uploadx/domain-cert.pem
certificate alias=domain-cert
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LimaKilo=<Baseb4-encoded-password>
group_email=admin@example.com

5. Save all changes and restart the Media Server.

On startup, the Media Server loads the certificate from the properties file for secure pro-
tocols.

17 Authentication Configuration

Use Authentication Configuration to select an authentication method and configure
sign-in settings for the Media Server.

The system supports authentication using the internal database or through an external
OpeniID Connect (OIDC) Identity Provider such as Microsoft Entra ID.

OIDC authentication enables Single Sign-On (SS0O), allowing users to sign in using cor-
porate credentials instead of local database credentials.

Only users with administrator privileges can access and configure authentication set-
tings.
Accessing the Authentication Configuration Page

To access the Authentication Configuration page:

1. Log in to the application with administrator privileges.
2. From the left navigation pane, select Authentication Configuration.

The Authentication Configuration page is displayed.
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SICK 20260310 13:09 IST ® ® O
Swnass (rtnfigance

P &L DevceManagenwnt  Authentication Configuration
CRate your BB ert Coton et o rlpae setirngy

Cleanup anc
Maintenance
Authentication Options () 4OI0C (® Database
Configuration
Advanced Settings

Certeficate Properties

Properties
Configuration

Ml
g =y
Acthvity Scheduler \

Scheduter

f O B|Ss| » @ & /F, 0O

License & Registration

«

Figure 138: Accessing Authentication Configuration from the Navigation Menu

Authentication Options

The Media Server supports the following authentication methods.

OIDC Enables authentication using an external Identity Provider (Single
Sign-On) such as Microsoft Entra ID.
Database Uses local Media Server user credentials stored in the database.

Select the required authentication method. The configuration fields for the selected au-
thentication type are displayed.
Identity Provider Configuration (OIDC)

When OIDC authentication is selected, administrators must configure an Identity Pro-
vider (IdP).
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Multiple Identity Providers can be configured.
To add a new Identity Provider:

e Select the Add (+) icon.
« Enable Active Provider to activate the provider configuration.

Figure 139: Authentication Configuration — OIDC Settings Page

Configuring an Identity Provider
To configure OpenID Connect authentication:

Select OIDC under Authentication Options.
Select the Add (+) icon to add a new Identity Provider.
Enable Active Provider to activate the configuration.
Enter the required configuration values:

o IDP Name

o Client ID

o Client Secret

o Redirect URL

o Scopes
5. (Optional) Enable JWT Assertion and configure the certificate details.
6. Enter the Discovery URL and select Verify.

A=

Note
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The Discovery URL retrieves OpenID Connect metadata from the Identity Provider. This metadata
includes authorization, token, and key endpoints required for authentication.

If validation succeeds, Media Server automatically populates the following endpoint fields:

e Authorize URL

e Token URL
e JWKS URL
e Logout URL
o Issuer

You can also enter these endpoint values manually. If you want to retain manually entered values,
do not select Verify.

If the Discovery URL is invalid, verification fails and the endpoint values are not populated.

The Redirect URL is not automatically populated and must be entered manually.
Redirect URL Configuration

e When configuring the Identity Provider (IdP), set the Redirect URL using the following
format:

<protocol>://<media server IP>:<protocol port>/1.0/tokenexchange

o In the Redirect URL field of the Media Server configuration, enter only the Media Server
IP address and port used in the IdP configuration.

Example

https://192.168.1.2:443
The application automatically appends /1.0/tokenexchange to complete the redirect URL.

After verifying the configuration, select Save.

OpenlD Configuration Fields

IDP Name Display name of the Identity Provider shown on the login screen.

Client ID Application Client ID obtained from the Identity Provider registra-
tion.

Client Secret Secret key associated with the registered application.

Redirect URL Callback URL where the Identity Provider redirects users after suc-
cessful authentication.
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Scopes OIDC scopes requested during authentication such as openid, pro-
file, email, and offline_access.
JWT Assertion Enables certificate-based validation.
Certificate Path | Path to the certificate file used for JWT assertion.
Certificate Password associated with the configured certificate.
Password

Discovery URL

OIDC metadata endpoint used for automatic endpoint discovery.

Authorize URL

Authorization endpoint automatically populated after verification.

Token URL Token endpoint automatically populated after verification.
JWKS URL Endpoint used to retrieve keys for token signature validation.
Logout URL Identity Provider logout endpoint.

Issuer Expected token issuer value used for token validation.

Saving the Configuration

After completing the configuration:

1. Select Save.

A confirmation message is displayed indicating that the OIDC configuration is saved successfully.

A notification is displayed stating that the authentication configuration has been updated and the

user will be logged out to apply the changes.

2026-03-30 02:58 EDT

Device Management
Choase your aut

Authentication Configuration
thentic

cetion method and configure settings

Cleanup and
a8 Maintenance
Authentication Options (@ OIDC () Database
» X configuration
¢ Advanced Settings +
B cenficate Properties
Identity Provider Configuration
Discovery URL https://login.microsoftonline.com/adf702e0-0d62-4da8-977c-d8...
0, s Active Provider psi//logl 9
Configuration
DP Name * entra Authorize URL
e Authentication
Configuration
ClientID * c45794e9-a37e-4ecd-8f1 e-37f6a8df0c94 Token URL
(8 Activity scheduler
£ scheduler CHENESETEL | vvveressssesnessnsssnsssansassnssanees © JWKS URL
O  License & Registration Redirect URL* | hitps://10.102.11.150:443/1 0/tokenexchange Logout URL
Scopes * openid @ email @
« ssuer
[J JWT Assertion

OIDC configuration saved successfully

Authentication Configuration updated logging out to apply the changes. Please sign in again to continue.

||'
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Figure : OIDC Configuration Save Notification and Logout Message
4. The system automatically logs out the current user session.
5. Log in again using the configured authentication method.
6. If prompted, restart the application services to apply the configuration.

Note

After saving the authentication configuration, the system displays a notification and automatically
logs out the current user to apply the updated authentication settings.

Login Using OIDC Authentication

After OIDC authentication is enabled, the login page displays the Login via MS OIDC
option.

Users can sign in using their corporate credentials by selecting Login via MS OIDC.

Users can also select Login as Database User to authenticate using local database cre-
dentials.

Database authentication remains available to ensure administrators can access the sys-
tem if the external Identity Provider is unavailable.

SICK
Bt

LOGIME/IA MS_OIDE ..

Figure 140: Login Screen - Login via MS OIDC
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18 Sync Status

File Sync status is a feature which gives the in depth detailing of the synchronization
process and displays a plot chart with very important aspects like:

Parameter ‘ Description
Activity Name Name of the activity to be scheduled.
Uploaded File Size |Actual file size (in GB) uploaded to the secondary server.
Remaining File Size |Actual file size (in GB) still to be synced to the secondary server.

Time Remaining Time remaining for the completion of the sync activity.

Current Bandwidth |Speed at which the image transfer is happening from the client to

the server.
Status Displays the current status of the activity.
Information Information about the sync activity. If nothing is shown, you do

not have to provide a description.

Bandwidth Speed |Displays the current image transfer speed on a plot chart (from
(Plot Chart) client to server).

File sync status will show how much our bandwidth is and how long it will take to syn-
chronize the files.

The Plot Chart representation is where current bandwidth will be same as network up-
speed.

Figure 0:1: Sync Status
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19 License and Registration

The License & Registration tab lets you view current SICK Media Server license infor-
mation and permissions. You can also add a new license or update your permissions.

P

..au...;..;gg

Figure 0:1: License and Registration
19.1Contact

Displays contact information for the SICK Media Server license.

B contact
Name: 208FV
Email: john.scarff@sick.com
Company: SICK
Figure 19.1:1: Contact Information
19.2Schedule Tagging

User can also schedule the tagging activity, activity recurrence schedule using the

Scheduler and Activity Scheduler feature in the Media Server application. Refer to Ac-
tivity Scheduler and Scheduler.
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19.3 Permissions

Describes software limitations and permissions for the currently installed license.

ﬁ Permissions

Figure 19.3:1: Permissions Section

Setting

Description

Expiration

Expiration date of the current software license. Ex-
piration is based on the UTC time.

After this date, Media Server will continue to ac-
quire, store and clean media data in the back-
ground. However, you will no longer have access
to change any configured settings in the software.
Also, you will not be able to view/download media
files in your application.

Max ICR Users

Maximum ICR users allowed in the application.

Max IP Cams Users

Maximum IP cam Users allowed in the application

8022121/0000/2026-04-09
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Setting

Description

Max Lector Users

Maximum lector users allowed in the application

Max Other Users

Maximum users other than IPCam, Lector and ICR
that are allowed in the application.

[P Cam 1 text file
mode

Shows if IPCam 1 txt file mode is allowed to be
configured in the application

[P Cam 2 text file
mode

Shows if IPCam 2 txt file mode is allowed to be
configured in the application

IP Cam UDS file Shows if IPCam UDS file mode is allowed to be

mode configured in the application

FTP/FTPS/SFTP/HTTP | Shows whether FTP/FTPS/SFTP/HTTP/HTTPS serv-

/HTTPS ers are Enabled/Disabled in the license.

Heartbeat Shows whether HEARTBEAT functionality is config-
urable in the application.

File Sync Shows if File sync feature is enabled or disabled

Authenticate API

Shows if APIs are accessible with or without au-
thentication. If this feature is Disabled APIs can be
accessed without authentication.

Tagging

Shows if tagging feature is enabled or disabled

Table 13: Software Limitations and Permissions Settings
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19.4 MAC information

The system Media Access Controller (MAC) is a unique computer ID. MAC is used by
SICK Media Server to secure your software license to a physical computer. Your new
license request should include your system MAC.

] MAC Information

System MACs: 00:00:00:00:00:00:00:E0
00:30:64:27:F9:56
00:30:64:27:F9:58
00:30:64:27:F9:59

COPY TO CLIPBOARD

Figure 19.4:1: Mac Information Section

19.5 Add or Update a Local License
You can apply a local license for Media Server from License & Registration page.
1. Click the ‘Apply License’ Button.

2. In the Apply License window, browse and select the new valid license file, and
then click APPLY button.

Figure 19.5:1: Apply License
On successful upload, application will display a successful snack bar message and the
page will get reloaded.
In case of any issue/error, an error in the snack bar message will be displayed.

Note: If a trusted license is already applied, a new local license cannot be added.
The trusted license needs to be removed first to apply a local license.

19.6 Add or Update a Trusted License

Trusted License can be applied when the Media Server is connected to analytics appli-
cation.
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Steps to apply a trusted License:

e Trusted License property is set to true on Analytics application.
e License with Media Server features enabled has been applied to Ana-
lytics application
e Media server is added/configured on Analytics application.
Once the above settings/configurations have been done, trusted license will automati-
cally get applied to Media Server.

License updated in Analytics application via License & Registration tab gets auto-
matically added to configured Facility Media Servers.
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20 Media Server Application Theme

Media Server application supports Light mode theme and Dark mode theme. User can
switch between these themes by clicking the toggle button at the top right corner.

Figure 19.6:1: Light Theme Mode

20230511 1823 157 Dark Theme Mode ® ©

Figure 19.6:2: Dark Theme Mode
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21 Manage Media Server User

Media server user can be managed (added/edited/deleted) by editing the API_USERS
section in sick-bip-is.cfg file.

Figure 19.6:1:API_USERS Section
21.1 Add a Media Server User

You can add a media server user from the config file.

1. Open Encryption app (Encryption.exe) in command prompt.

2. The application will provide you two choices (1/2) to Encrypt Application User Infor-
mation and to Encrypt Password.

3. Enter 1 to Encrypt Application User Information. You will be prompted you to provide

User details.

Enter Username

Enter Password.

Enter API Count Value for API access control.

Enter API Count Unit when prompted.

Click on ‘Enter’ button.

Encryption app will generate the encrypted Username and password as shown below.

WooONeUA

Figure 21.1:1: Encrypt User Data

10. Copy the Encrypted User data value.

11.0pen the config file in Text Editor.

12.Navigate to API_USERS section.

13.Add the Encrypted data under API_USERS section.
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ROOTDOC=index. html

; Max lengths for UI and REST fields
MAX_PIELD_LENGTH=64
MAX_PASSWD_LENGTH=64
MAX_USERNAME_LENGTH=64

30 ; max file count to return in zipfil
MAX_ARCHIVE_FILE_COUNT=100
LOGIN_TIMEOUT=120

[API_USERS)

5 ;Admin/password
{d£62748e-4bbS-11ea-a058-acf4bb34dodd) =T 1 1KICSiC224KuwllCLB2uMs7 vs 5UYNZ1UARDARL £yMx1wSvgVR
Rt +YOMIMIX3SLvX 1L8bUbn/ 3Nx 1duoGEGYSO0VY 1A1G18n/4GphaFSHRLS3YXYAYRyN3G/HD+TS0UACS +q+ PA6Y1Y2BqaJ 1NenSLa3 LNMAWYH] OPLT+SrocSLIEUBE
iNu165F1tRpIG+olgeCARY ;7 w7SrHEE 2
;Operator/password

88 (01 0 11, 34d9dd }=p kvTUQ/ yoX]tOETmQuKLaPghi/ N/ rgrdi+0MinT/XuRGUXhel 1 gqONTAUagxgr)
QR:-]p-R-thYc/O'chd!rr]l’hxzKH‘lSXD;RS.‘X’CQD[lzrerQC("NSNqQ/Unxl 7b07YSSEMi 72A vo+ 20801283 z0q! s p41XGIDTOYEXOWE
PPSZEMATOLLBIC 3 €YU ERg==
;Api/password

30 (122cd148-4bbé-1lea-86ab-ecf4bbl4ddd) =NhghXfkzz] SpN1TQ2z yqr21lutu/atl 1n0t3dW+MEQ1 Bt 0ayUb4VAY6QDV1us002/ zAbecMASUS/ 95UL/hmj TEXDTLOTBIKUUUITrS+2g
My+XMBANWX2CPRQSUEREFomT o+ £P+0RM] P+HER ] HMuJeWhxww/mIMEXeg i NgVOYmas PTnESLg3ioXranl 16100481 FdocXiTs0pl2Ghw+3M] JOT+3SVics yEi. 1£0tnd: 4

2/x/3L7E1856K629TFRRI0CUpOXi RHEAZpKEatnl2+krA/ VIBUscXut BQ==

uS2ur

jauthentication URI which returns the acce

{45c616a0-90ad-11

;TOP/password

{d27e90ea-9e95-11
0L7£133v£vnigEsDbOxt I
jtestuser/passwordol

9a

1=K @

R70/M321BS81 1

dlvsaTikyll
l:‘/oTkT,N‘Wlh/‘u“AD [ejOMs15£212dUacT3g07
'BEAT

;setting Meartbeat properties

y1DOL:

27083 7221ibG]

CAAFihA==

160D

3W3 SmAVoqi 76 THy T £0ERr raT 60 £KBEWPNI €5 2KiM2+2phi HyViim] ekuhaEXe 1yt 112mTLA3Yb30k
OvxBaWAconI¥Zhz4ilETBSw2L2uglntovivqeVsT+EeLh3hR4vEV4XFh11C1 tQ4GICNLYND]

9297-005056€bbd£2a | =kaulxvbn1BQAVEMi thIREXSPR] s 9PViUkYIbcMFAROAW] 4nPEatIwd AOPYCISGRAGT gDXpNAEPCIRGAQa T MnopghO0 kORI Le cliuw+ Lo 62 0XKKO] qweVny
okw3KrEck7PrCiwddgntgPOahkudsBalzfasVX6E1/ ka67/RadCOEWKUC20CwdWz +GRY+/ 22 1VqTRDCPUIXT JSNXPcfryS,

token used for authorizing

14.Save.

Figure 21.1:2: Add User Data to Config

15.Navigate to Windows services.
16.Search for SICK An Media Server service.

17.Restart Media Server Service by right clicking on SICK An Media Server Service and

SICK An Media Server
Stop the service

Pause the service
Restart the service

Descrpton:
Media Server

Name
£ Secondary Logon

&, Secure Socket Tunneling Pr.
£, Security Accounts Manager
£ Security Center

€, Sensor Data Service

G Sensor Monitoring Service
£, Sensor Sennce

& Server

£ Shell Hardware Detection

Description

Enables starting processes under altemate credentials. f this service is stopped, this type of logon access wil...

Provides support for the Secure Socket Tunneling Protocol (SSTP) to connect to remote computers using V.
The startup of this service signals other services that the Security Accounts Manager (SAM) is ready to acce...
The WSCSVC (Windows Security Center) service monitors and reports security health settings on the comp.
Deivers data from a variety of sensors

Mondtors various sensors in order to expose data and adapt to system and user state. f this service is stopp..
A service for sensors that manages different sensors Manages Simple D (SD..
Supports ile, print, and named-pipe sharing over the network for this computer, I this service is stopped, t..
Provides notfications for AutoPlay hardware events.

Status

Running
Running

Startup Type

€, Smart Card Device Enumera..
£, Smart Card Removal Policy
£ SNMP Trap

£ Software Protection

£ Spot Verifier

£ S0P Discovery

£ State Repository Service

£ Still image Acqursition Events
&, Storage Service

£ Storage Tiers Management
& Superfetch

£ System Event Notification ...
£ System Events Brokes

£, Task Scheduler

&3 TCP/IP NetBIOS Helper

& Telephony

£ Themes

£, Tite Dats model server

&, Time Broker

£ Touch Keyboard and Hand.
£, Trend Micro Cloud Endpoin

MySQL Database

Manages access to smart cards read by this computer.  this service i stopped, this computer will be unabl
Creates software for all smart card reads 10 2 given session. f this service s disabl.
Allows the system to be configured to lock the user desktop upon smart card removal

Receives trap messages generated by local of remote Simple Network Management Protocol (SNMP) agent
Enables the download, installation and enforcement of digitsl hcenses for Windows snd Windows applicat...
Verifies potential file system comuptions.

Discovers networked devices and services that use the SSOP m«m«, protocol, such as UPnP devices. Also ..

Provides required support for the apph
Launches apphications associated with still image acquisition events.

Provides enabling services for storage settings and exteral storage expansion

Optimazes the placement of data in storage tiers on all bered storage spaces in the system.

Maintains and improves system pesformance oves time.

Monitors system events and notifies subscribers to COM= Event System of these events.

Coordinates execution of background work for WinRT application, I this service is stopped or disabled, the.
Enables a user to configure and schedule automated tasks on this computer. The service also hosts multpl..
Provides support for the NetBIOS over TCP/IP (Net8T) service and NetBIOS name resolution for chents on t.
Provides Telephony API (TAPY) support for programs that control telephony devices on the local computer ...
Provides user expenence theme management.

Tile Server for tile updates.

Coordinates execution of background work for WinRT application. If this service i stopped or disabled, the..
Enables Touch Keyboard and Handwriting Panel pen and ink functionality

Collecs and sends talartry dta sbout Trand Micro Cloud Endpoint

Running

Running

Running
Running

Running

Running
Running
Running
Running
Running

Running
Running
Running
Running
Running

Figure 21.1:3: Media Server Service Screen

selecting restart option.
18.The newly created user will now be able to access the application. You can update
or delete the API_USERS section to update/delete any of the users.

21.2 Update Password

You can update password for Certificates from the config file.

1. Open Encryption app (Encryption.exe) in command prompt.

Automatic (D...

Manual (Trig...
Manual
Manual
Manual
Manual (Trig..
Manual
Automatic
Automatic
Automatic (T.
Automatic
Manual (Trig..
Manual
Automatic
Automatic
Manual (Trig.
Manual (Trig..
Automatic

Network S...
Local Service
Local Syste...
Local Syste.
Local Service
Network ...
Local Syste.
Local Service
Local Syste.
Local Syste.
Local Syste...
Local Syste...
Local Syste.
Local Syste...
Local Syste.
Local Syste..
Local Service
Network S..
Local Syste.
Local Syste.
Local Service
Local Syste.
Local Syste.
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2. The application will provide you two choices (1/2) to Encrypt Application User Infor-
mation and to Encrypt Password.

3. Enter 2 to Encrypt Password. It will prompt you to provide password.
Enter Password.

5. Click on ‘Enter’ button. The password will be encrypted.

B Administrator: C:\Windows\System32\cmd.exe

Microsoft Windows [Version 10.0.10586]
(c) 2015 Microsoft Corporation. All rights reserved.

:\Users\Engineering\Desktop\Encryption\x64\Debug>Encryption.exe
Select your choice:(1/2)

(1)Encrypt Application Users Information

(2)Encrypt Password

Enter Passowrd : Password@2
Encrypted Password : Jagl@dDSGThm5aH11lyxy9LDGRBRsn2qGinNm7tShyGXo6PsSahcIBPPuFP98PzqeQRtORKEPYApF2KZQDCPryA==
Encryption Successfull !!!

:\Users\Engineering\Desktop\Encryption\x64\Debug>_

Figure 21.2:1: Encrypt Password
6. Copy the encrypted string.
7. Open the config file in Text Editor.
8. Navigate to the section for which you want to update the password.
9. Paste the encrypted password string.
10. Save.
11. Navigate to Windows services.
12. Search for SICK An Media Server service.
13. Restart Media Server Service by right clicking on SICK An Media Server Service and
selecting restart option.
14. The updated password will take place on restarting the application server.
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21.3 How to Add New Device

When a media capturing device is added in the analytics application that must be
added in the media server application as well for viewing captured media files. User
can add new devices to the application through a backend process. The added device
type is reflected in the drop-down of ‘Type’ in the 'Add Device’ dialog box in the De-
vice screen.

Figure 21.3:1: List of Devices under Type Field
Follow below procedure to add device to the media server application:

1. Open the config file 'sick-bip-is.cfg’ from the install files location where all
the properties are stored through which media server application is running.
2. Navigate to the Devices section.
3. Provide the following parameters in one line as shown in Figure 21.3:2: De-
vice Parameters:
a. Device ID
b. Device Family
c. Device Type
d. Device name

[DEVICE]
:The section includes unique Device ID as LHS and comma separated device details as RHS

:;For example : <Device ID>=<Device Family>,<Device Type>,<Device Name>

iThe Device should be unique.Also the device type cannot be duplicated under different device family.

1The Device Family cannot be added newly, supported Families are : TRACK TRACE, IPCAM 1TEXTFILEMODE, IPCAM 2TEXTFILEMODE, OTHER FTP, SAMBA CLIENT
+The file proceasing will be based on the Device Family in which the Device is associated to
LECTOR=TRACK_TRACE, LECTOR, Lector

ICR=TRACK_TRACE, ICR, ICR

IP1TEXTFILE=TPCAM_1TEXTFILEMODE, IPITEXTFILE, IPCam - 1 text file mode

IP2TEXTFILE=TPCAM_ 2TEXTFILEMODE, IP2TEXTFILE, IPCam - 2 text file mode

EVENTCAM=TRACK_TRACE, EVENTCAM, EventCam

OTHER=OTHER_FTP, OTHER, Other Source

ICRB90-4=SAMBA CLIENT, ICR890-4 SMBCLIENT,ICR890-4 Samba Client

INSPECTORP=TRACK_TRACE, INSPECTORP, Inspector-P

Figure 21.3:2: Device Parameters
Note: Device Family description:

e TRACK_TRACE: The cameras in this family capture images and send
them to the media server, where they are stored in the respective folder
structure.
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e IPCAM_TTEXTFILEMODE: The cameras in this family capture images and
send them to the media server. The images are initially stored in a tempo-
rary folder for the given FTP user. A control file follows the image, con-
taining naming details, and the image must be renamed accordingly. Af-
ter receiving the file, the media server moves the image from the tempo-
rary folder to the appropriate folder structure and renames it based on the
control file.

e IPCAM_2TEXTFILEMODE: The cameras in this family send a control file
with sequence details for a given FTP user, followed by the captured im-
age. The image is stored in a temporary folder for the given FTP user. An-
other control file follows, containing the naming details for the image. Af-
ter receiving both files, the media server moves the image from the tem-
porary folder to the appropriate folder structure and renames it based on
the details provided in the two control files.

e SAMBA _CLIENT: Cameras in this family manage the storage of captured
images. These cameras use the SAMBA server to serve requested images.
Example: ICR890-4.

e OTHER FTP This is a generic camera family that functions similarly to
Track and Trace. However, the media server renames the received files for
this family type based on its predefined naming convention.

Note: The use of other FTP types should be avoided.

Save the file.

Request for license of the added device from the sick support team after
adding the device in the file.

Open ‘Services’ from start menu. Right-click on ‘Sick An Media Server’
and restart the service.

Services (Local)

SICK An Media Server Name Description Status Startup Type Log On As

Stop the service
Pause the service

. Shell Hardware Detection Provides not.. Running  Automatic Local System
\.;!,SICK An Media Server Media Server  Running  Automatic Local System

Restart the service & SICK An MySQL MySQL Data.. Running  Automatic Local System

Description:
Media Server

9.

& SICK Field Analytics Field Analytics Running  Automatic Local System
& SICK Node-red SICK Node-r.. Running  Automatic Local System
& Smart Card Manages ac..  Running Manual (Trigg.. Local Service
.’_\“; Smart Card Device Enumerat.. Creates soft.. Manual (Trigg.. Local System

L Smart Card Removal Policv Allows the s Manual Local Svstem

Figure 21.3:3: Running Sick An Media Server
Login to the Media server application then apply the license with new Con-
figured Device type in the License & Registration tab in the application.
Refer to License and Registration.
Navigate to Devices screen under Device Management tab in the left navi-
gation panel.
Click on the "+" icon at the top right corner.
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10. The Add Device window will open.

11. Select the server from the options under Protocol Settings.
12. Select the Protocols from the drop-down.

13. User can view the added device in the Type drop-down under Device set-
tings.

Achd Device

Frotsals temng

® Server

FTE <FTP FTPS

bewice Letlmgs

Figure 21.3:4: New Device added in Type Field

22 User Manual

1. To view the information related to User Manual, click the user manual icon ®‘
on the home page as shown in below figure.

2024-08-07 18:05 EDT

Figure 20-1: Home page
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User Manual

@ UserManual

.

SICK Media Server

Software Versions

Software / Too! Function version
SICK Media Server initial document 10
2 T ———
time
Optimized database query
performance

SIOK Media Server Optimizad cleanup process 12
Opimized purging process
Optimized performance

Added support to MySQL Database
Data migration from SQuite to MysQL -

Figure 20-2: User Manual
2. In this Manual, user can get all the required information about the application
usage, Installation procedures, how to login everything they can find in this
Manual.
3. Also, in the left-hand side if we click on Sick Media Server you can see the Ta-
ble of contents (TOC) for this Manual
User Manual

@ UserManual

SICK Media Server

Software / Tool Function Version

SICK Media Server Initial document 10

ﬂ Optimized Media retrieval response
time

Optimized database query

performance

SICK Media Server Optimized cieanup process 12
Optimized purging process
Optmized performance

Added support to MySQL Database
Data migration from SQLite to MySQL v

Figure 20-3: Table of Contents

User Manual

@ UserManual

Sick media Server

SiCK i

Sensor Intelligence

SICK Media Server

Software Versions

Software / Tool Function version

SICK Media Server initia! document 10

a Optmized Media retrieval response
time

Optimized database query
performance

SICK Media Server Optimizad cleanup process 12
Optimized purging process

Optimized performance

Added support 10 MySQL Database
Data migration from SQLite to MysQL

Figure 20-4: Search Tab
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23 Configuration File

The configuration file stores settings that control the behavior of SICK Media
Server. The Ul allows limited modifications, so some configurations must be updated
manually in the configuration file.

23.1 Location and Permissions

The configuration file must be stored in a location with read/write access.

« If running as a service, the application has read/write access under:
o C:\Program Files\
o C:\Program Files (x86)\

« If running as a console application, ensure it is installed outside Program Files.
o Recommended location: c:\sICK\

o On Linux, the application automatically obtains read/write access.

Important: If modifying the startup file to run as a non-root user, ensure the user
has write permissions to:

« Configuration file location

o License file location

o Logfile location

e File index location

« Storage location for received media files

23.2 How to Modify Configuration Settings

To modify the configuration file, follow these steps:

Stop the Media Server services.
Navigate to the folder containing the configuration file (sick-bip-is.cfg).
Open the file in a text editor.
Locate the parameter you want to modify.
o Example: To update the maximum file size, modify:

AN =

[STORAGE]
FILE_BUFFER_SIZE=15000000

5. Save the changes.
6. Restart the Media Server services.
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Note: Restarting the services may take 1-2 minutes.

23.3 Configuration File Structure
The configuration file is structured into sections. Each section starts with a header in-
side square brackets [ ], followed by its parameters.

Example Structure:

[GENERAL]

NAME=SICK Media Server
IndexFile=C:\media-server—-images\files.idx
AUTH CONN_TIMEOUT=60M

[THREAD POOL SIZE]

FTP CONNECTION MAX THREADS=1000
REST CONNECTION MAX THREADS=50
[FTPD]

BINDIP=0.0.0.0

PORT=2021

MAX_IDLE=3O

ENABLED=true

Note: Some parameters are hidden and used internally. Parameters starting with * indicate
such entries. These parameters can be manually added to the configuration file if required.

Values Description

[GENERAL] NAME SICK An Media Server The name of
the server for
identification
when re-
motely ac-
cessed.

INDEXFILE Index File Path Fully qualified
path to the
files.idx index
file.

FileMetaCache Numeric Number of in-
coming files
metadata
maintained in
cache
memory

RO File path Fully qualified
path to the
script that
sets the
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Values Description

filesystem
Read Only
(UPS Linux
Only)

RW File path Fully qualified
path to the
script that
sets the
filesystem
Read Write
(UPS Linux
Only)

IPCAM_CONTROL- Numeric The max file

FILE_MAXLEN size on in-
coming files
that will be
checked if
they are con-
trol files for IP
CAM mode
transfers. De-
fault value is
100

IPCAM_SEQ_MASK Numeric The mask to
apply to file
postfixes to
identify file
sequence
numbers.

AUTH_CONN_TIMEOUT Numeric Connection
timeout for
ADMIN au-
thenticated
users. The
unit can be
Second
S(seconds),
M(minutes),
H(hours),
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D(Days). De-
fault will be
60M

[THREAD POOL FTP_CONNEC- Numeric Max number

SIZE] TION_MAX_THREADS of threads
that can be
spawned for
FTP connec-
tion

REST_CONNEC- Numeric Max number

TION_MAX_THREADS of threads
that can be
spawned for
REST con-
nection

[FTPD] BINDIP IP Host system
interface IP to
bind the FTP
server to
“0.0.0.0".
Represents
all interface
IPs.

PORT Ports A list of one
or more
comma sepa-
rated ports
that the FTP
server listens
to for incom-
ing connec-
tions.

MAX_IDLE Numeric Connection
Max Idle time
before
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Enabled true/false

MSC_SOCKET_POLL- Duration in seconds,

ING_TIMEOUT minutes, hour or days. Ex-
ample: 5S

SOCKET_POLL- Duration in seconds,

ING_TIMEOUT minutes, hour or days. Ex-
ample: 1H

automatic
disconnect

Indicates if
the server/s
are up

Ftp socket
timeout value
for MSC con-
nections. The
incoming
control files
from MSC
can take
time. This is
the duration
after which
FTP connec-
tion with MSC
will be timed
out if control
file is not re-
ceived within
mentioned in-
terval

Ftp socket
timeout
value. The in-
coming im-
ages from
camera can
take time to
transfer im-
age bytes
over time.
This is the
duration after
which FTP
connection
with the cam-
era will be
timed out if
image bytes
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are not re-
ceived within
the men-
tioned inter-
val

WAIT_TO _SHUTDOWN Duration in seconds, This Field in-
minutes, and hours dicates the

maximum
waiting time
for FTP
server to shut
down. Be-
yond this FTP
will be force-
fully shut-
down. Default
will be 5S.
Units can be
S(seconds),
M(minutes),
H(hours),

D(Days).

FIREWALLED Ports This parame-
ter decides if
ports for data
transfer
needs to con-
sider the
ports within
the port
range. For
ports to be
considered
from port
range this pa-
rameter
should be
true. By de-
fault, it will be
set to false.
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DATA PORT_WAIT_TIM Duration in seconds, This de-

E minutes, hours and days scribes the
time to wait to
get the pas-
sive port
when fire-
walled is true.
Beyond this
time the con-
nection fails.
It can be set
in milli sec-
onds (MS),
seconds(S),
minutes(M),
hours(H),
days(D). By
default, it is
™M

[FTPSD] BINDIP 0.0.0.0 Interface IP
to bind FTPS
server
(0.0.0.0 for all
interfaces)

PORT 4121 Port to run
FTPS server

MAX_IDLE 30 Set connec-
tion max idle
time in sec-
onds

ENABLED true Indicates if
the server/s
are up

TLS VERSION 13 Indicates the
TLS VER-
SION to be
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used for
FTPS. To set
itto 1.3, set
the parame-
teras 1_3. By
default, it is
1.3. Any
value apart
from1_3 or
1_2 will result
in using 1.2.
When set to
1.2, it will
support a
minimum TLS
version of 1.2
and will also
support
higher ver-
sions.

FIREWALLED true/false This parame-
ter decides if
ports for data
transfer need
to consider
the ports
within the
configured
port range.
For ports to
be consid-
ered from the
port range,
this parame-
ter should be
set to true. By
default, it is
false.

CIPHERSUITES Comma-separated list Indicates
which TLS ci-
pher suites
are
blocked/al-
lowed for
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FTPS. A suite
prefixed with
"-" is blocked,
while plain
names are al-
lowed suites.
The value is
a comma-
separated
list. By de-
fault, all ci-
phers are
blocked and
only a secure
subset is al-
lowed.

TLS_CURVES Comma-separated list Indicates
which elliptic
curves are
blocked/al-
lowed for
FTPS. A
curve pre-
fixed with "-"
is blocked,
while plain
names are al-
lowed curves.
The value is
a comma-
separated
list. By de-
fault, some
curves such
as secp521r1
and X448 are
blocked.

[SFTPD] BINDIP IP Host system
interface IP to
bind the
SFTP server
to “0.0.0.0".
Represents
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Description

PORT Ports

MAX_IDLE Numeric

Enabled true/false
[SFTP_LIB_CON- SSHKeyExchangeAlgo- Comma-separated list
FIG_PROPER- rithms

TIES]

SSHEnNcryptionAlgorithms Comma-separated list

all interface
IPs.

A list of one
or more
comma sepa-
rated ports
that the SFTP
server listens
to for incom-
ing connec-
tions.

Connection
Max Idle time
before auto-
matic discon-
nect

Indicates if
the server/s
are up

Defines the
key-ex-
change algo-
rithms al-
lowed for
SFTP con-
nections. The
list is evalu-
ated in order
of preference.

Defines the
symmetric
encryption al-
gorithms al-
lowed for
SFTP ses-
sions.
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SSHMacAlgorithms Comma-separated list Defines the
MAC/integrity
algorithms al-
lowed for
SFTP ses-
sions.

SSHPubKeyAuthSigAlgo- Comma-separated list Defines the

rithms algorithms al-
lowed for
public-key
authentica-
tion signa-
tures.

SSHPublicKeyAlgorithms Comma-separated list Defines
which public
key types are
accepted by
the SFTP
server.

LogLevel Numeric Controls the
verbosity of
the underly-
ing SFTP li-
brary logging.
Higher values
produce more
detailed logs.

UseStrictKeyExchange Numeric / Flag Controls how
strictly the
SFTP server
enforces the
configured
key-ex-
change algo-
rithms. A
higher value
enforces
stricter adher-
ence to the
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configured
lists.

[PROTOCOLS] FTP FTP FTP is sup-
ported if this
Key/Value is
available in
the config file
under [PRO-
TOCOLS]
section

FTPS FTPS FTPS is sup-
ported if this
Key/Value is
available in
the config file
under [PRO-
TOCOLS]
section

SFTP SFTP SFTP is sup-
ported if this
Key/Value is
available in
the config file
under [PRO-
TOCOLS]
section

SMB SMB SMB is sup-
ported if this
Key/Value is
available in
the config file
under [PRO-
TOCOLS]
section

[PORT_RANGES] FTP Port range value for FTP. The FTP
Example 20,21,1024-65535  Ports should
be within the
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specified FTP
Port range.
You can pro-
vide the Port
range at the
time of instal-
lation or can
update it from
the config file
itself.

FTPS Port range value for FTPS The FTPS
control ports. Example control ports
21,990,1024-65535 should be

within the
specified
FTPS Port
range. You
can provide
the Port
range at the
time of instal-
lation or can
update it from
the config file
itself.

SFTP Port range value for SFTP. The SFTP
Example 1024-65535 Ports should

be within the
specified
SFTP Port
range. You
can provide
the Port
range at the
time of instal-
lation or can
update it from
the config file
itself.
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FTP_DATA

FTPS_DATA

[HTTPD] BINDIP

PORT

ENABLED

Port range value for FTP
data connections. Example
20,5000-10000

Port range value for FTPS
data connections. Example
11000-16000

0.0.0.0

Port

true

The FTP data
ports used
when FIRE-
WALLED is
true should
be chosen
from this
range.

The FTPS
data ports
used when
FIRE-
WALLED is
true should
be chosen
from this
range.

Host system
interface IP to
bind the
HTTP server
to. 70.0.0.0”
represents all
interface IPs.

The port on
which the
HTTP server
will accept
connections.

Parameter to
enable or dis-
able HTTP. If
true, the
HTTP server
will be up
(provided it is
licensed). De-
fault is true.

Page |201 ©OSICK e All rights reserved

8022121/0000/2026-04-09



SICK Media Server User Guide

Values Description

[HTTPSD] BINDIP IP Host system
interface IP to
bind the
HTTPS
server to.
”0.0.0.0” rep-
resents all in-
terface IPs.

PORT Port The port on
which the
HTTPS
server will ac-
cept connec-
tions.

TLS_VERSION 12 Version of
TLS to use.
Setto1 2
(default) or
1_3. Any
other value
defaults to
1.2

USE_TLS true Parameter to
decide
whether to
use TLS. De-
fault is true.

[HTTPD_COM- FILES html.zip A zip file or a

MON] folder con-
taining the
HTML files
used to serve
out the admin
interface. If a
zip file is
used, the ex-
tension .zip is
expected. All
other naming
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patterns will
be assumed
to be folders.
If no path is
included, the
file or folder
is assumed to
be in the
same folder
the Media
Server is
launched
from.

ROOTDOC Index.html The html doc-
ument served
out as the
root URL (/).
Include path
relative to the
FILES
folder/zip file.

MAX_AR- Numeric The max

CHIVE_FILE_COUNT number of
files that can
be returned in
a zip archive
from the me-
dia REST
API. If more
files are re-
quested a
412 — Pre-
condition
Failed status
is returned.
Default value
is 100 if not
set.

LOGIN_TIMEOUT Numeric Inactivity log-
out timer in
seconds.
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MAX_FIELD LENGTH Numeric Max length of
Name and
Paths in the
web Ul and
REST APIs

MAX_PASSWD LENGTH  Numeric Max length
for the FTP
password
field in the
web Ul and
REST APIs

MAX_USERNAME_LENG  Numeric Max length of

TH the FTP
username
field in the
web Ul and
REST APIs.

[API_USERS] {<USER KEY>} <USERID>, <SHA-1 Pass- This section
word>> holds list of

encrypted
username-
passwords of
the users that
can access
the MS ULI.
Default users:
Admin, Oper-
ator, API

[HEARTBEAT] AUTH_URI URL authentica-
tion URI
which returns
the ac-
cess_token
used for au-
thorizing
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USER_NAME Username Username of
the facility
server

PASSWORD SHA-1 Password Encrypted
password of
the facility
server user

Client_ID ID Id sent along
with the au-
thentication
request

Client_SECRET ID Random Id
sent along
with the au-
thentication
request.

AUTHORIZATION ID Authorization
code sent as
part of the
authentica-
tion request
header

PUBLISH_URI URL The URI us-
ing which the
heartbeat
message is
published to
the facility
server

INTERVAL Numeric Time interval
for sending
the heartbeat
message
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UNIT Time unit in Sec or Min
ENABLED True/False
ENABLE_AUTH True/False

RETRY_CONNECTION Numeric

[HEART- IMAGE_DROP True/False
BEAT_HEALTHCH
ECK]

IMGDRP_THRESHOLD Numeric

Unit of time
interval which
is either min
or sec

Boolean
value to indi-
cate if heart-
beat messag-
ing is up

Boolean
value to indi-
cate if au-
thentication is
required to
publish heart-
beat mes-
sage

Value in
minutes, indi-
cating the in-
terval of con-
nection re-es-
tablishment if
disconnected
from the Fa-
cility server.

Boolean
value to set
the image
drop health
check fea-
ture.

Value beyond
which if im-
ages drop a
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warning is
raised

HIGH _CPU True/False Boolean
value to set
the CPU us-
age health
check fea-
ture.

CPU_THRESHOLD Numeric Value in per-
centage be-
yond which if
the CPU us-
age surges a
warning is
raises.

HIGH_MEM True/False Boolean
value to set
the memory
usage health
check fea-
ture.

MEM_THRESHOLD Numeric Value in GB
below which
if the availa-
ble memory
drops a warn-
ing is raised.

DISK_USAGE True/False Boolean
value to set
the disk us-
age health
check fea-
ture.
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DISK_THRESHOLD Numeric

FILESYNC_STATUS True/False

FILESYNC_THRESHOLD  Numeric

[UDSD] BINDIP IP

PORT Port number

Value in GB
below which
if the availa-
ble disk drops
a warning is
raised.

Boolean
value to set
the file sync
status health
check fea-
ture.

Boolean
value to set
the file sync
status health
check fea-
ture.

Host system
interface IP to
bind the UDS
server to
“0.0.0.0".
Represents
all interface
IPs.

The port on
which the
UDS server
will accept
connec-
tions. Set to
blank or com-
ment out to
disable UDS.

Note: Server
socket will
only be
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created if
there is at
least one
FTP user de-
fined as IP-
CAM 1 text
file.

MAX_IDLE Numeric Connection
Max Ildle time
before UDS
Device auto-
matic gets
disconnected.

[STORAGE] CLEANUP_INTERVAL Numeric Interval in
seconds be-
tween file
cleanup jobs
- keep in
mind a maxi-
mum of 5000
files will be
scheduled
per job if ex-
tended inter-
vals are used

FILE_BUFFER_SIZE Numeric File Buffer
Size in Bytes
- must be
larger than
the largest
file size re-
ceived on the
ftp servers, or
the file will be
discarded.

FILE_BUFFER_IDLELIFE Numeric File buffer
idle life in mil-
liseconds.
The amount
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of time buff-
ers is idle be-
fore released.

TEMPFILE_ MAXAGE Age in seconds, minutes, Max age for
hour, or days. Example: 1H  the temporary

files when us-
ing IPCam
modes. One
file in the
temp location
gets older
than the indi-
cated age
they will be
clean up.
Time can be
specified in
seconds(S),
minutes (M),
hours (H) and
days (D). The
cleanup is
performed to-
gether with
the standard
time-based
cleanup and
is running on
the standard
cleanup inter-
val.

FW_QUEUE_LIMIT Numeric File Writer
Queue size
limit

VACUUM True/false Media Server
will run Vac-
uum com-
mand on me-
dia server
start. If this
property is
set as true.
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After task
completion,
this property
will be set as
false. This
will
defragment
the SQLite
DB and its
size will be
reduced. By
default, this
will be false.

RECAL_FILESIZE True/false File size will
be re-calcu-
lated if this
key is set to
true. By de-
fault, this will
be true.

RECAL_FILESIZE_IN- Numeric File size will

TERVAL be re-calcu-
lated in inter-
vals based on
this value
which is in
hour. By de-
fault, this will
be 24.

REGULAR_PURGE True/false If this is set
"true" then all
old directo-
ries will be
purged. If set
to "false" then
only empty
old directo-
ries will be
purged. De-
fault will be
true.
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PURGE_INTERVAL

FOLDERS_TRAVERSE

TRAVERSE_HALT

AGEOUT_DEL_LIMIT

SMART_UDS

In minutes. Example: 30M Interval for

Numeric

Numeric

Numeric

True/false

Purging un-
wanted direc-
tories. This
Value can be
set for
secs(S) or
Mins(M) or
hours(H) or
Days(D). By
default, it will
be 30 mins.

Number of
folders to be
traversed be-
fore halting.
Default is 100

Number of
seconds to
halt while
traversing
through the
folders. De-
faultis 0

Maximum
number of
files to be de-
leted in one
cleanup cy-
cle. Default
will be 30000

If this param-
eter is set to
true, MS can
support multi-
ple UDS
camera pro-
vided there is
a one-to-one
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CREATE_SQLITE_IN- True/false
DEXES

CREATE_MYSQL_IN- True/false
DEXES

RATIO XY

link between
the MSC. If
set to false
only one UDS
camera per
MS will be
supported.
This parame-
ter is im-
portant if the
control file
does not
have the
"user id" tag

If this param-
eteris set to
true SQLite
indexes will
be created if
not created
on MS
startup. By
default, the
value will be
true.

If this param-
eter is set to
true MySQL
indexes will
be created if
not created.
By default,
the value will
be true.

The time ratio
used when
calculating
the amount of
Thumb-
nail/Xml files
vs Full sized
media files
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are removed
during stor-
age-based
cleanup (Max
usage, Min
Free

space). 1:2
indicates that
for every 1 x
time unit of
Thumb-
nails/Xml
files, 2 x time
units of Full-
sized images
are removed.

THUMB Folder path Fully qualified
path indicat-
ing where the
thumb-
nails/xml files
tree is stored.

FULL Folder path Fully qualified
path indicat-
ing where the
full-sized me-
dia file tree is
stored.

THUMB_PROFILE DEFAULT|THUMB|FULL Indicates
which profile
is used to
store time
based
cleanup set-
ting for
thumb-
nails/Xml
files. DE-
FAULT is al-
ways used if
both THUMB
and FULL
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storage areas
is located on
the same disk
device. If dif-
ferent disk
devices are
used, individ-
ual settings
can be used.

FULL_PROFILE DEFAULT|THUMB|FULL Indicates
which profile
is used to
store time
based
cleanup set-
ting for full
sized files.
DEFAULT is
always used
if both
THUMB and
FULL storage
areas is lo-
cated on the
same disk
device. If dif-
ferent disk
devices are
used, individ-
ual settings
can be used.

THUMB_ID_PATTERN *xml; *_3.* A list of semi-
colons (;)
separated file
patterns to
recognize as
thumbnails.
Default value
is “*.xml;

* 3.

THUMB_POSTFIX 3 Postfix used
by the smart
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file match in
the media
REST API to
match
against, if no
initial match
is found.

POSTFIX 2, 3 Additional
postfixes con-
sidered by
the smart file-
matching
logic in the
media REST
APl when re-
solving re-
lated files.
Multiple post-
fixes are
comma sepa-
rated.

REMOVE_SOURCE_EX- True/false If true, a con-

TENSION figured post-
fix or exten-
sion will be
removed from
incoming file-
names for se-
lected de-
vices before
indexing. By
default, this is
false.

SOURCE_EXTEN- 2 Comma-sep-

SION_TO BE_REMOVED arated list of
postfixes or
extensions
that should
be removed
from the in-
coming file-
name when
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REMOVE_EXTEN- ICR
SION_FROM_DEVICE

SQL_TO_MYSQL_ETL_ B Numeric
ATCH_SIZE

AFTER_ETL_BATCH_DE- True/false
LETE_RECORDS

QUEUE_PRO- In seconds, minutes, hours
CESS_TIMEOUT or days.
Example: 5SM

RE-
MOVE_SOU
RCE_EX-
TENSION is
true.

Comma-sep-
arated list of
device IDs for
which the
source exten-
sion or postfix
removal
should be ap-
plied.

Number of
data to be re-
trieved from
File index for
processing.
Default will
be 50000

Flag set
whether
SQLite rec-
ords must be
deleted after
migrating rec-
ords from
SQLite to
MySQL

If processing
the DB queue
during MS
shutdown or
switching DB
takes more
than the
timeout
value, it will
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stop pro-
cessing the
queue and
continue. The
default value
is 5 mins. It
can be set in
secs, mins,
hours, or
days.

SIZEOUT_TIME_BUFFER In seconds, minutes, hours This time

or days. value is to
determine
how much
disk space is
required to
store data
worth the
time config-
ured. By De-
fault, the
value will be
5 mins. We
can set this
value for any
number
mins(M) or
hours(H) or
days(D). This
value will be
considered if
full and
thumb drive
are same.

Example: 5M

SIZEOUT_TIME_BUFFER In seconds, minutes, hours  This time
_FULL or days. value is to
determine
how much
disk space is
required to
store data
worth the
time config-
ured. By

Example: 5SM
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Default, the
value will be
5 mins. We
can set this
value for any
number
mins(M) or
hours(H) or
days(D). This
value will be
considered
for full drive.

SIZEOUT_TIME_BUFFER In seconds, minutes, hours  This time
_THUMB or days. value is to
determine
how much
disk space is
required to
store data
worth the
time config-
ured. By de-
fault, the
value will be
5 mins. We
can set this
value for any
number
mins(M) or
hours(H) or
days(D). This
value will be
considered
for thumb
drive.

Example: 5M

AUTO _DISK_ MGMT_FUL = True/False Media server
calculates the
minimum free
space auto-
matically if
this parame-
teris setto
true. By de-
fault, it will be
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true. This is
for full drive.
Also, this
value will be
considered if
both full and
thumb are in
the same
drive.

AUTO_DISK_ MGMT_THU  True/False Media server

MB calculates the
minimum free
space auto-
matically if
this parame-
teris setto
true. By de-
fault, it will be
true. This is
for thumb
drive.

SIZEOUT_TIME_MAX_D In seconds, minutes, hours  This time

EL or days. value is to
determine the
maximum
number of
files to be
fetched for
deletion when
the minimum
free space is
being used.
This value by
default is 1
day and can
be set to any
number of
days. This
value will be
considered if
full and
thumb are in
the same
drive.

Example: 1D
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SIZEOUT _TIME_MAX D In seconds, minutes, hours
EL_FULL or days.

Example: 1D

SIZEOUT_TIME_MAX D In seconds, minutes, hours
EL_THUMB or days.

Example: 1D

NO_OF MAX_DEL_AT-  Numeric
TEMPTS

This time
value is to
determine the
maximum
number of
files to be
fetched for
deletion when
the minimum
free space is
being used.
This value by
default is 1
day and can
be set to any
number of
days. This
value will be
considered
for full drive.

This time
value is to
determine the
maximum
number of
files to be
fetched for
deletion when
the minimum
free space is
being used.
This value by
default is 1
day and can
be set to any
number of
days. This
value will be
considered
for thumb
drive.

This Value
determines
number of
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times to per-
form maxi-
mum aggres-
sive cleanup
until the used
space is no
more utilizing
the minimum
free space.

SIZEOUT_NO_OF_FILES  Numeric Number of
files to be re-
trieved from
DB for Size
based
cleanup in
case there
are no data
being ac-
quired. De-
fault is 5000

FW_TEMP_QUEUE_SIZE  Numeric The size of

_LIMIT the temp File
writer queue
to store data
when mini-
mum free
space has
reached. The
size will be
based on
number of
bytes. If it is
set to zero,
then by de-
fault it will be
half of the to-
tal physical
memory. It
needs to be
set properly
to not exceed
the total
physical
memory.
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TIME True/False if set to true

BASED_ CLEANUP_FULL then Time
Based
cleanup for
full size im-
ages will be
performed.
By default,
this is set to
false.

TIME BASED True/False if set to true

_CLEANUP_THUMB then Time
Based
cleanup for
thumb size
images will
be per-
formed. By
default, this is
set to false.

ADDI- In seconds, minutes, hours Additional
TIONAL_BUFFER_TIME or days. buffer time

Example: 15M \rﬁﬂlrj:éwénée_
fault will be
15mins. Max
will be 1h. If
the value is
set below 15
mins or
above 1H
then the
value will be
reset to 15
mins. The ad-
ditional buffer
space size
will be de-
pendent on
this parame-
ter and the
throughput.
This parame-
ter is for
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single drive
mode (full
and thumb on
the same
drive).

ADDI- In seconds, minutes, hours Additional

TIONAL_BUFFER_TIME_  or days. buffer time

FULL Example: 15M \rﬁﬂlrf;:énée_
fault will be
15mins. Max
will be 1h. If
the value is
set below 15
mins or
above 1H
then the
value will be
reset to 15
mins. The ad-
ditional buffer
space size
will be de-
pendent on
this parame-
ter and the
throughput.
This parame-
ter is for full
drive

ADDI- In seconds, minutes, hours Additional

TIONAL_BUFFER_TIME_  or days. buffer time

THUMB Example: 15M \rﬁ']‘;?érﬁé”ée_
fault will be
15mins. Max
will be 1h. If
the value is
set below 15
mins or
above 1H
then the
value will be
reset to 15

Page 224 ©OSICK e All rights reserved 8022121/0000/2026-04-09



SICK Media Server User Guide

Values Description

mins. The ad-
ditional buffer
space size
will be de-
pendent on
this parame-
ter and the
throughput.
This parame-
ter is for
thumb drive.

THROUGHPUT_VARI- Numeric-Percentage This parame-
ANCE_TOLERANCE ) ter is the tol-
Example: 50 erance which

decides be-
yond what
percentage of
increase/de-
crease in me-
dian through-
put should we
retain the
previous
value i.e., if
the previous
throughput
was 1 and
the current
throughput in-
creased/de-
creased to
1.5/0.5 then 1
will be re-
tained. This
value is in
percentage
and should
be integer. By
default, it is
50

PREV_THROUGH- Numeric This parame-

PUT_RETENTION_CY- ter is to de-

CLE cide up to
how many
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such consec-
utive cycles
of surge/drop
should we re-
tain the previ-
ous median
throughput
value. If the
surge/drop
persists be-
yond these
many cycles
the median
throughput
will be set to
the new
value. By de-
fault, this is 2

REG_SIZEOUT_MAX_FIL  Numeric Maximum

ES number of
files to be de-
leted in a sin-
gle regular
Size based
cleanup cy-
cle. By de-
fault, it is
50000

MIN_FREE_SPACE_MUL  Numeric This parame-

_FACTOR ter is the mul-
tiplication fac-
tor to set the
minimum free
space for an
OS drive
when auto
disk manage-
ment is ena-
bled. The
minimum free
space for OS
drive when
auto disk
management
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is enabled
will be set
based on the
product of
this parame-
ter and the
total physical
memory. By
default, it will
be 1.5. If the
value is set to
negative it
will reset to
1.5. If the re-
sultant prod-
uct is greater
than the total
disk space,
then mini-
mum free
space will be
set as 1GB.

AVOID_SIZEOUT _DEL_T In seconds, minutes, hours Latest data
IME or days. for the time
set in this pa-
rameter will
not be de-
leted during
Size based
cleanup i.e., if
5M is set
then latest
records ac-
quired in last
5 mins will
not be de-
leted. By de-
fault, this
value is set to
5 mins. It can
be set to
sec(S),
min(M),
Hour(H) and
Days(D). This
parameter is
added so that

Example: 5M

Page |227 OSICK e All rights reserved 8022121/0000/2026-04-09



SICK Media Server User Guide

Values Description

new data is
not immedi-
ately deleted
and to avoid
the cache file
size from go-
ing to nega-
tive. In case
the minimum
free space is
reached 2
mins will be
considered.

AGGRES- Numeric Records for

SIVE_BATCH_RE- Aggressive

TRIEVAL cleanup will
be fetched in
batches
based on the
value set in
this parame-
ter. By de-
fault, it will be
50000

UPDATE_SQLITE_TABLE True/False If this param-
eteris set to
true SQLite
file index ta-
ble will be up-
dated with
latest column
changes. by
default, the
value will be
true. Once
the table is
updated it will
be set to
false.

UPDATE_MYSQL_TABLE True/False If this param-
eteris set to
true MySQL
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RATIO_ENABLED True/False
XML_BATCH_SIZE Numeric
XML_DELTIME_MODI- In seconds, minutes, hours
FIER or days.

Example: 10M

file index ta-
ble will be up-
dated with
latest column
changes. by
default, the
value will be
true. Once
the table is
updated it will
be set to
false.

If this param-
eter is set to
true Regular
Size based
cleanup will
be ratio
based. by de-
fault, it will be
true.

This parame-
ter defines
the maximum
xml files to be
deleted in a
single batch.
By default, it
will be 30000

This parame-
ter defines
how much
time to be de-
ducted from
the lowest
timestamp of
full/thumb file
deleted. By
default, it is
10 mins
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*BUFFER_PATH path (Hidden):
Sets path to
location for
temporary
storage of IP-
CAM files
waiting for re-
name com-
mand. If not
set, the stor-
age location
is setto a
folder named
“tmp”

DELETE_SYNCED_FILE True/False Synced files
will be de-
leted if this
parameter is
true and
there is no
active File
sync Sched-
ule. By De-
fault, this pa-
rameter will
be false

SYNCED_DEL_LIMIT Numeric This is the
max amount
of data re-
trieved for de-
leting Synced
files

RULE_BASED_CLEANUP  True/False If this param-
eter is set to
true rule-
based
cleanup will
be performed
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*TMP_FILE_IDX_SIZE Numeric The size of
the list to
store the
temp file de-
tails. Default
is 1000.

*DEL_FLAG_LIMIT Numeric Maximum
number of
files marked
for deletion
by tagging to
be deleted in
one cleanup
cycle. Default
will be 30000

*QUERY_BATCH_SIZE_T  Numeric Maximum

O_PROCESS Number of
DB queries to
be processed
from the DB
queue in one
transaction.
By default, it
is 500

*MYSQL_BATCH_RE- True/False If this param-

CALCULATION eter is true,
MySQL Re-
calculation
will be done
in batches for
each parti-
tion. By de-
fault, this is
false.

*RECALCULA- Numeric If recalcula-

TION_BATCH_SIZE tion is to be
done in
batches, this
parameter
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determines
the size of
the batch. By
default, it is
50000

*MYSQL_PARTI- True/False This Parame-

TION_DELETION ter deter-
mines if the
records to be
deleted from
DB for Rule
based
cleanup
should be
based on par-
tition. By de-
fault, this is
true.

*MAX_FW_Q_COUNT Numeric Maximum
File writer
Queue size
when
Cleanup will
be slowed
down. By de-
fault, the
value is 500

*CLEANUP_SLOW- Numeric Slowing down

DOWN_TIME cleanup oper-
ation by intro-
ducing a time
gap deter-
mined by this
parameter
when File
writer Queue
is high. This
value is in
milli seconds.
By default, it
is 100
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*TMP_CLEAR_SLOW- Numeric Slowing down

DOWN_ TIME control file
clearance op-
eration by in-
troducing a
time gap de-
termined by
this parame-
ter when File
writer Queue
is high. This
value is in
milli seconds.
By default, it
is 300

*NOT_FOUND_CLEANUP  Numeric Number of

_THREAD_LIMIT threads to be
spawned for
clearing the
not Founds at
a time. One
thread be-
longs to one
device. By
default, itis
10.

*FOUND_CTRL_FILE_CO  Numeric If control files

UNT are found
equal to or
more than
this parame-
ter value,
then files
from temp
folder for
those users
will be de-
leted based
on anin-
creased time.
Default is 3.
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*TAG_DEL_BATCH Numeric Batch size of
data marked
for deletion
by tag action
criteria to be
deleted at a
time. Default
is 500.

*SQLITE_BATCH_RE- True/False If this param-

CALCULATION eter is true,
SQLite Re-
calculation
will be done
in batches for
each parti-
tion. By de-
fault, this is
true.

*MIN_FREE_MEMORY_P  Numeric This memory

ERCENT defines min
free memory
that should
be available
in the server.
MS will not
be able to
use RAM for
temp queue’s
if there is not
enough
memory
available in
the server. If
the percent-
age of availa-
ble memory
is lesser than
this value,
then discard
incoming im-
ages. Default
is 10
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*FW_NO_OF_PRO- Numeric Maximum

CESSING_THREADS Threads to be
spawned for
each File
Writer
namely, full,
thumb, xml
and control
file. Default is
100.

*PARALLEL_FILE_PRO- True/false Process the

CESSING files parallelly
for all File
writer Queue.
By default, it
is true.

*ACQUISITION_SLOW- Numeric SLowDown

DOWN_TIME Acquisition
when Max
Aggressive
cleanup is in
progress.
Value is in
milli seconds.
Default is 50.

*SLOW- True/false If this is set to true, the ac-

DOWN_ACQ_REG quisition will be slowed
down when the file writer
queue is high and control
file clearance is going on.
By default, this is false.

*FW_QUEUE_CO Numeric File writer Queue size

UNT_ACQ when Acquisition will be
slowed down. Default is
1000
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*RE- True/false If it is set to true, Rule
STRICT_RULE_B based cleanup feature will
ASED LINUX be restricted in Linux. By
default, it is true.
*MYSQL_PARTI- True/false If this flag set to true and
TION_DELETION the rule-based feature is
enabled, the cleanup re-
trieval/deletion will be per-
formed based on partitions
in MySQL. Default value is
true.
[PROFILE_DE- MIN_FREE Numeric This parame-
FAULT] ter is inter-
nally used by
Media Server
for Size
Based
Cleanup
MAX_STORE Numeric This setting is
deprecated
THUMB_MAXAGE In days. Example: 99D Max file age
of thumb-
nails/Xml
files. 1D = 1
Day, 10H =
10 Hours.
FULL_MAXAGE In days. Example: 99D Max file age
of full-sized
files. 1D = 1
Day, 10H =
10 Hours.
MAX_HOURS Numeric Maximum
number that
can be used
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[PRO-
FILE_THUMB]

MIN_FREE

MAX_STORE

THUMB_MAXAGE

FULL_MAXAGE

AUTO_MIN_FREE_SPAC
E

Numeric

Numeric

In days. Example: 1D

In days. Example: 6H

In MB, GB and K
Example: 1GB

to configure
hours in Time
Based rule.

This parame-
ter is inter-
nally used by
Media Server
for Size
Based
Cleanup

This setting is
deprecated

Max file age
of thumb-
nails/Xml
files. 1D =1
Day, 10H =
10 Hours.

Not used.

This is mini-
mum free
space that
will be set
when auto
disk manage-
ment is ena-
bled. By de-
fault, it will be
1GB. The
units sup-
ported are
KB, MB, and
GB. If any
other unit is
provided it
will be con-
verted to GB.
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If the value
provided is
greater than
or equal to
the total disk
size, then it
will be reset
to 1GB.In
case of single
drive mode
the value set
in full will be
considered.
This is only
for non-OS
drives

MAX_HOURS Numeric Maximum
number that
can be used
to configure
hours in Time
Based rule.

MAX_DAYS Numeric Maximum
number that
can be used
to configure
days in Time
Based rule.

RESERVED_SPACE Numeric in Bytes Minimal free
space in
bytes of total
disk size
used on the
THUMB de-
vice if custom
settings size
cleanup set-
ting is used
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[PROFILE_FULL]

MIN_FREE

MAX_STORE

THUMB_MAXAGE

FULL_MAXAGE

AUTO_MIN_FREE_SPAC
E

Numeric

Numeric

In days. Example: 4D

In days. Example: 12H

In MB, GB and K
Example: 1GB

This parame-
teris inter-
nally used by
Media Server
for Size
Based
Cleanup

This setting is
deprecated

Not used.

Max file age
of full-sized
files. 1D =1
Day, 10H =
10 Hours.

This is mini-
mum free
space that
will be set
when auto
disk manage-
ment is ena-
bled. By de-
fault, it will be
1GB. The
units sup-
ported are
KB, MB, and
GB. If any
other unit is
provided it
will be con-
verted to GB.
If the value
provided is
greater than
or equal to
the total disk
size, then it
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will be reset
to 1GB.In
case of single
drive mode
the value set
in full will be
considered.
This is only
for non-OS
drives

MAX_HOURS Numeric Maximum
number that
can be used
to configure
hours in Time
Based rule.

MAX_DAYS Numeric Maximum
number that
can be used
to configure
days in Time
Based rule.

RESERVED_SPACE Numeric in Bytes Minimal free
space in
bytes of total
disk size
used on the
FULL device
if custom set-
tings size
cleanup set-
ting is used

[CLEANUP_WARN MISC_OCCUPY_RE- Text Message Miscellane-

ING_MSG] SERVED ous data Oc-
cupying/Oc-
cupied re-
served disk
space. Data
acquisition by
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MISC_OCCUPY_RE-
SERVED_FULL

MISC_OCCUPY_RE-
SERVED_THUMB

MAX_AGG_CLEAN

Text Message

Text Message

Text Message

Media Server
might be
hampered.
Please con-
sider chang-
ing disk con-
figuration.

Miscellane-
ous data Oc-
cupying/Oc-
cupied re-
served space
on full size
disk. Data ac-
quisition by
Media Server
might be
hampered.
Please con-
sider chang-
ing disk con-
figuration.

Miscellane-
ous data Oc-
cupying/Oc-
cupied re-
served space
on thumbnail
disk. Data ac-
quisition by
Media Server
might be
hampered.
Please con-
sider chang-
ing disk con-
figuration.

Maximum ag-
gressive Size
based
Cleanup in
Progress as
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Disk used
space
reached mini-
mum free
space

MAX_AGG_CLEAN_FULL  Text Message Maximum ag-
gressive Size
based
Cleanup in
Progress as
full size Disk
used space
reached mini-
mum free
space

MAX_AGG_CLEAN_THU Text Message Maximum ag-

MB gressive Size
based
Cleanup in
Progress as
thumbnail
Disk used
space
reached mini-
mum free
space

AGG_CLEAN Text Message Aggressive
Size based
Cleanup in
Progress as
Disk used
space
reached addi-
tional buffer
space.

AGG_CLEAN_FULL Text Message Aggressive
Size based
Cleanup in
Progress as
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AGG_CLEAN_THUMB

NO_BUFFER_SINGLE

NO_BUFFER_FULL

Text Message

Text Message

Text Message

full size Disk
used space
reached addi-
tional buffer
space.

Aggressive
Size based
Cleanup in
Progress as
thumbnail
Disk used
space
reached addi-
tional buffer
space.

Insufficient
space on disk
for proper
functioning of
cleanup.
Maximum Ag-
gressive
cleanup will
be performed
once disk us-
age reaches
minimum free
space. Con-
sider chang-
ing the disk
configuration.

Insufficient
space on full
size disk for
proper func-
tioning of
cleanup.
Maximum Ag-
gressive
cleanup will
be performed
once disk
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usage
reaches mini-
mum free
space. Con-
sider chang-
ing the disk
configuration.

NO_BUFFER_THUMB Text Message Insufficient
space on
thumbnail
disk for
proper func-
tioning of
cleanup.
Maximum Ag-
gressive
cleanup will
be performed
once disk us-
age reaches
minimum free
space. Con-
sider chang-
ing the disk
configuration.

MISCELLANEOUS_OC- Text Message Insufficient

CUPY_BUFFER space for Me-
dia server
data due to
Miscellane-
ous data.
This may
lead to un-
wanted me-
dia server
data cleanup.
Consider
clearing mis-
cellaneous
data or
changing disk
configuration.
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MISCELLANEOUS_OC- Text Message Insufficient
CUPY_BUFFER_FULL space for Me-
dia server full

size data due
to Miscellane-
ous data.
This may
lead to un-
wanted me-
dia server
data cleanup.
Consider
clearing mis-
cellaneous
data or
changing disk
configuration.

MISCELLANEOUS_OC- Text Message Insufficient

CUPY_BUFFER_THUMB space for Me-
dia server
thumbnail
data due to
Miscellane-
ous data.
This may
lead to un-
wanted me-
dia server
data cleanup.
Consider
clearing mis-
cellaneous
data or
changing disk
configuration.

MISCELLANEOUS_OC- Text Message Warning

CUPY- message

ING_MIN_FREE_SPACE when used
space
crosses Mini-
mum Free
space due to
Miscellane-
ous datain a

Page |245 OSICK e All rights reserved 8022121/0000/2026-04-09



SICK Media Server User Guide

Values Description

single drive
mode

MISCELLANEOUS_OC- Text Message Warning

CUPY- message

ING_MIN_FREE_SPACE _ when used

FULL space
crosses Mini-
mum Free
space due to
Miscellane-
ous data for a
full drive-in
dual drive
mode

MISCELLANEOUS_OC- Text Messages Warning

CUPY- message

ING_MIN_FREE_SPACE_ when used

THUMB space
crosses Mini-
mum Free
space due to
Miscellane-
ous data for a
thumb drive
in dual drive
mode

MESSAGE_HEAD- ERROR_CODE Code Setting the

ERS header “Error
Code:” in er-
ror image.
The corre-
sponding er-
ror code will
be set be-
sides the la-
bel.

FILENAME Name Setting the
header “File-
name:” in
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error image.
The corre-
sponding file
name will be
set besides
the label.

PROBLEM_STATEMENT Message Setting the
header “What
Happened:”
in error im-
age. The cor-
responding
error mes-
sage will be
set besides
the label.

PROBABLE_SOLUTION Message Setting the
header “Try:”
in error im-
age. The
probable so-
lution will be
set besides
the label.

MESSAGES 10001_PROBLEM Message Give the
proper error

It has messages message for

for each HTTP er-

ror code, which in- the ssue.

cludes problem

statement and

probable solution. 10001_SOLUTION Message Provide a
suitable solu-

Example: For . tion for the is-

server connection sue occurred.

failed error, assum-
ing 10001 is the
status code set in
source code.
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[FTP_ADD_US- {<USER KEY>} <USERID>, <SHA-1 Pass- Deprecated.
ERS] word>,<ConnectionIP (op-
ion)>,<Devi > Plain text us-
One record for tion)>,<DeviceType era;\l?o S)e(:t Iurz_
each defined user. ported - if im-
port fails, rea-
son gets

added as last
entry on each
item.

These setting
is best main-
tained via the
admin inter-
face.

[CLIENTS] {<Device KEY>} encrypted active user’s en- Encrypted ac-
tries tive users’
entries.

These setting

is best main-
tained via the
admin inter-
face.
[DE- COUNT Numeric Max Rest API
FAULT_APICON- access count
TROL]
UNIT Min Unit (Second,
Minute, Hour,
Day)
[DATABASES] SQLite SQLITE SQLITE data-
Supported data- base
bases.
MySQL MY SQL MY SQL da-
tabase
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[ACTIVE_DATA- Name

BASE]

[MYSQL] SERVER_ADDRESS
USER_NAME
PASSWORD
PORT

DATABASE_NAME

mysq|

MY SQL Server Address

MySQL Username

Encrypted Password

MY SQL Port

MY SQL Schema name

Specifies the
active data-
base that the
Media Server
will use for
storing and
retrieving
data. In this
configuration,
it is set to
mysq|, indi-
cating that
MySQL is the
active data-
base.

Server ad-
dress for MY
SQL.
127.0.0.1 or
“localhost” If
MY SQL is in-
stalled lo-
cally.

Username for
MySQL data-
base

Password for
MySQL data-
base

Port for
MySQL data-
base

Name of the
Schema
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DEBUG_TRANSACTION True/False This parame-
ter if set true
will print the
queries to be
executed as
part of the
MySQL trans-
action. By de-
fault, this will
be false.

CONNECTION_ER- Error codes This parame-

ROR_CODES ter denotes
the comma
separated
connection
error codes
for MySQL

[LOGS] MAX_LOG_SIZE In MB, KB or GB. Example: = Default to
10MB 10MB if not

set. Units
MB, KB and
GB can be
used. Once a
log file has
reached the
max size, it
will be “ro-
tated” and re-
named to
<Lodgfile-
name>. <start
Timestamp>-
<end
timestamp>.<
log exten-
sion>. Once
the oldest file
has past the
defined
MAX_FILE_R
OTATIONS, it
will be re-
moved. This
means
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setting
MAXFILESIZ
E to 100MB
and
MAX_FILE_R
OTATIONS
to 5, up to
600MB of
storage can
be used by
each log

type.

MAX_FILE_ROTATIONS Numeric Max log rota-
tions kept -
once a log-
file's rotation
index has ex-
ceeded the
indicated
number, the
file will be de-
leted.

FTPLOG FTP log file path Fully qualified
path to the
current FTP
Log. If set to
an empty
string, com-
mented out,
or removed,
the ftp log is
disabled.

Default Loca-
tion= C:\me-
dia-server-im-
ages\logs\ftpl
og.log

FILESYNCLOG File Synch log file path Fully qualified
path to the
current File
Sync logs. If
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set to an
empty string,
commented
out, or re-
moved, the
File Sync log
is disabled.

Default Loca-
tion= C:\me-
dia-server-im-
ages\logs\file
synclog.log

FTPSLOG FTPS log file path Fully qualified
path to the
current FTPS
logs. If set to
an empty
string, com-
mented out,
or removed,
the FTPS log
is disabled.

Default Loca-
tion= C:\me-
dia-server-im-
ages\logs\ftps
log.log

SFTPLOG SFTP log file path Fully qualified
path to the
current SFTP
logs. If set to
an empty
string, com-
mented out,
or removed,
the SFTP log
is disabled.

Default Loca-
tion= C:\me-
dia-server-im-
ages\logs\sft-
plog.log
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GENLOG General log file path Fully qualified
path to the
current gen-
eral log. If set
to an empty
string, com-
mented out,
or removed,
the general
log is disa-
bled.

Default Loca-
tion= C:\me-
dia-server-im-
ages\logs\ge
nlog.log

CLEANUPLOG Cleanup log file path Fully qualified
path to the
current file
cleanup log.
If set to an
empty string,
commented
out, or re-
moved, the
cleanup log is
disabled.

Default Loca-
tion= C:\me-
dia-server-im-
ages\logs\cle
anuplog.log

ETLLOG ETL log file path Fully qualified
path to the
current ETL
log. If set to
an empty
string, com-
mented out,
or removed,
the ETL log is
disabled.
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Default Loca-
tion= C:\me-
dia-server-im-
ages\logs\etll
0g.log

ETLPLOG ETL Process profiling log Fully qualified
file path path to the

current ETLP
log. If set to
an empty
string, com-
mented out,
or removed,
the ETLP log
is disabled.

Default Loca-
tion= C:\me-
dia-server-im-
ages\logs\etlp
rofile.csv

ETLLOCK ETL Lock file path Lock files
which contain
the offset of
the record
during ETL
process, 0 is
the default
value.

Default Loca-
tion= C:\me-
dia-server-im-
ages\logs\etl.|
ock

OIDCLOG OIDC log file path Fully qualified
path to the
oIDC
(OpenID
Connect) log
file. If set to
an empty
string,
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FILESYNCLOG_LEVEL DEBUG|INFO|WARN|ER-
ROR|FATAL|OFF

FTPLOG_LEVEL DEBUG|INFO|WARN|ER-
ROR|FATAL|OFF

SFTPLOG_LEVEL DEBUG|INFO|WARN|ER-
ROR|FATAL|OFF

commented
out, or re-
moved, OIDC
logging is dis-
abled.

Default Loca-
tion= C:\me-
dia-server-im-
ages\logs\oid
c.log

Default Log
level for the
File Sync
logs. Possible
Options are
in order of
most details
logged to
least: DE-
BUG|INFO|W
ARNI|ER-
ROR|FA-
TAL|OFF

Default Log
level for the
FTP logs.
Possible Op-
tions are in
order of most
details logged
to least: DE-
BUG|INFO|W
ARNI|ER-
ROR|FA-
TAL|OFF

Default Log
level for the
SFTP logs.
Possible Op-
tions are in
order of most
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FTPSLOG_LEVEL DEBUG|INFO|WARN|ER-
ROR|FATAL|OFF

GENLOG_LEVEL DEBUG|INFO|WARN|ER-
ROR|FATAL|OFF

CLEANUPLOG_LEVEL DEBUG|INFO|WARNI|ER-
ROR|FATAL|OFF

details logged
to least: DE-
BUGIINFO|W
ARNI|ER-
ROR|FA-
TAL|OFF

Default Log
level for the
FTPS logs.
Possible Op-
tions are in
order of most
details logged
to least: DE-
BUG|INFO|W
ARNI|ER-
ROR|FA-
TAL|OFF

Default Log
level for the
GENLOG
logs. Possible
Options are
in order of
most details
logged to
least: DE-
BUG|INFO|W
ARNI|ER-
ROR|FA-
TAL|OFF

Default Log
level for the
CLEANUP-
LOG logs.
Possible Op-
tions are in
order of most
details logged
to least: DE-
BUG|INFO|W
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ARNI|ER-
ROR|FA-
TAL|OFF
ETLLOG_LEVEL DEBUG]INFO|WARNI|ER- Default Log
ROR|FATAL|OFF level for the
ETLLOG
logs. Possible
Options are
in order of
most details
logged to
least: DE-
BUG|INFO|W
ARNI|ER-
ROR|FA-
TAL|OFF
ETLPLOG_LEVEL DEBUG|INFO|WARN|ER-  Default Log level for the
ROR|FATAL|OFF ETLPLOG i.e., ETL pro-
cess profiling logs. Possible
Options are in order of
most details logged to
least: DE-
BUG|INFO|WARN|ER-
ROR|FATAL|OFF
OIDCLOG_LEVEL  DEBUG|INFO|WARNI|ER- = Default Log level for the
ROR|FATAL|OFF OIDCLOG logs. Possible
Options are in order of
most details logged to
least: DE-
BUGJINFO|WARN|ER-
ROR|FATAL|OFF.
[DEVICE_TYPES] LECTOR Lector Lector device
List of Device types type
available on the
device dropdown
on the FTP De- ICR ICR ICR device
vices dialog of the type
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admin web inter-
face and their inter-
nal representation.
The external repre-
sentation can be
changes to reflect
localization etc. IP2TEXTFILE IPCam - 2 text file mode IPCAM 2 text
file mode de-
vice type

IP1TEXTFILE IPCam - 1 text file mode IPCAM 1 text
file mode de-
vice type

EVENTCAM Event Cam Event Cam
device type

OTHER Other Source Device Types
other than
mentioned
above

ICR890-4 ICR890-4 Configuring
SAMBA
server de-
vices

Inspector-P Inspector-P Inspector P
cameras are
supported by
Sick MS

CERT_PATH PFX Certificate File Path The file path
where the
certificate is
placed.

CERT_PASSWORD PFX Certificate password PFX Certifi-
cate pass-
word
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CERTIFICATE_KEY Key PEM format
certificate
public key
path

PRIVATE_KEY Key PEM format

certificate pri-
vate key path

* VALIDATION_INTER- Minutes Time interval

VAL to validate
the certificate
expiry. The
interval is in
minutes. De-
fault is 2.

CERTIFICATE_FORMAT PFX / PEM Defines the
format of the
certificate file.
Default is
PFX.

USE_CUSTOM_CERTIFI-  true/false Decides if

CATE certificate de-
tails are
taken from a
dedicated
properties
file. Default is
false.

CERT_CONFIG_PROP- File Path Complete

ERTIES path of the
dedicated
certificate
properties
file. Default is
empty.
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PROPER- Key Field name in

TIES_CERT_PATH_FIEL the properties

D file for the
certificate
path. Default
is empty.

PROPERTIES_PASS- Key Field name in

WORD_FIELD the properties
file for the
certificate
password.
Default is
empty.

PROPERTIES_PASS- true/false Indicates if

WORD_ENCODED the certificate
password is
encoded in
the properties
file. Default is

false.
[FILESYNC_SERV = PORT Port SFTP Server
ER] Port
List of valid ports
by protocol. Addi-
tional protocol will TIMEOUT Numeric SFTP
be added to the list Server/De-
as implemented. vice Connec-
tion timeout
USER_NAME username SFTP server
username
PASSWORD Encrypted Password SFTP server
password
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ENABLED True/false Enable/Disa-
ble the File
Sync opera-
tion

[FILESYNC Client] SERVER_ADDR IP Backup
server |IP ad-

List of valid ports dress

by protocol. Addi-

tional protocol will

be added to the list

as implemented. USER_NAME username Backup
server
username

PASSWORD Encrypted Password Backup
server pass-
word

PORT Port Backup
server port
number.
Communica-
tion estab-
lished using
SFTP proto-
col

TIMEOUT Numeric SFTP Server/
Device Con-
nection
timeout

RETRY_INTERVAL Numeric Retry Interval
for file sync
operation in
seconds
(E.g.,5
minutes: 5 *
60 = 300)
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RETRY_COUNT Numeric Retry Count
for file sync
operation

NO_OF_FS_Clients Numeric Number of
File sync cli-
ent threads to
serve the in-
coming data.
Default will
be 1

FILESYNC_QUERY_COU  Numeric Number of

NT data to be re-
trieved from
Filesyncindex
for pro-
cessing. De-
fault will be
2000

FILESYNC _QUERY_COU  Numeric Number of

NT data to be re-
trieved from
File index for
syncing. De-
fault will be
2000

COMPRESS FEATURE True/False If set to true,
the compress
feature will be
available. By
default, it will
be false.

COMPRESS True/False Data to be
synced will
be zipped if
set to true.
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COMPRESS_BATCH Zip file Batch size for
zip file

USE_DOWNTIME True/False If set to true it
will update
the file sync
schedules
with Down-
time sched-
ules. If even
one down-
time schedule
is selected,
this will be
set to true
and if none is
selected this
will be set to
false. If false,
Downtime
schedules will
not be up-
dated.

BANDWIDTH_TYPE MAX, Custom The band-
width type
can be MAX
which will uti-
lize the full
available
bandwidth.
The other
type is CUS-
TOM, which
allows the
user to cus-
tomize the
bandwidth

BANDWIDTH_UNIT MBPS, KBPS, IPM Customized
bandwidth
unit. Can be
MBPS,
KBPS, IPS
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(images per
sec) or IPM
(images per
min)

BANDWIDTH_VAL Numeric Customized
bandwidth
value.

SECOND- True/False If set to true

ARY_HTTP_AUTH primary
server will au-
thenticate
while con-
necting to
Secondary
server using
HTTP/S pro-
tocol. Default
will be true.

SECOND- Username Username to

ARY_HTTP_USER connect to
secondary
server using
HTTP/S pro-
tocol.

SECOND- Password Encrypted

ARY_HTTP_PWD password to
connect to
secondary
server using
HTTP/S pro-
tocol

SECOND- IP Secondary

ARY_HTTPS_BINDIP server
HTTPS bind
IP. By de-
fault, it will
consider the
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server ad-
dress

SECOND- Ports Secondary

ARY_HTTPS_PORT server
HTTPS port.
By default, it
will be 443.

SECOND- IP Secondary

ARY_HTTP_BINDIP server HTTP
bind IP. By
default, it will
consider the
server ad-
dress

SECOND- Ports Secondary

ARY_HTTP_PORT server HTTP
port. By de-
fault, it will be
8084

UPDATE_USER_INTER- Seconds Interval in

VAL seconds for
updating the
user details
to secondary
server. By
default, it will
be 60 sec-
onds

DELETE_IDLE_TIME Minutes, seconds and This parame-
hours ter decides

how long
should
cleanup be
idle before re-
setting an in-
ternal flag to
false. By
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default, this
will be 30M.
Minimum can
be 5 mins
and maxi-
mum can be
1 hour. Any-
thing less
than 5 Mins it
will reset to
5Mins, and
anything
more than an
hour will reset
it to an hour

SEND_USERNAMES_IN-  Minutes, seconds and Based on the

TERVAL hours interval value
set in this pa-
rameter it will
be checked if
all user de-
tails are sent
to secondary.
If even one
user is found
whose details
are not sent
to the sec-
ondary the
user details
will again be
sent and this
repeats in the
configured in-
terval time.
This value is
in seconds.
By default, it
is 300 sec-
onds which is
5 mins.

SYNC_UP- Minutes, seconds and If the upload
LOAD TIMEOUT hours of file takes
more than
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this config-
ured value, it
will terminate
the upload
operation. By
default, this is
setto 2
minutes.

*CHECK_EXT_SERVER_ Minutes, seconds and Time interval

HTTP_CONNECTION hours to keep
checking
HTTP con-
nection to
secondary
server. The
time is in sec-
onds. Default

is 60
*FS_INTERVAL Days, Minutes, seconds Amount of
and hours time between

two consecu-
tive File sync
cycles per file
sync client. It
can be setin
milli seconds
(MS), sec-
onds(S),
minutes(M),
hours(H),
days(D). By
default, itis
10S.

* PARALLEL_SYNC True/False Send Sync
Data to sec-
ondary server
parallelly for
all File sync
clients. By
default, it is
true.
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*FW_QUEUE_COUNT _F Numeric The File

S writer Queue
size when
File sync
needs to be
slowed down.
The default
value is 200

*FS_SLOWDOWN_TIME  Milli seconds Slowing down
File sync op-
eration by in-
troducing a
time gap de-
termined by
this parame-
ter when File
writer Queue
is high. This
value is in
milli seconds.
By default, it
is 500

* MAX_UPDATE_Q Numeric The Maxi-
mum size of
DB Update
Queue. When
Queue size is
greater than
equal to this
value the file
sync status
update will be
halted until
the size re-
duces to
zero. By de-
fault, the
value is 200

* MAX_STATUS_UP- Days, Minutes, seconds Wait time for
DATE_WAIT and hours Update
Queue being
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processed. If
the Queue
size is below
threshold and
the time to
process the
Queue is be-
yond this pa-
rameter
value, it ter-
minates the
halt and con-
tinue with
Status up-
date. It can
be set in milli
seconds
(MS), sec-
onds(S),
minutes(M),
hours(H),
days(D). By
default, it is
10M.

BYPASS_USERS USERS API Encrypted list
of APl users
for which ses-
sion verifica-
tion will be
bypassed
when Authen-
ticate APl is
enabled

[INVENTORY] INSERT_BATCH Numeric This will de-
cide the
batch size for
the records
being in-
serted during
migration. By
default, the
value will be
500. This
value should
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be set based
on the query
length sup-
ported by
MYSQL. Min-
imum value
should be 1.

IS_ ETL_ACTIVE True/False These set-
tings are indi-
cators for Me-
dia Server to
decide
whether it
must check
for migration
or not. MS
will set this
flag to true,
when migra-
tion from
SQLite to
MySQL starts
and sets it to
false when
the migration
gets com-
pleted. De-
fault value is
false.

Note: This
value will be
set to false if
Active DB is
SQLITE. If
these settings
are changed
manually to
false, it will
stop the mi-
gration to trig-
ger during
MS restart.

It is recom-
mended not
to change
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RETRY_DURATION Numeric

IS_ DATA_TO_MIGRATE  True/False

INVENTORY_FILETYPE jpeg,
jpg,xml,bmp,mp4,pcd,mkv,t
xt,zip,png,ply, tiff,tif

these settings
manually.

Time duration
to retry con-
necting to the
MySQL data-
base when
it's failed to
establish the
connection
between MS
and MySQL,
default value
is 1 second

To identify if
there are rec-
ords to mi-
grate, this will
set by MS
when migra-
tion from
SQLite to
MySQL fails,
default value
is false. This
value will be
set to false if
Active db is
SQLITE

Specifies the
file types to
be invento-
ried. By de-
fault, jpeg,
jpg, xml,
bmp, mp4,
pcd, mky, txt,
zip, png, ply,
tiff, tif will be
considered
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[SMB_Device]

[ERROR_IMAGE]

[LINUX]

SCHEDULE_AC-
TIVITY

CONN_TIMOUT

RETRY_COUNT

RETRY_DURATION

FORMATS

SUPPORTED_FILESYS-
TEM

FILESYNC

In seconds /minutes/hours. SAMBA

Example: 60M Server/De-
vice Connec-
tion timeout
(S/M/H)

Numeric Retry Count
for SAMBA
device-server
connection

Numeric Retry Interval
for SAMBA
device-server
connection in

milliseconds
Extensions. Example: Supported
FORMATS=jpg, image for-
jpeg,bmp,png mats
Filesystem Names. These are the
Example: | supported
EXT4|BTRFS|XFS| Filesystems.

To add a new
filesystem ap-
pend it to the
list followed
by "|”. To re-
move any
filesystem re-
move it along
with "|" suc-
ceeding the
filesystem.

True/False By default, it
is true
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This represents the
services which will
function based on
schedule. Services
set to true will func-
tion based on a
schedule.

USE_DOWNTIME

This represents the
services which
would be using
Downtime sched-
ule. Services set to
true will use down-
time schedule.

TAGGING_SER-
VICE

TAGGING

TAGGED_DELETION

FILESYNC

TAGGING

TAGGED_DELETION

ENABLED

*FW_QUEUE_COUNT_T
AG

True/False

True/False

True/False

True/False

True/False

True/False

Numeric

By default, it
is true

By default, it
is true

By default, it
is true

By default, it
is true

By default, it
is true

This parame-
ter decides if
the tagging
feature is en-
abled or disa-
bled. If set to
true tagging
will be ena-
bled. By de-
fault, it is set
to false

The File
writer Queue
size when
tagging
needs to be
slowed down.
The default
value is 200
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*TAGGING_SLOW- Numeric Slowing down

DOWN_TIME Tagging op-
eration by in-
troducing a
time gap de-
termined by
this parame-
ter when File
writer Queue
is high. This
value is in
milli seconds.
By default, it
is 500

*ACTION_CRITERIA_IN- Numeric Time interval

TERVAL between con-
secutive cy-
cles to up-
date the ac-
tion criteria. It
can be set in
milli seconds
(MS), sec-
onds(S),
minutes(M),
hours(H),
days(D). By
default, it is
15S.

*PARALLEL REQUEST True/False Send infer-
ence request
to Deep
Learning App
parallelly for
all users
when this pa-
rameter is
true. By de-
fault, it is set
to false
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TAG_ACTION_UP-

DATE_BATCH
IMAGE_INFER- HTTPS_SUPPORT
ENCE APP
HTTPS_IP
HTTPS_PORT
HTTP_IP

Numeric

True/False

Port

Number of
media Keys
to be updated
atatimeis
determined
by this pa-
rameter. By
default, it is
100.

This indicates
if image infer-
ence app has
https support.
By Default,
this will be
false

The HTTPS
IP Address
where the
App Engine
Image Infer-
ence App is
running

The HTTPS
Port where
the App En-
gine Image
Inference
App is run-
ning

The HTTP IP
Address
where the
App Engine
Image Infer-
ence App is
running
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HTTP_PORT Port

ALGORITHM_AP| API

INFERENCE_AP API
TAGGING_INTER-  BATCH_INTERVAL Numeric and Text

VALS

OLDEST_TS_INTERVAL Numeric and Text

The HTTP
Port where
the App En-
gine Image
Inference
App is run-
ning

API to get Al-
gorithms from
App Engine

API to get the
inferences
from App En-
gine

The Image
Tagging is
done in
batches of
this specified
interval. The
minimum
value can be
1H and maxi-
mum 30D. By
default, it will
be 1D.

The Image
Tagging cal-
culates the
timestamp of
the oldest un-
tagged image
for each
User. It re-
freshes this
timestamp
value at THIS
interval, so it
doesn’t miss
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anything. By
default, it will
be 1H.

RULE_TYPES MAX_COUNT Count This de-
scribes rules
for clearing
data based
on count (no
of files)

It provides the
available rule types
of an correspond-
ing priority. The pri-
ority is a numerical
value. 1 being the
highest priority
MAX_SPACE Space This de-
scribes rules
for clearing
data based
on the space
occupied.

[BAR- ENABLED FALSE Toggles the

CODE_COUNTER] barcode
counter fea-
ture on/off.

OBJECT_DE- C:\media-server-im- Directory

TAILS_FILEPATH ages\DataAcqlmgDir where XML-
parsed de-
tails or bar-
code data
files are
stored.

UID_FILENAME_IDX 0 Zero-based
index of the
UID in the in-
coming file-
name (split
by delimiter).

DATE_FILENAME_IDX 1 Zero-based
index of the
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date compo-
nent in the in-
coming file-
name.

TIME_FILENAME_IDX 2 Zero-based
index of the
time compo-
nent in the in-
coming file-
name.

DELIMITED_TS FALSE Indicates
whether date
and time are
separated by
a delimiter in
the filename.

DELIMITED TS _OUTPUT TRUE If true, out-
puts date and
time sepa-
rated by _in
the output
filename.

TS_FILENAME_IDX 1 Zero-based
index of the
timestamp
field if
date/time are
combined in
a single field.

DELIMITER Delimiter
used in the
incoming file-
name (e.g.,

_)_
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RETRY_ATTEMPT 3 Number of re-
try attempts
to retrieve file
path and
metadata in
case of fail-
ure.

RETRY_INTERVAL 2S Time interval
between re-
tries (e.g., 2S
= 2 seconds).

GET_2 ON_FULL_FAIL- FALSE If true, at-

URE tempts to
fetcha 2
version of the
file if the pri-
mary file is
missing.

CHECK_TRACK- TRUE If true, vali-

ING_ID_LENGTH dates the
length of the
extracted
tracking ID.
Mismatch re-
sults in ??7?.

TRACKING_ID_LENGTH 18 Expected
length (in
characters) of
the tracking
ID. Used
when
CHECK_TRA
CKING_ID_L
ENGTH is
enabled.
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POPULATE_PARTICU- TRUE If true, the

LAR_PATTERN tracking ID
must match
the regex de-
fined in PAR-
TICU-
LAR PAT-
TERN.

PARTICULAR_PATTERN  *[1-9][zZ].* Regular ex-
pression pat-
tern that the
tracking 1D
must match
(e.g., starts
with digit 1-9
followed by z
orZ).

ROTATE_OUTPUT _FILE TRUE If true, output
files are ro-
tated and re-
tained based
on file size
and retention
days. Default
is TRUE.

OUT- 30MB Output file

PUT_FILESIZE_THRESH- size threshold

OLD for rotation.
Supported
units are KB,
MB, GB, and
TB. Default is
30MB; if set
to 0, it resets
to 30MB.

OUTPUT_FILE_RETEN- 7D Number of

TION_PERIOD days to retain
output files
before
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[BARCODE_COM-
BINATION_PRI-
ORITY]

[EM-
BED_TEXT_ON_|
MAGE]

1=C128,MZ.*

ENABLED

EMBED_MSG

N/A

TRUE/FALSE

String

deletion. De-
faultis 7D; if
less than 1
day, it resets
to 1 day.

Defines prior-
ity-based
mapping for
barcode
types and re-
gex patterns.
The number
indicates pri-
ority (1 =
highest). For-
mat: prior-
ity=type;re-
gex.

Enables or
disables em-
bedding dis-
claimer text
on top of im-
ages. If true,
the config-
ured mes-
sage strip will
be generated
and overlaid
on images.

The text mes-
sage to em-
bed over the
image (for ex-
ample, legal
or disclaimer
text). This
text can be
customized.
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EMBED_MSG_LENGTH Numeric Maximum
number of
characters al-
lowed for the
embedded
message.
Messages
longer than
this will be
truncated.
Default is
500.

STRIP_CACHE_SIZE Numeric Size of the
cache that
stores strips
of different
resolutions so
that they can
be reused for
similar im-
ages.

STRIP_CACHED TRUE/FALSE If true, gener-
ated strips
are cached
so they can
be reused for
images with
the same res-
olution, im-
proving per-
formance.

MINIMUM_FONTSCALE Decimal Lower bound
for the font
scale used
when render-
ing the mes-
sage. If the
computed
font scale is
below this
value, it is
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Values Description

clamped to
this minimum.
Values lower
than 0.3 are
reset to 0.3.

RE- TRUE/FALSE If true, the

STRICT_STRIP_HEIGHT strip will only
be attached if
its height
does not ex-
ceed the con-
figured per-
centage of
the image
height.

STRIP_HT_PERCENT- Numeric Maximum al-

AGE lowed strip
height as a
percentage of
the image
height. If the
strip is taller
than this, it
will not be at-
tached. De-
fault is 100.

[CORS_RE- Access-Control-Allow- * Allows re-
SPONSE_HEAD- Origin quests from
ERS] all origins (*).

Access-Control-Allow-Cre- TRUE Allows brows-

dentials ers to expose
response to
front-end Ja-
vaScript
when creden-
tials are in-
cluded.
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Values

Description

Access-Control-Allow-
Methods

X-Content-Type-Options

X-XSS-Protection

Strict-Transport-Security

Content-Security-Policy

X-Frame-Options

GET, PUT, POST, DE-
LETE

nosniff

1:mode=block

max-age=31536000

frame-ancestors *

SAMEORIGIN

HTTP meth-
ods allowed
for cross-
origin re-
quests.

Prevents
MIME type
sniffing for
security.

Enables XSS
protection in
browsers and
blocks de-
tected at-
tacks.

Forces
HTTPS for 1
year
(31536000
seconds).

Controls
which sites
can embed
this content in
a
framef/iframe.

Allows the
page to be
displayed in
frames only
from the
same origin.
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Values

Description

Cross-Origin-Embedder-
Policy

Cross-Origin-Opener-Pol-
icy

Cross-Origin-Resource-
Policy

X-Permitted-Cross-Do-
main-Policies

Referrer-Policy

Permissions-Policy

unsafe-none

same-origin-allow-popups

cross-origin

none

strict-origin-when-cross-
origin

geolocation=(self), micro-
phone=(), camera=()

Disables
cross-origin
isolation; re-
quired for
certain em-
bedded re-
sources.

Allows
popups from
same origin
to share
browsing
context.

Controls
loading of
cross-origin
resources.

Disables
Adobe cross-
domain policy
file access.

Sends only
origin on
cross-origin
requests un-
less secure.

Controls ac-
cess to
browser fea-
tures like ge-
olocation, mi-
crophone,
and camera.
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Values

Description

Cache-Control

Clear-Site-Data

23.4Queue Details

Config parameter

no-store

"cache"

Description

Prevents
caching of re-
sponses.

Clears
browser
cache data
when re-
quested.

Cache

FileMetaCache

image file. This is set as
1000 in config file. If this
value is not set in the config
file, then the default value
will be set to 0. The infor-
mation in this queue is help-
ful for faster retrieval of im-
age.

Contains the meta data of the

High Value:

It can be set to a high
value, which will not
affect the memory us-
age adversely.

In addition, it could
make the image re-
trieval process faster if
the image searched for
is a recent image.

Low Value: For Ex-
ample, if it is set to 0,
every time the image
retrieval will have to
search in the DB and
the chance of search-
ing the DB becomes
higher. This will put
additional load on the
DB.

File writer Queue

FW_QUEUE_LIMI
T BY SIZE

This parameter decides if the
file writer queue capacity
will be size based, or count
based. If true it will be size
based. By default, it will be
set to true.
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Config parameter

Description

FW_QUEUE _SIZE
_LIMIT

The maximum capacity

based on number of bytes
that can be stored in the file
writer queue. If it is set to
zero, then by default it will
be quarter of the total physi-
cal memory. It needs to be
set properly to not exceed the
total physical memory. If it
exceeds the total physical
memory, it will be reset to
default.

FW_TEMP _QUEU
E SIZE LIMIT

The size of the temp File
writer queue to store data
when minimum free space
has reached. The size will be
based on number of bytes. If
it is set to zero, then by de-
fault it will be quarter of the
total physical memory. It
needs to be set properly to
not exceed the total physical
memory. If it exceeds the to-
tal physical memory, it will
be reset to default.

File Index Queue

Not configured

This queue contains the Data
insertion query (for both file
index and file sync index ta-
bles). The queue size is un-
limited.

There is no value set
for this queue. It is
Unlimited.

However, if there is a
lot of data queued up
in this queue (which
could happen due to
various reasons like
system being busy or
processing some
other query etc.) the
processing might
take time.

e Full - For processing Full images

Table 14: Queue Details

Note: There are four File writer Queues that are

e Thumb - To process thumb images

e Thumb_copy --To process txt files for IPCam type of device

e Support - To process xml (or other support files) files
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Each of these queues will be assigned the configured file writer queue size

23.5 Configuring Barcode Counter Using sick-bip-is.cfg

This section provides step-by-step instructions for configuring the Barcode Counter
in the sick-bip-is.cfg file. It explains how to enable barcode tracking, define file paths, set
filename parsing rules, configure retry mechanisms, validate tracking IDs, and estab-
lish barcode processing priorities.

1.

Enabling the Barcode Counter

You can enable or disable barcode tracking by modifying the configuration:

[BARCODE_COUNTER]
ENABLED=true

Set ENABLED to true to enable barcode tracking. If set to false, barcode data will not be
processed.

Specifying the Output File Path

Define the directory where the output file containing parsed XML details will be
stored:

OBJECT DETAILS FILEPATH=D:\media-server-images\DataAcqImgDir
Modify this path to match your system'’s storage location.
Configuring Filename Parsing Rules

You can specify the positions of UID, Date, and Time in the filename. Indexing
starts from O:

UID_FILENAME IDX=0
DATE_FILENAME IDX=1
TIME FILENAME IDX=2

If the filename follows the format YYYYMMDD_UID_HHMMSS.xml, update the indi-
ces accordingly:

DATE FILENAME IDX=0
UID_FILENAME IDX=1
TIME FILENAME IDX=2

Ensure the correct delimiter is set:
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DELIMITER=_

4. Handling Timestamps

Control how timestamps are extracted and formatted in filenames and output files:

DELIMITED TS=false
DELIMITED TS OUTPUT=true
TS_FILENAME IDX=1

If DELIMITED Ts=false, the system expects the date and time to be combined
without a separator in the filename. In the output file, they will be separated by

5. Configuring Retry Mechanisms

Define how the system handles missing files by setting retry attempts and in-
tervals:

RETRY ATTEMPT=3
RETRY INTERVAL=2S
GET_2_ ON_FULL FAILURE=false

The system retries three times at two-second intervals. If GET 2 oN FULL FAIL-
URE=true, it will attempt to retrieve an alternate " 2" file when the primary file is
unavailable.

6. Configuring Tracking ID Validation

CHECK TRACKING ID LENGTH=true
TRACKING ID LENGTH=18

POPULATE PARTICULAR PATTERN=true
PARTICULAR PATTERN=*[1-9] [zZ].*

If a tracking ID does not meet the required length or match the defined pat-
tern, it will be replaced with "???". Modify these parameters based on your vali-
dation requirements.

7. Defining Barcode Type and Pattern Mappings

Specify barcode types and their corresponding patterns:

{93dd7140-fe5c-1lee-b56f-848bcd40lebe}=C128$$1z.*
{93dfbaae-fe5c-llee-b56f-848bcd40lebe }=PDFS$$3Z.*
{93e46e78-fe5c-1lee-b56£f-848bcd40lebe }=EAN128$$2z . *
{dc7429d4-23b0-11ef-b791-848bcd40lebe}=C128%$$.*006
{e4d£f8802-23b0-11lef-b872-848bcd40lebe}=MAXIS$S . *

Modify these mappings to match the barcode formats used in your system.
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8. Setting Barcode Processing Priorities

If a package contains multiple barcodes, you can define the processing priority.
The system will first attempt to process the highest-priority barcode. If that
barcode is not present, it moves to the next priority, ensuring only the most
relevant barcode is used.

[BARCODE_COMBINATION PRIORITY]
1=C128;*1z.*
2=C128;"1Z.*

In this example:

« If a package contains multiple barcodes, the system first checks for
C128;"1z.*.

o Ifci128;~1z.*is not present, it moves to the next priority barcode,
C128;717.*.

« You can define multiple barcode priorities based on your system’s pro-
cessing needs.

Configurable Filename Date Format

The date format used in the barcode counter filename can be configured using the parameter OB-
JECT_DETAILS_FILENAME_DATE_FORMAT.

This parameter is located under the barcode_counter configuration and can be modified using the
Configuration API.

Example Configuration
The following example configures the filename format to include year, month, day, and hour:

barcode counter {
OBJECT DETAILS FILENAME DATE FORMAT = YMD H

}
With this configuration, the generated barcode counter file follows this pattern:

DataAcqgImgDir YYYYMMDD H.log

Example:

DataAcgImgDir 20260304 14.log

Supported Formats
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Format Example Filename

YM DataAcqlmgDir_202603

YMD DataAcqlmgDir_20260304
YMD_H DataAcqimgDir_20260304_14
YMD_HM DataAcqlmgDir_20260304_1430

If an unsupported format is configured, the system automatically falls back to the default for-
mat YMD_H.
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24 Troubleshooting

Meaning

Acronyms

MS Media Server
DB Database

FV Facility View

# Known Conflicts

Make sure the port used by the Anti-virus does not conflict with any of the port used by Media Server

Make sure the Anti-virus does not block the ports used by Media Server. Please connect with organiza-
tion IT team to open associated ports

Installer message -
"Error while Check-
ing for Instances" or
Installer says "Re-
pair".

Possible Known Causes & Resolution/Workaround

Delete the hidden folder -"C:\Program Files\Zero G Registry"

Application not
working/ Services
not coming up

Cause

Port conflict between HTTP and HTTPS with already running pro-
cesses

Resolution
Update this port range from the sick-bip-is.cfg config file.
Cause

Port conflict between FTP, SFTP, FTPS File sync, UDS along with
any existing process running in machine

Resolution
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You can update the Port values by launching the Media Server appli-
cation and editing the FTP, SFTP FTPS, HTTP and HTTPS File sync
Ports OR from the sick-bip-is.cfg config file

3 License is applied Cause
but MAC does not . L . . .
The license generated is with a MAC that is not present in the list.
match g
Resolution
Send an e-mail to analytics.registration@sick.com and request a
new license with all MACs added to it.
4 Unable to Cause
start/stop/restart ser- ] ) ) ) o .
: ; : e services are installed with admin privileges, so a non-admin user
vices using Services Th t 1.1 d with ad l ; d
application in win- may not have permissions to start/stop/restart an admin process.
dows Resolution
Log in as admin or as a user with admin privileges
5 Images getting dis- | Cause
carded/rejected if . . . e
the Min free disk Disk Usage issue. Minimum free disk limit has reached, and the de-
limit is reached and leting rate is less than the incoming file rate.
deletion rate is 'less Resolution
than the incoming
rate Decrease the minimum free disk space value. Refer to Disk Usage
Summary.
6 Unable to publish Cause
heartbeat data over . .
HTTPS (publisI:/ You do not have permission for HTTPS protocol or Certificate is ex-
URI and auth URT in | Pired/invalid.
heartbeat settings) Resolution
Send an e-mail to analytics.registration@sick.com and request a
new license with HTTPS enabled or apply a valid certificate
7 Any of the feature Cause
stopped working af-
N erIt)"SW suce essf%ll API control limit exceeded.
attempts. Resolution
Wait for the next time interval OR request to increase the API control
limit if the feature is used extensively
Refer to API Configuration
8 Application is not Cause
working over .. . .
HTTPSg You do not have permission OR Certificate is invalid/expired.
Resolution
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Send an e-mail to analytics.registration@sick.com and request a
new license with HTTPS enabled or apply a valid certificate

IPCam images are
not getting stored at
correct location or
are getting stored in
tmp folder.

Cause
Issue with IPCam configuration.
Resolution

Make sure IPCam configuration (Username, Password, protocol) is
correct. Navigate to IPCam device under Devices tab and edit/update
the configuration.

Refer Edit Device

Cause

Control file is not received.
Resolution

Make sure you have permission for control file type. If you do not
have permission, send an e-mail to analytics.registra-

tion@sick.com and request a new license with control file permis-
sions.

Cause

Sequence ID is resetting before TEMPFILE MAXAGE is clearing
out older tmp file.

Resolution

TEMPFILE MAXAGE should be tuned in such a way so that the
tmp file cleanup happens before IPCam tmp file SEQ ID is reset. IP-
Cam Seq ID resets after sending out 1024 tmp files. Identify the fast-
est time taken to push 1024 images to [PCam and set TEMP-

FILE_ MAXAGE less than this time.

10

Data not getting
stored in MySQL
DB

Cause

MySQL is down.

Resolution

Start Media server services if down.

If Media Server service fails to restart due to no space, then clear out
space from disk where MySQL and MySQL data is available. Then
restart Media Server Service.

Cause
Permission issue with MySQL user.
Resolution

User used to connect to MySQL DB should have appropriate permis-
sions.
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11 Files with specific Cause
extensions are get- ) ) .
ting discarded File Type is not Licensed.
Resolution
Send an e-mail to analytics.registration@sick.com and request a
new license with file type permissions.
14 Errors in console on | Cause
trying to start two ) . . . oy
services quickly Known issue on trying to start two services quickly within seconds.
within seconds Resolution
Wait for some time say around 3- 5 minutes before starting the sec-
ond service.
15 High CPU Utiliza- Cause
tion is observed on ) ) )
pushing Heartbeat Known issue on pushing Heartbeat messages to FV when High CPU
data and High Disk Usage option is selected for Health Check.
Resolution
Disable CPU Utilization and Disk Utilization Heartbeat check mes-
sages from Ul if not required. This issue will be fixed in next release.
HealthCheck Messages
™~ Images are dropping High CPU
™~ High Memo od High Disk Usage (All Diskj
™~ Filesync status
16 Image Loss/ Files Cause
available in file in- ) )
dex queue not get- Media Server is busy
ting saved in DB on Media Server is stopped or restarted
MS shutdown Images are being acquired at high rate
High file index queue depth
Resolution
When high file index queue (refer debug mode for genlog) keep MS
idle for few minutes and then perform Media Server shutdown.
17 Application stopped | Cause
working after Anti- o )
virus update Ports used by the application are not exempted from file scanning.
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Resolution

Exempt the ports used by the application from file scanning.

18 Application stopped | Cause
working after Anti- o ) .
virus update even Anti-virus update is blocking ports
though Ports are ex- | pasolution
empted from scan-
ning. Exclude Media Server from Anti-virus scanning
Gracefully Shut down Media Server before Anti-virus update is
done.
19 Application is not Cause
acquiring images ) ) o
and user is unable to | Lhe connection hangs when there is an anti-virus update followed by
shut down the appli- | @ restart.
cation gracefully Resolution
Allow Media Server for Anti-virus scanning
Gracefully Shut down Media Server before Anti-virus update is
done.
20 Slow Performance Cause
due Spike in ) . . .
Memory Memory goes high when recalculation query is running.
Resolution
It will automatically get too normal after some time once the recalcu-
lation query is completed.
21 Application crashes | Cause
on starting o
This issue rarely happens and could be due to faulty module secure-
blackbox20.dll
Resolution
Third party Library provider will have to provide fixes for secure-
blackbox20.dl1l
22 The folder location | Cause
does not get deleted ) ] )
while Manual clean- | This could be due to the Folder opened in Windows explorer
up Resolution
Close the folder and manually delete it.
23 Few Images are not | Cause
deleted during o . .
clean-up Folders are not purging in the root directory on clean-up due to high
age-out rule of [IPCAM.
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Resolution
Delete data manually from the folder location.
24 Large set of images | Cause

are accumulated for
deletion at the Start
of Media Server

Cleanup operation only starts after MS has calculated the total space
taken by full and thumb images.

Resolution

Wait for recalculation to happen.

25

Images are getting
discarded

Cause

Images are missing/getting discarded due to file-writer-queue at max-
depth. Check application logs in debug mode.

Resolution
Increase the file-writer-queue size in media server config file
Cause

Images are being discarded due to low disk space. Check application
logs in debug mode.

Resolution

Clear the disk space

Cause

Image type is not licensed Check application logs in debug mode.
Resolution

Request for updated license with supported image type

Cause

Media Server IP Address mentioned as 127.0.0.1 and bind IP is men-
tioned as localhost in the config file

Resolution

Update the IP Address to Global IP 0.0.0.0 OR Machine IP if the
Media Server is installed locally and IP Address is mentioned as
127.0.0.1

27

Image for IPcam de-
vice is not coming
up as expected

Cause
Issue could be due to Duplicate control file received.
Resolution

In case of Duplicate control file, First In First Out concept will be
used and the associated image will be renamed based on the first con-
trol file received.
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29

Connection with
MySQL Server
could not be estab-
lished

Cause
Issue with connection settings. Check application log files.
Resolution

Revisit the MS config file and make sure all the connection settings
including MySQL Server address and port is correct.

Refer to Database
Cause

Traffic from a different source is not supported in my.ini file. Check
bind-address value in my.ini file.

Resolution

Update FV MySQL my.ini to support traffic from a different source.
Open my.ini file at location C:\Program Files\SICK\Analytics Solu-
tions\MySQL Data and update the bind-address value to 0.0.0.0

Cause

Server is not listening on the specified port as Antivirus or Firewall is
blocking the ports. You can check it by running netstat -an | find
"8406" command in command prompt. If the port does not get listed,
then server is not listening on the specified port.

Username used for MySQL connection does have enough permission
Resolution

Ports used and ports for FTP passive mode may need any random
ports. Make sure MS is added to exception from Antivirus and Fire-
wall.

Give complete CRUD writes to the user

30

Clean-up activity
and purging process
is halted

Cause

ETL is in progress i.e., application is coping data from SQLite to
MySQL on patching or Database rebuilding is in progress.

Resolution

While ETL is in progress, Clean-up activity, File size recalculation
and purging will be halted. Wait for ETL to get completed or bring
back MySQL. You can check the log files in debug or info mode. It
displays a log line “Migrating from SQLite to MYSQL is completed”
once ETL is completed.

31

User is not able to
make configuration
changes from Ul

Cause
ETL is in progress.
Resolution

Wait for ETL to get completed.
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32

[PCam images with
UDS mode are not
getting stored at cor-
rect location or are
getting stored in tmp
folder.

Cause

Control file was not received. Check the log files in debug mode.
There will be no entry for the respective control file.

Resolution

Make sure you have permission for control file type. If you do not
have permission, send an e-mail to analytics.registra-

tion@sick.com and request a new license with control file permis-
sions.

Cause

Out of Sync issue. Check control file timestamp in the log files in de-
bug mode. The Media Server might have received control file before
the image.

Resolution

Out of sync support for UDS mode should always have <sub-
dir>thumb</subdir> in its control message.

It won’t work if subdir is set as <subdir>full</subdir>

Sample that will not work:

<cpreq><src>PS06Test 20111128 142249000 00001.jpg</src><dst
>PS06Test 20111128 142249 00000001.jpg</dst><sub-
dir>full</subdir></cpreq>

Sample that works:

<cpreq><src>PS06Test 20111128 142249000 00001.jpg</src><dst
>PS06Test 20111128 142249 00000001.jpg</dst><sub-
dir>thumb</subdir></cpreq>

33

High Media Re-
trieval Time is ob-
served

Cause

MySQL is down

Resolution

Bring MySQL up and running. Start Media server services if down.

If Media Server service fails to restart because of low disk space,
then clear out space from disk where MySQL and MySQL data is
available. Then restart Media Server Service.

35

Miscellaneous infor-
mation is displayed
as 0 percentage even
when there is Mis-
cellaneous Data in
the Drive

Cause

The value goes to 0 when the purge cycle starts and purging of rec-
ords from filesystem are deleted but not from DB. This eventually
leads to the disk used space to be lesser than the sum of full and
thumb size making the miscellaneous value 0.

Resolution
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Message shown in the UI "Miscellaneous Data size to be rectified in
subsequent cleanup cycle." This is a background process and will be
Fixed in the Next Cleanup Cycle.

36

ICR8&90-4 images
are not getting re-
trieved

Cause
Time difference between MSC and ICR890-4.
Resolution

Sync time for MSC and ICR890-4 device

37

Observing Image
loss in for devices

Cause

Camera’s FTP connection is getting stuck on pushing out images,
due to which camera loses consecutive images for the packages.

Resolution

Update SOCKET POLLING TIMEOUT to 10S and restart MS ser-
vices

38

Media server is not
retaining full size
images more than
few hours

Cause

Size based cleanup in MS happens based on ratio configured under
parameter RATIO of STORAGE. Default ratio 1:2 is set to retain
maximum thumbnail so that we have more images each capture. This
decays full size images over time.

Resolution

Update RATIO ENABLED to false and restart MS services. This
will disable ratio cleanup and cleanup will only happen based on
FIFO

39

Unable to set Time
Based rule more
than 999 Hours

Cause
There is a limitation to the max number that can be set as hours
Resolution

Add parameter MAX_ HOURS under PROFILE _FULL and PRO-
FILE THUMB with max number to be set for hours. Restart Media
server service.

Note: You won’t be able to update cleanup settings from UI after
making this change

40

Unable to set Time
Based rule more
than 999 Days

Cause
There is a limitation to the max number that can be set as Days.
Resolution

Add parameter MAX DAYS under PROFILE DEFAULT, PRO-
FILE FULL and PROFILE THUMB with max number to be set for
days. Update THUMB_MAXAGE and FULL _MAXAGE with age
out details for thumb and full in days. Restart Media server service.
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41 User will not be inti-
mated with Warning
message, informing

the Value allotted to
a Rule might exceed

Cause
There is a limitation to the Minimum Free Space Value.

Resolution

the Actual Free Revisit your configured Rules created for Max Space and reconfigure
Space. the rules

42 Action criterion Cause
mapping with de-

vice/device group is
not allowed for dif-
ferent relation of
same tag and same
criteria.

If same tag criterions already exist
Resolution

Ensure that Action criterion for Device/device group has unique tag
criterions

43 Special character
(\<=>&\"$"?7%()[1{}
~|;*1",'/#=:]) valida-
tion will be re-
stricted for media
retrieval using File
location

Cause
When special characters used in the file name format
Resolution

Ensure that the filename format for images has only allowed list of
characters [A-Z][a-z][0-9][ -=~1@$&()_+[]{}..]

44 Rule Based cleanup
is only supported for
single drive mode.

Cause
It supports only single drive mode
Resolution

Please connect with product team to prioritize support for rule-based
cleanup when Full and thumb images are being stored in different
drives

45 Changes made in the
client (example de-
vice type) of pri-
mary server will not
be updated in the
synced client of sec-
ondary server.

Cause

Primary server client and synced client of secondary client are differ-
ent

Resolution

Manually change the filetype/Password of the client in the secondary
server. Following logs suggest these changes are required
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20230901.114237.838 DEBUG ConfigureSFTH
server port: 2020

20230901.114237.838 ERROR Waiting for
found in secondary server whose credent
server. Thread: 5
20230901.114237.838 DEBUG Started Intern
20230901.114237.838 DEBUG ConfigureSFTH
server port: 2020

20230901.114237.838 ERROR Waiting for
found in secondary server whose credent
server. Thread: 3

46 Tag creation/up- Cause
dation/deletion is

case insensitive Duplicate names might be used

Resolution

Algorithms used for tagging should use unique tag names

47 User logs out of the | Cause
application if license
with authentication
enabled is applied in
MS

To Login with Authentication enabled license, it logs out of applica-
tion

Resolution

Re-login into the application

48 Overlapping is ob- Resolution
served in the Donut ) ) ) o
Chart in cleanup Overlapping will rectify when drive is filled
page for Full&
Thumb and Miscel-
laneous FitESRSeace
800.0
GE
100%

Free Disk Space
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49 Multiple "Authenti-
cation request re-
jected" errors might
be observed in File
sync logs though the
connection is suc-
cessfully estab-

Cause

Reason: Sftp connection tries two authentication one with password
and one without password. The one without password shows rejected
message and with password it accepts if all credentials are correct.
This happens every connection request made. Please Ignore these
logs

device should be
unique.

Also, the device
type cannot be du-
plicated under dif-
ferent device family.

lished.

50 Adding up a new de- | Resolution
vice to MS device
list , we need to Not Allowed:
make sure that the 1

Devicel=TRRCK TRACE,Device,Devicel
DeviceZ=IPCEM 1TEXTFILEMODE, Device,Devi

Devi ce=TR1%CK_TEILCE ,Device, Devicel

Device=TRACK TRACE,Device, Devicezl
2. -

51 Due to network con-
gestion, user might
see delay in media
retrieval for the im-
age that is available
only in secondary
server, given the
media request was
made from primary
server

Resolution

Retry Image fetch operation

52 Age out based
cleanup can deleted
images that are part
of a rule

Resolution

Please connect with product team to prioritize this feature.

53 Unable to view en-
tire text of the se-
lected entry in
days/hour dropdown
of Ageout rule

Resolution

Zoom out the browser or upgrade your screen resolution settings

54 Filesync and Tag-
ging happen based
on FIFO, so if there
are a greater number
of thumbnails than
full images in MS,
full size images
might not get
tagged/synced.

Resolution

Setup cleanup rules for sizeout with 1:1 ratio in cfg to maintain equal
number of full and thumb images

RATICO=1:2

A b A T
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55

MySQL 5.7 is not
supported DB for
MS 1.4 and above
versions

Resolution

Upgrade DB to MySQL v 8.0.33

failing if the images
are in secondary
server

56 Images using FTP Cause
assive Data port . .
?ang e on is loging When "FTP Passive Data Port Range" is enabled, we need to ensure
images or acquisi- that the FTP data port range configured should have enough ports its
tion is slow range to support the feature. It is suggested to have port range to
equivalent to the camera's configured X20 times to acquire images
using passive mode to avoid slowness in acquisition
Resolution
If we will be using 10 clients to acquire images via passive FTP
mode and we need to restrict the data ports usage; Ensure that the
Data range selected has atleast 20X 10 = 200 ports
Properties Configuration
FTF Passive Data PortRanges @ i)
HTTP Port * ﬂ
2084
FTP Paz=rve Data Port Range * g
5000-5200
Logs Root Path * i@
Chmedia-server-imagesilogs
57 Observing Max ag- | Cause
gressive cleanup . . L .
happening fre- Ff Cleanup mecha.nlsm}g not ablg to cope up \.m.th the high incoming
quently and rules image rate, apd disk utlhz.atlon limit is hit (Minimum freg hm%t), Me-
created to cleanup dia Server will start cleaning up the' data baseq on FIFO ignoring the
are hot honoured configured rules to make space for incoming images to be saved
Resolution
This is the coping mechanism for MS to ensure the latest incoming
images are not discarded and latest set of images is maintained. Try
reducing the throughput of incoming images to avoid this.
58 Media retrieval is Cause
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Media Extraction from secondary media server will fail if extraction
from secondary takes more than 5s. This timeout can be increased by
adding RETRIEVAL WAIT TIME

Resolution

Retry to retrieve images. Logs observed in MS in such case HTTPS
Timed out waiting for Retrieval lock

This timeout can be increased by adding parameter RE-
TRIEVAL WAIT TIME under [Filesync Service] in cfg file

59 File Sync for few
clients will stop in-
termittently if
FileSync client
changes are done
from the Ul

Cause

If Client connection changes are done from MS UI post connection it
is required to restart File Sync services

60 Unable to create
multiple smb clients
with same username

Cause

Device names in MS should be unique there cannot be client/servers
of same username

Example: if Device of type ICR with name engineering is created,
you cannot create Device of type SAMBA with the same name.

62 Unable to install
only database from
MS installer

Cause
The distributed installation is not supported by the MS installer.
Resolution

If the DB Feature is not selected from the MS Custom installation,
the MS could either use the SQLite, or connect to the existing
MySQL from the MS Ul

63 Database is running
error is appearing on
MS installation.

Cause

If MySQL is already installed in machine and user tries to install MS
in full mode, MS installation will not be allowed and error "Database
is running" will appear.

Resolution

User can use custom installation and deselect Database while instal-
lation in this case.

64 Patching over PA
4.4 is not starting
proper functioning
of MS

Cause

Upgrading Media Server Patch on previous version of PA will not
support MySQL Database (MySQL v5.7.37).

Resolution

MS should use MySQL version 8.0.33. Patch PA 4.5.1 over older PA
version.
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comes temporarily
slow during aggres-
sive cleanup opera-
tions.

65 If Algorithms are Resolution
deleted from MS, ) . .
then at the start of If DLA algorithms fetched b}{ MS are Qeleted, tagging service must
Tagging schedule, be restarted to fetch the algorithms again from the connected DLA
MS will not attempt
to fetch algorithms
from DLA.
66 Media Extraction Cause
using wild cards is ) . .
not giving results Media rgquest canpot serve images from secondary server if image
request is made with wildcards
Resolution
Image request to secondary server should not have wild cards
67 Validation message
for schedule creation Ending
can mislead if value
tered is h
enterec1s uge {0 No End Date
O EndingOn  go/p1/2022
(& After 100000000000
CAMCEL
‘afterExecutions" value must be a positive integer
Resolution
Add number of executions below 999999999
68 Older instances of Resolution
image that failed ) )
earlier are not being Restart Tagging schedule/ Restart MS service
tagged
69 Image retrieval be- | Cause

Aggressive cleanup operations delete folders to free up disk space,
consuming high disk IOPS.

Resolution
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The issue resolves automatically after the cleanup process completes.
No action is required.
70 Unable to switch Cause 1:

MS DB from
SQLite to MySQL
on performing cus-
tom installation us-
ing PA installers

Database was not installed along with Media Server during
custom installation.

Resolution 1:

e Launch the PA Uninstaller.

* Use the Add Feature option to install the Database com-
ponent.

Cause 2:

The installer requires the actual IP address of the machine to
bind the database IP (to support distributed installation).
This restricts Media Server access to the database on
127.0.0.1.

Resolution 2:

If only Media Server and MySQL are installed on the
same machine:

e Navigate to the MySQL data location set during
installation.

e Openthemy.ini file.

e Comment out the bind-address entry.
Restart the MySQL service.

« If it is a distributed installation and other PA compo-
nents are installed on another machine:

o Connect via the SICK Support Portal for proper configura-
tion guidance.

This version now:

71

Observing image
loss when a lot of
devices are

Cause 1:

Media Server loses images for recently acquired objects due to FTP
connection count reaching the maximum limit.
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connected to one
MS instance.

Resolution 1:

Enable MS logs in DEBUG mode to identify the issue.
Navigate to the FTP logs and check for the following entry:

DEBUG _AddConnection:FTP Connection count:1000

Update the configuration file:

Locate the [THREAD POOL SIZE] section in the configuration file.
Change the value of FTP_ CONNEC-

TION_MAX THREADS to 2000.

Save the configuration file.

Restart the Media Server.

Cause 2:
IPCam devices may lose images due to synchronization issues with
the MSC service.

Resolution 2:

Restart the MSC service if [IPCam devices are also losing images.

72 Source 2/ 2 files are | Cause:
not appearing in the L
barcode counter file. | Support for Source 2/_2 files is disabled by default.
Resolution:
Stop the Media Server services.
Open the sick-bip-is.cfg file from the installation directory.
Update the parameter GET 2 ON_FULL FAILURE to true as
shown below:
GET 2 ON FULL FAILURE=true
Save the file.
Restart the Media Server services to apply the change.
73 The system reboots | Cause:
without any warning | Compatibility issue between the Media Server patch uninstallation
while uninstalling process and the current Windows version.
the Media Server .
patch and selecting | Resolution: ) .
the "uninstall prod- Update the Windows operating system to the latest version to ensure
uct" option. compatibility and prevent unexpected reboots during the uninstalla-
tion process.
74 MySQL is crashing | Cause:
frequently with AIO | MySQL crashes due to Windows compatibility issues that result in
error AlO errors logged in the MySQL error file.
Resolution:
* Stop the MySQL service.
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* Navigate to the MySQL data folder installation location.
*Openmy.ini.

* Add the line innodb use native aio=0 under

the [mysgld] section.

* Save the file and restart MySQL service.

75

Windows reboots
unexpectedly while
uninstalling MS
patch

Cause:

Compatibility issue between the Media Server uninstaller and older
Windows versions.

Resolution:

Update the operating system to the latest Windows version before
uninstalling the Media Server patch to prevent unexpected reboot.

76

MySQL is not
starting in Ub-
untu with error
“PID already in
use” / "Unable
to setup unix
socket lock file”

Cause
MySQL service did not shut down cleanly, leaving stale
PID or socket lock files.

Another MySQL process is already running and holding
the socket.

Server reboot or crash left orphaned .pid / .sock files.
Socket file is locked by another process.

Resolution
1. Stop MySQL service:
sudo systemctl stop SICK_An_MySQL

2. ldentify MySQL data directory from my.cnf (datadir
property).

3. Navigate to the MySQL data directory.

4. Delete stale lock files:
» mysql.sock

» mysql.sock.lock

« * pid files

Example:

sudo rm -rf /var/lib/mysql/mysql.sock
sudo rm -rf /var/lib/mysqgl/mysql.sock.lock
sudo rm -rf /var/lib/mysql/*.pid

5. Restart MySQL service:
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sudo systemctl start SICK_An_MySQL

6. Verify service status:
sudo systemctl status SICK_An_MySQL

If you are still facing issues, drop an e-mail and share the genlog files spm-analyt-

ics@sick.com , Deepak.Kolippakkam@sick.com and Deepak.padmanabhan@sick.com for
troubleshooting.

25 Known Issues and Limitations

Following are the known Issues and Limitations for this software:

SSD is recommended for sites having high load as HDD may result into High Response
Time and Images getting discarded

SMART_UDS mode will work only if there is one to one relation between MSC and IP
Cam (UDS mode). Multiple such one-to-one combination is supported in SMART_UDS
mode.

Image loss is observed when files available in file index queue is not getting saved in
DB on MS shutdown. This happens when Media Server is running as a Service.

Image loss may be observed when file index queue is high and image size recalcula-
tion is happening. Generally, this may happen on Media Server shut down or restart.

MS does not support file transfers over EPSV mode.

If Control files are received with Duplicate Sequence ID, then FIFO concept will be
used, and the associated image will be renamed based on the first control file re-
ceived.

Purge based on Age-out value takes a lot of time to delete folders from file location.
This causes high disk time % resulting in server disk to be busy until the heavy folders
are deleted. Cleanup cycle will be stopped until the purging activity is completed.
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If the Machine C:\Program Files\Zero G folder is not cleaned, the installer might throw
an Instance Management Error.

Clean up will be paused while inventorying is going on. If images are being pushed in
during inventorying, then enough disk space needs to be available as a precautionary
measure in order to avoid image loses due to low storage space.

Image will be discarded due to high file writer queue when image acquisition is also
happening while image inventorying is in progress. Thus, it is recommended for mi-
gration to happen in downtime.

If MySQL server is busy around midnight, creation of the partition is queued up and is
executed later. There is no log generated to notify when the queued-up partitions are
getting generated. During this time when we see partition queued up log and actual
partition getting created (which is not printed), the user won't be able to view these
acquired images on the Facility View. The images will be available once the partition is
created, and the queued image data is executed.

Once in every 24 hours recalculation happens. During this time images are not re-
trieved for approx. 3-4 min for MySQL. You can change every 24-hour time interval by
changing the value in the config file RECAL_FILESIZE_INTERVAL property.

On abrupt stopping of MySQL or MS process (i.e., if the process is killed), we might
lose some data while performing ETL

Media Server storage status may deviate by 5 files (if each file is 1 MB, deviation will
be 5 MB). However, Media server once in 24 hours corrects any deviations to ensure
cleanup and maintenance functions are robust.

Image retrieval will fail for the images having specific characters #%& {{\<>*?/
$!":@+’|=; in filenames as these characters are not supported due to security reasons.

Filename is updated to 255 characters. However, filename size should be less than 100
characters.

Device is updated to 64 characters. However, MAX_USERNAME_LENGTH should not be
more than 64 characters.

Root path is varchar i.e., up to 255 characters. However, root path length should not
be more than 120 characters and MAX_FIELD_LENGTH should be less than 130 always.

Page |311 OSICK e All rights reserved 8022121/0000/2026-04-09



SICK Media Server User Guide

Media Server storage status may deviate by 5 files which can impact size out clean-up.
The size out based cleanups will not be accurate for the duration until the correction in
size deviations are made. Media server once in 24 hours corrects any deviations to en-
sure cleanup and maintenance function is robust.

Miscellaneous size is increasing in the disk and visible in drive dedicated to images
only. This is due to disk fragmentation

Media Server is not supported with latest open ssl version

When images are acquired for the first time in a day and retrieved simultaneously,
high response times are observed. This happens because the database is busy creating
partitions during this period. The issue lasts for a few seconds and resolves once the
partition creation is complete.

On Media Server startup, if the database schema is not available, the server takes extra
time (approximately 20 seconds) to populate the required tables, indexes, and parti-
tions. This results in a delayed initialization of protocols such as HTTP, HTTPS, SFTP,
FTPS, FTP, and UDS.

During installation, if incorrect username/password credentials are provided in the
gMSA screen, the installation will proceed, but the application will fail to function
post-installation. Users must ensure correct credentials are entered to avoid this issue.

Unrelated MySQL instances must be uninstalled before running the Media Server
patch installer to avoid conflicts. The installer interacts exclusively with the Analytics
MySQL service and may not validate unrelated MySQL instances.

Changes made in the Advanced Configuration Page (visible to Admin users) will not
take effect until the Media Server services are restarted. Users must restart the services
after making changes for them to be applied. If the services are not restarted, the
changes will not be visible or functional.

During Manual Cleanup, Max Aggressive, Aggressive, and Ageout activities, where en-
tire folders containing image data are deleted to create space, MySQL queries may ex-
perience a delay of around 3 seconds due to high disk operations. This occurs because
the disk is heavily used for cleaning up image data, which can temporarily impact the
performance of MySQL queries.

If there are duplicate images with the same name for the same device in the Media
Server, only the first image encountered by the system will be shown during media
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retrieval. To avoid this issue, users must ensure that each image associated with a de-
vice has a unique name.

Devices or filenames containing non-ASCII characters will not function correctly in the
Media Server. If a device name or filename includes non-ASCII characters, the Media
Server will not be able to acquire or save images for such devices. Users should ensure
all device names and filenames use ASCII characters only to avoid issues.

Installing MS 1.5 on the same server as PA 4.4 or lower is not supported due to MySQL
compatibility limitations. MS 1.5 has deprecated SQLite and does not support MySQL
v5.7, which is used by PA 4.4 and lower versions.

Not Supported Configuration:

o MS along with Database installed using PA 4.4 /4.3
« Applying MS 1.5 Patch over PA 4.4 installation
o Using MySQL v5.7 with MS 1.5 or MS 1.4

Supported Configuration:

o If only MS is installed using PA installer
o If MS along with MySQL DB is installed using PA installer version 4.5 or above
o If PAiis upgraded to version 4.5.1 or 4.6 before applying MS 1.5 Patch

Mitigation:
Upgrade PA to version 4.5.1 or above before applying the MS 1.5 Patch.

MS 1.5 supports storing data for a maximum of 340 days. Any data older than 340
days is automatically deleted by the system. For example, if the current date is Decem-
ber 6, 2024, only data from January 1, 2024, onward will be retained. Data created be-
fore December 31, 2023, will be purged. Users requiring longer data retention should
back up data externally before it exceeds the retention period.

When there is a time difference of more than one day between the Media Server and
the filesystem in MS 1.3.2, and if inventorying was performed to rebuild the database,
image loss may occur during migration to MS 1.5.

If the File Transfer Protocol (FTP) passive data port is updated during active image ac-
quisition, FTP operations will pause for a few seconds.

When the passive data port configuration is modified while image transfers are in pro-
gress, Media Server requires a few seconds to release the previously allocated ports
and activate the new set of ports. During this transition period, image acquisition us-
ing FTP is temporarily halted. This behavior is expected and occurs by design in all
FTP-based acquisition setups that use passive mode.
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If a media request is made for an inactive client, Media Server does not return an error
message indicating that the client is inactive. Instead, the request is forwarded to con-
nected FileSync Media Servers for image retrieval. The response may return code 200 if
the image is found or 404 if it is not. This behavior supports fallback retrieval in distrib-
uted environments.

When a wildcard-based image request is initiated from the primary Media Server, and
the requested images have already been synced to the secondary server, the primary
Media Server will not return those images. Even if the images still exist on the primary
server, the system is designed to avoid serving them in wildcard requests once they
have been synchronized. If those images have been deleted from the secondary server,
the wildcard request will fail to retrieve them. This limitation does not affect Facility
View, as it does not use wildcard-based retrieval.

When the User Manual is opened from the Help section, selecting topics from the left
navigation panel triggers a full page refresh instead of dynamic content loading.

Known Issues Type

[Linux] Purging is of both full and thumb location is happening as per thumb rule Func-

tional
images are being discarded when the disk size reaches maximum free limit and Func-
cleanup is not happening tional
API authentication and HTTPS servers are working for corrupted license Func-

tional
Application does not automatically redirect user to HTTPS, if HTTP is disabled and Func-
HTTPS is enabled from the License file. tional
User is not able to enter HTTPS publish URI and auth URI in heartbeat settings if Func-
HTTPS is disabled from license for MS tional
All MS protocol servers are restarted on applying license Func-

tional
Inventorying of data from file location is initiated for already existing drive as well when | Func-
the user switches to a location that is empty tional
FTP is stopped until all the files in the queue are written when user switches min free Func-
limit to hit immediately when file writer queue is high tional
UDS control files are not being cleared on Manual cleanup Func-

tional
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[Linux] Media Server is not starting if UDS port is set to any of the port that is being uti- | Func-
lized by FV on the same machine tional
UDS server is not coming up after creating 1 txt file mode device Func-
tional
Heartbeat is stopping and no retry attempts are made if FV throws 500 error Func-
tional
Manual cleanup of MS images is very slow when network drive is chosen as full /thumb | Func-
ffiles.idx location tional
Queue depth is increasing if network drive is chosen as full and thumb storage location | Func-
tional
[Linux] MAX_QUEUEITEMS, NO_OF_FS_DEVICES, NO_OF_DB_FS_DEVICES, Func-
FILESYNC_QUERY_COUNT parameters are not available in the .cfg file of all Linux tional
Builds
Folders are not purging in root directory on cleanup if the Time-Based rule of tmp im- Func-
ages of IPCam is high tional
Age out rules for thumb and full are not changing back as per default profile after Func-
switching MS from 2 drives to single drive mode tional
IPCam connections are going in CLOSE_WAIT mode thus restricting any new images Func-
to acquire tional
Devices with different cases example "TOP' and 'top' share the same folder structure Func-
tional
UDS server does not gets disabled on disabling it from license Func-
tional
UDS out of sync SMART_UDS is not working, and the User ID and System ID mapping | Func-
is not getting updated if a new image with new User D is pushed to an IPCam Device tional
Text file is not getting interpreted correctly Func-
tional
Media server does not delete the folder location that the user has opened in windows Func-
explorer tional
Incoming image data is lost in deadlock when MySQL comes back up Func-
tional
Device folders are not deleted when the user performs manual cleanup Func-
tional
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Image data in tmp folder is not being cleared from tmp queue in code on manual Func-
cleanup tional
Recalculation is not happening after changing drive of full/thumb location when DB is Func-
MySQL tional
Unable to set mapped network drive as full and thumb location Func-
tional
Storage based cleanup based on ratio is not accurate Func-
tional
Cleanup is starting before recalculation is completed after ETL Func-
tional
Heartbeat is restarted even if the heartbeat info in the edit heartbeat window is incorrect | Func-
tional
User not able to create ICR devices and MAX ICR users shows green tick and existing | Func-
devices shows false under Device Management tab tional
Already used password in edit MySQL config window is not used if changes are done Func-
on configured MySQL DB settings tional
User can search Devices with special characters and leading and trailing spaces Func-
tional
If multiple devices with same username and different IP Addresses are created in Me- Func-
dia Server and Media Server relates to Facility View, then Facility View application con- | tional
siders the devices with same username as one device and updates the details of the
existing one.
Xml files are not getting deleted when User performs Manual Cleanup Func-
tional
Purge using FIFO is not happening for quite some time after heavy purge operation has | Func-
been performed tional
[Intermittent] Image is not being deleted from File system Func-
tional
Thumbnail and Full Size is appearing in Negative when the User performs Manual Func-
Cleanup tional
Unable to shut down FTP server after performance tests Func-
tional
Media server is not clearing out images if aggressive or regular cleanup in a corner Func-
case tional
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Maximum Aggressive Cleanup is stopping, and Regular and Aggressive Cleanup is Func-
happening even when Minimum Free Space is being used tional

[Intermittent] IPCam files are not being renamed for Live camera if IPCam images are Func-

being pushed in high rate tional
Recalculation query is not getting paused/stopped if minimum free limit is reached Func-
tional
[Intermittent]FTPS is not starting on all the ports Func-
tional

Media server is not able to fetch images with jpeg extension from file location/SAMBA Func-
server tional

Inventorying is not happening for the rest of the folders if any one of the folder invento- | Func-

rying throws exceptions tional
Images still exist in the Folder when the metadata has been deleted from the DB Func-
tional
Media Server is getting restarted and Age out is getting Stuck Func-
tional
Only a single image is being deleted in regular size out when ratio is disabled Func-
tional

[Intermittent|ERROR Exceeded access limit of 100\min to REST_1_0_storagedetails is | Func-
appearing in the logs when the User has applied a License with Authenticate API as tional
true

Missing \ in the thumb and full path for windows drive is being accepted which is caus- | Func-

ing MS operations tional
License with MAC address in lower case is not accepted by MS Func-
tional
Trusted License APl is throwing 500 error or gets stuck intermittently Func-
tional

[Linux]All machine MAC addresses are not appearing in the license and registration tab | Func-

tional
Media Server APls are going in pending state in a setup where authentication is ena- Func-
bled, and we are using HTTPS server tional
The date-time calendar used to configure start and end dates in Manual Cleanup and Func-

Schedules does not work in Firefox due to a library limitation. Users must use Chrome | tional
or Edge for these functionalities.
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ERROR observed in performance test: PocoErrorHandler Exception from Poco library: | Perfor-
Software caused connection abort mance
Images are getting discarded due to high file writer queue while processing images Perfor-
from temp file writer queue mance
Images are discarding after MS recovers from temp file writer queue insertions Perfor-
mance
[Linux/AWS specific] Media server is taking 2-3 mins to start if the current DB is MySQL | Perfor-
and MySQL server is down mance
Media Server is taking time to get started and Ul is not coming up when Indexed are Perfor-
being created mance
MySQL Database is not recreated by Media server if the DB is dropped by the user Perfor-
mance
High Query time is observed for recalculation queries Perfor-
mance
Application crashed if user performs manual cleanup for large amount of data Perfor-
mance
Queue Depth of file index is increasing on pushing objects to multiple devices at high Perfor-
rate when there are 100M + files data in files.idx mance
High Query time for the query used to determine files to be deleted for manual cleanup | Perfor-
in HDD mance
High Query time for the query used to retrieved lector images in HDD Perfor-
mance
High response time for image retrieval during the first image acquisition of the day. This | Perfor-
occurs because the database is busy with partition creation for a few seconds. mance
[FTP + SFTP] Media Server Memory increases with time Perfor-
mance
[Intermittent] Cleanup logs are missing for few hours in performance test Perfor-
mance
[BE] Delete Ftp Device with invalid idx value returns 412 "Precondition Failed" with Backend
HTML response body
API /3.0/server settings always send 'status' as true for get requests Backend
Invalid values in license are appearing as response in retrieval API for corrupt license Backend
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404 error appears in retrieval API if incorrect mode is mentioned as a query parameter | Backend
Jogs, html.zip, files.idx (unsupported extensions) are also inventoried in database Backend
Response 400 is appearing instead of 412 on applying invalid/corrupted/expired trusted | Backend
license to MS

FTPS/SFTP server stopped logs are not getting generated in gen logs Backend
Images are not being retrieved from cache for PUT 1.0/media and 2.0/media if MySQL | Backend
DB is down

User is unable to push heartbeat for un-auth API Backend
400 error is appearing instead of 412 with incorrect message on applying expired local | Backend
license to MS

FTP ports are not getting updated until the open connections are closed Backend
Stop heartbeat message is not sent to FV when Media server is stopped/restarted from | Backend
service

Other devices file renaming format is not supported by MS for image extraction from file | Backend
location

Application does not display any error message on port conflict between UDS and Backend
HTTP/HTTPS

API with Status code 412, 404 returns HTML response body Backend
Genlogs gets populated with a lot of licenses expired logs in DEBUG mode when li- Backend
cense gets expired

Login session does not get timed out from backend if the session was idle for more Backend
than LOGIN_TIMEOUT set

412 preconditions failed is appearing instead 426 when the License is expired, and Backend
user tries to extract media

412 preconditions failed is appearing instead of 426 when License HW check failed Backend
[Linux] Media server restart logs were observed in genlog when MySQL goes down Backend
[Intermittently] MS does not send 226 OK response to camera if active DB MySQL is Backend
down

Status Invalid Certificate is appearing in heartbeat if the certificate has expired Backend
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User is not able to Edit Undo ICR890-4 Devices in a specific Scenario Backend
User can set Conflicting ports for FTP, FTPS and SFTP in a specific Scenario Backend
400 Bad Request is appearing instead of 412 Pre-Condition Failed when the User send | Backend
invalid value in Json object

[Intermittent]"ERROR: Exception in auth: device or resource busy: device or resource Backend
busy" is appearing when the User tries to Login in the Application

[Linux]Trusted License API is throwing 500 error intermittently Backend
Multiple SSL exceptions are observed in genlogs Backend
MySQL password Entered is visible in the page after user saves MySQL settings ul
[Internet Explorer] MS Ul Login page is not appearing when the User launches the URL | Ul
Thumbnail and Miscellaneous percentage is appearing overlapped on Disk Usage Ul
Summary Donut Chart

Percentage is going out of bounds of the Donut chart ul
[FireFox]MS Login Page is taking time to appear after the User launches the URL ul
Incorrect message "The Current License is Invalid" is appearing when there is No Li- Ul
cense applied

MAC address 00-00-00-00-00 is also being displayed in license and registration tab ul
[Firefox version 87 specific] device tables are not rendering properly ul

[IOT / IE Specific] Media Server Ul is not getting launched ul

Full storage data in disk indicator display incorrect information if the data for full is avail- | Ul

able in two drives and the cache size is negative

[Intermittent] IP address and ports are appearing blank in FTP/FTPS and SFTP card Ul

when user applies a license

Miscellaneous information shown for the disk indicator is incorrect Ul

The applied MAC address is physically present in the License file but not shown in Sys- | Ul

tem Macs

Image data for thumbnail in two drive mode is appearing in blue Ul
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[Internet Explorer] Proper placement of icons in left navigation panel is not appearing in | Ul
the application
[Internet Explorer] Miscellaneous field is overlapping with the disk usage indicator bor- Ul
der
IPCam UDS mode is appearing as enabled from license if IPCam Is disabled from Li- Ul
cense
[Intermittent] Content of disk indicator goes out of bounds while configuring thumb and | Ul
full locations to different drives
User does not log out from Ul when session expires if any windows is open ul
Edit Media Server> Character length validation along with invalid character validation ul
gets enabled.

[Linux] [Edge/IE Specific] Snack bar message is not appearing on saving changes to ul
any protocol intermittently
User is not logged out of the older logged in tab if the user logs into a new session Ul

26 FAQ's

Question Answer Additional Comments

What is the Operator/456

default Media

Server

Username/Pas

sword?

Why incorrect | Incorrect miscellaneous information be- | Media server can also use network drives and

miscellaneous | ing displayed in disk indicator can hap- shared folders on network PCs to store image

information is | pen when the files are deleted from the data. As these locations are not specific to the

being dis- disk, but the records are still present in machine where MS is installed, there is a

played in the | DB. chance when someone deletes images data

disk indicator ) . from these locations, but the file records still

on MS Ul It is recommended not to delete miscella- | ;5 i DB. This may result into incorrect mis-

neous files manually. cellaneous information being displayed on me-
dia server
Second case can be when Media server is de-
leting image data from file location but isn't
able to delete data from DB. Practically, this
case should never happen.
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What happens
when ETL is
in progress?

While ETL is in progress, the Database
services will be down and clean-up, File
size recalculation and purging activity
will be halted.

Why are two
clean-up logs
getting gener-
ated on up-
grading M1.1
Or newer ver-
sion

The clean log in MS 1.1 is now renamed
as cleanup log in MS 1.3.2 and newer
versions. So, upon upgrading MS 1.1 to
MS 1.3.2 or newer versions you will see
two log files one from the older version
i.e., MS 1.1 and the other from the new
installed version.

size mismatch
after recalcu-

Is FTPS Fea- | Yes, FTPS is functional, but this is beta
ture func- release for FTPS and not the final ver-
tional? sion.

Is SFTP Fea- | Yes, SFTP is functional, but this is beta
ture func- release for SFTP and not the final ver-
tional? sion.

Why the up- The small mismatch could be due to the
dated Filetype | time difference between the time when

the recalculation flag becomes false, and
the update happens.

lation?

What is the Supported filename format:

supported )
filename for- | USERNAME_yyyymmdd_hhmmss_3.jp
mat for ex- g

trapting image | USERNAME _yyyymmdd hhmmss.jpg
using file-

name? U SERNAME_yyyymmdd_hhmms sSS S_

3.jpg
USERNAME yyyymmdd hhmmssSSS.j
pg

yyyymmdd hhmmss_3.jpg
yyyymmdd_hhmmss.jpg
yyyymmdd hhmmssSSS_3.jpg
yyyymmdd hhmmssSSS.jpg

USERNAME yyyymmdd hhmmss SE-
QID 3.jpg

USERNAME yyyymmdd hhmmss SE-
QID jpg

USERNAME yyyymmdd hhmmssSSS
SEQID 3.jpg
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USERNAME yyyymmdd hhmmssSSS
SEQID.jpg

yyyymmdd hhmmss SEQID 3.jpg
yyyymmdd hhmmss_SEQID.jpg
yyyymmdd hhmmssSSS SEQID 3.jpg
yyyymmdd hhmmssSSS SEQID.jpg

tures will be
impacted if
Certificate is

How to sup- Make sure we send <userid> is UDS
port multiple | packet to support multiple UDS Devices
UDS De- . .
vices? Make sure the image name is of sup-
ported filename pattern to get image data
directly from file location if the image
data is not available in DB.
When is the On MS startup if the expected database
inventorying | does not exists and there are files in the
process ex- rootpath location
pected to hap-
pen?
What Ports HTTP: Default Port 8084
are used by
the applica- HTTPS: Default Port 443
tion? FTP: Default Port 2021. Port range
20,21,1024-65535
SFTP: Default Port 3121. Port range
22,1024-65535
FTPS: Default Port 4121. Port range
21,990,1024-65535
UDS: Default Port 3030
MySQL: Default Port 8406
File Sync: Default Port: 2020
Tagging: Default Port:80
How to con- Certificate can be applied while installa-
figure/update | tion. In case you want to update the cer-
a valid Certif- | tificate after installation, you need to
icate? place/replace the valid PFX certificate
file in Certificate folder
What all fea- | All secured protocols and related features

will not work.
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invalid/ex-
pired
Does Media For security purpose, user is only able to

Server allow
user to login
to multiple

login to the application in a single
browser. Any attempt to login to a new
session will terminate the previous ses-

dia Server ap-
plication to

browser? sion.
How to con- HTTPS should be licensed. HTTP and
figure the Me- | HTTPS should run on different ports.

HTTPS settings can be viewed/updated
from the config file.

dia Server ap-
plication to

use HTTPS?
How to con- SEFTP should be licensed. A valid Certifi-
figure the Me- | cate is required. You can enable SFTP

and update its settings from UI or from
the config file.

dia Server ap-
plication to

use SFTP?
How to con- FTPS should be licensed. A valid Certifi-
figure the Me- | cate is required. You can enable FTPS

and update its settings from UI or from
the config file.

use FTPS?
1. Open Encryption app (Encryp-
How to en- tion.exe) in command prompt.
crypt pass-
ds?
wores 2. It will provide you two choice (1/2)
to Encrypt Application User Infor-
mation and to Encrypt Password.
3. Enter 2 to Encrypt Password. It
will prompt you to provide pass-
word.
4. Enter Password.
5. Click on 'Enter'. It will encrypt the
password.
1. Copy the encrypted string.
How to
h th
;azg\%zrd:? 2. Open the config file in Text Editor.

3. Navigate to the section for which
you want to update the password.
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4. Paste the encrypted password

string.

5. Save and Restart the application

server. The updated password will
take place on re-starting the appli-
cation server.

What if there
is a power
outage and
MySQL DB
does not come
up before Me-
dia Server?

Media Server will switch back to SQLite
temporarily.

Why chang-
ing the Stor-
age location is
not getting re-
flected on
Media
Server?

On changing the storage location, Media
Server needs to be restarted in order to
get the change reflected or else you need
to wait for the recalculation to get com-
pleted.

Recalculation
is not happen-
ing after
changing
drive of
full/thumb lo-
cation when
DB is
MySQL?

On changing the storage location, Media
Server needs to be restarted. Please re-
start the Media Server.

Why ICR890-
4 images are
not retrieved
even though

The images are stored in folders based on
date and time. If there is a time difference
between MSC and ICR890-4, images will
be stored in different file location. Media

disk manage-
ment enabled.
However
Older files in
previous drive
location is not
cleaning up.

all the config- | Server will investigate the folder struc-

urations are ture of SAMBA server as per the file-

correct? name and will not be able to retrieve the
images.

I have Auto Auto disk management or size-based

cleanup is used for cleanup of current
drive only. It is required to setup age out
rule for thumb and full location for
cleanup of image data in older drives.
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Server 1.5 mi-
gration pro-
cess?

Properties configuration changes in ad-
vanced configuration

Heartbeat configuration changes
Create/edit/delete operations for de-
vices/groups

Filesync and tagging operations
Metadata extraction via /1.0/medi-
aMetaExtractor API

Image extraction for non-migrated con-
tent

Rule-based cleanups (enabling/adding)
Manual cleanup operations
FTP/FTPS/SFTP port updates

Started Man- | Restart Media Server services to stop

ual Cleanup Manual Cleanup process to further delete

By mistake image data. Image data deleted while

and would Manual cleanup was ongoing, cannot be

like to stop retained. Contact support team to reindex

further dele- the database to retain the images data.

tion of data.

What should I

do?

What opera- During migration to MS 1.5, these oper- | MySQL Configuration Special Cases:
tions are ations are disabled:

blocked dur- ALLOWED WHEN:
ing Media

Fresh installation (no migration needed) with
MySQL down

Patch installation (migration required) with
MySQL down

BLOCKED WHEN:

Migration in progress + MySQL edit attempted
Migration in progress + MySQL down + edit
attempted

Migration in progress + MySQL down + server
restart + edit attempted

System will display appropriate snackbar mes-
sages when changes are prohibited.

What happens | The system will prevent MySQL configu- | These restrictions ensure data integrity during
if I try to ration changes during active migration the sensitive migration period. Wait until mi-
modify and display one of these messages: gration completes before attempting configura-
MySQL set- tion changes.
tings during "Migration is in-progress. MySQL Con-
migration? figuration change not allowed"
"Migration is in-progress. Please ensure
that the connected DB is up and running"
(after restart)
How can | FTPS in Media Server operates Default Allowed Ciphers:
, using TLS 1.3, which complies « ECDHE_RSA_AES256_GCM_SHA384
restrict or . .
allow spe- with the latest security standards. | « EC-
cific TLS ci- Vulnerable cipher suites and DHE_RSA_CHACHA20_POLY1305_SH
her suites | CUrves are disabled by default. If | A256 « AES128 GCM_SHA256 -«
gnd elliotic there is a requirement to restrict | AES256_GCM_SHA384 -
P or allow specific ciphers or CHACHA20_POLY1305_SHA256 De-
curves for ; . .
curves, this can be configured fault Curve Behavior: All curves al-
lowed except: » secp521R1 « X448
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the FTPS through the Media Server con-
protocol? | figuration file.

Procedure:

1. Stop the Media Server
service.

2. Navigate to the Media
Server installation direc-
tory. 3. Open the configu-
ration file: sick-bip-is.cfg.
4. Locate the section
[FTPSD].

5. Add or update the
properties: ¢
TLS_CURVES= « CIPHER-
SUITES=

6. To block a cipher/curve,
prefix it with -.

7. To allow, add the name
without prefix.

8. Save the file.

9. Restart Media Server
service.

Example:
TLS_CURVES=SECP192R1,SECP256R1,
-SECT163K1,-SECT163R1 CIPHER-
SUITES=EC-
DHE_RSA_AES128_GCM_SHA256,-
DHE_RSA_AES128_GCM_SHA256
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27 Glossary

Intelligent Sensor

Intelligent Sensors are devices which collected data and send
to a central controller. These sensors include barcode scanners,
dimensioners, and cameras, among others.

Also referred to as devices

LA

Logistics Analytics

auto ID system

All SICK systems that are part of the process of automatic data
collection and identification for object processing, for example,
camera tunnels, and scan systems. Auto ID systems may consist
of a network of data collection components, such as cameras,
laser scanners, dimensioners, and scales, which work together
to provide data on objects being processed through the sys-
tem.

Device

In LA, a system component which collects analytical data which
is transmitted to PA. Devices include CLVs, ICRs, MSC/SIMs
Also referred to as Intelligent Sensor

device group

A logical grouping of devices, for example all CLVs or all ICRs.
In PA, devices may be grouped in order to enable collective re-
porting and analysis of the group.

LECTOR

SICK Image Code reader, used for finding and detecting bar-
codes. This device captures multiple images for an object.

IPCam

Low-resolution Image capturing device, used for monitoring
object images. The images captured by this device are initially
stored in tmp folder. These images are then renamed as per
the txt file received from MSC (media server search the txt file
for the image as per IPCAM_SEQ_MASK set) and then stored in
the file tree.

ICR

SICK's Image Code Reader, used for finding and detecting bar-
codes.

MAC

The system Media Access Controller (MAC) is a unique com-
puter ID. It is used by PA to secure your software license to a
physical computer.

Object

In LA, objects are items that are scanned by auto ID systems for
data points, such as barcodes, weight, dimensions, and more.

System

See auto ID system
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Tunnel An auto ID system that is configured as a tunnel system, with
one or more reading devices mounted to a framework above,
below, and to the side of tires, such as a camera tunnel. See
also auto ID system.

Web Device The device program which is used to launch PA. The web de-

vice opens the LA user interface using the Chrome browser by
default.

Media Server

Media data captured by the media capturing devices (ICR, Lec-
tor, IP cams, etc.) of the auto ID systems are stored in remote
PC/server host where Media server is running.

Operator

Operator is the default user in Media Server with rights to con-
figure SICK Media Server.

Device computer

The device computer is any PC connected to the LA network.
LA's device applications are Rich Internet Applications (RIA).
The device applications connect to the PA Application Server to
access rich data content and provide a powerful user experi-
ence.

Valid License

A valid license should not be expired, the signature should be
valid, and the MAC Addresses (meant for local licenses) should
be valid. One of the transfer protocols (FTP/SFTP) should be li-
censed. The JSON format of the license should be valid.

Trusted License

License applied to Media Server via Facility Server

FTP/SFTP The available file transfer protocols. All three are licensed. Cer-
tificate validation is done for SFTP for secured file transfer.
SMB Samba protocol. ICR890-4 can store images in its local SSD

disk. Media server can extract these images from ICR890-4
storage location using SAMBA server running in the ICR890-4

Regular Buffer

Buffer space reserved for Size Based Cleanup by media server
for normal cleanup operation

Additional Buffer

Buffer Space reserved by Media Server for size-based cleanup
for aggressive cleanup of drive.

Regular Cleanup

Normal size our based cleanup. This type of cleanup is per-
formed to when the available disk is less than the sum of Regu-
lar Buffer, Additional Buffer, and Minimum Free Space
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Aggressive Cleanup

Type of cleanup that is performed during size-based cleanup
when the available disk is less than the sum of Addition Buffer
and Minimum Free Space

Maximum Aggressive
Cleanup

Type of cleanup that is performed during size-based cleanup
when the available disk is less than the Minimum Free space

Minimum Free Space

Minimum free space is the free space configured under Size
Cleanup Settings. This is the minimum space that should be
available in the drives where full-size and thumbnail locations
are configured. Size based cleanup on these drives happen
based on this configured setting.

ETL

Extract, Transform, Load. Operation performed to transfer im-
age metadata from SQLite to MySQL when database is
switched

Recalculation

Interval in media server when media server corrects its cache
with the information of total size of full size and thumbnail im-
ages available in media server

Facility

Facility is a place where the SICK products are being used. Ex-
ample: Warehouse in Stoughton is Using SICK auto-identification
systems and Analytics software to track and trace the objects. This
warehouse will be called a facility.

Maximum Usage Limit

Maximum disk space that can be utilized by Media server. This
is calculated based on the minimum free limit set for Size
Based Cleanup. Example: For a 100Gb disk where minimum
free limit is set to 10Gb; Miscellaneous space in the disc is 5Gb;
Additional and regular buffer is 20Gb in total. In this case Maxi-
mum Usage limit for the disc will be 65Gb (Total disk
space[100Gb] - min free limit[10Gb] — Miscellaneous
space[5Gb] — Additional and regular buffers[20Gb]). Refer to
Appendix B for details related to cleanup.
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28 Appendix A

Steps to generate pem Certificate with SAN
Follow the below steps to create the certificate.

Step 1: Download Open SSL from the link [glites¥ZAe]gelWiz sXelelggViel{ele &
ucts/Win320penSSL.html

(&8 ¢ BN OB ttps://siproweb.com/products/Win320penSSL html|

3% TeamWise <> pCertStore @ How to Edit the Re

resnsh f she YVi WWink4 n nstaller,

Download Win32/Winé4 OpenSSL today using the links below!

File Type Description

Win64 OpenSSL v1.1.1d Light| 3MB Insealler |Insealls the most commonly used essentials of Winé4 OpenSSL v1.1.1d (Recommended for users by the creators of
| MSI (experimental) OpensSL). Only installs on 64-bit versions of Windows. Note that this is a default build of OpenSSL and is subject
to local and state laws. More information can be found in the legal agreement of the installation
Win64 OpensSSL vl.1.1d 43MB Installer |Inscalls Winé4 OpenSSL vi.1.1d (Recommended for software developers by the creators of QpenSSL). Only inscalls
EXE | MSI (experimental) on 64.bit versions of Windows. Note that this is a default build of OpenSSL and is subject to local and state laws.

More information can be found in the legal agreement of the installation

Win32 OpenSSL vi.1.1d Light | 3MB Installer [Installs the most commonly used essentials of Win32 OpenSSL v1.1.1d (Only install this if you need 32-bit OpenSSL
EXE | MS! (experimencal) for Windows. Note that this is a default build of OpenSSL and is subject to local and state laws. More information
can be found in the legal agreement of the installation

Win32 OpenSsL vi.1.1d 30MB Installer [Inscalls Win32 OpenSSL v1.1.1d (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a

EXE | MSI (experimensal) default build of OpenSSL and is subject to local and state laws. More information can be found in the legal
agreement of the installation

Winé4 QpenSSL vl LOL Light | 3MB Installer |Installs the most commonly used essentials of Winé4 OpenSSL v1.1.0L (Recommended for users by the creators of

OpanSsL). Only installs on 64-bic versions of Windows. Note that this is a default build of OpenSSL and is subject
to local and state laws. More information can be found in the legal agreement of the installation

Winé4 OpenSSL v1.1.0L 37MB Installer | Insealls Win64 OpenSSL v1.1.0L (Recommended for sofeware developers by the creators of QpenSSL). Only installs

on 64-bit versions of Windows. Note that this is a default build of OpenSSL and is subject to local and state laws

Step 2: Install Open SSL by double clicking the executable.
Step 3: Run the command prompt as Administrator mode

Step 4: Traverse to the path @\dgele |CINRRIERN®] Lg% AN elly!

Step 5: Create a file and save as "san.cnf “.Below commands need to be written in
san.cnf file

subjectAltName = @alt_names
[alt_names]
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DNS.3 = sickmedia.co.in

Note: Change the names of DNS.1,DNS.2,DNS.3 as per your requirement. Any
number of SAN names can be provided.

Step 6: Enter the below command to configure SAN details
openssl req -x509 newkey rsa:2048 -sha256 -keyout privateKey.key -out certificate.crt -
days 365 -config

Steps to generate pfx Certificate with SAN
Follow the below steps to create the certificate.

Step 1: Download Open SSL from the link [glites¥ZA o]l sXelelggViel (el B
ucts/Win320penSSL.html

Cc O [©@https://siproweb.com/produ in320penSSL.html)

5% TeamWise <> pCertStore How to Edit the Re

reenshoc of the Win32WWiné+4 OpenSSL Inscaller

Download Win32/Win64 OpenSSL today using the links below!
File Type Description
in64 OpenSSL vI.1.1d Lighe[3MB Insaaller [Insealls the mose col ended for users by the creators of
| MSI (experimencal) s. Note :hn( chi dcl 1 build of OpenSSL and is subject

t of th.

the legal agreen llation

Winé4 OpenSSL vi.l.1d 43MB Installer
EXE | MSI (experimancal)

evelopers by the cr
of OpenSSL and is

ors of OpensSSL) Only inscalls

jece to local and seae

ent of the installation

of Win32 OpenSSL vi.1.1d (Only install this if you need 32-bit OpenSSL

d of OpenSSL and is subject to local and state laws. More information
ion

you need 32-bit OpenSSL for Windows. Not

seate laws. More information can be foun

Win32 OpenSSL v1.1.1d Light | 3MB Insealler
EXE | MSI (sxperimensal)

d in the legal
32 OpenSSL

Win32 OpenSSL vi.l.1d 30MB Inscall
EXE | MSI (sxperimencal)

Winé4 OpenSSL vI 1.OL Lighs | 3MB Inscaller s by d tors of
N <h

Winé4 Open vl 37MB Inscaller OpenSSL). Only installs

d iz subject to local and state laws

rs
on 64-bit versions of Windows. Note that d = a default build of OpenSSL an

Step 2: Install Open SSL by double clicking the executable.
Step 3: Run the command prompt as Administrator mode

Step 4: Traverse to the path [GA\dfeIe[EIn IO TaN BT ISZAN ]Iy

Step 5: Create Public & Private certificates by executing the below command

openssl req -x509 -sha256 -nodes -days 365 -newkey rsa:2048 -
out certificate.crt -subj “/CN=sick.co.in”

Note: Common Name (CN) should be changed as per the customer request

Enter below pass phrase and re-enter the same again (You can choose anything. This
needs to be entered in sick-bip-is.cfg file).

Step 6: Create a file and save as "san.cnf “.Below commands need to be written in
san.cnf file

[req]
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distinguished_name = req_distinguished_name
x509_extensions = v3_req

DNS.3 = sickmedia.co.in

Note: Change the names of DNS.1,DNS.2,DNS.3 as per your requirement. Any
number of SAN names can be provided.

7: Enter the below command to configure SAN details
openssl req -x509 -newkey rsa:2048 -sha256 -keyout privateKey.key -out certificate.crt -
days 365 -config san.cnf]
Step 8(a): Enter below command to combine the private and public keys into one pfx
file.

openssl pkcs12 -export -name “sick.co.in” -out sick-media-server-dev.pfx -inkey private-
Key.key -in certificate.crt

Note: This command can also be used to generate pfx certificate from existing private key
and crt certificate.

Step 8(b): Enter below command to combine the private and public keys into one p12
file.

openssl pkcs12 -export -name “sick.co.in” -out sick-media-server-dev.p12 -inkey private-

Note: This command can also be used to generate p12 certificate from existing private key
and crt certificate.

Step 9: Enter pass phrase for privateKey.key, Enter Export Password and verify Export
Password (The below Pass Phrase is used in the existing sick-bip-is.cfg for all 3 field)
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29 Appendix B

Media Server internally configures two buffers, Regular Buffer and Addi-
tional Buffer based on the incoming throughput

Regular Buffer: The size of this buffer is calculated to store 5 mins
worth of data based on the incoming bytes throughput. The time dura-
tion for which this buffer is calculated is configurable from configura-
tion file parameter SIZEOUT_TIME_BUFFER under STORAGE header. Ex-
ample: Media server is acquiring 4MB worth of file per second. The size
of Regular buffer will be (4MB X 5 min X 60 seconds) ~ 1.2 GB
Additional Buffer: The size of this buffer is calculated to store 15 mins
worth of data based on the incoming bytes throughput. The time dura-
tion for which this buffer is calculated is configurable from configura-
tion file parameter ADDITIONAL_BUFFER_TIME under STORAGE header.
Example: Media server is acquiring 4MB worth of file per second. The
size of Additional buffer will be (4MB X 15 min X 60 seconds) ~ 3.6 GB

Size based cleanup will happen when following criterion is met:

When the Available space in the disk is less than the sum of Minimum
Free Space set from Ul, Additional Buffer and Regular Buffer, Media
server will initiate Regular Cleanup. This type of cleanup will follow ra-
tio-based cleanup if enabled from cfg parameter RATIO_ENABLED un-
der STORAGE. Example: Minimum Free limit is set as 10 GB and Media
Server is storing its files in a 1 TB drive where Media server is acquiring
4MB worth of file per second. The size of Additional buffer will be (4MB
X 15 min X 60 seconds) ~ 3.5 GB and the size of Regular buffer will be
(4MB X 5 min X 60 seconds) ~ 1.2 GB. Once the Available free space in
the disk becomes less than 14.7 GB (Additional Buffer 3.5GB + Regular
Buffer 1.2GB + Minimum Free Space 10GB), Media Server will begin
cleanup to maintain minimum free space of 14.7 GB.

When the Available space in the disk is less than the sum of Minimum
Free Space set from Ul and Additional Buffer, Media server will start Ag-
gressive Cleanup to free up space to achieve available space equal to
the sum of Minimum Free Space and Additional Buffer. This cleanup
does not follow ratio-based cleanup and clears out images based on
First in First Out (FIFO). Example: Minimum Free limit is set as 10 GB and
Media Server is storing its files in a 1 TB drive where Media server is ac-
quiring 4MB worth of file per second. The size of Additional buffer will
be (4MB X 15 min X 60 seconds) ~ 3.5 GB. Once the Available free
space in the disk becomes less than 13.5 GB (Additional Buffer 3.5GB +
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Minimum Free Space 10GB), Media Server will begin aggressive cleanup
to free space up till available space becomes equal to 13.5 GB

e When the Available space in the disk is less than the Minimum Free
Space set from Ul, Media server will start Maximum Aggressive
Cleanup to free up space equal to the sum of Minimum Free and Addi-
tional Buffer. This cleanup does not follow ratio-based cleanup and
clears out images based on First in First Out (FIFO). Example: Minimum
Free limit is set as 10 GB and Media Server is storing its filesina 1 TB
drive where Media server is acquiring 4MB worth of file per second. The
size of Additional buffer will be (4MB X 15 min X 60 seconds) ~ 3.5 GB.
Once the Available free space in the disk becomes less than 10 GB (Min-
imum Free Space), Media Server will begin maximum aggressive
cleanup to free space up till available space becomes equal to 13.5 GB

30 Appendix C

IP Cam and modes of operation

Note: When two objects are passing through a tunnel side by side then only first objects
image is captured as they are in proximity and second object is not captured. While pro-
cessing, it sends message to media server to rename previous image to the name re-
quired for the second image.

IP cam sends images to images server in various formats like JPEG, JPG, PNG, BMP etc. IP cam-
era images are classified as thumbnail images in the media server. The controller can
only be configured for either hardware trigger or software trigger.

Note: Starting with Media Server 1.6, the rename mechanism for IP cameras supports
FTP, SFTP, and FTPS protocols. This enhancement provides greater flexibility and security
for file transfer and renaming operations. Earlier versions supported only FTP.

i. Hardware Trigger Mode (Two text file mode)

1. Trigger sensor (TRG) identifies an object and sends a signal to Controller
(CTR) to capture Image

2. Controller send a text file containing sequence number to Media Server
over FTP

3. Controller sends a signal to IP camera to take image, IP camera sends the
image with random filename to the configured Media Server over FTP

4. Controller has a pre-defined timeout after which it sends file another text
file to Image Server now having content in the format "sequence Number”;
filename; TRUE (example: 00001;samplefilename.jpg; TRUE)

Note: If above sequence is violated, files and images are disregarded.
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ii. Software Trigger Mode

Software trigger mode is same as hardware trigger mode except determining what must
be done upon receipt of a file or FTP commands.

1. One Text File Mode

Note: Sequence of file operations is not guaranteed.

1. Trigger sensor identifies an object and sends a signal to controller to cap-
ture image

2. Controller sends a command to IP camera to capture a image, postfix a
random filename with a sequence number (example: xyz00001.png/
xyz_00001.jpg)

3. IP camera captures image and sends an image to media server with a post-
fix requested by controller.

4. Controller has a pre-defined timeout after which it sends file another text
file to image server now having content in the format "se-
quenceNumabe;filename; TRUE (example: 00001;samplefilename.jpg; TRUE)

Note: Even if the sequence is violated, Media server can identify the image it needs to
rename.

2. Rename Mode

Note: Sequence of file operations is not guaranteed.
1. Trigger sensor identifies an object and sends a signal to Controller to cap-
ture image
2. Controller Sends a command to IP camera to capture a image, postfix a
random filename with a sequence number (example: xyz00001.png/
xyz_00001.jpg)
3. IP camera captures image and sends an image to media server with a post-
fix requested by Controller.
4. Controller has a pre-defined timeout after which controller sends 2 FTP
commands
a. RNFR sequence#
b. RNTO newFilename

17. Note: If above sequence is violated, files and images are disregarded.
3. UDS Mode

Note: Sequence of file operations is not guaranteed.
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1. Trigger sensor identifies an object and sends a signal to controller to cap-
ture image

2. Controller sends a command to IP camera to capture a image, postfix a
random filename with a sequence number (example: xyz00001.png/
xyz_00001.jpg)

3. IP Camera captures image and sends an image to media server with a
postfix requested by controller.

4. Controller has a pre-defined timeout after which Controller sends a mes-
sage to Media Server running TCP/IP socket server at a configured port
number.

a. STX<message>ETX

b. If UDS IP camera is configured to send a XML metadata file, the file
will be named like the final intended image file name but will have
an extension XML. This file will be transmitted over from controller
to Media Server over FTP using the IP Camera's username.

UDS Message

[fdst><subdir>full</subdir></cpreg>ETX

Figure 0:1: UDS Message
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