SICK Media Server Release: 1.7


1 Release notes 
1.1 Document Revision History 
1.2 System Requirements
1.3 Included Components 
1.4 Installation 
1.5 New Features/Improvements and Bug Fixes
1.6 Known Issues and Limitations 









Release notes 
Document Revision History 
Revision: 1.0 
Date: June 26, 2026
Author: Engineering
Comment: Release of Media Server 1.7 includes for MySQL upgrade, OIDC authentication, Barcode Counter enhancements, Adding Disclaimer message to the incoming images, capability to disable HTTP from UI, Security fixes, FTPS passive data port range for file transfer, Source#2 support for ICR Camera’s, multiple device creation API in single request, SSM enhancements and UX enhancements.
This document provides the release notes for SICK Media Server version 1.7, released on June 26, 2026.
SICK Media Server enables the aggregation, storage, and retrieval of package images for operational use. These release notes summarize the new features and improvements introduced in this version, along with any known issues and limitations.
Operating System
· Windows 10 (64 bit)
· Windows 11 (64 bit)
· Windows Server 2016 (64 bit)
· Windows Server 2019 (64 bit)
· Windows Server 2022 (64 bit)
· Windows Server 2025 (64 bit)
· Ubuntu 22.04 LTS (64 bit)
· Ubuntu 24.04 LTS (64 bit)
Required disk space
· Installation:
· Without MySQL DB: Approximately 700 MB for a fresh installation.
· With MySQL DB: A minimum of 5 GB is required for installation.
· Media Storage: Allocate additional storage space based on the estimated amount of media and retention period. It is recommended to use dedicated drives for image storage.
· Database Indexing: Allocate an extra 10% of the total media storage space for database indexing. For example, if 1 TB of media storage is required, allocate 1.1 TB for images and indexing.
Required disk type
· Solid State Drives (SSDs) with high-write endurance are highly recommended
Processor
· Minimum: Lower-spec CPUs are supported, but high-volume sites are recommended to use better-performing CPUs (e.g., Intel Core i7 or equivalent).
Memory (RAM)
· 8 GB DDR3L or higher is recommended
Screen Resolution
· 1920 x 1080 (16:9) aspect ratio is recommended for optimal viewing
Browsers
· Google Chrome (version 146 or higher)
· Mozilla Firefox (version 146 or higher)
· Microsoft Edge (version 146 or higher)
Communication and Security
· The software can be integrated with most anti-virus software.
· Certain ports are used by the application and need to be exempted from firewalls and file scanning
· 443 (Media Server port using HTTPS mode)
· 8084 (Media Server port using HTTP mode)
· 8406 (Database communications)
· 3121 (SFTP communications)
· 4121 (FTPS communications)
· 3030 (UDS Server Port)
· 445 (SMB communications)
· 2020 (FileSync SFTP communications)
Pre-requisite software
· Databases
· MySQL 8.4.8 (All records will be migrated to MySQL DB on MS upgrade to v1.7)
· Runtimes and Databases are bundled with the installation package and will be installed/updated if they do not exist on the target machine. Patching on existing instance of PA will not upgrade the MySQL.
· Browser Recommended
· Chrome (Latest version), Firefox (Latest version), Edge (Latest version)
Included Components 
SICK MS installer is delivered with the following components:
	Component
	Version / Comment

	SICK MS
	1.7



Note: A license file is needed to access the full functionality. This license is supplied separately and on request.
Installation:
Administrator rights are needed to install SICK MS. Installation procedure: 
1. Download the file installation.exe 
2. Execute the installation.exe file with administrator rights 
3. Follow the on-screen instructions to complete the installation 
4. Start SICK MS by launching the URL in the address bar. 
5. If your license is invalid, outdated, or not located in the correct folder, you will be redirected to a license dialog (also reachable from License & Registration page). 
6. Click the “Apply License” button to browse for and apply your license file.  
 
New Features/Improvements and Bug Fixes:
This release of SICK Media Server 1.7 introduces support for MySQL upgrade, OIDC authentication, Barcode Counter enhancements, Adding Disclaimer message to the incoming images, capability to disable HTTP from UI, Security fixes, FTPS passive data port range for file transfer, Source#2 support for ICR Camera’s, multiple device creation API in single request, SSM enhancements and UX enhancements.
	S.NO.
	New Features/Improvements
	Description

	
1
	MySQL Upgrade
	MySQL has been upgraded to version 8.4.8

	2
	OIDC Authentication
	Capability to use OIDC authentication Dashboard login and API access

	3
	Barcode Counter enhancements
	Capability to generate hourly based barcode logs and rotate them

	4
	Image disclaimer message
	Capability to add disclaimer messages to the incoming images

	5
	SICK Service Manager enhancements
	This utility supports automated certificate rotation for customers to meet strict security requirements by replacing the default self-signed SICK certificate with a customer-provided, CA-issued certificate.
This release we have UI and UX enhancements for this utility.

	6
	Security fixes
	SFTP vulnerability fixes

	7
	Disabling HTTP from UI
	Capability to disable unsecure protocol HTTP from MS dashboard without the need of a new license from UI

	8
	FTPS passive data port range
	FTPS can now acquire files using passive mode in a configurable range of ports

	9
	Source #2 support
	Capability to save incoming source #2  ICR images with _2 in filename as source#1 image

	10
	Multiple client creation API
	API to create multiple FTP/FTPS/SFTP clients in single request



Important Note While patching:
· MS 1.7 has deprecated SQLite DB
· Upon Patching MS 1.7, MS will migrate any data available in SQLite DB of previous install to MySQL
· MS 1.7 has restructured DB for performance improvements, so patching MS 1.6 over previous installs with MySQL DB will get restructured aswell, this activity is also time consuming
· SQLite to MySQL Migration of 36 million records spread across 69 Days takes around 1.5-2 hrs
· MySQL to MySQL Migration of 108 million records spread across 35 days takes around 5.5 -6 hrs
· It is advised to perform patching during down time i.e when there are no incoming images with atleast 50Gb available free space dedicated to MySQL DB drive (i.e the drive where MySQL is installed) for 100 million records (MySQL to MySQL migration) and 20Gb available space for 10 million records (SQLite to MySQL migration)
· Older images might not be visible in PA while migration is ongoing, when the records are migrated to the new DB/structure images will be visible
· Image acquisition will still work during migration process; however, it is advised to perform patching during the downtime and considering the amount of time it takes to migrate/restructure the Database
· Configuration changes like client creation, configuration changes, etc will not be allowed during migration process to avoid losing historical data
· Cleanups will be halted during the migration process however if during migration, the available disc space in the image storage drive runs out, MS will aggressively clean up the migrated records based on FIFO to make space.
· Existing applied certificate in previous version gets removed on applying MS 1.7 patch in Linux. Certificate in such cases will have to be reapplied.
· This MS version supports image data of only 339 days, patching over any existing installs with data more than 339 Days will be cleaned up.
