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The Biggest Digital Transformation Challenge: People 
Technology has moved from behind the glass-walled room of the IT 
department to the desktop, tablet, and phone of every employee in an 
organization. As an organization senses an opportunity, it deploys a new 
approach or improves an existing approach using technology to help 
streamline, automate, discover, or connect relationships between 
information and stakeholders. These innovations are often incremental 
and sometimes disruptive, but they always attempt to solve a business 
need. That need is identified by clients, partners, or employees who see the 
opportunity to apply technology in a new way.  

The insightful, and sometimes breathless, predictions regarding digital 
transformation (DX) are everywhere. "The unprecedented speed at which 
technologies are coming to market supporting DX strategies can only be 
described as frantic," declares IDC. And we are right to be mindful of both 
the potential and the challenges posed by DX. Digital transformation is increasing the rate of change in every business, in 
every line of business, and even in every role.  

These trends put developing and deploying technology at the center of business growth for all companies, new and old. 
The notion of IT organizations working like digital start-ups and becoming product focused has become a mantra for 
many CIOs. Some IT organizations are shifting from being project driven to being product driven, and this is more than 
just a nomenclature change. It requires new development practices, organizational culture changes, customer 
intelligence and focus, empathy and, above all, new ways of thinking: product thinking and service mindset. Building 
continual awareness and agreement on how to proceed is a fundamental step forward in the relationship between 
stakeholders and the IT organization: Only when everyone is committed to improving the way work gets done can an 
organization thrive in a competitive environment. 

Ultimately, successfully navigating DX requires a team with well-aligned IT roles and skill sets. People are the  
make-or-break element of a high-performing IT organization. There is simply no replacement for people with the right 
skills, attitudes, and traits. CIOs don't have the luxury of hiring a totally new roster of people with "the right stuff," so they 

People are the make-or-break element of every high-performing IT organization.  
This IDC Workbook is aimed at helping IT and learning and development (L&D) 
leaders gain a common understanding of comprehensive and strategic IT skills 
development essential for implementing an effective learning solution. 

WHAT'S IMPORTANT 

» People are the make-or-break element of a 
high-performing IT organization. 

» Comprehensive and strategic IT skills 
development is essential to successful DX. 

» Skills development programs must:  

o Focus on the right problem 

o Communicate progress 

o Include authoritative content 

o Meet learners where they are 

AT A GLANCE 
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will have to be creative in using a combination of hiring, mentoring, and training; contractors; and partners to create the 
needed mix of capabilities. 

A director of worldwide support readiness at a large technology firm explained that the proficiency of the support 
organization is critical for maintaining and expanding a strong relationship with its clients: "To address the fast-paced 
change in technology requires good subject matter understanding," but "there isn't a certification for everything." 

However, like digital transformation, technology skills development can take many forms. And just like with digital 
transformation, it's important to solve the right problem with the right combination of tools and techniques.  
This IDC Workbook is aimed at helping IT and L&D leaders gain a common understanding of comprehensive and strategic 
IT skills development essential for implementing an effective learning solution.  

Agreement between IT and L&D also helps ensure that the L&D organization properly allocates resources — effort, time, 
and financial resources — in line with organizational priorities. There is no single answer, but with a common 
understanding of the problem to be solved and of the tools available, all stakeholders can enter into an informed 
agreement regarding what approach to take and what technology skills and development solution provider to select to 
best meet the needs of the business. 

State of the Art in Technology Skills Development 

What Skill or Development Problem Are You Trying to Solve? 

It's essential that the technology skills development program be aligned in purpose and design with the intended business 
objective. That may sound obvious, but technology solutions have a way of accelerating beyond the original scope and creep 
toward a Frankenstein-esque combination of parts and intentions. It also may be true that the underlying problem is not a skill 
or development problem at all. For example, an organization thought it had a training problem, but learning consultants 
discovered that the IT support organization had a poorly defined workflow for resolving BYOD support requests. That's a 
business process problem, which training can help with, but only after the business process is defined and agreed to. 

In all cases, what you are trying to do will determine the combination of tools, content, and even organizational commitment 
that the solution needs to be successful. The following are some of the many possible reasons for initiating a training program: 

» Deepen technical knowledge for a set of employees (or all employees) 

» Improve technical knowledge related to a new technology implementation  

» Establish a leadership pipeline within IT or otherwise create/strengthen IT professional career path  

» Foster strategic skills development anticipating future technology or skill requirements 

» Onboard technical talent or level-set technical talent to the existing infrastructure and development characteristics 

» Improve specific performance objectives in data, DevOps, security, etc. 

An objective may imply the targeted employees, the range of competencies to be covered, the degree of proficiency 
required, and the time frame to complete the initiative. In all cases, build a program and select a provider that can solve 
the problem in a time frame that meets the business needs.  
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Assessments and Performance Measurement: What Is the Performance Objective? 

For nearly all technology skill problems, the goal is performance: the target learners becoming sufficiently competent to 
perform at the required level. Sometimes the demonstrated proficiency matters immediately — the ability to solve a 
specific, immediate problem or pass a certification exam. Sometimes the proficiency takes time to manifest — improved 
quality of code produced, greater collaboration between teams, or improved employee satisfaction measures. 
Sometimes the time frame is quite long or difficult to isolate — improving IT team retention or preparing for a strategic 
shift in technology infrastructure. But, in all cases, understanding what the performance standard or measure of success 
is or will be helps focus all stakeholders on the same goal.  

There are two primary measures of performance: skill assessments and performance indicators. 

» Skill assessments are the direct measurement of the knowledge, skills, and behaviors of an individual or a team. 
Assessments can be administered before training (to help determine need and guide the employee to the right 
course or level) or after training (to determine if the employee has enough skills or suggest additional training 
opportunities). Certification exams can also be used as a skill assessment in some circumstances. 

» Performance indicators are the "outcomes" of employees' knowledge, skills, and behavior and may also be 
indicative of other factors that influence performance — system capabilities, work schedules, workflows, and  
sign-offs, etc.  

If specific performance objectives are required, monitoring a specific key performance indicator (KPI) can be the most 
valuable approach to determining training success or impact. If the KPIs are not available, using post-assessments can be 
a useful measure of knowledge gained and can be helpful to demonstrate the impact of the training.  

Program Reporting: Who Is the Report for, and What Do They Need to Understand About the Program 
Progress and Impact? 

Build measurement and reporting requirements into the initial program design and consider the needs of individuals and 
their supervisors, program sponsors, and the learning and development team. It is quite typical that several types of 
reports, at different levels of detail, are necessary to satisfy the needs of all program stakeholders: outcome, 
effectiveness, and efficiency reporting. Organizations should report on progress and change from each of these three 
measurement types. The choice of specific measures will depend on the goals of the organization and the specific 
initiatives. The three measurement types are: 

» Outcome measures identify an organization's desired results and the impact of learning and development 
initiatives and processes. Examples of outcome measures include changes in enhancement delivery frequency, 
code quality, severity of security incidents, system performance or, in some cases, revenue or cost reduction as 
well as talent-oriented outcomes such as engagement, retention, and attraction. 

» Effectiveness measures provide indicators of quality as well as the extent to which employees acquire new 
knowledge or skills or can apply these skills on the job. Examples of effectiveness measures include quality of 
content and delivery, application of skills to task, and the level of manager support to apply skills in the workplace. 

» Efficiency measures provide indicators of an organization's level of activity and investment in learning and 
development. Examples of efficiency measures in learning and development include the number of participants, 
courses, and hours as well as costs for resources, vendors, and/or materials. 
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A typical management report may include a reminder of the program goals and objectives, status of courses in 
development or in progress, completion rates, and interim performance measures during the prior month or quarter, 
with indications of how those rates would be expected to project into the future. It may also include the share of target 
learners who have successfully completed the training requirements, the share of target learners who have been 
scheduled for a training program, and a forecast of the share of target learners who will complete the program by the 
end of the initiative. These are most useful as summary reports — prepared in the aggregate — such as quarterly sales 
reports or periodic financial performance reports. These "program-level" reports are helpful to inform the project 
stakeholders that the program is proceeding according to plan or to demonstrate that changes in effort or resources may 
be necessary to achieve the expected results.  

Detail reports — such as the completion status of individual employees — are quite common and may be useful to help 
supervisors or managers identify superior performance or delinquency. However, they are typically not useful to help 
monitor initiative performance, especially when the program has many components or targets many employees.  

Vendors should provide convenient access to the information that is required for reporting to various stakeholders or 
should provide customizable templates for reports. 

Authoritative Content: Who Authored the Content? 

When considering an IT training provider, understand the sources the provider uses to create the course material as well as 
who authored or collaborated on the material. This matters not just because the learning content should be accurate but also 
because adult learners are sensitive to the credibility of the source material. Especially in technical areas, IT professionals expect 
to be provided with material from authoritative sources. According to IDC research conducted over several years, IT 
professionals consider the technology vendor, current practitioners, or well-known consultants the most authoritative voices 
on how to use technology. In some cases, industry associations or trade groups have established themselves as authoritative 
sources in their specific technical areas. Regardless of whether the content comes directly from a technology vendor or is 
produced by a dedicated technology training vendor, the source material should be highly reputable and authoritative. 

Content Depth Versus Breadth: What Are the Library Size and Depth Requirements? 

Leveraging content at the right depth and breadth is important to the success of every technical learning program.  

Some programs require a specific depth of content knowledge — such as preparing for a certification exam or gaining 
proficiency in a new technology. Most programs, however, require a range of content that offers both the depth and the 
technical breadth necessary to meet the needs of all target learners. When introducing a new storage technology into 
the IT infrastructure, for instance, the implementers and infrastructure architects may need deep technical training to 
recognize the specific capabilities of the solution. Administrators may need a different type of technical proficiency, and 
application users may need to understand the new solution in another way.  

When designing the training program, consider the depth and breadth requirements of each type of target learner to 
meet the objectives of the program. Consider who might need deep technical knowledge, who might need operational 
knowledge of the solution or technology, who might need to understand the API standards, who might need to just 
know how to use the technology, and who might need to understand how this technology fits into the overarching 
technology strategy of the enterprise. 

Select vendors that have the right range of depth and breadth of content to satisfy the needs of the target learners.  
The overall size of the library doesn't matter if the learning content library has the right content for the learning purpose. 
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Company-Specific Content: How Can Company-Specific Training Be Integrated into the Training Solution? 

Some learning programs will require the development and inclusion of company-specific content — specific 
implementation characteristics, procedures, policies, and authorities, etc. Or they may require augmenting a vendor's 
library with content from a third party. 

It is most effective if this company-specific or third-party content can be seamlessly integrated into the broader program, 
and it should take advantage of the full breadth of the learning experience, including assessment and reporting.  

If company-specific training content will be or might be important, consider how the training vendor can integrate 
content into the more standardized library and how well the vendor can report usage and completion information on 
company-specific content. 

Content Paths: How Complex Should Learning Paths Be? 

Many types of learning initiatives involve multiple courses that flow in a sequence or a path. They require specific capabilities of 
the management and delivery tools to coordinate the flow of learners through their required learning experiences.  

Many learning vendors offer prebuilt learning paths to satisfy common use cases and content requirements.  
Other learning vendors permit the development or arrangement of specific content elements, courses, labs, and maybe 
even observations by supervisors into more complex paths that respond more directly to the program objectives.  
Some program objectives might need to include standard, vendor-developed content and require the inclusion of 
company-developed content and/or content from third parties.  

There is no single "best" answer to how a program should be built, but the tools and options available from the learning 
vendor should be sufficiently robust to address the needs of the most complex learning initiative.  

Anytime/Anywhere/in the Workflow Learning: Where Will Learners Be?  

The goal of most learning programs is to ensure the target learners understand the new material and can incorporate it 
into their work behaviors. This puts a premium on convenience: Learners must take the courses. Making learning as 
convenient for the target learner as possible is essential to a successful learning program.  

Convenience has often meant anytime/anywhere learning — learners can take courses at home, while commuting, or 
from their desk or wherever they work. This experience should be much like watching a movie on Netflix or Hulu: 
Learners should be able to start the course at one location, on one device, and continue it at another time on a different 
device from just the right point in the course. The training solution should also serve up the content in the best format for 
the situation — appropriate size and aspect ratio, appropriate video resolution, adaptive layout, etc. 

More recently, training solutions have been incorporated into the workflow of some applications. Think of it like a more 
sophisticated, less annoying version of "Clippy," the Microsoft assistant that provided in-context help for Microsoft Office 
through the mid-2000s. For some types of applications and technical roles, having a context-sensitive learning engine 
that can identify and serve up nuggets of learning appropriate to the task can be very useful. Those nuggets are designed 
to be short but can be a convenient gateway to more in-depth content, with links to a full-length course that contains the 
information, or related content about overview topics, or company policy.  

When selecting a technology training vendor, be sure to have a good sense of when, where, and how learners may 
consume the courses and be sure those offerings align with the needs of the target learners.  
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Push Learning and Pull Learning: Should the Program Be Learner Directed or Manager Directed? 

Beginning in early 2018, employers and the learning industry began to realize the benefits of "pull learning" where IT 
professionals identify and select their own learning paths. It wasn't a new phenomenon; IT professionals have been 
paying for their own training for decades. What was new was that IT professionals began to "take their training to work." 
As they acquired more skills, they gained more responsibilities, and probably even promotions and new job opportunities 
— all because they could "pull" learning from the cloud and learn what they wanted to learn. This created motivated IT 
employees who sought new opportunities, took the initiative, and — some research suggests — became more engaged 
with their work and their employer. 

IT employers realized that when employees self-selected a course, it was a strong indicator of self-motivation, and  
self-motivation was a strong predictor of professional dedication and professional success. IT training vendors realized 
the same motivated learners were consuming more content, and those learners were excellent advocates for specific 
approaches to training.  

But pull learning isn't appropriate for every problem to be solved by a learning program. Some learning programs are 
trying to get a group of learners to learn the same thing about cloud security, or learn how to perform penetration 
testing, or quickly get a whole team up to speed on TensorFlow. In such situations, it's not practical to wait until the target 
learners are motivated to take the specific courses. It makes more sense to solve these challenges by assigning specific 
courses to the right groups of target learners, assigning completion dates, and monitoring progress.  

Push learning and pull learning solve different learning problems and typically put emphasis on different reporting and 
measurement practices. Depending on what problem you are trying to solve, either push learning or pull learning may be 
more appropriate. 

Other Modalities: Should the Program Include Labs, Mentors, or Books? What Should Be the Role of 
Blended Learning? 

Most learning is conducted with an instructor in front of a class — either a virtual class or in a physical classroom. But 
there are many other modalities that can be important to help build technical training skills:  

» Labs. Safe, dedicated simulations or live environments that are used to help students practice or learn new 
concepts can be very beneficial to the learning process. Labs are becoming more sophisticated and can be used to 
simulate a broader range of technologies and situations.  

» Mentors/office hours. Having a knowledgeable, willing expert available to discuss, clarify, or test ideas can 
accelerate learning and can help overcome barriers in the learning process.  

» Books. Books are an essential source of knowledge, and when they are combined with purpose-built learning 
experiences, they can provide either foundational reinforcement or technical depth that a single course may not 
be able to provide. 

» Reinforcement. The simple but intentional act of prompting a learner to recall or demonstrate important concepts 
from a recent training experience can vastly improve knowledge retention and recall. Practice exercises or quizzes 
can reinforce learning experiences and help anchor new skills and knowledge firmly into the working memory of a 
learner. Reinforcement can be as complicated as spaced repetitions over an extended period. One of the most 
beneficial but overlooked modalities to improve learning is manager reinforcement. When a manager actively and 
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repeatedly asks an employee to put into practice or demonstrate skills recently learned, those skills become firmly 
embedded into the employee's skill set and can result in 10% greater performance improvement than taking an 
instructor-led course alone.  

» Boot camps or other "intense experiences." Spending a few days or a couple of weeks intensely focused on a 
course or preparing for a test can be a valuable way to gain working knowledge quickly. Boot camps are rightly 
criticized because participants can lose a large share of their new knowledge if it isn't reinforced or put into practice 
quickly and repeatedly.  

Every modality can be beneficial. Generally speaking, the more modalities that a learning program can bring to bear, the 
more successful the program will be; however, it's ineffective to select every modality possible and expect learners to 
make sense of the process. On the other hand, it is more often effective to construct blended learning programs with a 
consistent, thoughtful learning approach. Some research suggests that adult learners learn best when they repeatedly 
cycle through stages that help them learn new material, reflect and anticipate how that material might be applicable to 
their work process, and then have the material reinforced through practice, quizzes, or projects. That cycle can be 
repeated many times to cover related content or to complete a curriculum or learning path. 

When selecting a vendor or specific modalities, consider how the modality addresses the problem, budget, and  
time frame of the problem to be solved and whether the vendor has an approach to blended learning that thoughtfully 
integrates various modalities.  

Data Privacy: Who Should Know a Learner Completed a Course? 

As a learner becomes more proficient and more skilled in a topic, the employer would want to consider the individual's 
increased proficiency when determining future assignments or promotions. The employer may also be interested in 
understanding where the learner has had less success or failed to complete courses the employer had assigned. Sharing 
this information may be beneficial to the learner, or may cause embarrassment, but it seems to be within the range of 
typical employer/employee relations. On the other hand, the learner may be interested in sharing his/her increased 
competence with professional colleagues or friends. When the learner chooses to make that information public, it may 
result in professional accolades, business opportunities, or even employment offers. That, too, seems like a reasonable 
choice to disclose, or not, learning accomplishments.   

Vendors, on the other hand, should have no role in disseminating or monetizing learner information that isn't explicitly 
authorized by the learner and the employer. The employer has a proprietary interest in keeping its employee 
development initiatives and priorities confidential — as it would its product enhancement ideas. The employee may 
choose to disclose information but may equally choose to keep his/her accomplishments private. Identifiable information 
related to a learner should remain confidential if the learner has not provided explicit authorization to disclose it. 
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Worksheet: A Framework for Optimal Skills Development 
The following questionnaire is designed to help organizations create effective skills training programs.  

What skill or development problem are you trying to solve? 

• What is the learning program use case, including target learners and proficiency targets? 

• What will be the benefit to the organization if the development problem is satisfactorily addressed? 

What is the performance objective? 

• What are the operational performance measures that will change? 

• Do you need to measure or test the proficiency of the individual learners? 

Who is the report for, and what do they need to understand about the program progress and impact?    

• Who are the various stakeholders that will be monitoring the progress of the training program? 

• What do stakeholders care about?   

Who authored the content? 

• Is the content accurate and current? 

• Is the content authoritative? 

What are the library size and depth requirements? 

• Does the library meet current needs, or will it need to be supplemented? 

• Is a large share of the contracted library relevant to the target learners? 

How can company-specific training be integrated into the training solution? 

• Can company-specific content be tracked and managed conveniently? 

How complex should learning paths be? 

• Are all learners beginning at the same place? 

• Do all target learners have the same performance objectives? 

Where will the learners be?  

• How might the demographics and characteristics of the target learners impact the ability of learners to 
participate in the program or the success of alternative modalities? 

Should the program be learner directed or manager directed? 

• Is the learning program best supported by "pull" learning or "push" learning? 

Should the program include labs, mentors, or books? What should be the role of blended learning? 

• What modalities are available within the budget, timing, and constraints of the course? 

Who should know a learner completed a course? 

• Who should have access to learner records or transcripts? 

• What responsibility does the vendor have to maintain confidentiality? 
  



 

 

 

 

 
Page 9 #US45527119 

IDC WORKBOOK How to Solve the Technology Skills Development Problem 

 

 

 

 

 

 

 About the analyst: 

 

Cushing Anderson, Vice President, IT Education and Certification Research 

Mr. Anderson's research coverage ranges from the value certification provides to IT professionals to 
the selection criteria used when selecting transformation training for the IT organization. He conducts 
regular research on the views and experiences of IT professionals and IT education buyers. And he 
frequently evaluates the impact of various types of training and certification on IT organizational 
performance. 

  

  

IDC Corporate USA 

5 Speen Street 
Framingham, MA 01701, USA 

T 508.872.8200  

F 508.935.4015 

Twitter @IDC  

idc-insights-community.com  

www.idc.com 

This publication was produced by IDC Custom Solutions. The opinion, analysis, and research results presented herein are drawn from 
more detailed research and analysis independently conducted and published by IDC, unless specific vendor sponsorship is noted. IDC 
Custom Solutions makes IDC content available in a wide range of formats for distribution by various companies. A license to distribute 
IDC content does not imply endorsement of or opinion about the licensee. 

External Publication of IDC Information and Data — Any IDC information that is to be used in advertising, press releases, or 
promotional materials requires prior written approval from the appropriate IDC Vice President or Country Manager. A draft of the 
proposed document should accompany any such request. IDC reserves the right to deny approval of external usage for any reason. 

Copyright 2019 IDC. Reproduction without written permission is completely forbidden. 

https://www.idc.com/getdoc.jsp?containerId=PRF000009
https://www.idc.com/prodserv/custom_solutions/index.jsp

