Update Baseline Tool Documentation

Purpose of this tool

This tool is specifically for IT Administrators that manage their devices via Group Policy
Management Console (GPMC). The update baseline is a collection of Microsoft recommended
policy configurations to ensure compliance while providing a great user experience. This tool is
a powershell script that will preload update baseline policy configurations into GPMC. From
GPMC, the update baseline can be deployed to devices across an organization.

How to use this tool

To apply the baseline and import the Group Policy Object (GPO) into GPMC, simply run the
Baseline-ADImport.ps1 script in PowerShell.

4 Administrator: Windows PowerShell
S C:\Users\ad-admin\Down loads T_test\MSFT Windows Update\Scripts> start
PS C:\Users\ad-admin\Downloads T_test\MSFT Windows Update\Scripts> .\Baseline-ADImport.psl
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To verify the GPO has been imported into GPMC via powershell run the following command:

GET-GPO -ALL
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5f-00c04fb984f9

ficationTime
rvers
omputerver

s\ad-admin\Downloads \MSFT_test\MSFT Windows Update\Scripts>

The GPO will then show up in GPMC.
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Pre-existing policies, GPOs, and settings do not have to be changed or deleted in order to apply
the update baseline. Once the update baseline (which will appear in GPMC as ‘'MSFT Windows
Update’) is loaded into GPMC, it is up to the IT Administrator how to link or apply the update
baseline GPO.

Testing Local Group Policy

This is a walkthrough of how to test the update baseline locally by applying the GPO via Local
Group Policy Object (LGPO).

1. Download LGPO.exe from the Security Compliance Toolkit.
2. Open PowerShell in administrator mode.
3. Run the command .\LGPO.exe /g '.\ GPOs\{FBFC7958-2560-4F6A-8261-
FE2748359B15}\'
a. If LGPO.exe is not in the same location as the update baseline tool, replace
'LGPO.exe’ with the full file location path of LGPO.exe

EX Administrator: Windows PowerShell - O X

PS C:\windows\system32\UpdateBaseline> .\LGPO.exe /g
LGPO.exe v2.2 - Local Group Policy Object utility

Import Machine settings from registry.pol: .\GPOs\{FBFC7958-2560-4F6A-8261-FE2748359B15}\DomainSysvol\GPO\Machine\regi
stry.pol
PS C:\windows\system32\UpdateBaseline>

Additional documentation on LGPO can be found here as well as in the LGPO.zip.

Policy Analyzer

Policy Analyzer can be used to compare a current GPO against the update baseline. Download
Policy Analyzer here by selecting Policy Analyzer.zip. To compare GPOs in policy analyzer, the
GPO must be backed up and saved to import into Policy Analyzer.

Manually importing update baseline GPO

Alternatively, the update baseline GPO can be added to GPMC manually by creating a new blank
GPO, right clicking and selecting ‘Import Settings,” and selecting the GPOs folder of this tool as
the backup folder.



https://www.microsoft.com/en-us/download/details.aspx?id=55319
https://techcommunity.microsoft.com/t5/microsoft-security-baselines/lgpo-exe-local-group-policy-object-utility-v1-0/ba-p/701045
https://www.microsoft.com/en-us/download/details.aspx?id=55319

Tips to improve your experience even further

As a part of the update baseline tool, “Specify active hours range for auto-restarts” has
been set to disabled which gives users the default active hours range of 18 hours. By
designating active hours, Windows will not update a device during this time frame. To
improve this experience, we recommend setting this policy to Not Configured. This will
allow for the end user to select their own range of active hours. Alternatively, if the end
user leaves the policy unconfigured intelligent active hours will be initiated. When
intelligent active hours is in place, Windows detects the active hours based on the user’s
personal usage giving a more accurate estimate of the user’s actual active hours and a
more catered experience of when the update takes place. Be aware users must set the
policy to Not Configured in their local policy for intelligent active hours to take effect.
Most organizations have their own phased deployment plans set up via varying policies
to manage when updates are offered across their organization. The baseline tool is
designed to ensure compliance and a great experience once an update is offered, rather
than to manage when it is offered. For those looking to receive updates as soon as they
come out, configure the “Select when Preview Builds and Feature Updates are received”
> "After a Preview Build or feature Update is released, defer receiving it for this many
days” to 0. This policy is located under Windows Update > Windows Update for Business.
The baseline is to provide an industry proven and tested known good state that has
been fine-tuned particularly to improve update velocity while adding a good update
experience. The baseline by itself may or may not fit all of an organization’s needs and IT
Administrators are encouraged to tweak and alter the policies set to find what
configurations best suit their organization.

Where our baseline tool differs from the whitepaper

The group policy configurations included in the update baseline tool vary slightly from those
outlined in the Optimizing Windows 10 Update Adoption whitepaper. To achieve the exact
behavior outlined in the whitepaper, configure the following policies within GPMC after loading
the update baseline GPO into GPMC:

Allow updates to be download automatically over metered
o In the whitepaper this policy is recommended to be set to enabled. Enabling this

policy will indeed improve update velocity as it expands the window of
opportunity to take an update (via metered connection). However, this setting
has been configured as disabled in the update baseline tool because enabling
this policy can incur additional costs based on how an organization’s metered
data plan is charged. If an organization’s data plan allows for downloads over
metered connections, IT Administrators are encouraged to configure this policy
to enabled to improve update velocity.


https://www.microsoft.com/en-us/download/details.aspx?id=101056

e Select when Preview Builds and Feature Updates are received > After a Preview Build or
feature Update is released, defer receiving it for this many days
o Deferrals in the white paper are commended to 0 to get updates immediately. To
respect deployment plans already in place we do not alter this.



