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Build: 12 Months Build: 1 FTEs Build: $65,000 §
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Project Overview
Today: No Security 9 Month: Behavioral & People f:Process Technology
Awareness Program Change Aligned
« Chief Information « Security Policy « Learning Management
T Security Officer Development System
p— —==C « Chief Technology + Qualitative Risk « Knowledge Repository
‘ ‘ (\') { ‘T) Officer Assessment « Newsletter
« Corporate « Awareness Training Creation/Publishing
l l Communications Topic Schedule Software
2 Months: Compliance Future (1+ Years): Long- Manager + Practical Check on + Gamification
Focused Program Term Sustainment + Human Resources Learning/Phishing Infrastructure
Representative - Gamification/Leader
Board Development
Critical Success Factors
— Current State Risk Profile
e Compliance with all applicable regulatory
o Regulatory Risk: Non-compliance with cyber Factor 1 O standards associated with security awareness
regulations aroundsecurity training and awareness
G Specialized training of high-risk groups and
o Business Risk: Loss of proprietary or sensitive F:::::; O individuals
businessinformationas a result of a cyber incident
e Operational Risk: Inability to leverage enabling Success . Culturatlhacceptar.]ci'of security awareness
. across the organization
technology for day to day functions s 8
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Project Details
Develop Foundational Policy Documents: Revision —— RACI

of existing security policies to include suggested
security awareness guidance.

Qualitative Risk Analysis: Estimatingand risk
ranking cyber human risks by their probability and
impact to ourorganization

Initial Training: Leveraging in house or outside
resources to conduct high impact initial training

0 Convening Advisory Board: Select and regularly
meet with members for different business units for
input and guidance into security awareness matters

G Gathering Qualitative Metrics: Incorporate a metrics

program which utilizes KPIs and KRls

Conduct Targeted Training: Facilitate specialized
trainingfor high risk and privileged members of the
organization

Begin Ambassador Program: Formallyempower
security ambassadorsacross differentregions

Push Regular Newsletters: Begin sending outa
customized security newsletter with rotating topics

Gamification of Training: Develop the building
blocks for security awareness gamification

Highly Confidential

Chief Information Security Officer

Security Awareness Officer, Security Awareness
Personnel

Chief Information Officer, Advisory Board

Department Heads, Information Technology Staff,
Human Resources Managers, Ambassadors

— Project Sequencing

1 Months 3 Months 6 Months

9 Months 1+ Year

C

— Outputs

. Established Annual Training Schedule

Formation of Security Awareness Advisory Board
. Specialized and Localized Training Modules
Quantitative Metrics Collection and Analysis

. Adoption of Security Awareness Gamification
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