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V1.4 |Modify BIOS flash SOP for secure flash. 07/21/2012
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Flash System uEFI BIOS SOP for DOS:

1. Copy BIOS folder to USB Disk. You can rename the BIOS folder. For example: rename to
P11-A0.

2. Boot system to DOS mode.

3. Enter BIOS folder.

4. Enter “Service\DOS” folder.

C:i\>cd Pl11-R0

C :\P11-AB>cd service
C :\P11-AG\SERVICE>cd dos

5. Execute “dosflash.bat” file.

C:\>cd P11-A8

C:\P11-AB>cd Service
C:\P11-ABG\SERVICE>cd dos
C:\P11-AB\SERVICE\DOS >dosf lash_

6. Process to flash BIOS (Don't reset)
C :\P11-ABNSERVICE~DOS>dosf lash

E:\PII—HE‘\SERUICEWES)HFUDDS . . “~ROM~C43A1815.CAP P /B N /R

i AMI Firmware Update Utility u3.82.88 '
: 112 American Megatrends Inc. All Rights Reserve ;
Reading flash ............... done

Secure Flash enable '

- FFS checksums ok

Loading capsule to secure memory buffer ... done

Erasing Boot Block

Updating Boot Block

Uerifying Boot Block

Erasing Main Block

Updating Main Block
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7. When finished BIOS update, please press any key to reboot the system.
8. Press “Del” to enter BIOS setup.

9. In Exit page, select “Load Default Settings” and press “Enter” key.

Load Defauly el ings

b T I':qun‘u -:1..__ fi
F7t Load User Oefmilt,
Zetl lngs e
Fa1 Fave as user
ROTTINER

Load Default Settings

Sl Eelect ECrmen.

Th:= Select [tem

Eriter: Selsct

/=2 Thange Opi.

F7: Load Uses Defaull
Setrings

FE: Seve s User Defadls
Serting=

F9: Load DefaulTl 'ﬁ#'ltllﬂ‘l:ﬁ
Fi0: Gawe B ExiT Serap
ESC: Discard Changes sndi S
ExXLt E&Tup i

11. Select “Save & Exit Setup” and press “Enter” key.
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ESD: Discard
Exit Setun

Setup —

Save configuration and exit?

Enter: 1

wfwn Change e
F7: Load User Defsull
SetLings o
FB: Saye as User Defadls
Sett ngs i
Fa: Load (efault Sat!
Fio: Sawve & Exit S8t
£50: Discard Changs s
Exle Setup

13. Flash BIOS is finished.
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Flash System uEFI BIOS SOP for Windows:
1. Open “WIN\win64” folder .

o

Mame Date modified Type Size
wingd 10/21/201312:58 ...  File folder
2. Please double click “Winflash.bat”.

Marne . Date modified Type Size

s AFUWINGUI 772012 11:43 AM Application B65 KB
[ AFUWINGUI 5/23/2011 1:37 AM Text Document & KB
. afuwinxbd 7/17/201211:43 AM  Application 330 KB
|| AFLIWINxE T/6/2012 3:08 PM Text Document 3 KB
I..j AMI_Aptio AFU_User_Guide_ MDA 77672002 3:10 PM PDF File 31T KB
|%| amifldrv32.sys 4/20/201211:18 AM System file 13 KB
% amifldrvbd.sys 4/20/201211:16 AM - Systern file 16 KE
|| readme 7/6/2012 3:08 PM Text Docurnent 4KE
|| readme_afuwin /82012 312 PM Text Docurnent | KB
| Winflash 8/22/2012 8:45 PM Windows Batch File | KB

3. Process to flash BIOS (Don't reset).

ghts Rezepved.

- done
-2 RON size with signature...

* to secure memory buffer ... done

Erasing Boot Block done
Updating Boot Block ¢
Uerifying Boot Block

Eraszing Main Block

When finished BIOS update,please press any key to reboot the system.
5. Press “Del” to enter BIOS setup.

6. In Exit page, select “Load Default Settings” and press “Enter” key.
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Load Default Seitings

. oy

bi=1 Changs Opt.
F11 Load lises
Tettlngs

Fai Save as Wser
SOt lhgs

F51 Lonsl Default £

E20: Dlscard Changes
Exly SEtun

Load Default Settings

Losd Default S

el Eelect Boreen

Th: Select Dtem

Enter: Select

/=2 Thange Opi.

F7: Load User Defalln
Setlings

FE: Seve s User Defadls
Sertings

F9: Loed Defaull SeTtings |
Fid: Save B ExiT - Serap:
ESC: Discard Changes snd
ExXLt E&Tup

8. Select “Save & Exit Setup” and press “Enter” key.
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ESD: Discard
Exit Setun

Setup —

Save configuration and exit?

Enter: 1

wfwn Change e
F7: Load User Defsull
SetLings o
FB: Saye as User Defadls
Sett ngs i
Fa: Load (efault Sat!
Fio: Sawve & Exit S8t
£50: Discard Changs s
Exle Setup

10. Flash BIOS is finished.
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Flash System uEFI BIOS SOP for UEFI Shell(64bit):

A: For Built-in EFI shell:

1. Copy BIOS folder to USB Disk. You can rename the BIOS folder. For example: rename to
P11-A0.

2. Plug in the USB disk included flash tool and UEFI firmware to the system ,power on and
press "F12” hotkey to invoke Boot Menu ,select to boot from UEFI Shell.Refer to below
picture.

Please select boot device:

UEFI: Built-in EFI Shell
SATA PM: WDC WDT7S00BPVT-22HX2
SATA SM: Slimtype BD E DL4E

Enter Setup

T and {4 to move selection
ENTER t0o select boot device
ESC to boot using defaults

3. Select the U-Disk file-system(eg:fs5) under uEFI Shell.
4. Enter the BIOS folder.
5. Enter "Service\EFI" folder.

Shell> fs5:
fsS5:\> cd P11-A0

fs5:\P11-A0> cd service

- fs5:\P11-A0\Service> cd efl

6. Execute "efiflash.nsh" file.

10
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' Shell> fsS:
fs5:\> cd P11-A0
- f85:\P11-A0> cd service

- f85:\P11-A0\Service> cd efl

fs5:\P11-A0\Service\EFI> efiflash_

7. Flashing process(Don't reset or turn off the power).Refer to below picture.
$5:\P11-A0\Service\EFI> efliflash
ef if lash> nqufixﬂ . \Humu#antuxa CAP /P /B /N /R

e . . . . o . . . . L i, £ T N L T . i

AMI Firmware Update thilltu va. o,

HELure Flaﬂh gnabled, recalculate ROM size with 51gnaturef1
- FFS cheCckSUmME «scasev.. OK

Loading capsule to secure memory buffer ... done

Erasing Boot Block .......... done

Updating Boot Block ......... done

verifying Boot Block ........ done

Erasing Main Block ........ .. done
Updating Main Block ......... 0x00208800 (52%)

8. When finished BIOS update,please press any key to reboot the system.
9. Press “Del” to enter BIOS setup.

10. In Exit page, select “Load Default Settings” and press “Enter” key.

11
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t Settlngs

Ras L

Tl1 Galect

Enter: Selec

#4=1 Changs Ook.
ET: Load (ser Oefault
Eettlngs e
Fli Zave an User f
RO TINRS

F31 Load Defmult S0t
Fior Save & Exitl Ssiun
E20: Dlscard Changes
Exlt Setun

11. Select “Yes” and press “Enter” key.

Load Default Settings

Load Dofault Se11ings

Losd Default Settl

+-:oEeiect ECrmen
Th: Sslsct [tem
Eriter: Selsct

/=2 Thange Opi.
Laad Uzer Default

= oz Lzer DEfadlt
oefaull SOTTIOES

T Bave B ExiT -Seran
C: Discard Changos and

12
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13. Select “Yes” and press “Enter” key.

/=2 Change Ogk.

F71 Load User Defsull
SetLings
FE: Save as User Defaul
Sett ngs L
Fa: Load (efault 38

Fio: Sawve & Exit Setup
EEC: Discard Changes

Exit Setup

14. UEFI Firmware update is complete.

13
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B: For Non Built-in EFI shell:
1. Make a bootable EFI USB disk
2. Copy BIOS folder to USB Disk. You can rename the BIOS folder. For example: rename to
P11-A0.
3. Plug in the USB disk included flash tool and UEFI firmware to the system ,power on and
press "F12” hotkey to invoke Boot Menu ,select to boot from UEFI Shell.

Refer to below picture.

Please select boot dewice:

UEF I: SanDisk Cruzer Mini o.=2

Pl: Slimtupe BD E DLaAETS
SanDisk Cru=zerr Mini o.2 |
Enter Setup HE

T and 4 To mowve sSselect ion
ENTER TtTo select boot dew ice
ESC TtTo boot us ing defaults

3. Select the U-Disk file-system(eg:fs5) under uEFI Shell.
4. Enter the BIOS folder.
5. Enter "Service\efi" folder.

Shell> fs5:

fsS5:\> cd P11-A0

fsS:\WP11-A0> cd service

- fs5:\P11-A0\Service> cd efl

6. Execute "efiflash.nsh" file.

' Shell> fsS:
fs5:\> cd P11-A0
- f85:\P11-A0> cd service

- f85:\P11-A0\Service> cd efl

fs5:\P11-A0\Service\EFI> efiflash_

7. Flashing process(Don't reset or turn off the power).Refer to below picture.

14
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$Si\P11-A0\Service\EFI> efiflash
efiflashy ﬂqufixE4 \RDH\E#EHIUiE CAP /P /B /N /R

AMI Firmware |_|;_:|jatr_= Utility v3.02.00
Copyright (C)2012 American Megatrends Inc. All Hightsﬁ_

Readlng flash
Secure Flash enabled, recalculate ROM size with signature. s

- FFS checksums ....

Loading capsulé to secure memnrg buffer ... done
Erasing Boat Block . ... done

Updating Boot Elu:k .. ... doOne

verifying Boot Block ........ done

Erasing Main Block .. done
Updating Main Block ... . 0x00208800 (52%)

8. When finished BIOS update, please
9. Press “Del” to enter BIOS setup.

10. In Exit page, select “Load Default Settings” and press “Enter” key.

Load Default Sstiings

1 e lect -Borsem
Ti1 Salect Ttem
Enimr: Select
1 Change Dok .
Load eer Defsilt

] Haer eEfmell

T Entiings
.

11. Select “Yes” and press “Enter” key.

15
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Load Default Settings

S D = E—
B Load Default Settlings

Losd Default Settl

#-:oEmiect ETrmon.
Th: Sslsct [tem
Eriter: Selsct

/=2 Thange Opi.

F7: Load Uses Defaull

= oz Lzer DEfadlt

F9: Loed Defaull SeITiogs
Fid: -Save B ExiT - Serap
ESC: Discard Changes snd
Exlt E&tup

+i-t Change. .
F7: Load u==‘?£{q; t
SRttings .

Fi: Bave as User D
Settings i

F9: Loaod Oefault 8

ESC: Discard
Exdt Selup

#+; Select Scroen
Tl: Eelect Item
Ernter: EBEmlect

wf=1 Change Opk.

F?: Load User Defsull
SerLings . _
FB: Save as User Defaul
Extt ings (e
Fo: Load Default Seftings
Fio: Save & Exit SEUURE SN
EEC: Discard Changes l!'l:lfl:-:_'
E Exit Setup

. =
14. UEFI Firmware update is complete.
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