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‘About Windows Password Kracker

I Windows Password Kracker is a free software to recover the lost or forgotten Windows

password. It can quickly recover the original windows password from either LM (LAN Manager)
or NTLM (NT LAN Manager) Hash.

Windows encrypts the login password using LM or NTLM hash algorithm. Since these are one way hash
algorithms we cannot directly decrypt the hash to get back the original password. In such cases 'Windows
Password Kracker' can help in recovering the windows password using the simple dictionary crack method.

Before that you need to dump the password hashes from live or remote windows system using pwdump tool. Then
feed the hash (LM/NTLM) for the corresponding user into 'Windows Password Kracker' to recover the password for
that user.

In forensic scenarios, investigator can dump the hashes from the live/offline system and then crack it using
'Windows Password Kracker' to recover the original password. This is very crucial as such a password can then be
used to decrypt stored credentials as well as encrypted volumes on that system.

'Windows Password Kracker' uses simple & quicker Dictionary based password recovery technique. It repeatedly
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generates LM/NTLM hash for each password in dictionary file and then compare it with input hash to check for the

right password. SX Alexa Toolbar »
By default it comes with sample password file. However you can find good collection of password dictionaries (also Download
called wordlist) here & here. o

ur Toolbar!
Though it supports only Dictionary Crack method, you can easily use tools like Crunch, Cupp to generate
brute-force based or any custom password list file and then use it with 'Windows Password Kracker'.

—
It works on both 32 bit & 64 bit windows systems starting from Windows XP to Windows 8. @ e @

Install New SecurityXploded Alexa
toolbar to stay Fresh & Smart...
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»
Here are the main features of Windows Password Kracker New Tools

“ Router Password Kracker
» Free tool to quickly recover the Windows login password. » Windows Password Kracker

» Supports Windows password recovery from both LM & NTLM Hash. ¥ Hash Kracker

¥ Fire Master Cracker
» Uses simple dictionary crack method. )
¥ Virus Total Scanner
» Displays detailed statistics during Cracking operation ¥ Instant PDF Password Remover
» Stop the password cracking operation any time. ? SX System Suite
“ Browser History Spy
¥ Very easy to use with cool GUI interface. b Shell Detect
» Generate Windows Password Recovery report in HTML/XML/TEXT format. ¥ Password Unlocker
» Includes Installer for local Installation & Uninstallation.

Top 10 Tools »

¥ Facebook Password Decryptor
Installation & Un-installation. b rre rem e
¥ Fire Password Viewer

“» Chrome Password Decryptor

Windows Password Kracker comes with Installer to help in local installation & un-installation. This installer has

intuitive wizard which guides you through series of steps in completion of installation. ¥ SX Password Suite

“ Browser Password Decryptor
At any point of time, you can uninstall the product using the Uninstaller located at following location (by default) » Spy DLL Remover

“ IE Password Decryptor

“ Download Hash Verifier

¥ Spy BHO Remover

1,000,000 Downloads »

It is very easy to use tool for any generation of users.

One Million Downloads for Our
Facebook Password Decryptor Tool...

Here are simple steps

» Install 'Windows Password Kracker' on any system (preferably faster high end systems). Download eBook »

» Use pwdump tool to recover the password hashes from live or offline windows system. Sample output will be

as shown below

Search and download your favorite
eBooks...

Each dumped user account is in following format New Articles »

¥ In-Memory Execution of an

Executable

¥ Malware Memory Forensics

On newer operating systems (such as vista, win7 etc) LM hash will be absent as it is disabled by default. ? DLL Injection and Hooking
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¥ Creating Keygen for Crackme Code
¥ Once you get the password hash, you can copy either LM (preferred) or NTLM hash onto 'Windows ¥ API Call Tracing - PEfile, PyDbg and

Password Kracker'. IDAPython

¥ Automation of Reversing Through
¥ Then select the type of hash as LM or NTLM from the drop down box. Scripting
¥ Next select the password dictionary file by clicking on Browse button or simply drag & drop it. You can find a ¥ Reference Guide - Reversing &
sample dictionary file in the installed location. Malware Analysis Training
“ Demystifying iPhone Forensics on
¥ Finally click on 'Start Crack' to start the Windows Password recovery.

i0sS 5
» During the operation, you will see all statistics being displayed on the screen. Message box will be displayed ¥ Assembly Programming - A
Beginners Guide
on success.
¥ Set up your own
¥ At the end, you can generate detailed report in HTML/XML/Text format by clicking on 'Report' button and Pen-testing/Hacking Lab Network
then select the type of file from the drop down box of 'Save File Dialog'. using a Single...
¥ Social Engineering - The Human
Factor
Screenshots Partner Conference »
», 26th - 29th
Here are the screenshots of Windows Password Kracker Leela Kempinski [l i
Gurgaon, Delhi

Screenshot 1: Windows Password Kracker is showing the recovered Password from NTLM hash. w:;'g"u"“;':
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WindowsPasswordKracker is successfully tested on Windows XP to latest operating system, Windows 8.

It can recover the hash password successfully for LM /NTLM hash value.

Disclaimer

'Windows Password Kracker' is designed with good intention to recover the Lost Windows Password.

Like any other tool its use either good or bad, depends upon the user who uses it. However neither author nor
SecurityXploded is in anyway responsible for damages or impact caused due to misuse of
WindowsPasswordKracker.

Read our complete 'License & Disclaimer' policy here.

Iielease History

Version 1.0: 3rd Aug 2012

First public release of Windows Password Kracker.

FREE Download Windows Password Kracker v1.0

License : Freeware
Platform : Windows XP, 2003, Vista, Win7, Win8
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"I have found 'SecurityXploded' tools
to be an invaluable asset in many of
our Forensic Investigations..."

- James, Police Dept, Delaware, USA
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