 Managed Print Services Statement of Work[image: ]







MANAGED PRINT SERVICES

STATEMENT OF WORK

FOR

[CUSTOMER NAME GOES HERE] 


Xerox Services Contract Number
xxxxxxx-xxx

DRAFT

SOW Version Date
xx/xx/xxxx







[bookmark: OLE_LINK1][bookmark: _Toc535846293]Table of Contents
1	Description of Services	4
1.1	Executive Summary	4
1.2	Key Dates	4
1.3	In-Scope Devices	4
2	Definitions	5
3	Transition	7
3.1	Transition Delay	7
3.2	Customer Transition Responsibilities	7
3.3	Project Management	7
3.4	Xerox Service Desk Workflow Implementation	7
3.5	Equipment Certification	8
3.6	Xerox Tools	8
3.7	Final Service Operations Preparation Activities	10
3.8	Cultural Change Management	10
4	Transformation	11
4.1	Transformation Delay	11
4.2	Transformation Preparation	11
4.3	Assessment	11
4.4	Transformation Design	12
4.5	Transformation Scheduling	13
4.6	Delivery, Installation, and Removal	13
4.7	End User Education	15
5	Service Operations	16
5.1	Governance and Performance	16
5.2	Service Level Management	16
5.3	Reporting	16
5.4	Xerox Service Desk Support	17
5.5	Break Fix Management	18
5.6	Supplies Management	20
5.7	Move, Add, Change, and Dispose (MACD)	21
5.8	Equipment Security	24
5.9	Accessing Xerox Service Features	25
5.10	Accessing Xerox Advanced Analytics	27
6	Site and Device Listing	28
6.1	Site Listing	28
6.2	Devices	28
6.3	Equipment Deployment Schedule (Quantity)	28
6.4	In-Scope Third Party Hardware	28
EXHIBIT A: DEVICE DATA ELEMENTS	30
EXHIBIT B: FEE SCHEDULE	31
EXHIBIT C: RESOURCES	32
SCHEDULE A:  XEROX® PRINTER SECURITY AUDIT SERVICE (“XPSAS”)	36



[bookmark: _Toc131687602][bookmark: _Hlk131684370]Description of Services
[bookmark: _Toc535846294][bookmark: _Toc131687603]Executive Summary
[bookmark: _Hlk486519075]This Statement of Work (“SOW”) is made by and between Xerox Corporation (“Xerox”), located at  [insert Address], and [Customer name] (“Customer” or “Purchasing Entity”), located at [insert Address], which shall collectively be known as the “Parties”, pursuant to the terms and conditions of the NASPO ValuePoint Participating Addendum [PA Addendum #] and the NASPO Value Point Master Agreement [Master Agreement #] (“Agreement”) between the Parties for the purpose of providing Managed Print Services.  
[bookmark: _Hlk3195064]In case of a conflict between the terms in this SOW and the Agreement, the terms of the Agreement shall control.
This SOW outlines the roles and responsibilities of the Parties and the Services to be provided by Xerox in the Output Environment at the Sites. Xerox shall design, create, install, and operate the Services solution in three (3) phases: Transition, Transformation, and Service Operations as further described herein.  For the avoidance of doubt, if a Services is not called out in this SOW, it is considered out of scope to the SOW.
[bookmark: _Toc131687604][bookmark: _Hlk3295450]Key Dates
· [bookmark: _Hlk47969859]The effective date of this SOW shall be the effective date of the Order to which this SOW is attached (“Effective Date”). 
· The Term of this SOW is the term of the Order to which this SOW is attached, including any extensions thereto as mutually agreed upon by the Parties.
· Upon the completion of Transition, Xerox will begin the provision of the Services during the Service Operations phase of this SOW.
[bookmark: _Toc131687605]In-Scope Devices
	Device Type
	In-Scope
	SLAs Applicable

	Xerox Equipment
	
	

	Third Party Hardware – owned
	
	



[bookmark: _Toc535846296][bookmark: _Toc131687606]Definitions
Terms defined in the Agreement and used herein shall have the meaning set forth in the Agreement unless expressly defined herein.
Ad Hoc Request – A request by Customer for any services that are not a part of this SOW.  
Additional Equipment – Equipment that is not listed in the Xerox proposed Site Plan, but which the Parties mutually agree to add to a Site Plan for an incremental charge.
Assessment – The activities undertaken by the Parties as set forth herein, to gather information and develop Site Plans.
Asset Tag Number – A unique bar-coded number for each Device that is to be managed pursuant to this SOW.  This is in addition to the manufacturer assigned serial number.  
Break Fix – The issue resolution, repair, or maintenance of all Devices (also known as “Maintenance Services” for Equipment).
Business Day / Hours – The hours during which Xerox shall perform the Services, which are Monday through Friday, 8:00 AM to 5:00 PM, local Site time, excluding Customer’s holidays. 
Capabilities – The functionalities available in a Multifunctional Printer (“MFP”) (e.g.  printing, scanning, copying, faxing, etc.).  
Change Control Process – A systematic approach to managing all changes made to the Services and Devices supported under this SOW. All changes shall be made via a change control document (SOW amendment or an Order) agreed to by the Parties, prior to implementation of such changes.
[bookmark: _Hlk47969922]Customer Caused Delay – Customer, or Customer’s agents’, failure to perform or facilitate completion of the Customer accountable Transition or Transformation activities outlined in this SOW, which result in elongating the Transition and / or Transformation project schedule as documented in the Project Plan. 
Customer Caused Failure – A Device and/or Service interruption that is caused by Customer, including, but not limited to: (i) moving a Device, (ii) Customer Software or other print and network infrastructure issues, including any printing issues related to applications not certified by Customer on Equipment, (iii) failure to install adequate virus protection, (iv) use or modification of a Device inconsistent with the original equipment manufacturer (OEM) documentation for such Device, (v) use of items not manufactured, sold or recommended by the OEM, (vi) unauthorized use of a Device (vii) misuse of Devices by Customer.  
Customer’s Service Desk – A help desk operated by or on behalf of Customer.
Customer Software – The software programs, in object code, and programming (and all modifications, replacements, upgrades, enhancements, documentation, materials and media related thereto) reasonably required or requested to be provided by Customer and used by Xerox under this SOW, including for example, SQL, workstation image, and anti-virus software on Customer servers running the Xerox Tools.  Customer Software expressly excludes all software and Xerox Tools as defined in the Agreement.
Device – All In-Scope Equipment (and Third Party Hardware if In-Scope) which may include single function printers, MFPs, desktop scanners and fax machines.
End User – Customer’s employees, personnel, vendors, subcontractors, or guests at Sites who are authorized to utilize the Devices.
Equipment – In-Scope Xerox-brand equipment (i.e.  printers, copiers, MFP’s, and their included accessories).
Fault – An interruption in the operation of a Device that is caused by either a Hard Device Failure or a Customer Caused Failure.
Hard Device Failure – A Device-related issue that requires a trained Xerox resource to restore the Device to operating status.
Impression - An image produced by any Device.  Double-sided Impressions and Impressions larger than A4 8.5 x 14 inches may be counted as two (2) Impressions.
Impression Volume – The total number of Impressions produced within a specified timeframe, as reported by the Xerox Tools.    
In-Scope – Devices, Sites, and End Users which have been agreed to be entitled to receive the Services provided by Xerox under this SOW.
MACD – (Move Add Change Dispose) – The movement, addition, change, or disposal of a Device in the Output Environment.
MFP – (Multifunction Printer) – A Device that includes various Capabilities, including, but not limited to copying, printing, faxing, and scanning.  
Network-Attached Devices – Devices connected to Customer’s electronic data network and that are accessible by the Xerox Tools, as defined in the Agreement, for purposes of gathering the data needed to provide the Services.
[bookmark: _Hlk52809834]On-Site – That which takes place, or is situated, at a Site.
Output Environment –The printing, faxing, copying, and scanning activities generated from Devices and related Services in support thereof.
Project Plan – Xerox and Customer shall develop this operational document containing the specific activities and schedules to be conducted and followed in accordance with the terms of this SOW.  
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Services – The combination of software, technology, people, and processes provided to manage and support all Devices, Sites, and End Users as defined in this SOW.  Such Services may be referred to as Managed Print Services (MPS) or Intelligent Workplace Services (IWS).  
Service Incident – An individual occurrence or event that requires proactive (Xerox initiated) or reactive (Customer initiated) Break Fix, Supplies, MACD, or other Services.  
Service Incident Management – The management of Service Incidents from the point of request to resolution including, tracking the status of Service Incidents, and reporting on Service performance levels as set forth in this SOW.
Service Level Agreement (or “SLA”) – Performance standards and the associated metrics used to measure Xerox’s achievement of Service performance levels.
Site – Customer or eligible affiliate location where Services are performed and/or Devices are installed as set forth in this SOW.
Site Contact – A specific End User identified by Customer to be the designated point of contact at a Site for any support issues involving Devices, including the installation of Equipment, startup of Services, End User education, remote diagnostics support, and management of the Supplies at their Site(s).  
Site Plan – The plan created by Xerox for Services and Devices for each respective Site, or discrete locations within a Site, (e.g.  floors, departments, buildings, etc.).  Individual Sites may contain one or more Site Plans. 
Supplies – Collectively refers to Consumable Supplies, as defined in the Agreement, (and Third Party Supplies if In-Scope, as defined herein).  Generally, Supplies includes toner and ink, and excludes paper and staples.  
Third Party Hardware – Non-Xerox brand devices.
Third Party Supplies – The supplies provided for Third Party Hardware comparable to those Consumable Supplies provided for Equipment (see definition for Consumable Supplies in the Agreement for details).  Toner and ink for Third Party Hardware may be OEM manufactured, non-OEM compatibles, remanufactured, or reprocessed.
Transformation – The implementation of the Equipment and Services at all Sites in accordance with the Site Plans.
Transition – The establishment of the Services within the Customer Output Environment, as outlined in this SOW.
Xerox Service Desk – A Xerox service center that acts as a single point of contact to receive inbound calls from Customer and receive proactive alerts from Network-Attached Devices
[bookmark: _Toc535846297][bookmark: _Toc131687607]Transition
1 [bookmark: _Toc535845700][bookmark: _Toc535845787][bookmark: _Toc535845872][bookmark: _Toc535846085][bookmark: _Toc535846298][bookmark: _Toc535846506][bookmark: _Toc536123252][bookmark: _Toc536123531][bookmark: _Toc536123582][bookmark: _Toc536123678][bookmark: _Toc536123900][bookmark: _Toc536696155][bookmark: _Toc198819][bookmark: _Toc199031][bookmark: _Toc1634629][bookmark: _Toc5379040][bookmark: _Toc5380131][bookmark: _Toc5900731][bookmark: _Toc5900908][bookmark: _Toc13564295][bookmark: _Toc41659821][bookmark: _Toc41659875][bookmark: _Toc49156600][bookmark: _Toc49156695][bookmark: _Toc49156753][bookmark: _Toc49156811][bookmark: _Toc49156863][bookmark: _Toc49156921][bookmark: _Toc49171431][bookmark: _Toc49175374][bookmark: _Toc81378326][bookmark: _Toc97631388][bookmark: _Toc131684106][bookmark: _Toc131687608]
2 [bookmark: _Toc535845701][bookmark: _Toc535845788][bookmark: _Toc535845873][bookmark: _Toc535846086][bookmark: _Toc535846299][bookmark: _Toc535846507][bookmark: _Toc536123253][bookmark: _Toc536123532][bookmark: _Toc536123583][bookmark: _Toc536123679][bookmark: _Toc536123901][bookmark: _Toc536696156][bookmark: _Toc198820][bookmark: _Toc199032][bookmark: _Toc1634630][bookmark: _Toc5379041][bookmark: _Toc5380132][bookmark: _Toc5900732][bookmark: _Toc5900909][bookmark: _Toc13564296][bookmark: _Toc41659822][bookmark: _Toc41659876][bookmark: _Toc49156601][bookmark: _Toc49156696][bookmark: _Toc49156754][bookmark: _Toc49156812][bookmark: _Toc49156864][bookmark: _Toc49156922][bookmark: _Toc49171432][bookmark: _Toc49175375][bookmark: _Toc81378327][bookmark: _Toc97631389][bookmark: _Toc131684107][bookmark: _Toc131687609]
[bookmark: _Toc131687610][bookmark: _Toc535846300]Transition Delay
[bookmark: _Hlk47970391]Xerox shall not be liable for failure to meet the Project Plan or the SLAs where Xerox is unable to establish the Services, due to a Customer Caused Delay. 
[bookmark: _Toc131687611]Customer Transition Responsibilities
As a condition precedent to Xerox’s obligation to perform its responsibilities under this SOW, Customer shall provide the following: (a) materially accurate headcounts at each Site; (b) reasonable access during Business Hours to all Sites necessary from the Effective Date through the Term; (c) reasonable access to End Users during Business Hours; (d) establishment of the storage and On-Site personnel work space as detailed in the Service Operations section of this SOW.  Customer shall be responsible for the transition of Third Party Hardware to Xerox. 
[bookmark: _Toc535846302][bookmark: _Toc131687612]Project Management
Both Xerox and Customer will provide a resource to be the main point of contact for coordination of appropriate resources throughout Transition and Transformation, or until an agreed upon time during Transformation.  
The Parties will work to complete the Project Plan within the first four (4) weeks of the Effective Date as follows:
	[bookmark: _Hlk47971048]ID
	Activity
	Accountable

	1. 
	The Parties shall each provision a Project Manager to deliver the Services
	Xerox and Customer

	2. 
	Provision of other resources to work with Xerox to ensure that the Services and processes shall be enabled during Transition and Transformation
	Customer

	3. 
	Develop Project Plan 
	Xerox and Customer

	4. 
	Provide final Project Plan to Customer.  This plan will detail the timeline, obligations of the Parties and activities for the intended roll out of Transformation for all Sites
	Xerox

	5. 
	Execute the Project Plan activities as defined    
	Xerox and Customer

	6. 
	Conduct Transition and Transformation project review meetings
Such meetings shall include:
-	Status on roll-out plan
-	Status on action and issues logged
-	Decisions that need to be made
-	Risks assessed
-	Communication plan and any other relevant subjects
	Xerox and Customer

	7. 
	Attend Transition and Transformation project review meetings
	Xerox and Customer 

	8. 
	Provide escalation protocol detailing contact names and escalation flow
	Xerox and Customer

	9. 
	Construction and provision of End User communication.  Xerox will advise Customer on best practices
	Customer


[bookmark: _Toc479503920][bookmark: _Toc479503965][bookmark: _Toc479503921][bookmark: _Toc479503966][bookmark: _Toc535846304][bookmark: _Toc131687613]Xerox Service Desk Workflow Implementation
Xerox Service Desk workflow implementation will be completed and tested to verify proper transfer of Service Incident information from Customer to Xerox.  Validation will include the data to be captured, transferred, closed, and tracked for all Service Incidents and the process for Xerox to notify Customer of Service Incident closure and provide Service Incident Management access to the Customer.  
	[bookmark: _Hlk47971066]ID
	Activity
	Accountable

	1. 
	Document Xerox Service Desk process flows to be used 
	Xerox

	2. 
	Provide access to resources and personnel required to complete workflow implementation
	Customer

	3. 
	The Parties shall develop test plans, with success criteria
	Xerox and Customer

	4. 
	The Parties shall validate results against test plans / success criteria
	Xerox and Customer

	5. 
	Provide toll free number for End Users
	Xerox


[bookmark: _Toc463366203][bookmark: _Toc535846305][bookmark: _Toc131687614]Equipment Certification  
All new Equipment models will be tested and certified in Customer’s environment by Customer to ensure compatibility with the network, all software applications, print drivers and other environmental concerns.  Xerox shall make available Xerox OEM print driver(s) and recommended Xerox OEM printer driver(s) configuration to Customer.
	[bookmark: _Hlk47971080]ID
	Activity
	Accountable

	1. 
	Complete testing and certification of Equipment before any new models are installed as part of Transformation, and when a new model is proposed for the Output Environment
	Customer

	2. 
	Provide one (1) unit of Equipment, via a separate Order, of each type/model of Equipment for up to thirty (30) days, for certification purposes, whenever that Equipment is not currently available in the Output Environment 
	Xerox

	3. 
	Complete the certification process within thirty (30) days from date of installation
	Customer

	4. 
	Validate all Equipment Capabilities for compliance with any Customer information technology and security policies as required by Customer  
	Customer

	5. 
	Provide documentation to Xerox to identify configuration settings of Equipment made by Customer and/or any changes Xerox is required to make on newly installed Equipment
	Customer


[bookmark: _Toc535846306][bookmark: _Toc131687615]Xerox Tools
The appropriate Xerox Tools will be selected, installed, used, and managed solely by Xerox for the delivery of the Services.  The installation of Xerox Tools shall require dedicated server(s) to be installed, functional, and attached to the Customer network infrastructure.  
Xerox Tools are installed on the Customer’s network to monitor networked compliant SNMP Devices automatically.  Device information is collected and then uploaded and maintained in the Xerox hosted asset management database.  
On-Site Xerox Tools Deployment: Installation and Configuration Requirements
	[bookmark: _Hlk47971133]ID
	Activity
	Accountable

	1. 
	Provide required Xerox Tools software and hardware, server, database, network, and firewall specifications to Customer IT group
	Xerox

	2. 
	Procure, install, and configure server, database, network, and firewall to required specifications
	Customer

	3. 
	Assist in the implementation of the On-Site Xerox Tools by providing required network information such as the IP address ranges and/or subnets on which Devices reside, appropriate server access credentials, and other required data and settings
	Customer

	4. 
	Install and configure On-Site Xerox Tools to monitor and manage required Network-Attached Devices on the Customer’s network
	Xerox

	5. 
	Provide Xerox with administrative rights to the server during the installation of the Xerox Tools and during maintenance
	Customer

	6. 
	Propose the settings for the On-Site Xerox Tools including but not limited to polling intervals and alerts 
	Xerox

	7. 
	Facilitate review and agreement on the settings for the On-Site Xerox Tools including but not limited to polling intervals and alerts
	Xerox

	8. 
	Perform application data backup test
	Customer

	9. 
	Support application data backup test
	Xerox


Xerox Tools Connectivity
All Network-Attached Devices must be accessible over the Customer network by the On-Site Xerox Tools.  The On-Site Xerox Tools must be allowed to scan approved ranges of the Customer network periodically for SNMP-compliant Devices, otherwise additional charges may apply.
[bookmark: _Hlk46506288]Connectivity – Xerox Tools (Hosted) Application(s)  
[bookmark: _Hlk47971258][bookmark: _Hlk47971277]Xerox shall host some Xerox Tools in a secure off-Site environment which communicate directly with the On-Site Xerox Tools deployed within the Customer’s network, as per the Xerox Device Manager Certification Guide provided by Xerox.  All Xerox Tools will be remotely accessible by Xerox personnel, per the Xerox Device Manager Certification Guide.  Xerox and the Customer will agree upon the content and frequency of secure encrypted communications with the Xerox Tools at the hosted Xerox Site.
Xerox Tools Update(s)
Upon implementation of the Xerox Tools, Xerox will provide on-going maintenance and update(s) of the Xerox Tools, as necessary.  
	[bookmark: _Hlk47971294]ID
	Activity
	Accountable

	1. 
	Provide notification of On-Site Xerox Tools updates that must be performed 
	Xerox

	2. 
	Schedule updates with Customer’s team with reasonable notification of not less than thirty (30) days, unless otherwise required and agreed upon by the Parties 
	Xerox

	3. 
	Updates that can be completed remotely, without Xerox On-Site assistance, shall be coordinated with Customer during the notification and planning of such updates 
	Xerox

	4. 
	Provide access and enable Xerox to update the Xerox Tools as required 
	Customer

	5. 
	Provide the most current available version of the Xerox Tools as required to perform the Services, as determined by Xerox, during the Term
	Xerox

	6. 
	Prior to any update of Xerox tools, ensure appropriate backup of data and application servers, or other supporting applications
	Customer


Backup and Support for Xerox Tools Servers
	[bookmark: _Hlk47971313]ID
	Activity
	Accountable

	1. 
	Provide advance notification to Xerox of all maintenance and upgrades to any Customer Software and third party software that may affect the proper operation of Xerox Tools
	Customer

	2. 
	Back up all Customer Software applications installed on the servers hosting the Xerox Tools and MS SQL on at least a monthly basis
	Customer

	3. 
	Back up all databases associated with Xerox Tools 
Conduct daily incremental and (weekly or monthly) full backups of all data tables and data associated with the Xerox Tools database installation on MS SQL Server.  Verify that backups can be read and installed
	Customer

	4. 
	Hardware and system software maintenance of servers hosting Xerox Tools or Xerox Tools data on the Customer network
	Customer

	5. 
	Provide appropriate and sufficient virus protection for the servers hosting Xerox Tools or Xerox Tools data on the Customer network
	Customer



To the extent that Customer utilizes a third party provider for the support and maintenance of its information technology infrastructure, including the servers hosting the Xerox Tools and MS SQL, or otherwise has access to such, the Customer agrees that it shall require all such third party providers to execute written obligations of confidentiality, in regards to Xerox’s Confidential Information, including, but not limited to the Xerox Tools,  which are no less restrictive than those set forth in the Agreement and this SOW.
[bookmark: _Toc131687616]Final Service Operations Preparation Activities
	[bookmark: _Hlk47971339]ID
	Activity
	Accountable

	1. 
	Document the procedures and the Xerox and Customer accountabilities in support of the Service Operations section of this SOW
	Xerox

	2. 
	Provide standard report sample as identified in the Reporting section
	Xerox

	3. 
	Where applicable, manage the transfer of Services from the current contractors for Third Party Hardware maintenance and Third Party Supplies procurement to Xerox while not disrupting the Xerox Transition activities
	Customer


[bookmark: _Toc131687617][bookmark: _Toc535846308]Cultural Change Management
[bookmark: _Hlk47971388]Cultural Change Management is a communication process that enables the Customer to inform and prepare their End Users for the introduction of new technology and processes related to the Services.  A communication plan shall be mutually agreed upon by the Parties, developed and implemented by the Customer throughout Transition and Transformation.  
	[bookmark: _Hlk47971400]ID
	Activity
	Accountable

	1. 
	Provide generic communication samples and templates to support the change management efforts 
	Xerox

	2. 
	Review, amend and/or develop content of all communications
	Customer

	3. 
	Determine communication methods, options and distribution timelines
	Customer

	4. 
	Develop communication plan and appropriate timeline
	Customer

	5. 
	Update electronic communication templates such as posters, labels, etc.  with Customer provided logo’s
	Customer

	6. 
	Provide input, develop content, review and approve proofs of the communication collaterals
	Customer

	7. 
	Produce and distribute electonic and/or hard-copy communications to End Users
	Customer



[bookmark: _Toc131687618]Transformation
[bookmark: _Toc535846309][bookmark: _Toc131687619]Transformation Delay
[bookmark: _Hlk47971423][bookmark: _Toc486574277][bookmark: _Toc535846310]Xerox shall not be liable for failure to meet the Project Plan or the SLAs where Xerox is unable to deploy Equipment as outlined in the Site and Device Listing section, due to Customer Caused Delays. 
[bookmark: _Toc131687620]Transformation Preparation
	[bookmark: _Hlk47971444]ID
	Activity
	Accountable

	1. 
	Customer to provide print policy, which is the statement of Customer’s requirements for basic default print parameters such as: black and white only, double sided by default  
	Customer

	2. 
	Propose process to manage requests for ‘interim Equipment’ i.e. replacement Equipment requested by the Customer prior to any Transformation activity occurring at the requested Site. Interim Equipment may be implemented prior to the completion of Transformation at the requested Site to replace an existing device; the interim Equipment will not however be replaced as part of the Site Plan implementation. Interim Equipment will not be subject to SLA measurement and may require reactive Service Incidents
	Xerox


[bookmark: _Toc535846311]
[bookmark: _Toc131687621]Assessment
The Parties shall jointly complete a detailed Assessment, collecting the Device Data Elements as outlined in Exhibit A and described herein, and complete the placement of asset tags on all Devices.  The Assessment will be completed per the agreed upon Project Plan.
	[bookmark: _Hlk47971472]ID
	Activity
	Accountable

	1. 
	Conduct an Assessment for each Xerox Responsible Site, either remotely via the Xerox Tools, or physically at Site as determined by Xerox, to collect the required Device Data Elements 
	Xerox

	2. 
	Conduct an Assessment for each Customer Responsible Site, to collect the required Device Data Elements
	Customer

	3. 
	Use the Device Data Elements from Assessments to create Site Plan recommendations
	Xerox

	4. 
	Import asset data and complete the linking of Devices with the Xerox Tools
	Xerox

	5. 
	Provide the asset tags to be used for the Assessments and asset tagging process 
	Xerox

	6. 
	Enter all Device Data Elements into the appropriate Xerox Tools
	Xerox

	7. 
	Provide Site Contact name and phone number for each location.  Personnel should be available to support Assessments as necessary
	Customer

	8. 
	Provide digital floor plan for each location in .jpg, .bmp, or .tif format.  If digital floor plan is not available, a digitized version of evacuation map is acceptable.  Customer will provide digital maps to Xerox no less than two (2) weeks prior to the Assessment and asset tagging activities described below
	Customer


Xerox Responsible Assessment Site(s)
The Parties shall mutually agree to the Project Plan for Xerox Responsible Assessment Sites and the governance process for capturing the asset information.  Xerox will schedule resources to complete the Assessment and asset tagging of Devices for those Sites containing thirty (30) or more Devices (“Xerox Responsible Assessment Sites”) as identified in Site Listing table.  
	[bookmark: _Hlk47971486]ID
	Activity
	Accountable

	1. 
	Schedule resources to visit Site (if required)
	Xerox

	2. 
	Conduct Assessments of Devices  
	Xerox

	3. 
	Populate Assessment and Device Data Elements
	Xerox

	4. 
	Affix an asset tag to the front of each Device visible to End Users for easy access
	Xerox


Customer Responsible Assessment Site(s)
The Parties shall mutually agree to the Project Plan for Customer Responsible Assessment Sites and the governance process for capturing the Device Data Elements.  Customer is responsible for the tasks as defined below, for those Sites containing less than thirty (30) Devices (“Customer Responsible Assessment Sites”) as identified in Site Listing table.
	[bookmark: _Hlk47971526]ID
	Activity
	Accountable

	1. 
	Conduct Assessment of Devices  
	Customer

	2. 
	Populate Assessment and Device Data Elements using the Xerox-provided web portal, or mutually agreed to process
	Customer

	3. 
	Affix an asset tag to the front of each Device visible to End Users for easy access 
	Customer


Xerox Tools Device Data Elements  
The Parties shall jointly provide as many of the Device Data Elements outlined in Exhibit A, as is appropriate, for the purposes of maintaining the current asset database in the Xerox Tools.  It is understood that some Device Data Elements may not be available and that those missing elements shall be accepted by both Parties.  Customer is responsible for providing Xerox with relevant information during the Assessment of the Devices.  
All required Device Data Elements must be correctly identified and populated in the Xerox Tools database before the Device can be put In-Scope and managed.  
[bookmark: _Toc479503931][bookmark: _Toc479503976][bookmark: _Toc479503932][bookmark: _Toc479503977][bookmark: _Toc535846312][bookmark: _Toc131687622]Transformation Design
Site Plan Design 
[bookmark: _Hlk4065582] Following the completion of Assessment, Xerox shall propose a Site Plan.  The Site Plan recommendation shall include:
· Asset Disposition List
	[bookmark: _Hlk48030057]ID
	Activity
	Accountable

	1. 
	Develop initial Site Plan recommendation by selecting the most appropriate Equipment configurations based on the Site and Device Listing Section in this Statement of Work, and/or any existing devices to be retained
	Xerox

	2. 
	Map existing Impression Volumes against Devices in the Site Plan
	Xerox


Site Plan Review Process
The Parties shall utilize the following review and approval process for Site Plan recommendations
	[bookmark: _Hlk48030072]ID
	Activity
	Accountable

	1. 
	Deliver initial Site Plans to Customer
	Xerox

	2. 
	Review initial Site Plan recommendations.  Provide approval or submit any requested In-Scope exceptions within five (5) Business Days of receipt of the Site Plans from Xerox 
	Customer

	3. 
	If In-Scope exceptions are requested, review financial, program, and resource impacts of the requested changes and provide updated recommendations within ten (10) Business Days of its receipt of such change requests
	Xerox

	4. 
	Provide approval on all change requests within five (5) Business Days of receipt of revised Site Plan
	Customer

	5. 
	Escalate to designated contact if any timeframe for decision has not been met
	Xerox

	6. 
	Site Plan is considered final upon the Parties approval and inclusion of all exception requests 
	Xerox and Customer


[bookmark: _Toc535846313][bookmark: _Toc131687623]Transformation Scheduling
	[bookmark: _Hlk48030152]ID
	Activity
	Accountable

	1. 
	The Parties shall coordinate the completion of the implementation on each Site by the respective Project Managers 
	Xerox and Customer

	2. 
	The Parties shall complete the Project Plan for new Equipment delivery
	Xerox and Customer

	3. 
	Upon final target delivery date being agreed to by the Parties, any subsequent changes will be subject to the Change Control Process 
	Xerox and Customer

	4. 
	The Parties shall complete a remote pre-implementation Site readiness review, including confirmation of planned deployment dates, resources, and Site escorts prior to scheduling Equipment delivery
	Xerox and Customer

	5. 
	Coordinate delivery and setup of the new Equipment according to the process for installation of Equipment
	Xerox 

	6. 
	Coordinate appropriate Customer resource necessary for Equipment configuration, connectivity to the network, print queue setup, and print driver installation
	Customer 

	7. 
	Coordinate any necessary support infrastructure changes deemed necessary including but not limited to network drop installation, phone drop installation or space changes including acquisition of furniture for desktop Equipment
	Customer 

	8. 
	The Parties shall agree on the remote access method using secure software applications/tools for configuration and implementation of Equipment  
	Xerox and Customer


[bookmark: _Toc535846314]
The Site will be considered Transformed (completed) when the configuration of Devices at the Site aligns to the mutually agreed upon Site Plan.  If Customer requests Equipment to be added to a Site Plan after a Site has been Transformed, those Devices will be considered Additional Equipment, and handled using the “Add” process detailed in the MACD section of this document. 
[bookmark: _Toc131687624]Delivery, Installation, and Removal
All delivery, installation, and related removal activities work will be performed during Business Hours.  Any Services to be performed outside Business Hours will require a request by the Customer with sufficient advance notice for Xerox to comply with the delivery and installation of any Equipment, and additional device delivery appointment charges may apply as per the Exhibit B Fee Schedule.  If an item assigned to and confirmed by Customer as complete is determined to be incomplete at time of Equipment installation, a Site revisit charge, as provided under Exhibit B Fee Schedule shall apply.
Removal of devices, by Xerox, shall be scheduled to be completed in conjunction with Equipment delivery.  Removal of devices that requires additional trips to the Site shall be charged a Site revisit charge, as provided under Exhibit B Fee Schedule.
[bookmark: _Hlk48030172]Xerox shall remotely configure some or all Equipment using secure software applications/tools (including but not limited to: LogMeIn, VPN Connection, or WebEx) and Internet-based network connectivity to the Customer’s data network and Sites.  Xerox shall utilize said applications/tools during a remote session or sessions.  Customer acknowledges and agrees to support Xerox in providing the IT and Site or Customer facilities contact information to facilitate and enable Xerox to perform such remote installation and configuration of Equipment.  
	[bookmark: _Hlk48030229]ID
	Activity
	Accountable

	1. 
	Deliver new Equipment to the Customer designated receiving areas, in accordance with the agreed deployment schedule and Site Plan  
	Xerox

	2. 
	Validation / confirmation of Equipment deliveries
	Customer

	3. 
	Provide skilled On-Site resource to validate appropriate space, network, electrical and phone requirements 
	Customer

	4. 
	Assist and enable Xerox to deliver Equipment to the designated receiving areas  
	Customer

	5. 
	Provide Xerox with all Site-specific delivery restrictions and instructions in advance of the Equipment delivery date, such that the Project Schedule for the Site(s) is not delayed or negatively impacted
	Customer

	6. 
	Move Equipment from designated receiving areas to specific install locations per agreed to Site Plan
	[Xerox or Customer]

	7. 
	Remove out of scope customer owned and/or leased devices from the Output Environment
	[Xerox or Customer]

	8. 
	Provide Site access to Xerox for scheduled delivery and installation of Equipment
	[Xerox or Customer]

	9. 
	Install Equipment and configure to the baseline Equipment settings mutually agreed to and documented prior to installation.  Connect to power supply, attach appropriate peripherals, load of initial paper (provided by Customer), perform initial testing of basic Equipment features (including duplex and finisher if applicable).  Removal and disposal of associated packaging materials
	[Xerox or Customer]

	10. 
	Configuration of Network-Attached Equipment to the network, including providing all LAN connections, connection of the Devices to network and phone ports, assignment of IP addresses or Host names, and set up the print queues.  This includes approving Xerox printer drivers and install drivers on the server
	Customer

	11. 
	Connect new Equipment to Xerox Tools
	Xerox

	12. 
	Distribute, load, and configure the print driver(s) to the appropriate workstations
	Customer

	13. 
	Application printing testing following Device set up is a ‘Key User’ responsibility.  Should Key User experience any issue during testing, User should raise Service Incident for resolution  
	Customer

	14. 
	Update and configuration of the print queues and test the printing of the Equipment
	[Xerox or Customer]

	15. 
	Authenticate with badge if applicable
	Customer

	16. 
	Tag existing devices identified for disposal
	[Xerox or Customer]

	17. 
	Move / Remove existing devices (Customer-owned or leased) 
Note: Customer may request Xerox removal of Customer-owned or leased devices for placement in a Customer-provided On-Site secure storage area.  Such requests will be subject to additional charges, which will be quoted upon request
	[Xerox or Customer]

	18. 
	Customer shall have thirty (30) days from completion of Transformation to remove all existing devices tagged for disposal and provide validation to Xerox, so Xerox can update the Xerox Tools database.  Once an existing device is disposed, said existing device cannot be re-used within the Output Environment without prior written agreement by Xerox, via the Change Control Process
	Customer


[bookmark: _Toc131687625][bookmark: _Toc451853123]End User Education
	[bookmark: _Hlk48030261]ID
	Activity
	Accountable

	1. 
	Provide access to computer-based on-line End User education and technical documentation for Equipment including the use of the Capabilities of the Equipment including printing, copying, faxing, and scan-to-email (as appropriate)

End User education will also include the installation of paper and Consumable Supplies and instructions for general issue resolution such as removing paper jams, print drivers; etc.
	Xerox

	2. 
	Communicate End User education availability to Site Contacts and/or End users to ensure they know where and how to access the Equipment specific End User education materials
	Customer

	3. 
	Request Xerox-led training (e.g. On-Site; Remote Facilitated; etc.) if desired via the Change Control Process at an additional charge
	Customer


[bookmark: _Toc535846317]
[bookmark: _Toc131687626]Service Operations
[bookmark: _Toc535846318][bookmark: _Toc131687627]Governance and Performance
The Parties will meet on a regular basis to enable timely and accurate communication; allow for planning and alignment with Customer’s objectives and requirements as set forth in this SOW; and provide timely resolution of issues.  Meetings may include On-Site, web conferencing, and teleconference meetings.  
	ID
	Activity
	Accountable

	1. 
	Provide a representative to lead and monitor the provision of the Services
	Xerox

	2. 
	Document meeting minutes and distribute to all attendees
	Xerox

	3. 
	Ensure appropriate personnel are available for meetings, including IT contact and Executive Sponsor
	Customer


Operational Reviews
Xerox will schedule joint communication and status review meetings with the Customer’s designated focal point as required.  Xerox recommends a monthly operations review.  Topics discussed may include:
· Open issues and progress toward resolution
· Proposed /impending changes
· Status of special projects
· Customer support requirements
· Customer management support
· Communication needs
Quarterly Business Reviews
A formal management meeting to discuss the Services and their relationship to the Customer’s strategic business goals shall be conducted on a mutually agreed upon schedule.  Xerox recommends a quarterly business review where applicable.  Topics discussed may include:
· Review of applicable reports and trends for the quarter
· Review of overall Services
· Review of the progress of the resolution of previously discussed open issues
· Innovation proposals and opportunities
· Major business and technology changes affecting the Services
[bookmark: _Toc477443912][bookmark: _Toc487208402]Management Structure  
The Parties shall provide resources to comprise an Operations Team for the management of the Services as defined in this SOW.  The team shall consist of various personnel focusing on specific functions of the Services.   A detailed listing of the Xerox and Customer resource roles is provided in Exhibit C.  
[bookmark: _Toc535846319][bookmark: _Toc131687628]Service Level Management  
See the Agreement for Service Level Agreements (SLAs).
[bookmark: _Toc535846320][bookmark: _Toc131687629]Reporting
Xerox will monitor performance of the Devices and the effectiveness of the Services.
	[bookmark: _Hlk48030531]ID
	Activity
	Accountable

	1. 
	Track, monitor and report on Device performance 
	Xerox

	2. 
	Provide a consolidated, standard set of management reports (detailed below) measuring the performance and delivery of the Services.  The reports will also include Impression Volume information
	Xerox

	3. 
	Additional and / or alternate reports may be requested by Customer.  Additional reports may be quoted upon request, and additional charges as provided under Exhibit B Fee Schedule shall apply and shall be added to the Services via the Change Control Process  
	Customer


Standard Reports 
	ID
	[bookmark: _Hlk48030581]Report Name
	Description
	Frequency

	1. 
	Service Performance Report
	Service performance in relation to Service Level Agreement Target
	[Monthly or Quarterly]

	2. 
	Asset Status Report
	Device asset properties
	[Monthly or Quarterly]

	3. 
	Service Incident Report
	All Services-related aspects of incident management  
	[Monthly or Quarterly]

	4. 
	Volume Detail Report
	Detailed Impression Volume for Devices 
	[Monthly or Quarterly]


[bookmark: _Toc535846321][bookmark: _Toc131687630]Xerox Service Desk Support
The Xerox Service Desk will handle requests, incidents, supplies ordering, MACD administrative support, and asset database management for all Services and Devices.  
Xerox Service Desk
The Xerox Service Desk provides Service Incident Management. The Xerox Service Desk receives and processes both reactive Service Incidents initiated by the Customer and proactive Service Incidents that are initiated by network-connected Devices using Xerox Tools.   If a Service Incident reported to the Xerox Service Desk is identified as an issue that the Customer is responsible for resolving, including without limitation, desk-side support, print queue/print server, or network connectivity, then the Xerox Service Desk shall send the Service Incident to the Customer’s Service Desk for closure/resolution, along with any available problem identification information that was provided to Xerox.  
Standard Xerox Service Desk Service Elements
	[bookmark: _Hlk48030627]ID 
	Service Elements
	Accountable

	1. 
	Standard Operating Hours: Business Hours
	Xerox

	2. 
	Language(s) Provided: English.  Other languages may be available at additional cost
	Xerox

	3. 
	Reactive Services:  Xerox will provide the following means for Customer to initiate Service Incidents:
· Telephone call
· Xerox Services Portal (XSP) or Fleet Management Portal (FMP)
· Xerox Support Assistant (XSA)
	Xerox

	4. 
	Proactive Services:
Xerox will proactively monitor the Network-Attached Devices for Supply and Break Fix alerts remotely, using Xerox Tools, which will auto-generate Service Incidents 
	Xerox


Proactive Service Incidents
Proactive alerts enable Xerox to provide proactive Break Fix Service delivery and Supplies monitoring and just-in-time delivery for Network-Attached Devices.  
If Xerox Tools detect a Device condition that has exceeded an established threshold, then a Device remote alert shall be generated, and the Incident shall be reported to the Xerox Service Desk.
	[bookmark: _Hlk48030669]ID
	Activity
	Accountable

	1. 
	Xerox Service Desk shall attempt to resolve the Service Incident using remote diagnostic tools without Customer intervention
	Xerox

	2. 
	If resolved, the Xerox Service Desk shall close the Service Incident as resolved
	Xerox

	3. 
	If not resolved, Xerox shall contact a pre-designated Site Contact or End User to perform remote diagnostics, when appropriate, for selected issues and Devices 
	Xerox

	4. 
	The designated Site Contact or End User shall assist Xerox with reasonable remote diagnostic procedures to provide proper diagnosis and timely resolution
	Customer

	5. 
	If Xerox is unable to resolve with remote diagnostics, then Xerox shall dispatch a technician
	Xerox


Reactive Service Incidents
[bookmark: _Hlk13562403]As noted in the End User education section, End User education includes the installation of paper and Consumable Supplies as well as the instructions for the resolution of routine issues such as removing paper jams, print drivers; etc.  When an End User encounters a problem that requires Xerox’s assistance to resolve, they may create a reactive Service Incident via one of the means noted in the Standard Xerox Service Desk Service Elements section.
	[bookmark: _Hlk48030724]ID
	Activity
	Accountable

	1. 
	Initiate a Service incident with Xerox and provide the required Service Incident information:  (a) End User name, email, and contact number; (b) Site; (c) address, building and floor number; (e) type of Device or Service; (f) the Asset Tag Number; (g) brief problem description
	Customer

	2. 
	Work with End User to perform remote diagnostics, when appropriate for the reported problem(s) and Devices 
	Xerox

	3. 
	The End User shall assist Xerox with reasonable remote diagnostics procedures to allow for proper diagnosis and timely resolution
	Customer

	4. 
	If Xerox is unable to resolve the problem with remote diagnostics, then Xerox shall dispatch a technician
	Xerox


[bookmark: _Toc535846322][bookmark: _Toc131687631]Break Fix Management
[bookmark: _Hlk53910646]Xerox shall provide the management of Break Fix Service Incidents to the point of issue resolution including, but not limited to remote resolution, dispatching of a technician or vendor, tracking the status of Break Fix Service Incidents, and reporting on Service performance levels as set forth in this SOW.  The Customer will provide access to each Site and Device.  Remote monitoring of Network-Attached Devices enables Xerox to remotely resolve or proactively dispatch a Xerox resource for Break Fix Service Incident resolution.  In the table below are conditions required for Xerox’s effective delivery of the Services described in this SOW. 
Third Party Hardware (if applicable)
For In-Scope Third Party Hardware, Xerox shall follow OEM guidelines on whether a component is End User replaceable or not. If Xerox determines that a unit of In-Scope Third Party Hardware is classified by the OEM as service discontinued, or parts or Supplies are no longer commercially available, or the cost of repair exceeds the value of the Third Party Hardware, Xerox shall discontinue Break Fix Service. Customer may: (i) replace such In-Scope Third Party Hardware at its own expense with a Device that is then-supported by Xerox; or (ii) notify Xerox to delete such In-Scope Third Party Hardware from the Services set forth herein, via the Change Control Process.
	[bookmark: _Hlk48030942]ID
	Activity
	Accountable

	1. 
	Perform maintenance on supported, Devices, including warranty and non-warranty parts and labor 
	Xerox

	2. 
	Determine when and if a Device is to be repaired, replaced, or eliminated and communicate such change to Customer 
	Xerox

	3. 
	Provide Break Fix Service Incident dispatching Services when required
	Xerox

	4. 
	Perform parts procurement
	Xerox

	5. 
	Perform OEM-required maintenance on Devices, except for (i) older model OEM Devices with limited or no parts availability; (ii) Devices where it is no longer economically viable to repair such Device; or (iii) warranty services on Devices leased from third parties  
	Xerox

	6. 
	Responsible for the following: 
· provide a single point of contact (typically the Operations Executive with sign-off authority) to work with Xerox to authorize out of scope services
· provide written Customer internal escalation procedures to be used by Xerox
· provide reasonable accessibility to each Site
· provide End User contact information and support for remote problem determination and resolution efforts
· replacement of Device cartridge-based maintenance kits and components designated as End User replaceable by the OEM
· clear any non-repetitive papers jams, and replenish paper
· cleaning user interface surfaces
· any printing issues and Faults not caused by a Hard Device Failure
	Customer


[bookmark: _Toc427749522]On-Site Maintenance Services
On-Site Maintenance Services are incremental to the standard Break Fix Service for Devices.
The On-Site Maintenance Services shall:
· Understand common fault codes and correct them
· Diagnose and correct common image quality problems
· Perform color balancing and color printer calibration, when required
· Promote Break Fix Service Incident avoidance, including use of web-based applications that provide self-help, troubleshooting guidelines, and other technical resources for problem resolution
· Clean Devices and distribute Customer-inventoried Supplies to the On-Site Maintenance Services supported Sites described below
· [bookmark: _Hlk51855724]For every On-Site Maintenance Services supported Site, receive Supplies from Customer, and distribute Supplies to respective End Users.   Receiver is responsible and shall be responsible for any post-delivery delays that may result in a Device running out of a given Supply
· For every On-Site Maintenance Services supported Site, properly dispose of used cartridges according to federal, state, and local regulations
· Be available to the Customer during Business Hours
· Support up to [enter #] Devices
· See Site Listing for Sites serviced under On-Site Maintenance Services 
On-Site Technical Services
On-Site Technical Services are incremental to the standard Break Fix Service for Equipment.
The On-Site Technical Services shall:
· Be responsible for escalating specific machine issues to the Xerox Service Desk.  Identify and resolve potential Equipment service problems 
· Perform standard Break Fix service 
· Perform service maintenance tasks including high frequency service items, when applicable
· Understand machine fault codes and correct them
· Diagnose and correct common image quality problems
· Replace major components in the print engine, fusing subsystem, and paper handling areas of the print engine.
· Perform color calibration as required
· Promote Break Fix Service Incident avoidance, including use of web-based tools that provide self-help, how-to information, troubleshooting guidelines, and other technical resources to resolve problems locally.  This requires the On-Site Technical Services to have access to the Internet at the Site
· Maintain the On-Site inventory of parts.  Customer is responsible for providing a secure location for parts to prevent theft or unwarranted usage of such
· Be available to the Customer during Business Hours
· Support up to [enter #] units of Equipment
· See Site Listing for Sites serviced by the On-Site Technical Services 
On-Site Activities and Storage Areas 
Xerox and the Customer will mutually agree on the provision of locked storage areas, where required, to maintain an agreed to supply of backup Devices, and parts, needed to provide Services to End Users per the requirements of this SOW.  Stored Devices are also tracked in the Xerox asset database.  Devices removed from secure storage by Customer staff must be coordinated with Xerox operations to assure proper asset tracking.  Local Customer personnel access to secured storage must be limited.  Xerox is not responsible for loss of items that are not solely controlled by Xerox.  Customer will provide:
· Suitable working space with Customer network access and lockable closet storage for Devices, spare parts and Supplies as determined by Xerox
· Additional cubicle space in a Customer’s Site for Xerox use, if required
Environmental Health and Safety
Xerox maintains policies against operating Third Party Hardware that Xerox employees are not properly trained on.
Any safety related job procedures, hazardous materials information, and evacuation procedures must be provided to the Xerox resource.  Xerox shall not take responsibility for any unauthorized, untrained Customer resource to operate Equipment.  Unless mutually agreed upon by the Parties, Xerox resources are restricted to lifting materials of fifty (50) lbs. or less.
[bookmark: _Toc535846323][bookmark: _Toc131687632]Supplies Management 
[bookmark: _Hlk3048665]Supplies for Network-Attached Devices, including OEM's or Xerox approved compatibles, will be shipped to the address specified by Customer. Xerox is responsible for determining which type of Supplies shall be provided, in what quantity, when the Supplies shipment is sent, which Supplies are consolidated for shipment, and the method of shipment (standard is ground shipping) in order to maintain the desired level of service. This includes Supplies return processing. This service is also known as Automated Supplies Replenishment (ASR).
When Devices that are NOT Network-Attached are agreed to be In-Scope under this SOW, Supplies will need to be manually ordered by Customer per the reactive ordering process provided by Xerox.
[bookmark: _Hlk5375547]The Customer is responsible to receive, distribute, and install the Supplies including cartridge-based maintenance kits.
· [bookmark: _Hlk53910725]Equipment Uptime SLA commitments are dependent on the Customer's ability to perform this effort
· Devices qualifying for this service must be connected to the network, communicating and compatible with the Xerox Tools for Supplies monitoring
If Customer requires OEM Third Party Supplies other than OEM compatible, Customer shall be billed for such OEM Third Party Supplies.  Xerox is not liable for constrained or discontinued Third Party Supplies.
In order to maximize Supplies utilization, Customer agrees that all Supplies shall be run to their cease function point before being replaced.  
	[bookmark: _Hlk48031272]ID
	Activity
	Accountable

	1. 
	Automated delivery of Supplies based on remote historical data (Supplies consumption data, Impression Volume/usage, and monitoring data) for metered, Network-Connected and Devices communicating with the Xerox Tools
	Xerox

	2. 
	Provide a reactive Supplies ordering process for any Devices that are not Network-Attached (if applicable) or Network-Attached Devices that are not capable of reporting on Supplies conditions, or for Devices at Sites that have not yet been Transformed
	Xerox

	3. 
	Customer’s authorized End Users may order Supplies as per the documented reactive Supplies ordering process
	Customer

	4. 
	Receive and fulfill Customer requests for Supplies
	Xerox

	5. 
	Ship Supplies to each Site using common carriers with labels to identify key contacts and/or associated Device
	Xerox

	6. 
	Receive Supplies at the Sites
	Customer

	7. 
	Distribute Supplies to respective End Users and shall be responsible for any post-delivery delays that may result in a Device running out of a given Supply
	Customer

	8. 
	Install Supplies in Devices
	Customer

	9. 
	Properly dispose of used cartridges according to federal, state, and local regulations
	Customer

	10. 
	Collect and redeploy unused Supplies as Device populations change
	Xerox



Customer may return designated used Supplies using the process described at the URL below.  Supplies returns require the Customer to go to Xerox.com.  
The Xerox Supplies return process is fully described at:
http://www.xerox.com/perl-bin/product.pl?mode=recycling&XOGlang=en_US&referer=xrx
Note: The above methods of return or website listed above are subject to change during the Term.
Supplies are Xerox property until used by the Customer, and Customer shall use them only with Devices.  Upon request, Customer shall provide a list of Supplies in its possession.  Xerox reserves the right to audit consumption of Supplies at a Site if Xerox detects anomalous usage of Supplies.  Customer shall assist Xerox in Supplies yield investigations and the determination of the cause of the anomalous usage.
Upon expiration or termination of the Services, Customer shall, at Xerox’s option and expense, return any unused Supplies to Xerox, permit access to its facilities to permit collection, or dispose of them as directed in writing by Xerox.
Customer shall be responsible for storing Supplies safely and securely at each Site to prevent unauthorized use or loss of Supplies, including providing Xerox with a list of End Users at each Site that are responsible for managing Supplies.  Xerox reserves the right to inspect each Supplies storage location to validate security of the storage location.
[bookmark: _Toc535846324][bookmark: _Toc131687633]Move, Add, Change, and Dispose (MACD) 
The business processes used to manage Devices are the Move, Add, Change, and Dispose (MACD) processes.  Accurate and timely compliance with MACD processes are critical to the success and function of the Services.  Customer shall promptly communicate to Xerox all activities associated with the MACD processes (explained below) for any Device with an Asset Tag Number.  MACD activity may require approval by the Parties via the Change Control Process.  Xerox will be the central point and source of record for all activities associated with the MACD processes of all Devices supported in this SOW.
Move 
Device moves are considered Ad Hoc Requests.  Additional charges as provided under Exhibit B Fee Schedule shall apply.
	[bookmark: _Hlk48031428]ID
	Activity
	Accountable

	1. 
	Evaluate all requested move activity against Device utilization objectives and make appropriate recommendations to meet End User needs  
	Xerox

	2. 
	Provide a quote for requested Device moves.  Approved moves will be charged to the Customer.  Scheduling for move will be agreed upon by both Parties 
	Xerox

	3. 
	Advise Xerox of all planned moves of Devices, regardless of whether Xerox performs the move or not.  The Customer must provide the new Site location and other requested information to ensure that the asset database remains current  
	Customer

	4. 
	Establish network connectivity and provide IT support for moved Devices
	Customer

	5. 
	Provide live power outlets, network data jacks and network patch cables of sufficient length to connect each Device to the designated network jack
	Customer


Add (Device)
The Xerox Service Desk receives and facilitates requests for new Device adds.  
	[bookmark: _Hlk48031447]ID
	Activity
	Accountable

	1. [bookmark: _Hlk3550752]
	Periodically evaluate the needs of End Users over the Term and where appropriate provide incremental Device recommendations based on the End User needs
	Xerox

	2. 
	Review recommendations and if in agreement, request said incremental Devices via the Change Control Process.  Note – Device adds via the Change Control Process may result in additional charges 
	Customer

	3. 
	Establish network connectivity and provide IT support for the installation of newly added Devices
	Customer

	4. 
	Deliver and Install added Device(s) in fulfillment via the Change Control Process
	Xerox

	5. 
	Newly added Devices covered by this Service must be functionally connected to a network and must be accessible by the Customer’s server running Xerox Tools on that network
	Customer



If Customer requests Additional Equipment to be added post-Transformation to meet changing business needs, a Site Plan approval process shall be developed to determine whether the Equipment request can be added within the scope of the Services.  Additional Equipment will be added via the Change Control Process.
Add (Proposed Site)
To add a proposed site, Customer shall submit the following information, to Xerox, for each proposed site: 
· geographic location
· number of End Users at the new site
· Device requirements (applications, special printing, etc.)
· general site contact information
· list of devices currently at the site
· digital floor map(s)
	[bookmark: _Hlk48031496]ID
	Activity
	Accountable

	1. 
	Coordinate an Assessment, conducted by Xerox and/or Customer of the proposed site and request further information from Customer, if necessary  
	Xerox

	2. 
	Provide a complete Assessment, including Impression Volumes generated by the devices at each proposed site
	[Xerox or Customer]

	3. 
	Conduct a site analysis and create a financial model for each proposed site
	Xerox 

	4. 
	Issue recommendations to add proposed site under this SOW, with a financial proposal based on the information gathered during the Assessment, including device refresh and implementation timeline  
	Xerox



If the Parties agree that the financial model supports the adding of the proposed site, the proposed site will be brought into the scope of the SOW via the Change Control Process.   
Change
A change request may involve a variety of resulting activities and additional charges depending on whether the change request affects the Device configurations, or internal operations of the Output Environment, including, for example adding a finishing module, additional trays, hard drives, or changes requested due to changing Customer Equipment settings and security requirements.  
Additionally, changes may occur in the information associated with a Device, for example, contact names and addresses.  This information is tracked in the Xerox Tools asset database.  
	[bookmark: _Hlk48031526]ID
	Activity
	Accountable

	1. 
	Request physical Device change or change to asset-related information
	Customer

	2. 
	Receive and facilitate Device physical change requests.  Such change requests, will be agreed upon and approved according to the Change Control Process provided under this SOW.  If a change request is for asset-related information, update the Xerox Tools asset database accordingly
	Xerox

	3. 
	Receive and facilitate Customer request for asset-related information requiring update to the Xerox Tools asset database accordingly
	Xerox

	4. 
	Perform remote configuration and security settings changes to Equipment as requested by Customer. Additional charges shall apply as per Exhibit B Fee Schedule
	Xerox


Dispose
Xerox is responsible for disposal of all Xerox-owned Devices during the Term.  For all other Devices, Customer shall advise Xerox of any planned disposals in advance, to ensure that the Xerox Tools asset database is kept up to date.  The Parties shall coordinate the disposal of Devices according to the Transformation schedule or the installation of Devices.  Disposal of non-Xerox owned Devices shall be the sole expense and responsibility of Customer.  
	[bookmark: _Hlk48031551]ID
	Activity
	Accountable

	1. 
	Disposal of all Xerox-owned devices
	Xerox

	2. 
	Fulfill remaining obligations associated with any removed / disposed existing Xerox-owned devices according to the terms and conditions of the agreement between Xerox and Customer under which the existing Xerox-owned devices were acquired by Customer
	Customer

	3. 
	Responsible for disposal and removal of Customer-owned devices and of third party legacy devices including pick-up, storage, recycling, insurance, etc.
	Customer

	4. 
	Upon final removal of the devices, provide a list of devices that have been disposed (with serial numbers) to the Xerox operations team
	Customer

	5. 
	Update the asset management database throughout the disposal process, tracking devices that are in storage for disposal and those that have been disposed (if required)
	Xerox

	6. 
	Tag devices designated for disposal based on the MACD process set forth herein
	Xerox


[bookmark: _Toc479503945][bookmark: _Toc479503990][bookmark: _Toc479506805]
All devices labeled for removal by Xerox per the process must be removed and cannot be re-used within the Output Environment without prior written agreement by Xerox.
[bookmark: _Toc535846325][bookmark: _Toc131687634]Equipment Security
	[bookmark: _Hlk48031567]ID
	Activity
	Accountable

	1. 
	Solely responsible for assessing the security risk for Customer’s Output Environment, defining appropriate requirements that may include changes to the default settings of the Equipment or Customer’s standard operating processes
	Customer

	2. 
	Reviewing and validating the level of security required for Equipment
	Customer

	3. 
	Provide to Customer technical documentation for all Equipment to be used in the Customer Output Environment including: (a) security functions; (b) security target and certification report for all common criteria-certified Equipment; and (c) Equipment configuration as the baseline for security requirements
	Xerox



Xerox provides guidance and recommendations at http://www.xerox.com/security to facilitate this process.  
Additional Security Requirements 
During the life of this SOW, Customer may request additional security features or functionalities; which may be fulfilled through 
· Implementation of an application to provide new functionality such as ‘follow-you’ printing
· Any such requests may be made according to the Change Control Process and would incur additional charges.
Virus Protection 
Customer is responsible for all virus protection in the Customer Output Environment.  In the event that Customer detects a virus on any device in the Output Environment, then Customer will immediately notify the Xerox Service Operations team.  
Data Security
[bookmark: _Hlk48031658]Prior to or during the installation of Equipment, Xerox shall configure Equipment to enable data security as outlined below. 
	ID
	Activity
	Accountable

	1. 
	Provide Equipment data security options per model family to Customer
	Xerox

	2. 
	Review and designate the data security options to be configured on Equipment 
	Customer

	3. 
	Configure Equipment data security options as designated by Customer
	Xerox


Data Security - Hard Drive Removal
Prior to removal from the Customer’s Output Environment, Xerox may, for an additional fee, remove the hard drive from Equipment and provide to Customer for erasure or destruction.  Customer will not be charged for hard drive removal during a Break-Fix event.  Customer is responsible for the proper disposal of the removed hard drive once delivered to Customer.
Equipment Base Software Updates 
Periodically, Xerox will make Base Software updates available for Equipment.  These updates may provide Customer with new feature enhancements or patches for known security vulnerabilities of installed Equipment.  
	[bookmark: _Hlk48031694]ID
	Activity
	Accountable

	1. 
	Install Base Software updates as defined in the attached Xerox® Print Security Audit Services Schedule
	Xerox



[bookmark: _Toc131687635][bookmark: _Toc535846326]Accessing Xerox Service Features
Xerox Services Portal 
[bookmark: _Hlk13562599][bookmark: _Toc417377870]The Xerox Services Portal (XSP) is intended for general End User population use, with certain functions reserved for specified Customer’s authorized End Users (“XSP Authorized End Users”). This portal is created from a standard template and enables the following functionality: 
· For all End Users: Impression Volume (meter read) submission for non- Network-Attached Devices; and access to information on Xerox Equipment (virtual demos and End User education). This help feature for End Users provides deep links to Xerox.com Equipment information and support for Equipment in the Output Environment.  
· For Customer’s XSP Authorized End Users:  Ticketing creation and tracking for Break Fix Service Incidents and Supplies Service Incidents ordering for special situations or for non- Network-Attached Devices.  
· Some field customization is available including utilizing Customer Logo and posting of End User documentation: End User documentation can include FAQs, printing tips, and instructions.  
· Survey / voice of the Customer feedback: This enables the use of a simple five (5) question survey, designed for use by End Users to collect End User feedback.  
· Available in US English and Canadian French 
	[bookmark: _Hlk48031939]ID
	Activity
	Accountable

	1. 
	Both Parties agree on the functionality to be enabled for the Xerox Service Portal
	Xerox and Customer

	2. 
	Remotely install and configure the Xerox Service Portal
	Xerox

	3. 
	Identify the Customer’s XSP Authorized End Users 
	Customer

	4. 
	Enable the Customer’s XSP Authorized End Users to create and status Service Incidents
	Xerox

	5. 
	Provide XSP Authorized End User education on how to utilize the enabled functions to create and status Service Incidents.
	Xerox

	6. 
	Update and maintain XSP Authorized End Users during Service Operations
	Xerox and Customer


General Assumptions for the Xerox Services Portal:
[bookmark: _Hlk13562645][bookmark: _Hlk13562654][bookmark: _Hlk13562691]The Xerox Services Portal is implemented to display End User documentation and Equipment information commonly to all End Users.  Xerox shall provide a quote to Customer, if Customer requests two (2) or more End User groups that would require different information to be displayed.  Approved requests will be outlined via the Change Control Process and may incur an additional charge.
The Xerox Services Portal utilizes the Customer’s existing print queues if the install and find Device feature is needed.  End Users may be categorized in the following XSP groups: Customer (End Users) or privileged Customer (XSP Authorized End Users).  No other custom groups are available.
[bookmark: _Toc417377864]Advanced Features for the Xerox Service Portal:
The find / install Devices feature enables End Users to find Devices and install their print drivers on their systems from the portal web page.
[bookmark: _Toc417377865][bookmark: _Toc417377866]In order for Find/install Devices to work, the Customer must be using print queues.  This functionality relies on accurate print queue information.  The Customer must provide a listing of each Device’s print queue.  It is important that MACD processes are followed closely to make sure that Device floor maps and queue data are accurate.
[bookmark: _Hlk13562773]While physical Device floor maps are not an absolute requirement, if provided, they enable End Users to see the Device’s physical location on a map.  If direct IP printing is used rather than print queues, a quote shall be provided to the Customer for additional setup costs.
Fleet Management Portal (FMP)
The Fleet Management Portal (FMP) is a convenient and simple to use method to access certain Xerox Services intended for Customer’s authorized End Users (“FMP Authorized End Users”) (i.e. IT managers, Service Desk personnel, etc.).  Xerox shall establish a web portal for Customer’s FMP Authorized End Users to provide access to the following features:  
· Device Information
· Impression Volume (meter read) submission 
· Break Fix Service Incident creation and tracking
· Supplies Service Incident creation and tracking
General Assumptions for Fleet Management Portal (FMP):
The Fleet Management Portal (FMP) is implemented to display information to Customer’s FMP Authorized End Users. Language implementation is English.  The default color theme is Xerox Gray.
	[bookmark: _Hlk48032234]ID
	Activity
	Accountable

	1. 
	Both Parties agree on the functionality to be enabled for the Fleet Management Portal (FMP)
	Xerox and Customer

	2. 
	Remotely install and configure the Fleet Management Portal (FMP)
	Xerox

	3. 
	Identify the Customer’s FMP Authorized End Users 
	Customer

	4. 
	Enable access for Customer’s FMP Authorized End Users 
	Xerox

	5. 
	Conduct a fundamental “Train-the-Trainer” session for Customer’s FMP Authorized End Users on how to utilize the enabled functions
	Xerox

	6. 
	Update and maintain FMP Authorized End Users during Service Operations
	Xerox and Customer


Xerox Support Assistant (XSA)
Xerox Support Assistant (XSA) provides timely information to all End Users without the need to contact the Xerox Services Help Desk. All End Users may view Service Incident status messages on the local user interface (UI) of the Equipment configured to use XSA. 
The following are requirements to enable XSA to be configured on Equipment:
· Equipment must be In-Scope and registered in the Xerox Tools.
· Equipment MFPs or printers must support the Xerox Extensible Interface Platform® (EIP) version 2.5 or higher.
· The Xerox Extensible Interface Platform® must be enabled to allow the Xerox Support Assistant to be installed on the Equipment.
· The Equipment configuration and SNMP Web Services must be enabled.
· If the Equipment is on a network that uses a proxy to access the internet, the proxy also needs to be configured.
	[bookmark: _Hlk13039096]ID
	Activity
	Accountable

	1. 
	Define the authorization level for creating Break Fix and Supplies Service Incidents and/or submitting Impression Volumes (meter reads): [All End Users or XSA Authorized End Users]

Note: “XSA Authorized End Users” are End Users with Equipment system admin rights
	Customer

	2. 
	Designate the serial numbers / portion of the Equipment fleet to implement Xerox Support Assistant
	Customer

	3. 
	Remotely configure the XSA
· SNMP String for each unit of Equipment
· Configure “Create Service Incidents” 
· Configure “Create Supply Incidents” 
· Configure “Submit Impression Volumes” (meter reads) 
Note: See Section 4.6 for remote access requirements.
	Xerox

	4. 
	Create and submit Break Fix and Supply Incidents as needed
	Customer

	5. 
	Submit Impression Volume (meter reads) when requested by Xerox
	Customer

	6. 
	Update and maintain XSA Authorized End Users during Service Operations
	Xerox and Customer


[bookmark: _Toc81314350][bookmark: _Toc81315928][bookmark: _Toc131687636]Accessing Xerox Advanced Analytics
Advanced Analytics provides a variety of metrics, which may include, but are not limited to, Device, Services, sustainability, and End User job data.  Analytics are displayed in the form of standardized charts, graphs, and geographic maps.  
The Advanced Analytics are a derivative work of the Xerox Tools that allow Customer to independently obtain desired Services.  Notwithstanding anything in the Agreement, Xerox grants Customer a  non-exclusive, non-transferable, non-sublicensable right and license to use the Advanced Analytics solely to display, in the form of charts, graphs, maps and other visual representations, data collected by the Xerox Tools regarding the behavior, use, operation or  performance of one or more Devices identified in the Site and Device Listing section.
Advanced Analytics provides specified Customer’s authorized End Users (“Analytics Authorized Users”) with convenient and easy-to-use access to various analytics and operational dashboards.  Xerox shall, with Customer’s approval, establish Analytics Authorized User credentials.  Only these users shall be allowed access to the Advanced Analytics. 
Advanced Analytics displays operational data that is collected by other Xerox Tools and, optionally, from other third-party print management applications.  The operational data may not align with SLA performance reports, Impression Volumes and invoices provided to Customer.
	ID
	Activity
	Accountable

	1. 
	Identify the Customer’s Analytics Authorized Users 
	Customer

	1. 
	Enable the Customer’s Analytics Authorized Users’ access 
	Xerox

	1. 
	Provide access to Advanced Analytics materials for Analytics Authorized Users  on how to access the dashboard (FAQs, Definitions, etc.)
	Xerox

	1. 
	Update and maintain Analytics Authorized Users during Service Operations
	Xerox and Customer



Terms of Use
Access to Advanced Analytics is via single sign-on with designated Analytics Authorized User’s name and password, which is enabled by Xerox via an active directory guesting and authorization process.  Xerox will request user names and e-mail addresses from Customer for each approved Analytics Authorized User.  
Customer shall: (a) advise Xerox, as soon as reasonably practicable, of any known or reasonably suspected unauthorized use of any account on Advanced Analytics or any other known or reasonably suspected breach of security; (b) advise Xerox as soon as reasonably practicable of any Analytics Authorized User account that should be disabled due to changes in role or employment status; and (c) use commercially reasonable efforts to ensure that Customer’s use of Advanced Analytics shall at all times comply with all applicable laws.  
The Advanced Analytics shall not be subject to the Service Level Agreements of this SOW.  Incidents submitted requesting Advanced Analytics support will be logged and addressed on a commercially best effort basis.
General Assumptions for the Advanced Analytics:
Any page or impression volumes displayed in Advanced Analytics are operational volumes and not Impression Volumes for invoicing purposes.  Any service history metrics displayed in the Advanced Analytics are operational summaries and are not authoritative for contractual Service Level Agreements.
The Advanced Analytics is implemented to display information commonly to all Analytics Authorized Users in English.   Access to the security analytics and user analytics data shall only be available if the Customer has the optional prerequisite applications installed and connected to Advanced Analytics.
System Requirements for the Advanced Analytics:
Use of the Advanced Analytics will require that Analytics Authorized Users have an internet browser and computer system that meets the minimum requirements for Microsoft PowerBI, as published by Microsoft Corporation.

[bookmark: _Toc535846327][bookmark: _Toc131687637][bookmark: _Toc417377882][bookmark: _Toc427749529]Site and Device Listing 
[bookmark: _Toc535846328][bookmark: _Toc131687638]Site Listing
The Services are provided at the following agreed-upon Sites:
Table 6-1: Site Listing
	[bookmark: _Hlk48032800]Site Physical Address 
	Xerox or Customer Responsible Assessment Site
	On-Site Maintenance Services (Yes /No)
	On-Site Technical Services (Yes / No)

	Ex: 245 Park Ave, NY, NY 10019
	[Xerox or Customer]
	[Yes or No]
	[Yes or No]

	
	
	
	

	
	
	
	

	
	
	
	


[bookmark: _Toc535846329][bookmark: _Toc131687639]Devices
[bookmark: _Hlk48035313]The Services are provided for Networked-Attached Devices at the Sites.  The Networked-Attached Devices must be accessible over the network by the Xerox Tools.  Xerox shall provide reactive Services only to non Network-Attached Devices at the Sites, if applicable.   
Device populations may change over time as Devices are added and removed from the Output Environment.  The Device listing at the beginning of Service Operations phase and at any given time thereafter shall consist of Devices registered in the Xerox Tools asset database as In-Scope and is available to Customer upon request. 
[bookmark: _Toc535846330][bookmark: _Toc131687640]Equipment Deployment Schedule (Quantity)
The forecasted schedule for Equipment deployment is provided below.  The forecast is subject to change based on additional opportunities and/or changes in the Output Environment, such as the addition of Sites.  
Table 6-2:  New Equipment Deployment Schedule by Quantity by Month
	[bookmark: _Hlk48035342]Equipment Type
	
	Month

	Type (Floor Console MFP, Desktop MFP, or Printer)
	Equipment Models
	1
	2
	3
	4
	5
	6
	7
	8

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	



Table 6-3:  Retained Equipment by Quantity 
	[bookmark: _Hlk48035357]Equipment Type (Floor Console MFP, Desktop MFP, or Printer)
	Model
	Serial #

	
	 
	 

	
	 
	 

	
	 
	 



[bookmark: _Toc535846331][bookmark: _Toc131687641]In-Scope Third Party Hardware
[bookmark: _Hlk3048789]Table 6-4:  Retained Third Party Hardware Listing (Customer Owned)
	[bookmark: _Hlk48035583]Manufacturer
	Model
	Quantity

	
	
	

	
	
	



[bookmark: _Hlk3550916]Table 6-5:  Services and Third Party Supplies Pricing for In-Scope Third Party Hardware 
	[bookmark: _Hlk48035595]Services Covered
	Charges

	Impression Charges for Third Party Supplies, Parts, and Service Labor
	

	Impression Charges for Third Party Supplies, Parts, and Service Labor
	

	Monthly Charges for Remote Device Monitoring and Account Management
	





[bookmark: _Toc486574303][bookmark: _Toc418322394][bookmark: _Toc456207522][bookmark: _Toc477443943]

[bookmark: _Toc456089872][bookmark: _Toc535846332][bookmark: _Toc131687642]EXHIBIT A: DEVICE DATA ELEMENTS  
Table A-1: Xerox Tools Device Data Elements*
*Required items are in bold text in the Table below. Optional items are in italic text.
	[bookmark: _Hlk48035642]Xerox Tools Device Data Elements
	Data Source (Xerox, Customer, or both)

	Asset Number
	Both

	Serial Number
	Both

	IP Address
	Xerox

	MAC Address
	Xerox

	Manufacturer
	Xerox

	Model
	Xerox

	Networked (Yes / No)
	Xerox

	Street Address
	Both

	City
	Both

	State / Province
	Both

	Zip / Postal Code
	Both

	Building 
	Both

	Floor
	Both

	Primary Customer Contact Name
	Customer

	Primary Customer Contact E-Mail
	Customer

	Primary Customer Contact Phone Number
	Customer

	Supply Order Contact Name
	Customer

	Supply Order Contact E-Mail
	Customer

	Supply Order Contact Phone Number
	Customer

	Site Contact (IT / Service Desk) Name
	Customer

	Site Contact (IT / Service Desk) E-Mail
	Customer

	Site Contact (IT / Service Desk) Phone Number
	Customer

	Location Identifier (Room/Column[Mailstop]) *As Applicable
	Customer

	Customer Asset Number * As Applicable
	Customer

	Print Queue Name/Host Name * As Applicable
	Customer

	Department * As Applicable
	Customer

	Organization * As applicable
	Customer

	Mono Meter Read *Non-Network-Attached Devices
	Customer

	Color Meter Read *Non-Network-Attached Devices
	Customer




[bookmark: _Toc535846335]

[bookmark: _Toc131687643]EXHIBIT B: FEE SCHEDULE	
Table B-1 – Ad Hoc Fee 
The following activities, but not limited to, are chargeable events and are not included in the Services outlined in this SOW.  Upon request by Customer, the fees for these activities shall be quoted based on the then Xerox current rates, as outlined in the NASPO ValuePoint Master Agreement.
	Ad Hoc Fee 
	

	Ad Hoc Request
	Notes

	Device Moves
	Conducted during Business Hours.

	Equipment Hard Drive Removal and Return to Customer
	To remove the hard drive and provide the hard drive from Equipment at the end of the Term.

	After Hours Support (In-Scope Third Party Hardware) ** subject to availability
	Outside of Business Hours, two (2) hour minimum billing; Does not include Out-of-Scope devices

	After Hours Support (Single Function Printers) * subject to availability
	Available upon Customer request on a per event basis; Does not include Out-of-Scope devices

	After Hours Support (MFP Xerox Devices) * subject to availability
	Available upon Customer request on a per event basis; Does not include Out-of-Scope devices

	Xerox Device Delivery Appointments
	For Customer requests for specific days and/or hours that differ from the Xerox carrier’s standard delivery days and times; or Customer requests for specific delivery times.

	Xerox Device Configuration Changes during Service Operations phase
	Working in conjunction with Customer’s IT personnel, provides remote support in configuring the Devices on the Customer’s network and enabling the required features. (2) Two Hour Minimum conducted Monday thru Friday 8:00 to 17:00 Local time excluding holidays, Xerox Devices only.

	Additional or Alternate Reports
	Services provided Monday thru Friday 8:00 to 17:00 Local Time, based on mutually agreed to scope of report(s)

	Site Revisit Fee
	Fee charged per trip-based upon the scope of activities to be completed

	[bookmark: _Hlk3197077]MACD Failure Charges  

	For any unauthorized MACD changes, Customer shall be charged for an authorized Xerox technician to locate such Device.


[bookmark: _Toc535846336]

[bookmark: _Toc131687644]EXHIBIT C: RESOURCES
Table C-1: Customer Resources
	Customer Resource Role
	Scope of Responsibilities
	Time Commitment
	When Required

	Executive Sponsor









	Executive decision maker and influencer with accountability and responsibility for the overall financial and operations aspects of the Services engagement
	Approximately two (2) hours/quarter to handle escalations, make executive-level decisions, and participate in monthly review meetings
	Effective Date

	Operations Executive
	Overall executive-level responsibility and accountability for the Transition, Transformation, and Service Operations phases.  Responsibility and accountability for the Services contract management, financial management, scope management, cultural change management, and communications.  Escalation point for the Services Project Manager.  Key Customer representative and decision-maker for the Services program
	As required to meet Scope of Responsibilities
	Effective Date

	Project Manager
	Overall operational responsibility, accountability, and decision-making authority for scope, budget, and schedule of the Services project.  Authority to engage and compel participation of Customer resources required to develop, commit to, and enable achievement of the Project Plan
	Depends on the scope, complexity, and schedule of the engagement
	Effective Date

	Contract Manager
	Overall responsibility for negotiating and governing the contractual relationship with Xerox
	As required to enable achievement of the Project Schedule and during the Service Operations phase
	Effective Date

	Site Contacts
	Accept delivery of Xerox Devices and accessories.  Facilitate installation of Xerox Devices and startup of Xerox Services.  Facilitate End User training and manage Xerox Supplies for their Site(s).  Assists Xerox with remote troubleshooting and diagnostics
	Depends on the scope and schedule of deployment at the Site
	Effective Date

	Site Plan Contact
	Facilitate Assessments.  Represent the Voice of the Business (VOB) to describe the business environment and how the Services are used.  Review and approve Site Plan proposals as described herein
	Depends on the scope and schedule of deployment at the Site
	Identified within 30 days of Effective Date  

	Primary Customer Contact 
	Key Users for Xerox Break Fix service for Devices.  Participate in training on the use and support of Devices; train other End Users post-Transformation.  Perform routine maintenance on Devices (e.g., cleaning the glass platen, removing paper jams, installing Supplies, installing cartridge-based maintenance kits, etc.).  Order Supplies.  Complete and submit MACD requests.  Contact the Customer’s Services Help Desk with Device trouble reports.  Assist Xerox with remote Device installations and diagnostics.  Facilitate/escort Xerox technical services personnel performing Device Break Fix actions. Provide required information during Assessments.  Complete and submit customer satisfaction surveys.  Perform Device hard disk On-Demand Image Overwrite as required by Customer
	Depends on how many Devices they support
	Identified prior to beginning services and support of a Device

	Customer’s Services Help Desk Manager
	Overall responsibility and accountability for Customer’s Services Help Desk; has decision-making authority.  Integrates Customer’s Services Help Desk processes and systems with Xerox Service Desk processes and systems (if applicable).  Manages day-to-day operations of Customer’s Services Help Desk and relationship with Xerox Service Desk
	As required to meet the requirements of the SOW
	Effective Date

	IT/Service Desk Site Contact
	Customer’s IT Service Desk resource or the resource for the Xerox Service Desk will engage for IT/network related issues and support
	Varies depending on the number of supported Devices
	Identified prior to beginning services and support of Devices at a Site

	IT Subject Matter Experts and Operations Personnel
	Provides Xerox with IP addresses and technical data required to connect the Devices to Customer’s data network.  Provide properly configured network connectivity for Devices.  Incorporate Xerox into the Customer IT technical change management process
	As required to enable achievement of the Project Schedule and to provide support during the Service Operations phase
	Effective Date

	Facility Management and Operations Personnel
	Provide required electrical power and outlets, network connectivity (wired or wireless), dock space, elevator time, furniture/tables/stands, Consumables Supplies storage areas, adequate working space around the Devices, and required office space for Xerox personnel
	As required to enable achievement of the Project Schedule and to provide support during the Service Operations phase
	Identified within 30 days of Effective Date

	Communication and Change Management Leader
	Develop and implement a Cultural Change Management and communication plan to facilitate the introduction of Services to the End Users.  Has decision-making authority over employee communications
	As required to enable achievement of the Project Schedule
	Effective Date

	Information Security Personnel 
	Provide Xerox with information security policies and procedures relevant to delivery of Services
	As required to enable achievement of the Project Schedule
	Effective Date



Table C-2: Xerox Resources
	Xerox Resource Role
	Scope of Responsibilities
	Time Commitment
	When Required

	Transition Executive
	Executive-level responsibility and accountability for the Transition and Transformation phases.  First executive-level point of escalation for issues, concerns, and decisions during Transition and Transformation.  Peer to Customer Operations Executive
	As required to meet the Project Plan
	Effective Date

	Transition / Project Manager
	During Transition and Transformation, overall responsibility, and accountability for creating and leading the activities contained in the Project Plan; manages budget, schedule, and resources; conducts regular meetings with Customer; identifies and manages risks; manages overall relationship with the Customer Project Manager during Transition/Transformation.  Peer to Customer Project Manager
	As required to meet the Project Plan
	Effective Date

	Service Delivery Manager
	Overall executive level responsibility and accountability for the contractual, financial, customer satisfaction, and service delivery relationship with the Customer from Effective Date through the end of Term.  Peer to Customer Operations Executive and Contract Manager
	As required
	Effective Date

	Xerox Service Desk Implementation Manager
	Overall responsibility and accountability for Xerox Service Desk; has decision-making authority.  Integrates Xerox Service Desk processes and systems with Customer’s Services Help Desk processes and systems (if applicable).  Manages day-to-day operations of Xerox Service Desk and relationship with Customer’s Services Help Desk.  Peer to Customer’s Services Help Desk Manager
	As required
	Effective Date

	Accounts Receivable/ Billing Contact
	Key interface to Customer Accounts Payable Contact.  Addresses billing/invoicing questions and issues.  Manages implementation of Customer-specific requirements to process invoices and payments according to SOW and Agreement terms
	As required
	Effective Date

	Solution Architect
	Overall responsibility and accountability for the solution architecture and design required to meet Customer requirements as stated in the SOW
	As required
	Effective Date






[bookmark: _Toc131687645]SCHEDULE A:  XEROX® PRINTER SECURITY AUDIT SERVICE (“XPSAS”)
[bookmark: _Hlk131684399]THIS XEROX® PRINTER SECURITY AUDIT SERVICE SCHEDULE (“Schedule”) is hereby attached to and made a part of the Statement of Work (“SOW”) that is governed by the terms and conditions of the NASPO ValuePoint Participating Addendum [PA Addendum #] and  NASPO ValuePoint Master Agreement [Master Agreement #] entered into by and between Xerox Corporation (“Xerox”), located at [insert Address],  and [Customer name] (“Customer” or “Purchasing Entity”), collectively the “Parties”, to add the Schedule Services as further described herein.  

The Parties hereby agree as follows:
1. DEFINED TERMS – Terms defined within the Agreement and the SOW and used herein shall have the meaning set forth therein unless expressly set forth otherwise below:
Compatible – SNMP-enabled and capable of communicating with and being discovered and monitored by the Xerox Tools.
Compliance – The adherence of In-Scope XPSAS Equipment to the Customer’s Security Requirements.
Compliance Review – XPSAS Security Compliance Dashboard provides the Customer and Xerox interactive views of In-Scope XPSAS Equipment compliance.
Configuration Set – The Customer-defined settings, by In-Scope XPSAS Equipment model, that comprise the Customer’s Security Requirements that are stored on and deployed from the Xerox Tools. 
Critical Security Patch – A patch that  resolves at least one (1) security problem with critical severity where the exploit is publicized external to Xerox and it exposes Customer networks, image data or PII (personally identifiable information) or CII (customer identifiable information).
Customer’s Security Requirements – The documented settings and policies, agreed to by the Parties and documented in this Schedule, which Xerox shall utilize to implement and maintain the In-Scope XPSAS Equipment.
In-Scope XPSAS Equipment – XPSAS-Eligible Equipment installed in the Sites and managed by Xerox as defined by the Xerox Tools under this Schedule.
Inspection (or “Inspect”) – The process of reviewing the XPSAS Security Compliance Dashboard for In-Scope XPSAS Equipment to determine current settings, and the Compliance of each to the Customer’s Security Requirements.
[bookmark: _Hlk62828461]Xerox® Printer Security Audit Service (XPSAS) – Services provided by Xerox under this Schedule on In-Scope XPSAS Equipment, which include: (a) gathering and documenting the Customer’s Security Requirements; (b) configuring the Customer’s Security Requirements; (c) inspecting and presenting Compliance to the Customer’s Security Requirements via the XPSAS Security Compliance Dashboard; and (d) automatically remediating Compliance issues.
XPSAS-Eligible Equipment – The models of Equipment on which Xerox has the capability to provide XPSAS.
XPSAS Transition – The hardware, software, labor, and processes necessary to establish the infrastructure for XPSAS.
[bookmark: _Hlk62828499]Remediation (or “Remediate”) – The act of automatically resolving or correcting In-Scope XPSAS Equipment that during the Inspection process are determined to be out-of-compliance.
Schedule Effective Date – The effective date of this Schedule shall be the effective date of the Order associated with this Schedule.
Schedule Services – The XPSAS services provided by Xerox as set forth in this Schedule, including Attachment A.
2. SERVICES DESCRIPTION – Xerox Printer Security Audit Service (XPSAS) is a comprehensive Equipment security solution that incorporates risk mitigation services into an automated software tool.  XPSAS brings automation and structure to In-Scope XPSAS Equipment security.  
Further details of the Schedule Services are set forth in Attachment A.    
a. [bookmark: _Hlk62828577]Customer Acknowledgement:  Customer acknowledges and agrees that:  Xerox shall have necessary and sufficient local and remote access to the network and server(s) where the Xerox Tools is installed for purposes of providing the Schedule Services under this Schedule.  Necessary and sufficent access includes the following:  Customer shall create and provide Xerox the necessary permissions and access to the Xerox Tools administration accounts, applications, infrastructure, directories, folders, and files required to properly administer and manage the Schedule Services.  Customer shall, if required by Customer, provide Xerox with PC/laptop assets and any required remote access telecommunications and security mechanisms required to facilitate remote administration of the Schedule Services by Xerox.  Customer further acknowledges and agrees that the Xerox Tools shall provide security compliance data to Xerox via email or other communication means; the Schedule Services and Xerox Tools are installed electronically unless otherwise stated in this Schedule.  
3. TERM – This Schedule shall commence upon the Schedule Effective Date and, subject to Configuration, Certification, and Deployment occurring, shall be coterminous with the Term of the SOW, including any extensions or renewals of the SOW. 
a. Termination:  Either party may, upon ninety (90) days prior written notice to the other party, terminate the Schedule Services.  
b. Effect of Termination:  Upon termination or expiration of this Schedule (i) all rights to access the applicable Schedule Services cease; and (ii) Customer agrees to remove, and/or allow Xerox to remove or disable, the XPSAS policies within the Xerox Tools. 
4. CHARGES – Charges for XPSAS on In-Scope XPSAS Equipment are set forth in the signed Order to which this Schedule is attached and are exclusive of any and all applicable Taxes.  Charges shall begin being invoiced upon completion of XPSAS Transition. 
5. CHANGES – To the extent that the Parties wish to add or make modifications to this Schedule, all such changes will be documented in a signed SOW Amendment attached to an Order.
6. ADDITIONAL TERMS AND CONDITIONS SPECIFIC TO SCHEDULE SERVICES – 
ADDITIONAL WARRANTY DISCLAIMER –  IN ADDITION TO THE WARRANTIES AND DISCLAIMERS IN THE AGREEMENT, THE FOLLOWING SHALL APPLY TO THE XPSAS SERVICES.   EXCEPT AS STATED IN THE AGREEMENT, XEROX EXPRESSLY DISCLAIMS ALL WARRANTIES, EXPRESS AND IMPLIED, REGARDING THE PERFORMANCE OF THE XPSAS SERVICES, AND XEROX DOES NOT WARRANT THAT THE XPSAS SERVICES WILL BE COMPATIBLE WITH ALL OF CUSTOMER’S SOFTWARE, OR WILL MEET CUSTOMER’S REQUIREMENTS, OR WILL BE ERROR FREE.  
Except as specified herein, the SOW and the Agreement shall remain as stated.  If there is a conflict between the contents of the SOW and this Schedule, this Schedule shall control with respect to the provision of XPSAS.
The terms and conditions of this Schedule apply only to the provision of the XPSAS, and do not affect, amend, or modify any of the provision of Services under the SOW.   



ATTACHMENT A
SCHEDULE SERVICES DESCRIPTION
[bookmark: _Hlk62829127]Table 1: XPSAS Service Description  
	XPSAS Service Description 
	 
	 

	 XPSAS 
	Quantity
	Frequency

	A comprehensive In-Scope XPSAS Equipment security solution that incorporates risk mitigation services into an automated software tool, including a XPSAS Security Compliance Dashboard.                                                                                                                        

	In-Scope XPSAS Equipment related security requirements (See Attachment B)
	Included
	Once during XPSAS Transition

	# of In-Scope XPSAS Equipment configuration setting policies
	One (1) Policy
	During XPSAS Transition

	# of In-Scope XPSAS Equipment password policies
	One (1) Policy
	During XPSAS Transition

	[bookmark: _GoBack]# of firmware policies to automatically align Versalink/Altalink In-Scope XPSAS Equipment with the latest firmware available on xerox.com
	One (1) Policy
	During XPSAS Transition

	# of updates per policy (as outlined above) which may include changes to schedule, device groups, notification format, and policy-specific XPSAS requirement settings
	One (1) update per policy
	Per calendar year (or 12 month timeframe)

	XPSAS Options
	 
	 

	XPSAS Advanced Option Bundle
	 
	 

	One (1) to five (5) additional In-Scope XPSAS Equipment configuration settings policies
	1 Bundle


	One Time

	One (1) to five (5) additional In-Scope XPSAS Equipment password policies
	
	One Time

	One (1) to ten (10) additional In-Scope XPSAS Equipment firmware policies for the fleet utilizing Customer certified In-Scope XPSAS Equipment firmware
	
	One Time

	Firmware Management Additional Policy Packages
	 
	 

	A package of additional firmware policies
Note: Each package contains one (1) to five (5) policies

	 [insert #] packages
	Once per calendar year (or 12 month timeframe)



Note: Total Equipment configuration settings policies equals (=) XPSAS + XPSAS Advanced Option Bundle 
Note: Total Equipment password policies equals (=) XPSAS + XPSAS Advanced Option Bundle 
Note: Total firmware policies equals (=) XPSAS + XPSAS Advanced Option Bundle + Firmware Management Additional Policy Packages
[bookmark: _Hlk62829160]Table 2: XPSAS– Key Settings Groups  
	XPSAS – Key Settings Groups
	Key Settings Availability

	Categories
	Settings Group
	[Product Family]
	[Product Family]
	[Product Family]
	[Product Family]
	[Product Family]
	[Product Family]
	[Product Family]
	[Product Family]
	[Product Family]
	[Product Family]
	[Product Family]
	[Product Family]

	
	Xerox Tested Base Software Version
	[Insert Version]
	[Insert Version]
	[Insert Version]
	[Insert Version]
	[Insert Version]
	[Insert Version]
	[Insert Version]
	[Insert Version]
	[Insert Version]
	[Insert Version]
	[Insert Version]
	[Insert Version]

	Access and Control
	Enable / Disable Password Reset
	
	
	
	
	
	
	
	
	
	
	
	

	
	Set New Password
	
	
	
	
	
	
	
	
	
	
	
	

	
	Enable 802.1x
	
	
	
	
	
	
	
	
	
	
	
	

	
	Enable 802.1x
Password
	
	
	
	
	
	
	
	
	
	
	
	

	
	Configure Scan to USB
	
	
	
	
	
	
	
	
	
	
	
	

	
	Configure Print from USB
	
	
	
	
	
	
	
	
	
	
	
	

	
	Create Self-Signed Digital Certificate (for In-Scope XPSAS Equipment)
	
	
	
	
	
	
	
	
	
	
	
	

	
	Show / Hide IPv4 Address
	
	
	
	
	
	
	
	
	
	
	
	

	
	Show / Hide Host Name
	
	
	
	
	
	
	
	
	
	
	
	

	Encryption
	FIPS 140-2
	
	
	
	
	
	
	
	
	
	
	
	

	
	Set User Data Encryption
	
	
	
	
	
	
	
	
	
	
	
	

	Hard Disk Drive Administration
	Set Immediate Job Overwrite
	
	
	
	
	
	
	
	
	
	
	
	

	
	Scheduled Image Overwrite
	
	
	
	
	
	
	
	
	
	
	
	

	
	Frequency of Image Overwrite (D/W/M: Time)
	
	
	
	
	
	
	
	
	
	
	
	

	Base Software Upgrade
	Enable / Disable Upgrade
	
	
	
	
	
	
	
	
	
	
	
	

	
	Deployment (Equipment accepts XDM firmware push)
	
	
	
	
	
	
	
	
	
	
	
	

	Disable Services
	Protocols
	
	
	
	
	
	
	
	
	
	
	
	

	
	Scan Services Internet Fax, Scan to Home / Mailbox
	
	
	
	
	
	
	
	
	
	
	
	

	
	McAfee Embedded Control
	
	
	
	
	
	
	
	
	
	
	
	



XPSAS Transition
This section defines the key activities required to enable the Schedule Services and Service Operations to be delivered.  Xerox shall use Customer’s Security Requirements to create XPSAS policies, configure the Xerox Tools to align to those policies, and schedule the policies to run.  Xerox shall set up and test policies on a few select In-Scope XPSAS Equipment before running for the entire fleet. Xerox shall then provide the Customer with access to the XPSAS Security Compliance Dashboard.  
	[bookmark: _Hlk62829210]ID.
	Activity
	Accountable

	1. 
	Complete Customer IT environment assessment (network connectivity, Active Directory (AD) integration, server specifications, etc.)
	Xerox and Customer

	2. 
	Customer shall create and provide Xerox the necessary permissions and access to the Xerox Tools administration accounts, applications, infrastructure
	Customer

	3. 
	Develop and document the In-Scope XPSAS Equipment configuration, password and firmware settings policies, schedule, notifications, etc.
	Xerox and Customer

	4. 
	Configuration requirements are documented for In-Scope XPSAS Equipment deployment 
	Xerox

	5. 
	Configure In-Scope XPSAS Equipment configuration settings policy and schedule, notifications, etc.
	Xerox

	6. 
	Configure In-Scope XPSAS Equipment password policy and schedule, notifications, etc.
	Xerox

	7. 
	Configure firmware policy and schedule, notifications, etc. to automatically align Versalink/Altalink In-Scope XPSAS Equipment with the latest firmware available on xerox.com
	Xerox

	8. 
	Apply XPSAS policies to In-Scope XPSAS Equipment 
	Xerox

	9. 
	Create Active Directory (AD) group
	Customer

	10. 
	Enable Active Directory (AD) group in the Xerox Tools with access to XPSAS Security Compliance Dashboard
	Xerox

	11. 
	Enable Xerox Tools XPSAS Security Compliance Dashboard and complete transition to Service Operations
	Xerox



[bookmark: _Hlk57809925][bookmark: _Hlk62829259]XPSAS Security Compliance Dashboard
The XPSAS Security Compliance Dashboard provides End Users with a convenient and simple-to-use access to compliance results.  Authorized Users can make quick adjustments to the fleet, specific In-Scope XPSAS Equipment and even settings from directly inside the XPSAS Security Compliance Dashboard.
All compliance data can also be exported for viewing outside the application or transferred to other formats. 
Terms of Use:
The XPSAS Security Compliance Dashboard is enabled by the Xerox Tools.  Access for authorized End Users is via username and password as defined in the Customer’s Active Directory (AD).  Customer shall create an Active Directory (AD) group which then will be enabled by Xerox to access the XPSAS Security Compliance Dashboard.  Customer shall: (a) advise Xerox as soon as reasonably practicable of any known or reasonably suspected unauthorized use of any password or account on the XPSAS Security Compliance Dashboard or any other known or reasonably suspected breach of security; (b) use commercially reasonable efforts to ensure that Customer’s use of the XPSAS Security Compliance Dashboard shall at all times comply with all applicable laws.  
Service Operations
After completion of the XPSAS Transition activities set forth above, the Schedule Services shall be provided as follows.  Schedule Services delivery shall be provided remotely.  The following table outlines the list of accountable activities based upon the included scope in Table 1 above.
	[bookmark: _Hlk62829342]ID.
	Activity
	Accountable

	XPSAS 

	1. 
	In-Scope XPSAS Equipment is automatically audited, remediated, and maintained using the Xerox Tools policies and schedules
	Xerox

	2. 
	Upon notification of an automated remediation failure, a Service Incident shall be initiated to remotely triage and resolve the issue
	Xerox





ATTACHMENT B
XEROX XPSAS TECHNICAL PREREQUISITES

· [bookmark: _Hlk62829357]Customer shall allow Xerox to upgrade and maintain the most current version of the Xerox Tools (current version of/or within the two (2) prior versions of the latest Xerox Tools), or Xerox may terminate the Schedule Services
· All In-Scope XPSAS Equipment is managed by Xerox Tools and are network connected
· Remote login to Xerox Tools enabled or assisted by the Customer’s IT department.  This enables remote configuration and support
Customer’s Security Requirements for In-Scope XPSAS Equipment
	In-Scope XPSAS Equipment Configuration Setting Group
	Select the Applicable Option (Enable or Disable) 
	Setting Detail (if applicable)

	Access and Control
	 
	

	Enable 802.1x
	[Enable or Disable]
	

	Enable 802.1x Password
	[Enable or Disable]
	

	Configure Scan to USB
	[Enable or Disable]
	

	Configure Print from USB
	[Enable or Disable]
	

	Create Self-Signed Digital Certificate (for In-Scope XPSAS Equipment)
	[Enable or Disable]
	

	Show / Hide IPv4 Address
	[Enable or Disable]
	

	Show / Hide Host Name
	[Enable or Disable]
	

	Encryption
	 
	

	FIPS 140-2
	[Enable or Disable]
	

	Set User Data Encryption
	[Enable or Disable]
	

	Hard Drive Administration
	 
	

	Set Immediate Job Overwrite
	[Enable or Disable]
	

	Scheduled Image Overwrite
	[Enable or Disable]
	

	Frequency of Scheduled Image Overwrite Operations 
	[Daily or Weekly or Monthly]
	

	Base Software Upgrade
	 
	

	Base Software Upgrade
	[Enable or Disable]
	

	Disable Services
	 
	

	Google Cloud Print
	[Enable or Disable]
	

	AppleTalk
	[Enable or Disable]
	

	HTTP
	[Enable or Disable]
	

	LPR/LPD
	[Enable or Disable]
	

	Microsoft Networking
	[Enable or Disable]
	

	NetWare
	[Enable or Disable]
	

	NFC
	[Enable or Disable]
	

	Port 9100
	[Enable or Disable]
	

	IPP
	[Enable or Disable]
	

	SLP
	[Enable or Disable]
	

	UPnP / SSDP
	[Enable or Disable]
	

	IPv6
	[Enable or Disable]
	

	POP3
	[Enable or Disable]
	

	SMTP
	[Enable or Disable]
	

	Mopria™ Discovery
	[Enable or Disable]
	

	WSD (Web Services on In-Scope XPSAS Equipment)
	[Enable or Disable]
	

	NTP
	[Enable or Disable]
	

	Proxy Server
	[Enable or Disable]
	

	Airprint
	[Enable or Disable]
	

	Scan Services Internet Fax,  Scan to Home / Mailbox
	[Enable or Disable]
	

	McAfee Embedded Control
	[Enable or Disable]
	






END OF XEROX® PRINTER SECURITY AUDIT SERVICE SCHEDULE
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