
STATE OF UTAH COOPERATIVE CONTRACT AMENDMENT 

AMENDMENT #:7

CONTRACT #:  AR2492 

Starting Date: Unchanged 

Expiration Date: Unchanged 

TO BE ATTACHED AND MADE PART OF the specified contract by and between the State of Utah Division of Purchasing and 
Unisys Corporation (Referred to as CONTRACTOR). 

BOTH PARTIES AGREE TO AMEND THE CONTRACT AS FOLLOWS: 

The attached ServiceNow SaaS STANDARD TERMS OF USE is made a part of Attachment E 

Effective Date of Amendment: The date of last signature on this amendment 

All other terms and conditions of the contract, including those previously modified, shall remain in full force and effect. 

IN WITNESS WHEREOF, the parties sign and cause this contract to be executed. 

CONTRACTOR STATE OF UTAH 

 
Contractor’s Signature Date Director 

State of Utah Division of Purchasing 
Date 

Duncan “Duke” Ingraham 
Contractor’s Name (Print) 

Managing Director, Strategic Business 
Title (Print) 

 Purchasing Agent Phone # e-mail Contract # 

Solomon Kingston 801-957-7142 skingston@utah.gov AR2492 

23 March 2021 03/30/2021

mailto:skingston@utah.gov
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PUBLIC SECTOR SUBSCRIPTION TERMS OF SERVICE 

THESE PUBLIC SECTOR SUBSCRIPTION TERMS OF SERVICE (“TERMS OF SERVICE”) APPLY ONLY IF THE CUSTOMER IS AN 
EXECUTIVE AGENCY OR DEPARTMENT OF THE U.S. FEDERAL, STATE, OR LOCAL GOVERNMENT (“GOVERNMENT ENTITY”). 
THESE TERMS OF SERVICE SHALL BE INCORPORATED IN ANY ORDER ISSUED BY SUCH CUSTOMER. IF THE CUSTOMER IS NOT 
A GOVERNMENT ENTITY, THEN SERVICENOW’S SUBSCRIPTION SERVICE AGREEMENT (LOCATED AT 
HTTPS://WWW.SERVICENOW.COM/UPGRADE-SCHEDULES.HTML) APPLIES. 

These Terms of Service include the General Terms and Conditions, Customer Support Addendum (“CSA”), Data Security 
Addendum (“DSA”), Data Processing Addendum (“DPA”), and the ServiceNow Store Terms of Use (collectively, “Operational 
Terms”), and any other terms expressly referenced herein, all of which are expressly incorporated in these Terms of Service 
and attached by this reference. References to the “Agreement” in the Operational Terms shall generally mean these Terms 
of Service, and references to an agreement between ServiceNow and Customer shall mean the Ordering Document or Reseller 
Order (as defined below) executed between the Customer and Reseller, or ServiceNow and Reseller, respectively, and as 
appropriate based on context. References to a “Use Authorization” or “Order Form” in the Operational Terms shall mean the 
Ordering Document. 

Pursuant to a separate transaction between the customer entity (“Customer”) and ServiceNow’s authorized reseller 
(“Reseller”), Customer has purchased from Reseller certain services to be delivered by ServiceNow. These Terms of Service 
specify the terms and conditions under which those services will be provided by ServiceNow, apart from price, payment and 
other terms specified in the separate agreement between Customer and Reseller. 

GENERAL TERMS AND CONDITIONS 

1. DEFINITIONS

1.1 “Ancillary Software” means software licensed by ServiceNow to Customer that is typically deployed on 
Customer’s machines to enable access to and use of the Subscription Service. Ancillary Software may include or be provided 
with code licensed under third-party license agreements, including open sourcesoftware. 

1.2 “Claim” means any third-party suit, claim, action, or demand. 

1.3 “Confidential Information” means: 1) ServiceNow Core Technology (which is ServiceNow’s Confidential 
Information); (2) Customer Data and Customer Technology (which is Customer’s Confidential Information); (3) any of a party’s 
information that, due to the nature of the information or circumstances of disclosure, the receiving party should reasonably 
understand it to be confidential and (4) to the extent permitted by Law, the specific terms of these Terms of Service, and any 
amendment or attachment (which will be deemed Confidential Information of both parties). Confidential Information 
excludes any information that: (a) is or becomes generally publicly known without fault or breach by receiving party; (b) that 
receiving party obtains (rightfully and without restriction on use or disclosure)from a third party entitled to make the 
disclosure; or (c) that is independently developed by receiving party without using disclosing party’s Confidential 
Information.; 

1.4 “Customer Data” means electronic data that is uploaded by or for Customer or its agents, employees, or 
contractors, and processed in the Subscription Service, excluding ServiceNow Core Technology. 

1.5 “Customer Technology” means software, methodologies, templates, business processes, documentation, or 
other material originally authored, invented, or otherwise created by or for Customer (but not by ServiceNow) for use with 
the Subscription Service, excluding ServiceNow Core Technology. 

1.6 “Deliverable” means anything created for Customer in performance of Professional Services other than Newly 
Created IP. 

1.7 “Documentation” means the then-current ServiceNow documentation for the Subscription Service or Ancillary 
Software at https://docs.servicenow.com. Documentation includes solely technical program or interface documentation, 
user manuals, operating instructions, and release notes. 

https://www.servicenow.com/UPGRADE-SCHEDULES.HTML
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1.8 “IPR” means all intellectual property or other proprietary rights worldwide, including patents, copyrights, 
trademarks, moral rights, trade secrets, and any other intellectual or industrial property, including registrations, applications, 
renewals, and extensions of such rights. 

1.9 “Law” means any applicable law, rule, statute, decree, decision, order, regulation, and judgmentof any 
government authority (federal, state, local, or international) having jurisdiction. 

1.10 “Newly Created IP” means IPR in the inventions or works of authorship that are made by ServiceNow 
specifically for Customer in the course of performing Professional Services for Customer that are expressly identified as 
“Newly Created IP” in an SOW, excluding ServiceNow Core Technology. 

1.11 “Ordering Document” means a written agreement entered into solely between Reseller and Customer 
specifying the ServiceNow services that Customer has purchased, along with the term and scope of the authorized use 
thereof, subject to these Terms of Service. An Ordering Document is not binding on ServiceNow. 

1.12 “Product Overview” means ServiceNow’s published description of its products and the functionality of such 
products, solely to the extent attached to or expressly referenced in the Ordering Document. 

1.13 “Professional Services” means any consulting, development, or educational services provided by or for 
ServiceNow pursuant to an agreed SOW or Service Description. 

1.14 “Reseller Order” means the supporting order executed by ServiceNow and Reseller or ServiceNow’s authorized 
distributor, as applicable. 

1.15 “Service Description” means the written description for a packaged Professional Service, attached to or 
referenced in an Ordering Document. 

1.16 “ServiceNow Core Technology” means: (1) the Subscription Service, Ancillary Software, Documentation, and 
technology and methodologies (including products, software tools, hardware designs, algorithms, templates, software (in 
source and object forms), architecture, class libraries, objects, and documentation) created by or for, or licensed to, 
ServiceNow; and (2) updates, upgrades, improvements, configurations, extensions, and derivative works of the foregoing and 
related documentation. 

1.17 “SOW” means a statement of work or work order that describes scoped Professional Services by and between 
ServiceNow and Reseller or ServiceNow’s authorized distributor, as applicable. 

1.18 “Subscription Service” means the ServiceNow software-as-a-service offering ordered by Customer under an 
Ordering Document. 

1.19 “Subscription Term” means the period of authorized access to and use of the Subscription Service, as set forth 
in an Ordering Document. 

 

2. SERVICENOW RESPONSIBILITIES 

2.1 PROVISION OF THE SUBSCRIPTION SERVICE; COMPLIANCE WITH LAWS. During the Subscription Term, 
ServiceNow will: (1) make the Subscription Service available to Customer pursuant to these Terms of Service, and (2) provide 
Customer Support, an Availability SLA, Upgrades and Updates, and ServiceNow’s Insurance Coverage disclosure as described 
in the Customer Support Addendum (“CSA”) at https://www.servicenow.com/upgrade-schedules.html; and (3) provide the 
Subscription Service in accordance with all Laws applicable to ServiceNow’s provision of the products and services to its 
general customer base (i.e., without regard to Customer’s particular use of the Subscription Service or Laws not applicable to 
ServiceNow as a lower-tier supplier). 

2.2 PROTECTION AND RETURN OF CUSTOMER DATA. During the Subscription Term, ServiceNow will maintain a 
written Security Program that includes policies, procedures and controls aligned to ISO27001, or a substantially equivalent 
standard, that includes industry-standard practices designed to protect Customer Data from accidental or unlawful 
destruction, loss, alteration, unauthorized disclosure, or access as described in the data security addendum (“DSA”) at 
https://www.servicenow.com/upgrade-schedules.html. The terms of the data processing addendum at 
https://www.servicenow.com/upgrade-schedules.html (“DPA”) shall apply to ServiceNow’s Processing of Personal Data (as 
defined in the DPA). Upon written request by Customer within 45 days after termination or expiration of the Subscription 
Service, ServiceNow will provide any Customer Data in the Subscription Service to Customer in ServiceNow’s standard 

https://www.servicenow.com/upgrade-schedules.html
https://www.servicenow.com/upgrade-schedules.html
https://www.servicenow.com/upgrade-schedules.html
https://www.servicenow.com/upgrade-schedules.html
https://www.servicenow.com/upgrade-schedules.html
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database export format at no additional charge to the Reseller under the applicable Reseller Order. After such 45 day period, 
ServiceNow shall have no obligation to maintain or provide any Customer Data and will, unless legally prohibited, delete all 
Customer Data in its systems or otherwise in its possession or under its control, delete Customer’s instances of the 
Subscription Service, and upon written request, provide confirmation of such deletion. 

2.3 UPDATES. The CSA, DSA and DPA in effect as of the date of the Ordering Document will apply to the Subscription 
Services specified on such Ordering Document. ServiceNow may update the CSA, the DSA and the DPA, however, in no event 
will any update be effective until the end of the applicable Subscription Term. 

 
 

3. ACCESS AND USE RIGHTS; RESTRICTIONS; PROFESSIONAL SERVICES 

3.1 ACCESS AND USE RIGHTS. For each Subscription Term, ServiceNow grants the access and use rights set forth in 
this Section 3 to the ServiceNow Core Technology described in the applicable Ordering Document. 

3.1.1. SUBSCRIPTION SERVICE. ServiceNow authorizes Customer to access and use the Subscription Service 
during the Subscription Termin the applicable Ordering Document, solely for its internal business purposes in accordance 
with the Documentation. 

3.1.2. ANCILLARY SOFTWARE. ServiceNow grants Customer a limited, personal, worldwide, non- 
sublicensable, non-transferable (except as set forth in Section 11.1), non-exclusive, royalty-free license during the 
Subscription Term to install and execute Ancillary Software on Customer’s machines,solely to facilitate Customer’s authorized 
access to and use of the Subscription Service. 

 
3.2 RESTRICTIONS. With respect to the ServiceNow Core Technology, Customer will not (and will not permit others 

to): (1) use it in excess of contractual usage limits (including as set forth in the Ordering Document), or in a manner that 
circumvents use limits or technological access control measures; (2) license, sub-license, sell, re-sell, rent, lease, transfer, 
distribute, time share, or otherwise make any of it available for access by third-parties, except as may otherwise be expressly 
stated herein or in a Ordering Document; (3) access it for purposes of developing or operating products or services for third- 
parties in competition with the ServiceNow Core Technology; (4) disassemble, reverse engineer, or decompile it; (5) copy, 
create derivative works based on, or otherwise modify it, except as may be otherwise expressly stated in these herein; 
(6) remove or modify a copyright or other proprietary rights notice in it; (7) use it in violation of Law (including those applicable 
to collection and processing of Customer Data through the Subscription Service); (8) use it to reproduce, distribute, display, 
transmit, or use material protected by copyright or other I P R (including the rights of publicity) without first obtaining the 
owner’s permission; (9) use it to create, use, send, store, or run viruses or other harmful computer code, files, scripts, agents, 
or other programs, or otherwise engage in a malicious act or disrupt its security, integrity, or operation; or (10) access or disable 
any ServiceNow or third-party data, software, or network (other than Customer’s instance of the Subscription Service). 
Customer will notify ServiceNow at legalnotices@servicenow.com 30 days before it engages in any of the foregoing acts that 
it believes it may be entitled to and provide reasonably requested information to allow ServiceNow to assess Customer’s 
claim. ServiceNow may, in its discretion, provide alternatives that reduce adverse impacts on ServiceNow’s I P R or other 
rights. 

3.3 PROVISION OF PROFESSIONAL SERVICES. Customer and Reseller may enter into one or more SOWs in an 
Ordering Document which may incorporate one or more Service Descriptions for the provision of Professional Services by 
ServiceNow. ServiceNow will perform the Professional Services, subject to the fulfillment of any Customer responsibilities 
and payments due, as stated in the Ordering Document. 

4. ORDERING 

4.1 RESELLER ORDERS. Customer shall order and purchase the Subscription Service and Professional Services 
directly from Reseller pursuant to an agreement specifying price, payment, and other commercial terms reflected in an 
Ordering Document. ServiceNow is not a party to the Ordering Document, but will provide the purchased services pursuant 
to a Reseller Order and these Terms of Service. Reseller is not authorized to make any changes to these Terms of Service or 
bind ServiceNow to any additional or different terms or conditions, except as ServiceNow may expressly agree in writing in a 

mailto:legalnotices@servicenow.com
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Reseller Order or any agreed SOW attached thereto. Subsequent or additional orders for ServiceNow products or services 
may be placed by Customer through Reseller. 

4.2 USE VERIFICATION. ServiceNow or Reseller may remotely review the scope of Customer’s use of the 
Subscription Service, and on ServiceNow or Reseller’s written request, Customer will provide reasonable assistance to verify 
Customer’s compliance with these Terms of Service with respect to access to and use of the Subscription Service. If 
ServiceNow or Reseller determines that Customer has exceeded its permitted access and use rights to the Subscription 
Service, ServiceNow or Reseller will notify Customer, and Customer will within 30 days, either: (1) disable any unpermitted 
use, or (2) purchase additional subscriptions commensurate with Customer’s actual use.If Customer fails to regain compliance 
within such thirty (30) day period, Customer will stop accessing, and ServiceNow and Reseller will stop providing access to, 
the Subscription Service, in addition to any other available rights or remedies. 

5. INTELLECTUAL PROPERTY 

5.1 SERVICENOW OWNERSHIP. As between the parties, ServiceNow and its licensors exclusively own all right, title, 
and interest in and to all I P R in the ServiceNow Core Technology, notwithstanding anything in an Ordering Document or 
other documents purportedly to the contrary. Except for the access and use rights, and licenses expressly granted in Section 
3, ServiceNow, on behalf of itself and its licensors, reserves all rights in the ServiceNow Core Technology and does not grant 
Customer any rights except those expressly set forth herein. Any ServiceNow Core Technology delivered to Customer, or to 
which Customer is given access has been licensed, not sold, even if, for convenience, ServiceNow or Reseller makes reference 
to words such as “sale” or “purchase” in the applicable Ordering Document or other documents. 

5.2 CUSTOMER OWNERSHIP. As between the parties, Customer and its licensors will retain all right, title, and 
interest in and to all I P R in Customer Data and Customer Technology. Customer grants to ServiceNow a royalty-free, fully- 
paid, non-exclusive, non-transferrable (except underSection 11.1 , worldwide, right to use Customer Data and Customer 
Technology solely to provide and support the ServiceNow Subscription Service. 

5.3 FEEDBACK. If Customer provides suggestions, proposals, ideas, recommendations, or other feedback regarding 
improvements to the Subscription Service (collectively, “Feedback”) Customer grants to ServiceNow a royalty-free, fully paid, 
sub-licensable, transferable (notwithstanding Section 11.1), non-exclusive, irrevocable, perpetual, worldwide right and 
license to use, license, and commercialize Feedback (including by incorporation of such Feedback into ServiceNow Core 
Technology) without restriction. 

5.4 PROFESSIONAL SERVICES. Subject to this Section 5.4, ServiceNow assigns (and in the future is deemed to have 
assigned) to Customer any Newly Created IP upon receipt of payment in full to ServiceNow under the SOW that specifies the 
creation of Newly Created IP. If any ServiceNow Core Technology is incorporated into a Deliverable, ServiceNow grants to 
Customer a non-exclusive, royalty-free, non-transferable (except under Section 11.1), non-sublicensable worldwide license 
to use such ServiceNow Core Technology in connection with the use of Subscription Service under these Terms of Service 
during the applicable Subscription Term. Nothing in these Terms of Service may be construed to limit ServiceNow’s right to 
perform (and to assign employees or contractors to perform) similar Professional Services for any other party or to use any 
information incidentally retained in the unaided memories of its employees providing Professional Services. 

6. WARRANTIES; DISCLAIMER OF WARRANTIES 

6.1 SERVICENOW WARRANTIES. ServiceNow warrants that: (1) during the Subscription Term, Customer’s 
production instance of the Subscription Service will materially conform to the Product Overview; and (2) Professional Services 
will be performed in a competent and workmanlike manner in accordance with accepted industry standards and practices 
and all material requirements in the applicable SOW or Service Description. 

6.2 REMEDIES. 

6.2.1. SUBSCRIPTION SERVICE. If any non-conformity to the Product Overview (excluding any non-conformity 
caused by a modification to the Subscription Service made by Customer or a third-party acting at Customer’s direction), 
persists without relief more than 30 days after Customer’s notice to the Reseller of the non-conformity, then upon 
ServiceNow’s timely receipt of such notice from Reseller, as Customer’s exclusive remedy (and ServiceNow’s sole liability in 
connection with this warranty), ServiceNow may terminate the affected Subscription Service immediately, and ServiceNow 
will refund to Reseller any prepaid subscription fees covering the remainder of the applicable Subscription Term for the non- 
conforming Subscription Service after the date of termination, whereupon Customer may submit to Reseller a claim for 
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refund of any amounts paid for the same. This Section 6.2.1 sets forth Customers exclusive rights and remedies (and 
ServiceNow’s sole liability) in connection with this warranty. 

6.2.2. PROFESSIONAL SERVICES. If within 30 days after performance of any non-conforming Professional 
Services Customer notifies Reseller of a breach then, upon ServiceNow’s timely receipt of notice from Reseller, ServiceNow 
at its option will, as Customer’s exclusive remedy (and ServiceNow’s sole liability in connection with this warranty) either use 
commercially reasonable efforts to re-perform the Professional Services in conformance with the material requirements of 
the applicable SOW or Service Description or terminate the affected Professional Services and refund to Reseller any amounts 
paid for the nonconforming Professional Services, whereupon Customer may submit to Reseller a claim for refund of any 
amounts paid for the same. This Section 6.2.2 sets forth Customers exclusive rights and remedies (and ServiceNow’s sole 
liability) in connection with this warranty. 

6.3 death, personal injury or severe physical, property, or environmental damage. 

7. CONFIDENTIAL INFORMATION 

7.1 RIGHTS AND OBLIGATIONS. To the extent permitted by law, the recipient of Confidential Information will: 
(1) at all times protect it from unauthorized disclosure with the same degree of care that it uses to protect its own confidential 
information, and in no event less than reasonable care; and (2) not use it except to the extent necessary to exercise rights 
and obligations under the Ordering Document or these Terms of Service. Each party will limit the disclosure of the other’s 
Confidential Information to those of its employees and contractors with a need to know such Confidential Information to 
exercise its rights and obligations under the Ordering Document and these Termsof Use, and then only to employees and 
contractors subject to binding disclosure and use restrictions at least as protective as those in these Terms of Service. Each 
party’s obligations under this Section 7 will remain in effect during, and for 3 years after termination of the Subscription Term. 
Receiving party will, at disclosing party’s request, return all originals, copies, reproductions, and summaries of Confidential 
Information and other tangible materials and devices provided to receiving party as Confidential Information, or at disclosing 
party’s option, certify destruction of the same. Provisions for return of Customer Data are set forth in Section 11.2 (Return of 
Customer Data). 

7.2 THIRD PARTY REQUESTS. These Terms of Service will not prevent receiving party from disclosing the other 
party’s Confidential Information to a court, or governmental body pursuant to a valid court order, Law, subpoena, or 
regulation, but only if receiving party: (1) gives prompt notice (or the maximum notice permitted under Law) before making 
the disclosure, unless prohibited by Law; (2) to the extent permitted by law, reasonably assists disclosing party, at disclosing 
party’s cost, in its lawful efforts to resist or limit such disclosure; and (3) discloses only that portion of disclosing party’s 
Confidential Information that is legally required to be disclosed. 

8. INDEMNIFICATION 

8.1 BY SERVICENOW. 

8.1.1. OBLIGATION. Subject to this Section 8, ServiceNow will: (1) defend Customer, and its and their officers, 
directors, and employees against any Claim to the extent alleging any: (a) ServiceNow Core Technology used in accordance 
with these Terms of Service infringes any IPR of any unaffiliated third-party (“IPR Claim”); or (b) ServiceNow personnel when 
onsite at Customer’s premises caused death, bodily harm, or damage to tangible personal property due to their negligence 
or willful misconduct; and (2) pay any settlement amount or court-ordered damages award, under the forgoing clauses (1)(a) 
or (1)(b) to the extent arising from such Claim. 

8.1.2. MITIGATION. In connection with any IPR Claim, ServiceNow may: (1) contest the Claim; (2) obtain 
claimant’s permission for Customer’s continued use of the applicable Subscription Service or ServiceNow Core Technology; 
(3) replace Customer’s access to or use of the applicable Subscription Service or ServiceNow Core Technology with 
substantially similar functionality that avoids the Claim; or, (4) if ServiceNow determines the foregoing clauses (1), (2), and 
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(3) are commercially impracticable, terminate Customer’s access to and use of the affected Subscription Service on 60-days’ 
prior notice, whereupon Customer may submit to Reseller a claim for a refund of any prepaid subscription fees covering that 
part of the applicable Subscription Term for such Subscription Service remaining after the effective date of termination. 

8.1.3. LIMITATIONS. Notwithstanding the above, ServiceNow has no obligation or liability for any Claim under 
Section 8.1.1(1)(a) to the extent arising from: (1) use of any ServiceNow Core Technology not expressly authorized under 
these Terms of Service, to the extent the Claim would have been avoided without such access or use; (2) Customer Data or 
Customer Technology; or (3) use of ServiceNow Core Technology: (a) in violation of Law; (b) after termination  under Section 
8.1.2(4); or (4) modification to the ServiceNow Core Technology to Customer’s specifications or by anyone other than 
ServiceNow or its contractors, or if combined with anything not provided by ServiceNow, if the Claim would have been 
avoided but for such modifications or combinations. 

8.2 CUSTOMER WARRANTY. Customer warrants that: (1) Customer Data, (2) Customer Technology, and (3) a 
modification to any ServiceNow Core Technology made to Customer’s specifications or otherwise made by or on behalf of 
Customer by any person other than ServiceNow or a person acting at ServiceNow’s direction (but only if the Claim would 
have been avoided by use of the unmodified ServiceNow Core Technology), does not infringe any IPR, or violates any third- 
party privacy rights. 

8.3 PROCESS. ServiceNow’s duty to indemnify under Section 8.1 is subject to Customer (1) notifying ServiceNow 
promptly of any actual or threatened Claim, (2) except where prohibited by Law, giving ServiceNow sole control of the defense 
of such Claim and of any related settlement negotiations, and (3) cooperating and, at ServiceNow’s reasonable request and 
expense, allowing ServiceNow to assist in such defense. Neither party will stipulate, acknowledge, or admit fault or liability 
on the other’s part without the other’s prior, written consent. ServiceNow will not publicize any settlement without the 
Customer’s prior, written consent.. To the extent the parties perform as required, this Section 8 states ServiceNow’s entire 
liability and the Customer’s exclusive remedy for third-party claims and third-party actions. 

9. LIMITATION OF LIABILITY 

9.1 LIMITED LIABILITY. ServiceNow shall have no liability for any refund that, in accordance with these Terms of 
Service, is to be paid by Reseller. To the extent permitted by Law, ServiceNow’s total, cumulative liability arising out of or 
related to these Terms of Service and the products and services provided under it and the Ordering Document, whether 
based on contract, tort (including negligence), or any other legal or equitable theory, will be limited to the amounts 
received for the Subscription Service or the provision of Professional Services giving rise to the claim during the 12-month 
period preceding the first event giving rise to liability. Multiple claims will not enlarge this limit. 

9.2 EXCLUDED DAMAGES. To the extent permitted by Law, neither ServiceNow nor Customer 

will  

10. TERMINATION 

10.1 GENERALLY. The Subscription Term for the Subscription Service shall begin on the Term Start Date and continue 
until the Term End Date indicated in the Reseller Order. Professional Services are separately ordered from the Subscription 
Service and are not required for use of the Subscription Service. A party’s breach of its Professional Services obligations will 
not by itself constitute a breach by that party of its Subscription Service obligations, even if the services are enumerated in 
the same Ordering Document. 

10.2 SUBSCRIPTION SERVICE. On termination of an Ordering Document, Reseller Order, or expiration of a 
Subscription Term, Customer will stop accessing and using, and ServiceNow will stop providing, the Subscription Service and 
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all related rights granted to Customer in these Terms of Service terminate immediately, automatically, and without notice. 
Customer will, within 30 days after the effective date of termination by Customer for ServiceNow’s breach, submit to Reseller 
a claim for refund for any prepaid fees paid to Reseller covering that part of the Subscription Term for the affected 
Subscription Service, if any, remaining after the effective date of termination. 

10.3 SURVIVAL. Sections 3.3 (Restrictions), 5(Intellectual Property), 6(Warranties; Disclaimer of Warranties) (solely 
in accordance with its terms), 7 (Confidential Information) through 9 (Limitation of Liability, 10(Term and Termination) (solely 
in accordance with its terms), and 11 (General Provisions), together with any other terms required for their construction or 
enforcement, will survive termination or expiration of the Subscription Service. 

11. GENERAL PROVISIONS 

11.1 ASSIGNMENT. Neither party may assign or novate its rights or obligations under these Terms of Service, by 
operation of law or otherwise (collectively, “Assign”), without the other party’s prior written consent. Notwithstanding the 
foregoing, on notice and without consent: (1) either party may in connection with a merger, reorganization, or sale of all or 
substantially all of such party’s assets or equity, Assign these Terms of Service in its entirety to such party’s successor; and 
(2) ServiceNow may Assign these Terms of Service in its entirety to any ServiceNow affiliate. Any attempted or purported 
Assignment in violation of this Section 11.1 isnull and void. Subject to the foregoing, these Terms of Service bind and inure to 
the benefit of the parties, their respective successors, and permitted assigns. 

11.2 EXPORT. The Subscription Service is subject to U.S.and international laws, restrictions, and regulations that may 
govern the import, export, and use of the Subscription Service (“Export Laws”). Customer agrees to comply with Export Laws 
that apply to Customer’s use of the Subscription Service. Without limiting the foregoing, Customer agrees it will not: 
(1) export, re-export, transfer, or otherwise use the Subscription Service in any country subject to an embargo or other 
sanctions by the U.S. (currently including Cuba, Iran, North Korea, Sudan, Syria, and Crimea Region of Ukraine); (2) export, re-
export, or transfer, either directly or indirectly, to a person or entity barred by the applicable Export Laws from participating 
in export activities; and (3) use the Subscription Service for any purpose prohibited by Export Laws, including the design, 
development, or production of nuclear, chemical, or biological weapons, or rocket systems, space launch vehicles, sounding 
rockets, or unmanned air vehicle systems. 

11.3 US GOVERNMENT RIGHTS. The Subscription Service and Professional Services are commercial items, and any 
software therein is commercial computer software (per Federal Acquisition Regulation (“FAR” 12.211 and 12.212 and 
Department of Defense FAR Supplement (“DFARS”) 227.7202, as applicable). Government Customers shall only have those 
rights in technical data, computer software, and computer software documentation (collectively, “data”) set forth in these 
Terms of Service except that Department of Defense Customers may acquire additional rights in technical data pursuant to 
DFARS 252.227-7015(b). This provision applies in lieu of any FAR, DFARS, or other data rights clause or provision. 

11.4 FORCE MAJEURE. ServiceNow is not, and may not be construed to be, in breach of these Terms if performance 
is prohibited or delayed by acts outside of ServiceNow’s reasonable control, including strikes, lock-outs, or other industrial 
disputes, or government action; failure of Internet connectivity or backbone or other telecommunications failures, in each 
case outside of ServiceNow’s local network; fire, flood, natural disaster, extreme adverse weather, or other acts of God (each 
a “Force Majeure Event”). ServiceNow will use reasonable efforts to mitigate the effects of such Force Majeure Event. 

11.5 WAIVER; AMENDMENT. Failure by ServiceNow to enforce any part of these Terms of Service will not be deemed 
a waiver of future enforcement of that or any other provision. Only written waivers signed by an authorized representative 
of the waiving party are effective. 

11.6 SEVERABILITY. If any term of these Terms of Service is held invalid, unenforceable, or void by a court of 
competent jurisdiction, it will be enforced to the maximum extent permissible, and it will be deemed amended or replaced 
by a valid and enforceable term matching the intent of the original language as closely as possible.. 

11.7 LAW; JURISDICTION AND VENUE. If Customer is the U.S. Government, these Terms of Service shall be subject 
to the laws of the United States, and in the event of any dispute arising from or in relation to these Terms of Service, the 
parties consent to the exclusive jurisdiction of, and venue in, a court of competent jurisdiction under the laws of the United 
States. If Customer is a state or local government entity, these Terms of Service shall be subject to the laws of the state in 
which Customer is located, and in the event of a dispute arising from or in relation to these Terms of Service, the parties 
consent to the exclusive jurisdiction of, and venue in, a court of competent jurisdiction within such state. Otherwise, to the 
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extent permitted by law, these Terms of Service shall be governed by, and construed in accordance with the Laws of New 
York, without regard to its conflict of laws principles. The parties irrevocably consent to exclusive jurisdiction of, and venue 
in, any federal or state court of competent jurisdiction in New York City, New York to adjudicate any dispute arising out of or 
related to these Terms of Service. To the extent permitted by applicable Law, the United Nations Convention on Contracts 
for the International Sale of Goods shall not apply. Notwithstanding the foregoing, either party, may at any time, and without 
waiving any other rights under these Terms of Service, seek appropriate legal or equitable relief, including but not limited to, 
emergency interim and/or injunctive relief, in any court of competent jurisdiction to protect its I P R. 

11.8 CONSTRUCTION. ServiceNow may provide Subscription Service only in the English language, unless otherwise 
agreed in writing. The parties have expressly requested that these Terms of Service and all related documents be drafted in 
English. Section headings are for convenience only and are not to be used in interpreting these Terms of Service. These Terms 
of Servicewill be interpreted fairly and in accordance with its terms and without any strict construction in favor of or against 
any party. URLs are understood to also refer to successor URLs, URLs for localized content, and information or resources 
linked from within the websites at such URLs. 

11.9 ENTIRETY; EXECUTION. These Terms of Service (1) are the parties’ entire agreement regarding its subject and 
supersedes all prior or contemporaneous oral or written agreements, representations, understandings, undertakings, 
negotiations, letters of intent, and proposals, with respect to that subject;excludes any other terms Customer seeks to impose 
or incorporate or that may be implied by trade, custom, practice, or course of dealing. Customer has not relied on any 
statement, promise, or representation not expressly included in these Terms of Service, including related to any possible 
future functionality that ServiceNow may provide or offer. 

/// 

/// 

/// 

/// 
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DATA SECURITY ADDENDUM 

ADDENDUM 

All capitalized terms not defined in this Data Security Addendum (“DSA”) have the meaning given to them in other parts of 
the Agreement.   

SECURITY PROGRAM 

While providing the Subscription Service, ServiceNow will maintain a written information security program of policies, 
procedures and controls aligned to ISO27002, or substantially equivalent standard, governing the processing, storage, 
transmission and security of Customer Data (the “Security Program”). The Security Program includes industry-standard 
practices designed to protect Customer Data from accidental or unlawful destruction, loss, alteration, unauthorized 
disclosure, or access. ServiceNow updates the Security Program to address new and evolving security technologies, changes 
to industry standard practices, and changing security threats, although no such update will materially reduce the 
commitments, protections or overall level of service provided to Customer as described herein. 

1.1 SECURITY ORGANIZATION. ServiceNow shall designate a Chief Information Security Officer responsible for 
coordinating, managing, and monitoring ServiceNow’s information security function, policies, and procedures. 

1.2 POLICIES. ServiceNow’s information security policies shall be (i) documented; (ii) reviewed and approved by 
management, including after material changes to the Subscription Service; and (iii) published, and communicated to 
personnel, contractors, and third parties with access to Customer Data, including appropriate ramifications for non- 
compliance. 

1.3 RISK MANAGEMENT. ServiceNow shall perform information security risk assessments as part of a risk 
governance program that is established with the objective to regularly test, assess and evaluate the effectiveness of the 
Security Program. Such assessment shall be designed to recognize and assess the impact of risks and implement identified 
risk reduction or mitigation strategies to address new and evolving security technologies, changes to industry standard 
practices, and changing security threats. ServiceNow shall have the risk program audited annually by an independent third- 
party in accordance with Section 2.1 (Certifications and Attestations) of this Data Security Addendum (“DSA”). 

2. CERTIFICATIONS AND AUDITS 

2.1 CERTIFICATIONS AND ATTESTATIONS. ServiceNow shall establish and maintain sufficient controls to meet 
certification and attestation for the objectives stated in ISO 27001, ISO 27018, SSAE 18 / SOC 1 and SOC 2 Type 2 (or equivalent 
standards) for the Security Program supporting the Subscription Service. At least once per calendar year, ServiceNow shall 
obtain an assessment against such standards and audit methodologies by an independent third-party auditor and make the 
executive reports available to the Customer 

2.2 AUDIT. ServiceNow shall allow for and contribute to audits that include inspections by granting Customer 
(either directly or through its representative(s); provided that such representative(s) shall enter into written obligations of 
confidentiality and non-disclosure directly with ServiceNow), access to all reasonable and industry recognized documentation 
evidencing ServiceNow’s policies and procedures governing the security and privacy of Customer Data and its Security 
Program through ServiceNow’s self-access documentation portal (“ServiceNow CORE”) and at no additional costs (“Audit”). 
The information available in ServiceNow CORE will include documentation evidencing ServiceNow’s Security Program, as well 
as ServiceNow’s privacy policies and procedures regarding personal information processed within the Subscription Service, 
copies of certifications and attestation reports (including audits) listed above. 

2.3 OUTPUT. Upon completion of the Audit, ServiceNow and Customer may schedule a mutually convenient time 
to discuss the output of the Audit. ServiceNow may in its sole discretion, consistent with industry and ServiceNow’s standards 
and practices, make commercially reasonable efforts to implement Customer’s suggested improvements noted in the Audit 
to improve ServiceNow’s Security Program. The Audit and the results derived therefrom are deemed to be the Confidential 
Information of Customer and ServiceNow. 

3. PHYSICAL, TECHNICAL, AND ORGANIZATIONAL SECURITY MEASURES 

3.1 PHYSICAL SECURITY MEAURES. 

3.1.1. DATA CENTER FACILITIES. The data center facilities include (1) physical access restrictions and 
monitoring that shall include a combination of any of the following: multi-zone security, man-traps, appropriate perimeter 
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deterrents (e.g. fencing, berms, guarded gates), on-site guards, biometric controls, CCTV, and secure cages; and (2) fire 
detection and fire suppression systems both localized and throughout the data center floor. 

3.1.2. SYSTEMS, MACHINES AND DEVICES. The systems, machines and devices include (1) physical protection 
mechanisms; and (2) entry controls to limit physical access. 

3.1.3. MEDIA. ServiceNow shall use NIST 800-88 industry standard (or substantially equivalent) destruction of 
sensitive materials, including Customer Data, before such media leaves ServiceNow’s data centers for disposition. 

3.2 TECHNICAL SECURITY MEAURES. 

3.2.1. ACCESS ADMINISTRATION. Access to the Subscription Service by ServiceNow employees and contractors 
is protected by authentication and authorization mechanisms. User authentication is required to gain access to production 
and sub-production instances. Individuals are assigned a unique user account. Individual user accounts shall not be shared. 
Access privileges are based on job requirements using the principle of least privilege access and are revoked upon termination 
of employment or consulting relationships. Access entitlements are reviewed by management quarterly. Infrastructure access 
includes appropriate user account and authentication controls, which will include the required use of VPN connections, complex 
passwords with expiration dates, account lock-out enabled, and a two-factor authenticated connection. 

3.2.2. SERVICE ACCESS CONTROL. The Subscription Service provides user and role-based access controls. 
Customer is responsible for configuring such access controls within its instance. 

3.2.3. LOGGING AND MONITORING. The production infrastructure log activities are centrally collected, are 
secured in an effort to prevent tampering, and are monitored for anomalies by a trained security team. ServiceNow shall 
provide a logging capability in the platform that captures login and actions taken by users in the ServiceNow application. 
Customer has full access to application audit logs within its instance(s), including successful and failed access attempts to 
Customer’s instance(s). Customer is responsible for exporting application audit logs to Customer’s syslog server through 
available built-in platform features. 

3.2.4. FIREWALL SYSTEM. An industry-standard firewall is installed and managed to protect ServiceNow 
systems by residing on the network to inspect all ingress connections routed to the ServiceNow environment. ServiceNow 
managed firewall rules are reviewed quarterly. Customer shall be responsible for reviewing any Customer managed firewall 
rules on its instance(s). 

3.2.5. VULNERABILITY MANAGEMENT. ServiceNow conducts quarterly security risk evaluations to identify 
critical information assets, assess threats to such assets, determine potential vulnerabilities, and provide for remediation. 
When software vulnerabilities are revealed and addressed by a vendor patch, ServiceNow will obtain the patch from the 
applicable vendor and apply it within an appropriate timeframe in accordance with ServiceNow’s then-current vulnerability 
management and security patch management standard operating procedure and only after such patch is tested and 
determined to be safe for installation in all production systems. 

3.2.6. ANTIVIRUS. ServiceNow updates antivirus, anti-malware, and anti-spyware software on regular intervals 
and centrally logs events for effectiveness of such software. 

3.2.7. CHANGE CONTROL. ServiceNow evaluates changes to platform, applications, and production 
infrastructure to minimize risk and such changes are implemented following ServiceNow’s standard operating procedure. 

3.2.8. DATA SEPARATION. Customer Data shall be maintained within a logical single-tenant architecture on 
multi-tenant cloud infrastructure that is logically and physically separate from ServiceNow’s corporate infrastructure. 

3.2.9. CONFIGURATION MANAGEMENT. ServiceNow shall implement and maintain standard hardened 
configurations for all system components within the Subscription Service. ServiceNow shall use industry standard hardening 
guides, such as guides from the Center for Internet Security, when developing standard hardening configurations. 

3.2.10. DATA ENCRYPTION IN TRANSIT. ServiceNow shall use industry standard encryption to encrypt Customer 
Data in transit over public networks to the Subscription Service. 

3.2.11. DATA ENCRYPTION AT REST. ServiceNow shall provide encryption at rest capability for column level 
encryption, which Customer may enable at its sole discretion. Customer may purchase additional data-at-rest encryption 
capabilities if offered by ServiceNow during the Subscription Term. 

3.2.12. SECURE SOFTWARE DEVELOPMENT. ServiceNow shall implement and maintain secure application 
development policies and procedures aligned with industry standard practices such as the OWASP Top Ten (or a substantially 
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equivalent standard). All personnel responsible for secure application design and development will receive appropriate 
training regarding ServiceNow’s secure application development practices. 

3.2.13. SECURE CODE REVIEW. ServiceNow shall perform a combination of static and dynamic testing of code 
prior to the release of such code to Customers. Vulnerabilities shall be addressed in accordance with its then current software 
vulnerability management program. Software patches are regularly made available to Customers to address known 
vulnerabilities. 

3.2.14.  ILLICIT CODE. The Subscription Service shall not contain viruses, malware, worms, date bombs, time 
bombs, shut-down devices, that may result in, either: (a) any inoperability of the Subscription Service; or (b) any interruption, 
interference with the operation of the Subscription Service (collectively, “Illicit Code”). If the Subscription Service is found to 
contain any Illicit Code that adversely affects the performance of the Subscription Service or causes a material security risk 
to Customer Data, ServiceNow shall, as Customer’s exclusive remedy, use commercially reasonable efforts to remove the 
Illicit Code or to advise and assist Customer to remove such Illicit Code. 

3.3 ORGANIZATIONAL SECURITY MEASURES. 

3.3.1. DATA CENTER INSPECTIONS. ServiceNow performs routine reviews of data centers to confirm that the 
data centers continue to maintain appropriate security controls necessary to comply with the Security Program. 

3.3.2. PERSONNEL SECURITY. ServiceNow performs background screening on all employees and all contractors 
who have access to Customer Data in accordance with ServiceNow’s then-current applicable standard operating procedure 
and subject to Law. 

3.3.3. SECURITY AWARENESS AND TRAINING. ServiceNow maintains a security and privacy awareness program 
that includes appropriate training and education of ServiceNow personnel, including any contractors or third parties that may 
access Customer Data. Such training is conducted at time of hire and at least annually throughout employment at ServiceNow. 

3.3.4. VENDOR RISK MANAGEMENT. ServiceNow maintains a vendor risk management program that assesses 
all vendors that access, store, process, or transmit Customer Data for appropriate security and privacy controls and business 
disciplines. 

3.3.5. SOFTWARE AND ASSET INVENTORY. ServiceNow shall maintain an inventory of all software components 
(including, but not limited to, open source software) used in the Subscription Service, and inventory all media and equipment 
where Customer Data is stored. 

3.3.6. WORKSTATION SECURITY. ServiceNow shall implement and maintain security mechanisms on personnel 
workstations, including firewalls, anti-virus, and full disk encryption. ServiceNow shall restrict personnel from disabling 
security mechanisms. 

4. SERVICE CONTINUITY 

4.1 DATA MANAGEMENT; DATA BACKUP. ServiceNow will host the purchased instances of the Subscription Service 
in a pair of data centers that attained SSAE 18 Type 2 attestations or have ISO 27001 certifications (or equivalent or successor 
attestations or certifications) acting in an active/active capacity for the Subscription Term. Each data center includes full 
redundancy (N+1) and fault tolerant infrastructure for electrical, cooling and network systems. The deployed servers are 
enterprise scale servers with redundant power to ensure maximum uptime and service availability. The production database 
systems are replicated in near real time to a mirrored data center in a different geographic region. Each Customer instance is 
supported by a network configuration with multiple connections to the Internet. ServiceNow backs up all Customer Data in 
accordance with ServiceNow’s standard operating procedure. 

4.2 DISASTER RECOVERY. ServiceNow shall (i) maintain a disaster recovery (“DR”) related plan that is consistent 
with industry standards for the Subscription Service; (ii) test the DR plan at least once every year; (iii) make available summary 
test results which will include the actual recovery point and recovery times; and (iv) document any action plans within the 
summary test results to promptly address and resolve any deficiencies, concerns, or issues that prevented or may prevent 
the Subscription Service from being recovered in accordance with the DR plan. 

4.3 BUSINESS CONTINUITY. ServiceNow shall maintain a business continuity plan (“BCP”) to minimize the impact 
to its provision and support of the Subscription Service from an event. The BCP shall: (i) include processes for protecting 
personnel and assets and restoring functionality in accordance with the time frames outlined therein; and (ii) be tested 
annually and updated based on any deficiencies, identified during such tests. 
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4.4 PERSONNEL. In the event of an emergency that renders the customer support telephone system unavailable, 
all calls are routed to an answering service that will transfer to a ServiceNow telephone support representative, 
geographically distributed to ensure business continuity for support operations. 

5. MONITORING AND INCIDENT MANAGEMENT 

5.1 MONITORING, MANAGEMENT AND NOTIFICATION. 

5.1.1. INCIDENT MONITORING AND MANAGEMENT. ServiceNow will monitor, analyze, and respond to security 
incidents in a timely manner in accordance with ServiceNow’s standard operating procedure. ServiceNow’s security group 
will escalate and engage response teams as may be necessary to address a security incident. 

5.1.2. BREACH NOTIFICATION. ServiceNow will report to Customer any accidental or unlawful destruction, 
loss, alteration, unauthorized disclosure of, or access to, Customer Data (a “Breach”) without undue delay following 
determination by ServiceNow that a Breach has occurred. 

5.1.3. REPORT. The initial report will be made to Customer security contact(s) designated in ServiceNow’s 
Support Portal (or if no such contact(s) are designated, to the primary technical contact designated by Customer). As 
information is collected or otherwise becomes available, ServiceNow shall provide without undue delay any further 
information regarding the nature and consequences of the Breach to allow Customer to notify relevant parties, including 
affected individuals, government agencies, and data protection authorities in accordance with Data Protection Laws. The 
report will include the name and contact information of the ServiceNow contact from whom additional information may be 
obtained. ServiceNow shall inform Customer of the measures that ServiceNow will adopt to mitigate the cause of the Breach 
and to prevent future Breaches. 

5.1.4. CUSTOMER OBLIGATIONS. Customer will cooperate with ServiceNow by providing any information that 
is reasonably requested by ServiceNow to resolve any security incident, including any Breaches, identify its root cause(s), and 
prevent a recurrence. Customer is solely responsible for determining whether to notify the relevant supervisory or regulatory 
authorities and impacted Data Subjects and for providing such notice. 

 
5.2 COOKIES. When providing the Subscription Service, ServiceNow uses cookies to: (a) track session state; 

(b) route a browser request to a specific node when multiple nodes are assigned; and (c) recognize a user upon returning to 
the Subscription Service. Customer shall be responsible for providing notice to, and collecting any necessary consents from, 
its users of the Subscription Service for ServiceNow’s use of cookies. 

6. PENETRATION TESTS 

6.1 BY A THIRD-PARTY. ServiceNow contracts with third-party vendors to perform a penetration test on the 
ServiceNow application per family release to identify risks and remediation options that help increase security. ServiceNow 
shall make executive reports from the penetration testing available to Customer in ServiceNow CORE. 

6.2 BY CUSTOMER. No more than once per calendar year Customer may request to perform, at its own expense, 
an application penetration test. Additional tests within a Release Family may be requested and if allowed, shall be subject to 
a fee. Prior to conducting any penetration test, Customer shall notify ServiceNow by submitting a request to schedule such a 
test using the Support Portal per ServiceNow’s then-current penetration testing policy and procedure, including entering into 
ServiceNow’s penetration test agreement. Customer shall not perform a penetration test without ServiceNow’s express 
written authorization. In the event Customer authorized penetration testing identifies vulnerabilities that ServiceNow is able 
to reproduce, ServiceNow shall, consistent with industry-standard practices, use commercially reasonable efforts to promptly 
make any necessary changes to improve the security of the Subscription Service. ServiceNow’s approval for a Customer to 
perform a penetration test as set forth in this Section 6.2 includes the ability for Customer to retest the detected 
vulnerabilities from the initial penetration test. 

7. SHARING THE SECURITY RESPONSIBILITY 

7.1 PRODUCT CAPABILITIES. The Subscription Service allows Customer to: (a) authenticate users before accessing 
the Customer’s instance; (b) integrate with SAML solutions (c) encrypt passwords; (d) allow users to manage passwords; and 
(e) prevent access by users with an inactive account. Customer manages each user’s access to and use of the Subscription 
Service by assigning to each user a credential and user type that controls the level of access to the Subscription Service. 
Customer is solely responsible for reviewing ServiceNow’s Security Program and making an independent determination as to 
whether it meets Customer’s requirements, taking into account the type and sensitivity of Customer Data that Customer 
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processes within the Subscription Service. Customer shall be responsible for implementing encryption and access control 
functionalities available within the Subscription Service for protecting all Customer Data containing sensitive data, 
including credit card numbers, social security and other government-issued identification numbers, financial and health 
information, Personal Data (including any data deemed sensitive or “special categories of personal data” under Data 
Protection Laws). Customer is solely responsible for its decision not to encrypt such Customer Data and ServiceNow will 
have no liability to the extent that damages would have been mitigated by Customer’s use of such encryption measures. 
Customer is responsible for protecting the confidentiality of each user’s login and password and managing each user’s 
access to the Subscription Service. Customer shall be responsible for implementing ServiceNow’s documented best 
practices and hardening guidelines for securing its ServiceNow instances. 

7.2 SECURITY CONTACT. In accordance with Section 1.4.2 (Customer Responsibilities), of the Customer Support 
Policy (www.servicenow.com/upgrade-schedules.html), Customer agrees to identify and maintain appropriate security 
contact(s) for all information security incident and information security-related communication within the Support Portal. 

7.3 LIMITATIONS. Notwithstanding anything to the contrary in this DSA or other parts of the Agreement, 
ServiceNow’s obligations herein are only applicable to the Subscription Service. This DSA does not apply to: (a) information 
shared with ServiceNow that is not Customer Data; (b) data in Customer’s VPN or a third-party network; and (c) any data 
processed by Customer or its users in violation of the Agreement or this DSA. 

 

http://www.servicenow.com/upgrade-schedules.html
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