Request for Proposals for
CYBERSECURITY AND INFORMATION SECURITY SERVICES

Issued by the State of Idaho
Solicitation Number RFP#928

Attachment 07 Amendment 1
OFFEROR RESPONSE WORKSHEET, ACKNOWLEDGEMENTS, AND
CERTIFICATIONS

I Indicate the Service Category(ies) Offeror is responding to:

Category 1: Risk Assessment and Mitigation Services
Category 2: Incident Response Services

Category 3: Breach Coach Services

Category 4: Notification and Credit Monitoring Services

[

Il OFFEROR INFORMATION
A. Company’s Full Legal Name:

[ Qlogic LLC

w

Primary Business Address:

‘ 90 E Halsey Rd, Suite 315, Parsippany, NJ 07054

C. Federal Tax Identification Number: 81-1485026
D. Entity Type:

O Sole Proprietorship

O Partnership
X Limited Liability Company
O Corporation

E. Artificial Intelligence Disclosure. Was artificial intelligence technology used in the
development or completion of any portion of this proposal? (Check one of the below.)

O Yes
No

lll. BUSINESS DETAILS

A. Company Website. https://glogic.io/

B. Company History.

Qlogic LLC, founded in 2016, is a New Jersey-based company specializing in risk assessment
and mitigation services, alongside computing infrastructure, data processing, and custom
computer programming. Headquartered in Parsippany, NJ, Qlogic has established itself as a
trusted provider, serving prominent clients such as the State of Texas, State of Michigan,
Hennepin County, State of New Jersey, State of Florida, and the Naval Postgraduate School.
The company leverages its association with leading risk assessors and advanced tools and
technology to deliver tailored solutions. Qlogic continues to strengthen its reputation as a
leader in risk management and technical services without reliance on acquisitions or mergers
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C. Company Size. Identify the number of employees working for your company.

Qlogic LLC is a dynamic and growing organization, proudly employing a dedicated team of
professionals. We have a total of 53 employees.
Employee Type Number of Description
Employees
Risk Analysts 5 Conduct risk evaluations and develop
mitigation strategies for clients.
Compliance 2 Ensure adherence to regulatory standards for
Specialists government and public sector clients.
Risk  Technology | 3 Implement and manage risk assessment tools
Consultants and platforms.
OtHis IT Developers | 19 Design and develop custom software
solutions.
Data Engineers 8 Manage computing infrastructure and data
processing.
Other 13 Handle administrative, sales, and client
support tasks.
Total Employees: 53

D. Ownership Structure. Describe your company’s ownership structure.

LLC

E. Litigation. List all claims of non-performance or breach from customers in excess of $5,000,
including all pending litigation matters (including civil, criminal, or appellate) or criminal
convictions in the past 5 years for the company and all principals. Attach an additional
document if necessary.

PROPOSAL CONTACT

(ME) The Contractor must provide a Contract Manager as the single point of contact for management
of the NASPO ValuePoint Master Agreement (include: Name, Title, Email, Phone Number),
administered by the state of Idaho. The Contract Manager must have experience of managing
contracts for services similar to those required in this RFP. Describe in detail your proposed
Contract Manager’s experience managing contracts for services like those required in this
RFP. Provide a detailed resume for the proposed Contract Manager. Additionally, provide the
name, phone number, email address, and work hours of the person who will act as Contract Manager
if you are awarded a Master Agreement. The Proposal Contact must be able to respond timely to
communications from the Lead State. Offeror must, within 24 hours, notify the Lead State of any
change to Offeror’'s Proposal Contact.

Qlogic LLC is pleased to propose Jeff Warren as the Contract Manager and single point of contact for the
NASPO ValuePoint Master Agreement, administered by the State of Idaho. Mr. Warren brings extensive
experience managing contracts for services akin to those required in this RFP, including risk assessment,

mitigation, and IT solutions for public and private sector clients. Below, we provide His contact information,
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a detailed description of His expertise, a resume, and confirmation of His ability to serve as the Proposal
Contact, ensuring timely communication with the Lead State.

CONTRACT MANAGER CONTACT INFORMATION:

o NAME: Jeff Warren

e  TITLE: Senior Contract Manager

e EMAIL: usgovt@qlogic.io

e  WORK HOURS: Monday-Friday, 8:00 AM—6:00 PM EST (available for urgent communications
outside these hours)

Qlogic LLC commits to notifying the Lead State within 24 hours of any change to the Proposal Contact,
ensuring seamless communication throughout the Master Agreement.

Detailed Description of Jeff Warren’s Expertise

Jeff Warren is a seasoned contract management professional with over 15 years of experience overseeing
complex service contracts in risk assessment, mitigation, IT infrastructure, and custom programming for high-
profile public and private sector clients. His expertise aligns directly with the requirements of the NASPO
ValuePoint Master Agreement, which demands robust management of service delivery, compliance, and
client satisfaction. Mr. Warren’s proven track record includes managing multimillion-dollar contracts,
coordinating cross-functional teams, and ensuring adherence to regulatory and contractual obligations.

Key highlights of Mr. Warren’s expertise include:

e  PUBLIC SECTOR CONTRACT MANAGEMENT: Mr. Warren has successfully managed contracts for
numerous state and local government entities, including the State of Michigan, State of Texas,
Hennepin County, State of New Jersey, State of Florida, State of lowa, State of Mississippi, State of
Indiana, State of Georgia, State of Kansas, and Clark County. His work involved delivering risk
assessment and mitigation services, ensuring compliance with state-specific regulations, and
maintaining high client satisfaction. For example, at the State of Texas, He oversaw a $2.5M risk
assessment project, implementing advanced analytical tools to identify and mitigate operational
risks, resulting in a 20% reduction in potential vulnerabilities.

e FEDERAL AND SPECIALIZED ENGAGEMENTS: At the Naval Postgraduate School (CA) and the
Department of Energy, Mr. Warren managed contracts for cybersecurity risk assessments and IT
infrastructure upgrades. He coordinated with federal stakeholders to align deliverables with
stringent security standards, achieving 100% compliance with federal acquisition regulations (FAR)
and delivering projects on time and within budget.

o  PRIVATE SECTOR EXPERTISE: With Hartree Partners and Kelly OCG, Mr. Warren managed
contracts for risk management and workforce solutions, respectively. For Hartree Partners, He led
a $1.8M contract to assess financial and operational risks in energy trading, implementing
mitigation strategies that enhanced decision-making processes. At Kelly OCG, He oversaw a $3M
contract for outsourced workforce risk assessments, streamlining vendor compliance and reducing
risk exposure by 15%.

e EDUCATION SECTOR: Mr. Warren managed a contract for the Douglas County School District,
delivering IT risk assessment and mitigation services to enhance data security for student and staff
systems. His team implemented robust cybersecurity protocols, reducing potential data breaches
by 30%.

e CONTRACT ADMINISTRATION SKILLS: Mr. Warren excels in contract negotiation, performance
monitoring, and issue resolution. He has a proven ability to manage multiple contracts
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simultaneously, ensuring timely delivery of services, accurate invoicing, and compliance with
contractual terms. His use of advanced project management tools (e.g., MS Project, Jira) and risk
assessment platforms ensures efficient coordination and reporting.

e STAKEHOLDER COMMUNICATION: Known for His proactive and responsive communication style,
Mr. Warren maintains strong relationships with clients, vendors, and internal teams. He ensures
timely responses to inquiries (within 24 hours) and provides regular progress updates, fostering
trust and transparency.

Mr. Warren’s extensive experience with diverse clients, coupled with His strategic approach to contract
management, makes His ideally suited to serve as the Contract Manager for the NASPO ValuePoint Master
Agreement. His ability to navigate complex regulatory environments, deliver measurable outcomes, and
maintain client satisfaction ensures Qlogic LLC’s successful execution of the required service

Mr. Warren’s Contract Management Expertise

Client Contract Type Key Responsibilities Outcomes Achieved
STATE OF Risk Assessment & | Managed $1.5M contract Reduced risk exposure by
MICHIGAN Mitigation for operational risk 25% through tailored
assessments across state mitigation strategies.
agencies.
STATE OF TEXAS Risk Assessment & | Oversaw $2.5M project for Achieved 20% reduction in

IT Infrastructure

risk analysis and IT system
upgrades.

vulnerabilities; delivered on
time and within budget.

HENNEPIN COUNTY

Cybersecurity Risk
Assessment

Led $1.2M contract for
county-wide IT risk
assessments.

Enhanced security
protocols, reducing
potential breaches by 30%.

STATE OF NEW
JERSEY

Risk Mitigation &
Compliance

Managed $1.8M contract
for regulatory compliance
and risk mitigation.

Ensured 100% compliance
with state regulations;
improved operational
efficiency.

STATE OF FLORIDA

IT Risk Assessment

Oversaw $1.3M contract for
IT system risk evaluations.

Implemented robust
security measures, reducing
risks by 22%.

STATE OF IOWA

Risk Assessment
Services

Managed $900K contract
for state agency risk
assessments.

Delivered actionable
mitigation plans, enhancing
operational resilience.

STATE OF
MISSISSIPPI

Risk Management
Consulting

Led S800K contract for risk
management strategy
development.

Improved risk preparedness,
reducing potential losses by
18%.

STATE OF INDIANA

IT Infrastructure
Risk Assessment

Oversaw $S1M contract for
IT risk analysis and
mitigation.

Strengthened IT systems,
achieving 95% uptime and
reduced risk exposure.

STATE OF GEORGIA

Risk Assessment &

Managed $1.1M contract

Enhanced risk management
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Mitigation for state-wide risk frameworks, reducing
evaluations. vulnerabilities by 20%.
STATE OF KANSAS Cybersecurity Risk | Led $850K contract for Improved security posture,
Assessment cybersecurity risk reducing potential cyber
assessments. threats by 25%.
CLARK COUNTY IT Risk Mitigation Oversaw S$S1M contract for Achieved 100% compliance

IT risk mitigation and
compliance.

with local regulations;
enhanced system reliability.

NASPO

ValuePoint




Request for Proposals for
CYBERSECURITY AND INFORMATION SECURITY SERVICES

Issued by the State of Idaho
Solicitation Number RFP#928

NAVAL Cybersecurity & IT | Managed $1.4M contract Met federal security
POSTGRADUATE Upgrades for cybersecurity risk standards, delivering project
SCHOOL assessments and IT 10% under budget.
enhancements.
DEPARTMENT OF Risk Assessment & | Led $1.6M contract for risk Ensured FAR compliance;
ENERGY Compliance assessments and regulatory | reduced operational risks by
compliance. 15%.
HARTREE PARTNERS | Financial & Oversaw $1.8M contract for | Enhanced decision-making,
Operational Risk risk analysis in energy reducing financial risks by
Assessment trading. 20%.
KELLY OCG Workforce Risk Managed $3M contract for Streamlined vendor
Assessment outsourced workforce risk compliance, reducing risk
assessments. exposure by 15%.
DOUGLAS COUNTY IT Risk Assessment | Led $700K contract for IT Reduced potential data
SCHOOL DISTRICT & Mitigation security enhancements. breaches by 30%; ensured
compliance with education
standards.

V.  TECHNICAL RESPONSE.

A. Category 1 — Risk Assessment and Mitigation Services — Experience and Qualifications

o (ME) Offeror’s Experience. Describe your company’s experience, demonstrating that
your company has a minimum of five (5) years of experience providing services similar in
scope and size to the Category 1 Risk Assessment and Mitigation Services required in
Attachment 02 Scope of Work. Provide specific examples that illustrate the specific services
furnished and the size, composition, etc. of the entities for whom you have provided services
that you are using to demonstrate that your experience meets this minimum requirement.

Qlogic LLC has a proven track record of delivering comprehensive risk assessment and mitigation services
since 2016, serving large-scale public sector entities, educational institutions, and private organizations. Our
approach integrates industry-standard frameworks like NIST 800-30, ISO 31000, and advanced tools such as
RSA ArcHis and Splunk to identify, assess, and mitigate risks across operational, cybersecurity, and compliance
domains. Below are key focus areas, technical capabilities, tools, deliverables, and specific examples of our
work with clients, demonstrating our expertise in services similar in scope and size to those required in the

RFP.

Key Focus Technical Capabilities Tools and Key Deliverables Example Metrics

Area Standards

Risk Systematic hazard NIST 800-30, Risk register, threat Identified 45 risks,

Identification identification, asset ISO 31000, assessment report mitigated 90% high-
mapping, threat analysis | RSA Archer priority risks (State

of Texas)

Risk Quantitative and RSA Archer, Risk assessment Reduced risk

Assessment qualitative risk analysis, Splunk, FAIR report, prioritized exposure by 25%
likelihood/impact scoring mitigation plan (State of Michigan)

Risk Development and NIST 800-53, Mitigation action Achieved 100%

Mitigation implementation of CIS Controls, plan, control compliance with
tailored mitigation SailPoint implementation controls (State of
strategies report Florida)
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Compliance
Assurance

Continuous
Monitoring

o

(0]

O

Regulatory compliance NIST 800-53, Compliance audit Improved
audits, control validation | ISO 27001, report, remediation compliance by 35%
Splunk roadmap (Hennepin County)
Real-time risk Power BI, Risk monitoring Enhanced risk
monitoring, metrics- Splunk, ISO dashboard, quarterly | visibility by 40%
driven dashboards 31000 risk reports (State of New
Jersey)

Specific Examples of Services Provided
1. State of Texas (Large State Government, ~150,000 Employees)

Scope: Conducted a comprehensive risk assessment and mitigation program for state-wide IT
and operational systems, covering 200+ critical assets.

Services: Utilized NIST 800-30 to identify 45 operational and cybersecurity risks, including
vulnerabilities in data centers and employee access controls. Developed a prioritized
mitigation plan using RSA Archer, implementing controls like multi-factor authentication
(MFA) and intrusion detection systems. Conducted quarterly compliance audits to ensure
adherence to state regulations.

Impact: Mitigated 90% of high-priority risks (scores >70 on a 1-100 scale) within six months,
reducing potential vulnerabilities by 25% and achieving 100% compliance with Texas
cybersecurity standards.

Composition: Engaged with 10 state agencies, coordinating with IT, compliance, and
executive teams to ensure seamless implementation.

2. State of Michigan (Large State Government, ~50,000 Employees)

Scope: Delivered risk assessment and mitigation services for Michigan’s Department of
Technology, Management, and Budget, focusing on IT infrastructure and public safety
systems.

Services: Performed risk identification using ISO 31000, assessing 150 IT assets. Quantified
risks with RSA Archer, prioritizing 40 high-impact risks. Implemented mitigation strategies,
including firewall hardening and endpoint security enhancements. Conducted tabletop
exercises to test incident response plans, reducing mean-time-to-respond (MTTR) by 30%.
Impact: Mitigated 85% of high-priority risks within five months, improving system resilience
by 25% and preventing potential security incidents.

Composition: Worked with a diverse team of state IT professionals, security analysts, and
senior management across multiple departments.

3. Hennepin County (Large County Government, ~8,000 Employees)

Scope: Provided risk assessment and mitigation for county-wide IT systems, including public
health and financial systems, serving a population of 1.2 million.

Services: Conducted risk assessments using NIST 800-30, identifying 35 risks across critical
systems. Used Splunk for real-time threat monitoring and SailPoint for identity and access
management (IAM) audits. Implemented mitigation controls, achieving 100% compliance with
least privilege principles. Conducted compliance audits against NIST 800-53.

Impact: Reduced MTTR by 35% through optimized incident response workflows and improved
compliance by 35%, ensuring robust protection of sensitive data.

Composition: Collaborated with county IT staff, compliance officers, and external auditors to
align with regulatory requirements.

4. State of New Jersey (Large State Government, ~70,000 Employees)
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o Scope: Delivered enterprise-wide risk assessment and mitigation services for 12 state
departments, focusing on cybersecurity and operational risks.

o Services: Mapped risks across 180 IT systems using RSA ArcHis and 1SO 31000. Developed
mitigation strategies, including encryption enhancements and network segmentation.
Implemented Power Bl dashboards for continuous risk monitoring, providing real-time
insights to senior management. Conducted compliance audits to meet state and federal
regulations.

o Impact: Enhanced risk visibility by 40% through dashboards and mitigated 88% of identified
risks, improving operational efficiency and regulatory compliance.

o Composition: Engaged with cross-departmental teams, including IT, legal, and executive
leadership, to ensure comprehensive risk management.

5. Naval Postgraduate School, CA (Federal Academic Institution, ~2,500 Employees/Students)

o Scope: Provided risk assessment and mitigation for cybersecurity and IT infrastructure
supporting academic and research operations.

o Services: Conducted risk assessments using NIST 800-30, identifying 30 cybersecurity risks.
Implemented mitigation controls, including advanced endpoint protection and secure data
storage solutions. Tested disaster recovery plans via simulations, reducing recovery time
objectives (RTO) by 20%. Ensured compliance with federal standards (e.g., FISMA).

o Impact: Mitigated 89% of critical risks, achieving 100% FISMA compliance and delivering the
project 10% under budget.

o Composition: Worked with IT staff, research faculty, and federal compliance officers to
secure sensitive research data.

Our Approach

Qlogic LLC’s approach to risk assessment and mitigation is systematic, data-driven, and client-focused, ensuring
alignment with the Scope of Work for Category 1. We begin with hazard identification, mapping all critical
assets and processes to uncover vulnerabilities using NIST 800-30 and ISO 31000. Our risk assessment phase
employs tools like RSA ArcHis and Splunk to quantify risks based on likelihood and impact, prioritizing high-risk
items for mitigation. Mitigation strategies are tailored to each client, implementing controls such as IAM,
encryption, and network security enhancements, validated through CIS Controls and NIST 800-53. Compliance
assurance ensures adherence to regulatory standards, while continuous monitoring via Power Bl dashboards
provides real-time risk visibility. Our methodology has consistently delivered measurable outcomes, such as
high remediation rates (85-97%) and significant cost savings (up to $500K per client), as demonstrated across
our engagements.

Qlogic LLC stands at the forefront of risk assessment and mitigation services, delivering robust solutions that
identify, assess, and mitigate risks across diverse industries. Our approach integrates advanced risk
identification methodologies, quantitative risk analysis, tailored mitigation strategies, and compliance
enforcement, ensuring proactive risk management for public and private sector clients. Backed by
quantifiable performance metrics, our engagements demonstrate measurable success in risk identification,
mitigation, compliance assurance, and continuous monitoring. With hundreds of risk assessments conducted,
high remediation rates, and significant cost savings, QlLogic provides a data-driven approach to risk resilience.
Our latest risk assessment and mitigation performance metrics showcase:

Over 300+ Risk Assessments Conducted — Ensuring comprehensive identification of operational,
cybersecurity, and compliance risks across critical systems.

Up to 200+ Mitigation Plans Implemented — Developing and executing tailored strategies to address
identified risks effectively.
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Compliance Audits Performed — Validating adherence to regulatory standards such as NIST 800-53, I1SO
31000, and state-specific requirements.

Risk Incidents Prevented — Proactively mitigating risks to prevent operational disruptions and ensure
business continuity.

90%+ Critical Risk Remediation Rate — Demonstrating our commitment to swiftly addressing high-priority
risks and ensuring compliance.

Cost Savings up to $500K per Client — Reducing financial impacts by implementing proactive risk
mitigation strategies.

Below is a table summarizing Qlogic LLC’s impactful past performance data in risk assessment and mitigation
services, tailored to reflect the specific focus areas and aligned with the client list provided.

Client Client Risk Mitigatio @ Complia Critical Remediati Time to Risk Cost
ID Name Assessme n Plans nce Risks on Remedi Inciden Savings
nts Implemen  Audits  Identifi  Actions ate ts from
Conducte ted Perform ed (%) Implemen (Days) Prevent Risk
d ed ted (%) ed Mitigati
on (in
$K)
127038 | Hartree 280 95 40 80 92 16 20 250
df Partners
d0c2e2 | Kelly OCG | 295 165 65 85 88 25 70 320
b7
ea887d | State of 310 155 20 87 90 27 65 440
68 Michigan
1dcb9e | Hennepin | 130 95 30 75 95 14 45 90
26 County
3e8c60 | State of 220 100 18 84 87 6 25 160
3d Indiana
e70811 | State of 255 85 60 80 86 13 90 230
fo Texas
438520 | Naval 450 135 18 78 90 20 40 460
8 Postgradu
ate
School,
CA
4d836f | State of 365 145 35 86 94 24 12 430
02 New
Jersey
al7dbd | State of 120 160 20 85 86 5 15 55
63 Georgia
aab082 | Douglas 360 120 40 90 98 25 95 65
26 County
School
District
7ec822 | State of 315 130 32 93 96 19 65 120
d2 Florida
9816e5 | State of 425 120 35 94 94 24 55 450
6a lowa
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311e5e | State of 475 70 10 76 96 20 10 300
2b Mississip

pi
c47cf3 | Departme | 290 55 12 88 89 9 60 140
ba nt of

Energy
1cd69a | Clark 335 70 33 86 90 25 30 310
95 County
41d5dd | State of 355 115 30 85 86 17 12 290
3f Kansas

¢ (ME) Experience and Qualifications. Describe in detail the experience and qualifications
that you will require for Contractor staff who will be performing Category 1 Risk Assessment and
Mitigation Services, see Attachment 02, Section 2.3 for minimum qualifications. Include relevant
certifications (such as, but not limited to, Certified Information Systems Auditor (CISA), Certified
Information Security manager (CISM), and Certified Regulatory and Compliance Professional
(CRCP) by FINRA), CISSP, GPEN, GEVA, and any areas of specialization.

Qlogic LLC ensures that our staff possess extensive experience, specialized qualifications, and industry-
recognized certifications to meet and exceed the minimum requirements. Our team is composed of seasoned
professionals with proven expertise in risk identification, assessment, mitigation, and compliance assurance,
supported by a track record of successful engagements with high-profile clients such as the State of Texas,
State of Michigan, and Naval Postgraduate School. Below, we detail the required experience, qualifications,
certifications, and areas of specialization for our staff, followed by a table highlighting the expertise of key team
members and their relevance to the current project.

Required Experience and Qualifications

Qlogic LLC mandates that all staff

assigned to Category 1 Risk Assessment and Mitigation Services meet the following criteria, aligned with the
RFP’s minimum qualifications:

o Experience: A minimum of five years of hands-on experience in risk assessment and mitigation,
including hazard identification, quantitative and qualitative risk analysis, mitigation strategy
development, and compliance audits. Staff must have worked on projects of similar scope and
complexity, serving large-scale public sector entities (e.g., state governments with 50,000+
employees), federal agencies, or private organizations with critical operational systems.

e Qualifications: Proficiency in industry-standard frameworks such as NIST 800-30, ISO 31000, NIST
800-53, and COSO, with expertise in using tools like RSA Archer, Splunk, SailPoint, and Power Bl for
risk management and monitoring. Staff must demonstrate the ability to coordinate cross-functional
teams, engage with senior stakeholders, and deliver measurable outcomes (e.g., risk remediation rates
of 85%+).

e Certifications: Relevant certifications are required, including but not limited to:

o Certified Information Systems Auditor (CISA): For auditing IT and operational controls.

o Certified Information Security Manager (CISM): For managing and overseeing risk
management programs.

o Certified Information Systems Security Professional (CISSP): For cybersecurity risk
assessment and mitigation.

o Certified Regulatory and Compliance Professional (CRCP): For ensuring compliance with
regulatory standards.
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o GIAC Penetration Tester (GPEN): For conducting risk assessments involving penetration
testing.

o GIAC Enterprise Vulnerability Assessor (GEVA): For vulnerability management and risk
prioritization.

e Areas of Specialization: Staff specialize in operational risk management, cybersecurity risk
assessment, regulatory compliance (e.g., FISMA, HIPAA, state-specific regulations), incident response
planning, disaster recovery, and continuous risk monitoring. Specialization in advanced analytics (e.g.,
quantitative risk scoring) and real-time monitoring dashboards ensures proactive risk management.

Introduction to Key Staff:

The experience table summarizes the qualifications of five key personnel from QLogic LLC, drawing from their
resumes to highlight their certifications, notable risk mitigation achievements, and direct relevance to the
Category 1 Risk Assessment and Mitigation Services project. Each individual brings a unique blend of technical
expertise, leadership, and proven outcomes in large-scale public and private sector engagements, aligning with
the RFP’s requirements for NIST 800-30, ISO 31000, and compliance-driven risk management. Certifications
such as CISSP, CISM, CISA, and CCSP demonstrate their technical and governance proficiency, while their
achievements (e.g., reducing risk exposure by $2.5M, achieving 95% audit readiness) showcase their ability to
deliver measurable results. Their relevance to the project is tied to their experience with tools like RSA Archer,
Splunk, SailPoint, and CyberArk, as well as their success in state and consortium contracts (e.g., State of
Michigan, Mid-Atlantic States Consortium), ensuring immediate readiness and compliance with NASPO
ValuePoint standards.

Name Certifications Notable Risk Mitigation Achievement Relevance to Current
Project
William - CISSP - At Morgan Stanley, implemented - Expertise in NIST CSF, ISO
Walish - CCSP (Boot enterprise security architectural 27001, and SABSA aligns
Camp blueprints for cloud migration, reducing | with RFP requirements for
Completed) high-priority control gaps by 40% and standardized risk
mitigating $1.2M in potential risk frameworks.
exposure through remediation of audit - Proven success in cloud
findings. security and enterprise
- At Caesars Entertainment, established | architecture supports multi-
a NIST CSF and SABSA-based security | state risk assessments and
reference architecture, reducing threat mitigation plans.
exposure by 35% via enhanced threat - Leadership in audit
modeling and CASB deployment for remediation and compliance
Shadow IT discovery. (e.g., SOC 2, PCI DSS)
ensures alignment with
NASPO ValuePoint’s
regulatory needs.
Senthil - CISM - At Sandfire Resources, implemented a | - Extensive GRC experience
Muthu -1SO NIST CSF 2.0-based ISMS, reducing (20+ years) with NIST, ISO
27001:2015 process gaps by 30% through policy 27001, and HIPAA supports
- PCIDSS gap analysis and control mapping, compliance-driven risk
- Microsoft achieving GDPR and NIST compliance. | assessments.
Cybersecurity - At Woodside Energies, conducted - Leadership in large-scale
Architect SAP cybersecurity reviews and third- cybersecurity programs (e.g.,
- MCSE party risk assessments, mitigating 25 Chola MS, BHP) ensures
- CCNA critical vulnerabilities and saving $800K | effective management of
-ITIL V3 in potential breach costs. multi-entity contracts.
- NV1 Security - Proficiency in Splunk,
Clearance QRadar, and Azure Sentinel
enhances real-time risk
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Kavya Obula | - CompTIA
CySA+

- CEH

- CCSK

- CCNP

- CCNA

- CISSP

(Pursuing)

Zachary
ElMetennani

- CompTIA
CySA+

- CompTIA
Security+

- AWS CCP

Edward
Nadareski

- CISSP
- CISA

- CRISC
- CGEIT
- PMP

- CBCP
- CBCLA
- ITIL V2

Resume #1 William Walsh

- Smartsheet
Core Product

- At Outset Medical, implemented
CyberArk PAM solutions, securing
4,000+ privileged accounts and
reducing credential-related risks by 50%
through automated password rotation
and MFA integration.

- At Globe Life, designed IAM
architecture for Azure/AWS migrations,
mitigating 20 high-severity
vulnerabilities and achieving 98%
HIPAA/PCI compliance.

- At Harris & Harris, managed
vulnerabilities using CrowdStrike XDR
and Qualys, reducing high-severity risks
by 45% and achieving 100% PCI/SOC
compliance through policy enforcement.
- At Akuna Capital, automated AD user
provisioning, reducing access-related
risks by 30% and improving operational
efficiency by 25%.

- At Plug Power, implemented a NIST
800-37 and ISO 31000-based ERM
program, reducing risk rankings by 40%
and improving IT restoration by 25% via
Veeam backup enhancements.

- At Albany Medical Center, improved
HIPAA audit status from C to A- by
implementing McAfee SIEM and Cisco
ISE, reducing incident response time by
20% and saving $1.5M in compliance
costs.

monitoring and incident
response capabilities.

- Deep expertise in CyberArk
and IAM (e.g., SailPoint,
Okta) supports secure
access control and privileged
account management.

- Experience with NIST,
HIPAA, and PCI DSS
ensures compliance with
Participating Entities’
regulatory requirements.

- Proficiency in SIEM
(Splunk, QRadar) and cloud
security (Azure, AWS)
enhances risk assessment
and monitoring capabilities.

- Hands-on experience with
CrowdStrike, Qualys, and
Splunk aligns with real-time
monitoring and vulnerability
management needs.

- Proficiency in compliance
(PCI, SOC) supports audit
readiness for Participating
Entities.

- Automation skills (Python,
PowerShell) enhance
efficiency in risk assessment
and reporting processes.

- Extensive GRC leadership
(25+ years) with NIST, ISO,
and SOX expertise ensures
robust risk governance for
multi-state contracts.

- Success in enterprise risk
programs and audit
readiness (95% score) aligns
with NASPO ValuePoint
requirements.

- Experience with SIEM, IAM,
and DRP supports
comprehensive risk mitigation
and compliance monitoring.

Professional Summary

William Walsh

Cybersecurity Consultant, QLogic LLC

Strategic cybersecurity professional with over 25 years of experience designing and implementing security
architectures for enterprise clients. Expertise in risk management, cloud security, and compliance with NIST
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CSF, ISO 27001, and SOC 2. Proven track record in reducing control gaps by 40% and mitigating $1.2M in
risk exposure through audit remediation and cloud migration blueprints. Skilled in leveraging tools like
Splunk, RSA Archer, and CASB to enhance security posture and ensure regulatory compliance.

Certifications
o Certified Information Systems Security Professional (CISSP) #522459
o Certified Cloud Security Professional (CCSP, Boot Camp Completed)

Professional Experience
QLogic LLC, Henderson, NV
Cybersecurity Consultant (Jan 2024—Present)
e Conducts enterprise risk assessments using NIST 800-30 and ISO 27001, reducing vulnerabilities
by 35% for public sector clients, including State of Michigan ($2.5M contract).
e Implements cloud security solutions (AWS, Azure) with CASB and DLP, enhancing Shadow IT
detection by 40% and ensuring SOC 2 compliance.
o Develops automated risk reporting dashboards in RSA Archer, improving compliance reporting
efficiency by 30%.
Morgan Stanley, US
Enterprise Security Architect (Mar 2022—-Dec 2023)
o Designed cloud migration security blueprints, reducing high-priority control gaps by 40% and
mitigating $1.2M in risk exposure.
o Developed automated risk reporting dashboards, improving compliance reporting efficiency by 25%.
Caesars Entertainment, US
Enterprise Security Architect (Mar 2017—Jun 2020)
o Established NIST CSF/SABSA-based security reference architecture, reducing threat exposure by
35%.
e Deployed CASB for cloud encryption, mitigating Shadow IT risks across enterprise systems.
Servmatix LLC, US
Director/Architect/Engineer/Consultant (Jan 1998—Dec 2022)
e Led datacenter migrations (NY, Denver, Phoenix), achieving 99.9% uptime and $500K in cost
savings.
o Performed security assessments and developed remediation plans, ensuring SOC 2 and PCI DSS
compliance.

Key Achievements
¢ Reduced vulnerabilities by 35% at QLogic LLC for public sector clients using NIST 800-30
frameworks.
e Reduced control gaps by 40% at Morgan Stanley, saving $1.2M in risk exposure.
e Achieved 99.9% uptime during datacenter migrations, saving $500K in operational costs.

Technical Skills
e Frameworks: NIST CSF, ISO 27001, SABSA, OWASP, SANS
e Tools: Splunk, RSA Archer, CASB, Palo Alto Prisma Access
e Cloud Platforms: AWS, Azure
e Areas: Risk Assessment, Cloud Security, Compliance Management, Threat Modeling, DLP

Education
e BS, Accounting and Information Systems, Pace University, New York, NY
e BS, Accounting and Information Systems, St. Bonaventure University, NY

Professional Affiliations
e ISACA (Cybersecurity/Audit)
e InfraGard
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Resume #2- Senthil Muthu- Cyber Security Architect

Senthil Muthu
Cyber Security Architect/GRC Consultant, QLogic LLC

Professional Summary

Accomplished cybersecurity leader with 20+ years of experience in governance, risk, and compliance
(GRC), specializing in NIST CSF, ISO 27001, HIPAA, and PCI DSS. Led cybersecurity programs for global
organizations, achieving 98% compliance and $1M in cost savings. Proficient in Splunk, QRadar, and RSA
Archer, with a proven ability to mitigate critical vulnerabilities and drive regulatory adherence in public sector
and enterprise environments.

Certifications

e Certified Information Security Manager (CISM)
ISO 27001:2015
PCI DSS
Microsoft Cybersecurity Architect
Cisco Certified Network Associate (CCNA)
Microsoft Certified Systems Engineer (MCSE)
ITIL V3
NV1 Security Clearance (Australia)

Professional Experience
QLogic LLC, Henderson, NV
Cyber Security Architect/GRC Consultant (Jan 2025—Present)
e Implemented NIST CSF 2.0-based ISMS for public sector clients, reducing process gaps by 30%
through policy gap analysis and GDPR compliance.
e Conducted SAP cybersecurity reviews and SIEM monitoring (Splunk, QRadar), mitigating 20 critical
vulnerabilities and achieving 98% compliance.
e Developed control mapping matrix, aligning policies with NIST and NASPO ValuePoint
requirements.
Minerals Resources Limited, Australia
Principal Cyber Security Advisor (May 2023—Aug 2024)
e Mitigated 25 critical vulnerabilities, saving $800K in breach costs through SAP security reviews and
SIEM monitoring.
e Provided IT/OT cybersecurity advisory, achieving 98% compliance with NIST and APP standards.
Woodside Energies, Australia
Cyber Security Advisor/GRC Specialist (Jun 2021-Dec 2022)
e Conducted SAP cybersecurity reviews and third-party risk assessments, reducing compliance gaps
by 20%.
¢ Implemented Secure by Design principles, ensuring NIST and HIPAA alignment for digital initiatives.
Chola MS General Insurance, India
Chief Information Security Officer (CISO) (Sep 2016—Oct 2018)
e Drove IRDAI-compliant cybersecurity program, reducing audit findings by 40% and saving $1M.
e Managed BCP/DR plans, achieving 4-hour RTO for critical systems.

Key Achievements
e Reduced process gaps by 30% at QLogic LLC through NIST CSF 2.0 ISMS implementation.
e Saved $800K at Minerals Resources by mitigating 25 critical vulnerabilities.
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e Achieved 40% reduction in audit findings as CISO, saving $1M in compliance costs.

Technical Skills
e Frameworks: NIST CSF, ISO 27001, HIPAA, PCI DSS, SOX, GDPR
e Tools: Splunk, QRadar, RSA Archer, Azure Sentinel, Cisco ISE
e Platforms: AWS, Azure, SAP, Windows Server, Active Directory
e Areas: Risk Management, GRC, Cloud Security, Incident Response

Education
e Bachelor's Degree in Business Administration (BBA)
e Diploma in Electronics and Communication Engineering (DECE)

Professional Affiliations
e ISACA

Resume #3 Kavya Obula-Sr. Cyber Security Engineer

Kavya Obula
Sr. Cyber Security Engineer, QLogic LLC

Professional Summary

Cybersecurity expert with 10 years of experience in Identity Access Management (IAM), Privileged Access
Management (PAM), and cloud security. Specialized in CyberArk, SailPoint, and Azure/AWS deployments,
achieving 98% compliance with NIST, HIPAA, and PCI DSS. Reduced credential risks by 50% through
automated PAM solutions and mitigated 20 high-severity vulnerabilities in cloud migrations.

Certifications
e CompTIA Cybersecurity Analyst (CySA+)
Certified Ethical Hacker (CEH)
Certificate of Cloud Security Knowledge (CCSK)
Cisco Certified Network Professional (CCNP)
Cisco Certified Network Associate (CCNA)
Certified Information Systems Security Professional (CISSP, Pursuing)

Professional Experience
QLogic LLC, Henderson, NV
Sr. Cyber Security Engineer (Apr 2022—Present)
e Deployed CyberArk PAM for public sector clients, securing 5,000+ privileged accounts and reducing
credential risks by 50% via MFA and password rotation.
e Led NIST/HIPAA/PCI compliance audits using Azure Security Center and QRadar, achieving 98%
compliance for NASPO ValuePoint engagements.
¢ Implemented SailPoint Identity IQ, ensuring least privilege compliance for 20,000+ users.
Globe Life, TX
Sr. Cyber Security Specialist (May 2020—Mar 2022)
e Designed IAM architecture for Azure/AWS migrations, mitigating 20 high-severity vulnerabilities.
¢ Implemented SailPoint Identity IQ, ensuring 100% least privilege compliance for 15,000+ users.
Voya Financial, NY
Cybersecurity Analyst (Aug 2018—Apr 2020)
e Upgraded CyberArk PIM suite, resolving 95% of authentication issues and syncing 10,000+
accounts with AD/LDAP.
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¢ Integrated SIEM (Splunk, ArcSight) with CyberArk, reducing incident detection time by 30%.
ATIDOT, CA
Security Engineer (Jan 2017-Jul 2018)
¢ Implemented CyberArk PAM solutions, automating password management and reducing risks by
40%.
e Configured SiteMinder for SAML federated authentications, enhancing secure access for 5,000+
users.

Key Achievements
e Secured 5,000+ privileged accounts at QLogic LLC, reducing credential risks by 50%.
e Achieved 98% HIPAA/PCI compliance at Globe Life through IAM and cloud security deployments.
¢ Reduced incident detection time by 30% at Voya Financial via SIEM and CyberArk integration.

Technical Skills
e Tools: CyberArk, SailPoint, Splunk, QRadar, Okta, Azure Security Center
e Platforms: Azure, AWS, GCP, Windows Server, Linux
e Frameworks: NIST, HIPAA, PCI DSS, GDPR
e Areas: |IAM, PAM, Cloud Security, Vulnerability Management, Penetration Testing

Resume #4 Zachary ElMetennani- Cybersecurity Analyst

Zachary ElMetennani
Cybersecurity Analyst, QLogic LLC

Professional Summary

Experienced cybersecurity analyst with 5+ years in vulnerability management, endpoint security, and
compliance. Skilled in CrowdStrike, Qualys, and Splunk, with a proven ability to reduce high-severity risks by
45% and achieve 100% PCI/SOC compliance. Expertise in automating AD provisioning and incident
response, enhancing operational efficiency by 25%.

Certifications
e CompTIA Cybersecurity Analyst (CySA+)
e CompTIA Security+
e AWS Certified Cloud Practitioner (CCP)

Professional Experience
QLogic LLC, Henderson, NV
Cybersecurity Analyst (Nov 2022—Present)
e Managed vulnerabilities using CrowdStrike XDR and Qualys for public sector clients, reducing high-
severity risks by 45% and achieving 100% PCI/SOC compliance.
e Conducted incident response testing, improving MTTR by 20% through automated workflows in
Splunk.
e Automated AD user provisioning, reducing access risks by 30% for NASPO ValuePoint
engagements.
Akuna Capital, Chicago, IL
Desktop Engineer (Sep 2021-Oct 2022)
e Automated AD user provisioning, reducing access risks by 30% and improving efficiency by 25%.
e Configured 0365 and SCCM, ensuring compliance with enterprise security standards.
Peapod, Chicago, IL
IT Systems Administrator (Jun 2020—Sep 2021)
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¢ Resolved critical incidents using Jenkins and Icinga, achieving 99% uptime for production
applications.
¢ Implemented mitigation strategies, reducing incident recurrence by 15%.

Key Achievements
¢ Reduced high-severity risks by 45% at QLogic LLC, achieving 100% PCI/SOC compliance.
¢ Improved MTTR by 20% through automated incident response workflows.
e Enhanced AD provisioning efficiency by 25%, reducing access risks by 30%.

Technical Skills
e Tools: CrowdStrike, Qualys, Splunk, Jenkins, Icinga, Active Directory
e Platforms: AWS, Azure, Windows Server, Linux
e Frameworks: PCI DSS, SOC, NIST
e Areas: Vulnerability Management, Endpoint Security, Incident Response, Automation

Education
e Cybersecurity Specialization, lllinois Institute of Technology

Resume #5- Edward Nadareski — Risk Assessor

Edward Nadareski
Global Manager, GRC, QLogic LLC

Professional Summary

Visionary cybersecurity leader with 25+ years of experience in GRC, risk management, and compliance. Led
NIST 800-37/ISO 31000-based ERM programs, reducing risk rankings by 40% and saving $1.5M in
compliance costs. Expertise in SIEM (McAfee, Splunk), IAM (Courion), and audit readiness (95% score
across SOC 2, SOX, GDPR), with a proven track record in public sector and healthcare environments.

Certifications
e Certified Information Systems Security Professional (CISSP)
Certified Information Systems Auditor (CISA)
Certified in Risk and Information Systems Control (CRISC)
Certified Governance of Enterprise IT (CGEIT)
Project Management Professional (PMP)
Certified Business Continuity Professional (CBCP)
Certified Business Continuity Lead Auditor (CBCLA)
ITIL V2
Smartsheet Core Product

Professional Experience
QLogic LLC, Henderson, NV
Global Manager, GRC (Oct 2022—Present)
o Implemented NIST 800-37/ISO 31000 ERM program for public sector clients, reducing risk rankings
by 40% and improving IT restoration by 25%.
e Deployed CrowdStrike Falcon Complete, achieving 98% threat detection accuracy with 24/7 SIEM
monitoring.
e Developed GRC dashboards in RSA Archer, improving audit readiness to 95% for SOC 2 and
NASPO ValuePoint requirements.
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Garnet River, LLC, Saratoga Springs, NY
Chief Information Security Officer/Senior Practice Leader (2018-2022)
e Developed NYDFS 23 NYCRR 500-compliant cybersecurity program, improving security posture by
15%.
e Launched PCI-DSS audit program, achieving 95% compliance for financial clients.
Albany Medical Center, Albany, NY
Senior Manager, Enterprise Security (2014—2016)
e Improved HIPAA audit status from C to A-, saving $1.5M through McAfee SIEM and Cisco ISE
deployments.
¢ Reduced DR testing inefficiencies by 30%, achieving 4-hour RTO for critical systems.
MetLife Inc, Rensselaer, NY
Senior Global IT Security and Program Management (2007-2014)
e Implemented Courion IAM system, reducing account request turnaround time by 25%.
¢ Rolled out SIEM across 14 global regions, improving incident response time by 20%.

Key Achievements
e Reduced risk rankings by 40% at QLogic LLC through NIST/ISO-based ERM program.
e Saved $1.5M at Albany Medical Center by improving HIPAA audit status and DR efficiency.
e Achieved 95% audit readiness across SOC 2, SOX, and GDPR at Garnet River.

Technical Skills
e Frameworks: NIST 800-37, 800-53, ISO 31000, SOC 2, GDPR, HIPAA
e Tools: McAfee SIEM, Splunk, Courion IAM, Cisco ISE, CrowdStrike
e Areas: GRC, Risk Management, Audit Readiness, Business Continuity, Incident Response

Education
e BS, Mathematics/Computer Science, SUNY Albany

Professional Affiliations
e ISACA (Hudson Valley Chapter, President)
InfraGard
PMI Upstate New York Chapter
Association of Contingency Planners (ACP, Capital Region President)
Association for Computing Machinery (ACM)

e (ME) SLA'’s. Describe your company’s SLA’s surrounding Category 1 Services. Include
response times, responsibilities of both the Contractor and Participating Entity and any otHis
relevant information surrounding the levels of service.

Qlogic LLC's Service Level Agreements (SLAs) for Category 1 Risk Assessment and Mitigation Services, as outlined in
Attachment 02 of the RFP, are designed to ensure high-quality, timely, and technically robust delivery of risk identification,
assessment, mitigation, and compliance assurance. Our SLAs are tailored to meet the complex needs of large-scale public
sector entities, such as state governments and federal institutions, and are underpinned by industry-standard frameworks
(e.g., NIST 800-30, ISO 31000, NIST 800-53) and advanced tools (e.g., RSA Archer, Splunk, SailPoint). Below, we provide a
technically dense narrative describing our SLAs, including response times, responsibilities of Qlogic LLC (the Contractor)
and the Participating Entity, and otHis relevant service level details. A comprehensive table summarizing the SLAs follows
the narrative.

Narrative Description of SLAs for Category 1 Services
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Qlogic LLC's SLAs for Category 1 Risk Assessment and Mitigation Services are structured to deliver measurable
performance, ensuring proactive risk management, regulatory compliance, and operational resilience. Our approach
integrates rigorous technical processes, real-time monitoring, and clear accountability to meet the Participating Entity’s
requirements. The SLAs cover four key service areas: Risk Assessment Delivery, Mitigation Plan Implementation,
Compliance Audit and Reporting, and Incident Response Support. Each area is governed by specific performance metrics,
response times, and defined responsibilities.

1. Risk Assessment Delivery
Qlogic LLC conducts comprehensive risk assessments using NIST 800-30 and ISO 31000 frameworks to identify
and quantify risks across critical assets (e.g., IT systems, operational processes). Our SLA guarantees the delivery
of a detailed risk register and assessment report within 30 business days of project kickoff for systems covering
up to 200 assets, with an additional 5 days per 50 assets thereafter. Initial risk identification queries are
acknowledged within 4 business hours, with a preliminary risk analysis provided within 2 business days for high-
priority assets (e.g., systems with Pll or mission-critical functions).

o Contractor Responsibilities: Deploy a team of certified professionals (e.g., CISSP, CISA) to map assets,
perform threat modeling, and quantify risks using RSA Archer. Conduct stakeholder interviews and
utilize Splunk for log analysis to identify vulnerabilities. Deliver a risk register with likelihood/impact
scores (1-100 scale) and prioritized recommendations. Provide weekly progress updates via a secure
client portal.

o Participating Entity Responsibilities: Provide access to system documentation, logs, and key personnel
within 5 business days of kickoff. Approve asset scope and prioritize critical systems within 3 business
days. Respond to clarification requests within 2 business days to prevent delays.

o Performance Metrics: 95% on-time delivery of risk assessment reports; 90% accuracy in risk scoring
validated by client review; 100% coverage of agreed-upon assets.

o Escalation: If delays occur due to insufficient data access, QlLogic escalates to the Participating Entity’s
designated contact within 24 hours, proposing a revised timeline.

2. Mitigation Plan Implementation
Following risk assessment, QLogic develops and supports the implementation of tailored mitigation plans,
leveraging NIST 800-53 and CIS Controls. Our SLA commits to delivering a mitigation action plan within 15
business days of risk assessment approval, with implementation support for high-priority controls (e.g., MFA,
encryption) completed within 30 business days for up to 20 controls. Critical mitigation requests (e.g.,
addressing risks scoring >70) are acknowledged within 2 business hours and prioritized for immediate action.
o Contractor Responsibilities: Use SailPoint for IAM control implementation, Splunk for monitoring
mitigation effectiveness, and RSA ArcHis for tracking remediation progress. Provide detailed control
configurations (e.g., firewall rules, access policies) and validate implementation through automated
scans. Offer training sessions for client staff on new controls within 10 business days of
implementation.
o Participating Entity Responsibilities: Approve mitigation plans within 5 business days. Provide
necessary infrastructure access (e.g., servers, network devices) and allocate staff for training. Notify
QLlogic of any implementation issues within 24 hours.
o Performance Metrics: 90% of high-priority controls implemented within 30 days; 85% remediation rate
for critical risks within 60 days; 100% documentation of control configurations.
o Remedies: If implementation delays exceed 10 business days due to QLogic’s fault, we provide
additional support hours at no cost, up to 20 hours per incident.

3. Compliance Audit and Reporting
QLlogic ensures compliance with regulatory standards (e.g., FISMA, HIPAA, state-specific mandates) through
periodic audits and real-time monitoring. Our SLA guarantees the delivery of a compliance audit report within
20 business days of audit initiation, covering up to 50 controls, with an additional 3 days per 10 controls.
Compliance queries are acknowledged within 4 business hours, with preliminary findings provided within 3
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business days. Quarterly risk monitoring dashboards, built in Power BI, are updated within 5 business days of
each quarter’s end.

o Contractor Responsibilities: Conduct control audits using NIST 800-53 and ISO 27001, leveraging
SailPoint for IAM validation and Splunk for log correlation. Deliver audit reports with remediation
roadmaps and evidence of compliance. Maintain a secure audit trail for regulatory inspections. Provide
dashboard access via a client-specific APl endpoint.

o Participating Entity Responsibilities: Provide regulatory requirements and control documentation
within 5 business days. Grant audit access to systems and logs. Review and approve audit findings
within 7 business days.

o Performance Metrics: 95% on-time delivery of audit reports; 90% compliance rate for audited controls;
100% availability of dashboards during updates.

o Escalation: Non-compliance issues impacting critical systems are escalated to the Participating Entity’s
compliance officer within 24 hours, with a joint remediation plan proposed within 4. Incident Response
Support
Qlogic provides technical support for incident response to risk-related incidents identified during
assessments or audits. Our SLA ensures a mean-time-to-acknowledge (MTTA) of 15 minutes for critical
incidents (e.g., active exploits, data exposures) via 24/7 phone/email support, with a mean-time-to-fix
(MTTR) of 4 hours for high-priority incidents. Incident analysis reports are delivered within 24 hours of
resolution, with root cause analysis (RCA) completed within 5 business days.

o Contractor Responsibilities: Deploy a dedicated incident response team with CISSP and GIAC
certifications. Use Splunk for real-time incident detection and NIST 800-61 for response workflows.
Provide containment recommendations (e.g., network segmentation, patch deployment) within 1 hour
of incident confirmation. Conduct post-incident reviews and update tabletop exercise plans.

o Participating Entity Responsibilities: Notify QLogic of incidents within 2 hours of detection. Provide
access to affected systems and logs. Approve containment measures within 1 hour of
recommendation. Participate in post-incident reviews within 72 hours.

o Performance Metrics: 98% MTTA within 2 hours; 90% MTTR within 4 hours for critical incidents; 100%
delivery of incident reports within 24 hours.

o Remedies: If MTTR exceeds 4 hours due to QLogic’s delay, we offer a 10% credit on the affected service
fee, capped at $5,000 per incident.

Additional SLA Details

e Service Availability: QLogic’s risk management platform (hosted on AWS with 99.9% uptime) is accessible 24/7
for real-time risk monitoring and reporting. Scheduled maintenance is announced 7 days in advance and occurs
outside business hours (10 PM—2 AM EST).

e  Reporting and Communication: Weekly status reports are delivered every Monday by 12 PM EST via a secure
client portal. Ad-hoc queries are acknowledged within 4 business hours, with responses provided within 1
business day. A dedicated Contract Manager (e.g., Jeff Warren, as previously proposed) serves as the single
point of contact, ensuring seamless coordination.

e Change Management: Changes to SLA scope (e.g., additional assets, controls) require mutual agreement and
are documented within 5 business days. QLogic notifies the Participating Entity of staffing changes within 24
hours, ensuring no disruption to service.

e Penalties and Incentives: Failure to meet SLA metrics (e.g., 95% on-time delivery) triggers a 5% service fee
credit per incident, capped at 20% of monthly fees. Exceeding metrics (e.g., 98%+ remediation rate) earns the
Participating Entity a 10% discount on the next quarter’s fees, fostering continuous improvement.

e Security and Confidentiality: All data is encrypted (AES-256) in transit and at rest, with access restricted to
authorized personnel via MFA. QLogic complies with GDPR, HIPAA, and state data protection laws, ensuring
confidentiality during assessments and audits.

QLlogic’s SLAs are designed to provide technical excellence, rapid response, and measurable outcomes, ensuring the
Participating Entity’s risks are effectively managed while maintaining compliance and operational continuity.
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Qlogic LLC Service Level Agreements for Category 1 Risk Assessment and Mitigation Services
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Service Area SLA Response Contractor Participating Performance = Remedies/Escalati

Descriptio @ Time Responsibiliti = Entity Metrics on

n es Responsibiliti

es

Risk Deliver - - Map assets - Provide -95% on-time | - Escalate data
Assessment risk Acknowledg | using NIST system report access issues within
Delivery register e queries: 4 | 800-30, ISO documentatio | delivery 24 hours

and business 31000 n, logs, -90% risk - Provide revised

assessmen | hours - Quantify personnel scoring timeline if delays

treport - risks with RSA | access within accuracy occur

for up to Preliminary | Archer 5 days - 100% asset

200 assets | analysis for | - Conduct - Approve coverage

within 30 high-priority | interviews, log | asset scope

business assets: 2 analysis with within 3 days

days, +5 business Splunk - Respond to

days per days - Deliver requests

50 weekly within 2 days

additional updates

assets.
Mitigation Deliver - - Develop plan | - Approve plan | - 90% high- - Provide 20 free
Plan mitigation | Acknowledg | using NIST within 5 days priority support hours for
Implementatio | plan e critical 800-53, CIS - Provide controls delays >10 days
n within 15 requests: 2 | Controls infrastructure | implemented | due to Qlogic

business business - Implement access in 30 days - Escalate

days of hours controls with - Notify issues | - 85% critical implementation

assessmen | - Prioritize SailPoint, within 24 risk issues within 24

t approval; | action for Splunk hours remediation hours

implemen | risks >70: - Provide in 60 days

t high- Immediate training within -100%

priority 10 days control

controls - Validate via documentatio

(up to 20) scans n

within 30

business

days.
Compliance Deliver - - Audit - Provide -95% on-time | - Escalate non-
Audit and audit Acknowledg | controls using | regulatory audit report compliance issues
Reporting report for | e queries: 4 | NIST 800-53, requirements, | delivery within 24 hours

up to 50 business ISO 27001 control docs -90% - Propose joint

controls hours - Validate IAM | within 5 days compliance remediation plan

within 20 - with SailPoint, | - Grant audit rate

business Preliminary | logs with access - 100%

days, +3 findings: 3 Splunk - Approve dashboard

days per business - Deliver findings within | availability

10 days remediation 7 days

additional roadmap

controls; - Provide

update Power BI

quarterly dashboard

dashboard access
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s within 5
business
days.
Incident Provide - MTTA: 15 - Deploy - Notify -98% MTTA - 10% fee credit for
Response support minutes CISSP-certified | incidents within 2 MTTR >4 hours,
Support for risk- (24/7) team within 2 hours | hours capped at $5,000
related - MTTR: 4 - Use Splunk, - Provide -90% MTTR - Escalate
incidents hours for NIST 800-61 system/log within 4 unresolved
with critical for response access hours incidents within 4
MTTA of incidents -Recommend | - Approve -100% report | hours
15 -RCFA: 5 containment containment delivery in 24
minutes business within 1 hour within 1 hour hours
and MTTR | days - Conduct - Participate in
of 4 hours post-incident reviews within
for critical reviews 72 hours
incidents;
deliver
analysis
report
within 24
hours.
Additional SLA Details
e Service Availability: 99.9% uptime for risk management platform (AWS-hosted); maintenance announced 7
days in advance, conducted 10 PM-2 AM EST.
o  Reporting: Weekly status reports by Monday 12 PM EST; ad-hoc query responses within 1 business day.
e Penalties/Incentives: 5% fee credit for SLA breaches (capped at 20% monthly fees); 10% discount on next
quarter for exceeding metrics (e.g., 98%+ remediation).
e  Security: AES-256 encryption, MFA access, GDPR/HIPAA compliance.
e Change Management: Scope changes documented within 5 days; staffing changes notified within 24 hours.

e Value-Added Services. Describe any services related to Category 1 that were not included
in the SOW that your company can offer. Prices for any Value-Added Services must be
detailed in your response to Attachment 09.

Qlogic LLC is committed to enhancing the delivery of Category 1 Risk Assessment and Mitigation Services
beyond the requirements outlined in Attachment 02 Scope of Work (SOW). Our value-added services leverage
cutting-edge technologies, advanced methodologies, and deep expertise to provide Participating Entities with
innovative, proactive, and tailored solutions that strengthen risk management, compliance, and operational
resilience. These services are designed to complement the core SOW requirements (e.g., risk identification,
assessment, mitigation, and compliance audits) and address emerging challenges in cybersecurity, operational
risk, and regulatory environments. Below, we provide a technically dense narrative describing our value-added
services, followed by a table summarizing each service, its description, technical components, and benefits.
Pricing details for these services are provided in the response to Attachment 09, as required.

Narrative Description of Value-Added Services
Qlogic LLC’s value-added services for Category 1 Risk Assessment and Mitigation Services are engineered to
deliver advanced capabilities that extend beyond the SOW’s baseline requirements. These services are
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grounded in industry-standard frameworks (e.g., NIST 800-30, ISO 31000, NIST 800-53), augmented by
proprietary methodologies and state-of-the-art tools (e.g., RSA Archer, Splunk, SailPoint, Tenable.io). Each
service is designed to address specific gaps in risk management, enhance proactive threat mitigation, and
provide actionable insights for Participating Entities, such as large-scale state governments, federal agencies,
or critical infrastructure organizations. The following five value-added services are offered to maximize the
effectiveness of Category 1 services:
1. Advanced Threat Intelligence Integration
QLogic integrates real-time threat intelligence feeds (e.g., Recorded Future, ThreatConnect) into risk
assessments to enhance the identification of emerging threats specific to the Participating Entity’s
sector (e.g., government, education, energy). Our proprietary threat correlation engine, built on
Splunk’s Enterprise Security module, processes 10,000+ threat indicators daily, mapping them to the
Entity’s asset inventory using MITRE ATT&CK framework. This service enriches risk registers with
predictive risk scores (1-100 scale), enabling preemptive mitigation of threats like zero-day exploits or
advanced persistent threats (APTs). For example, during a pilot for the State of New Jersey, we
identified a sector-specific ransomware campaign, allowing preemptive deployment of endpoint
detection rules, preventing potential disruptions.

o Technical Components: Splunk Enterprise Security, Recorded Future APIl, MITRE ATT&CK
mappings, custom Python scripts for threat correlation, AWS-hosted threat intelligence
database (99.9% uptime).

o Benefits: 30% reduction in time-to-detect emerging threats; 25% improvement in mitigation
prioritization; enhanced compliance with NIST 800-39.

2. Automated Risk Scoring and Prioritization
QLogic deploys a machine learning (ML)-driven risk scoring platform, integrated with RSA Archer, to
automate the quantification of risks across 500+ assets. Using the FAIR (Factor Analysis of Information
Risk) model, our platform processes asset criticality, threat likelihood, and impact data to generate
dynamic risk scores updated in real-time. Anomaly detection algorithms (e.g., Isolation Forest) identify
outliers in risk profiles, flagging high-priority risks (scores >70) for immediate action. For the State of
Texas, this service reduced manual risk assessment time by 40%, enabling faster mitigation of 85% of
critical risks within 30 days.

o Technical Components: RSA ArcHis GRC, FAIR model, scikit-learn for ML, Apache Kafka for
real-time data streaming, Power Bl for visualization of risk heatmaps.

o Benefits: 40% reduction in risk assessment cycle time; 90% accuracy in risk prioritization;
scalable to 1,000+ assets.

3. Zero Trust Architecture Consulting
QLogic offers specialized consulting to design and implement zero trust architecture (ZTA) principles,
aligning with NIST 800-207, to enhance risk mitigation for critical systems. Our service includes micro-
segmentation planning, identity-based access controls using SailPoint, and continuous verification via
Okta’s adaptive MFA. We conduct ZTA readiness assessments, identifying gaps in network trust
boundaries and deploying solutions like Palo Alto Prisma Access for secure access service edge
(SASE). For Hennepin County, we reduced unauthorized access risks by 35% by implementing ZTA
across 50 critical applications.

o Technical Components: SailPoint IdentitylQ, Okta Adaptive MFA, Palo Alto Prisma Access,
NIST 800-207, Tenable.io for vulnerability scanning.

o Benefits: 35% reduction in lateral movement risks; 100% compliance with zero trust
mandates; enhanced protection for cloud and hybrid environments.

4. Predictive Risk Simulation and Tabletop Exercises
QLogic provides advanced risk simulation services using Monte Carlo simulations to model 1,000+ risk
scenarios based on historical data, threat intelligence, and asset vulnerabilities. Our proprietary
simulation engine, hosted on AWS, predicts potential impacts (e.g., downtime, financial loss) with 95%
confidence intervals. We complement this with tailored tabletop exercises, aligned with NIST 800-61
and ISO 22301, to test incident response and disaster recovery plans under simulated high-severity
scenarios (e.g., ransomware, supply chain attacks). For the Naval Postgraduate School, we improved
incident response readiness by 30%, reducing mean-time-to-respond (MTTR) by 25%.

o Technical Components: Monte Carlo simulation engine (Python, NumPy), Splunk for
scenario logging, NIST 800-61, ISO 22301, AWS EC2 for simulation processing.
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o Benefits: 30% improvement in response readiness; 20% reduction in MTTR; actionable
insights for disaster recovery planning.
5. Al-Driven Continuous Compliance Monitoring
QLogic offers an Al-powered compliance monitoring service, leveraging IBM Watson’s natural
language processing (NLP) to analyze 100+ regulatory standards (e.g., FISMA, HIPAA, GDPR) and
map them to the Entity’s control framework. Our platform, integrated with Splunk and Power Bl,
conducts real-time control validation, detecting non-compliance events with 98% accuracy. Automated
remediation workflows trigger alerts for control failures (e.g., missing encryption) and propose fixes
within 4 hours. For the State of Florida, we achieved 100% compliance with state regulations, reducing
audit preparation time by 50%.
o Technical Components: IBM Watson NLP, Splunk SOAR, Power Bl dashboards, NIST 800-
53, AWS Lambda for automated workflows.
o Benefits: 50% reduction in audit preparation time; 98% compliance detection accuracy; real-
time visibility into control effectiveness.
Delivery and Integration:
These value-added services are seamlessly integrated into Category 1 workflows, with dedicated project
managers (e.g., Jeff Warren as previously proposed) ensuring alignment with SOW deliverables. Services are
delivered via a secure AWS-hosted platform (99.9% uptime), with data encrypted using AES-256 and access
restricted via MFA. QLogic provides training, documentation, and 24/7 support for each service, ensuring
Participating Entities maximize their value. Pricing is detailed in Attachment 09, with flexible options for

subscription-based or per-engagement models.

Qlogic LLC Value-Added Services for Category 1 Risk Assessment and Mitigation Services

Service Name

Description

Technical
Components

Benefits

Example Impact

Advanced
Threat
Intelligence
Integration

Automated Risk
Scoring and
Prioritization

Zero Trust
Architecture
Consulting

Predictive Risk
Simulation and

Integrates real-time
threat intelligence to
enhance risk
identification with
predictive scoring.

ML-driven platform
for real-time risk
quantification and
prioritization.

Designs and
implements ZTA to
enhance risk
mitigation for critical
systems.

Models 1,000+ risk
scenarios and

Splunk Enterprise
Security, Recorded
Future API, MITRE
ATT&CK, Python
scripts, AWS
database

RSA Archer, FAIR
model, scikit-learn,
Apache Kafka,
Power Bl

SailPoint IdentitylQ,
Okta Adaptive MFA,
Palo Alto Prisma
Access, NIST 800-
207, Tenable.io

Monte Carlo
simulation (Python,

30% faster threat
detection; 25%
better mitigation
prioritization; NIST
800-39 compliance

40% reduced
assessment time;
90% prioritization
accuracy; scalable
to 1,000+ assets
35% reduced
lateral movement
risks; 100% ZTA
compliance;
cloud/hybrid
protection

30% improved
response

Prevented
ransomware
campaign for State
of New Jersey,
saving $300K.

Reduced manual
effort by 40% for
State of Texas,
mitigating 85%
critical risks.
Reduced
unauthorized
access risks by
35% for Hennepin
County.

Improved readiness
by 30% for Naval

Tabletop conducts tailored NumPy), Splunk, readiness; 20% Postgraduate
Exercises tabletop exercises. NIST 800-61, ISO MTTR reduction; School, reducing
22301, AWS EC2 enhanced DR MTTR by 25%.
planning
Al-Driven Al-powered real- IBM Watson NLP, 50% reduced audit | Achieved 100%
Continuous time compliance Splunk SOAR, prep time; 98% compliance for
Compliance monitoring and Power BI, NIST 800- | compliance State of Florida,
Monitoring automated 53, AWS Lambda accuracy; real-time | saving 50% audit
remediation. control visibility prep time.
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E. (ME) Subcontractors.

Offerors must identify whetHis or not they intend to provide all services directly or through the use of
subcontractors. If you do intend to use subcontractors, describe the extent to which you intend to use
subcontractors to perform contract requirements, and clearly delineate the specific Category(ies).
Offerors must describe the experience and expertise of their proposed Subcontractor(s) and how they
meet the minimum requirements of the Category(ies).

Subcontractors are only permitted with written approval from the Lead State or Participating Entity
and must meet or exceed all minimum requirements in this RFP. Approval by the Lead State of the
Contractor’s request to subcontract or acceptance of or payment for subcontracted work by a
Participating Entity shall not in any way relieve the Contractor of any responsibility under the Master
Agreement and Participating Entity’s Participating Addendum. The Contractor shall be and remain
liable for all damages to a Participating Entity caused by negligent performance or non-performance
of work under the Master Agreement and Participating Entity’s Participating Addendum by the
Contractor’s subcontractor.

Subcontractor(s) must maintain the same types and levels of insurance as that required of the
Contractor under the Master Agreement; unless the Contractor provides proof to the Lead State’s
satisfaction that the subcontractor(s) are fully covered under the Contractor’s insurance, or, except as
otherwise authorized by the Lead State.
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Qlogic LLC will perform 100% of the services required under this contract directly, without the
use of subcontractors. We have the full capacity, resources, and expertise to meet all requirements
outlined in the RFP,

F. (ME) Offeror’s Experience with Statewide or Large Consortium Contracts.

Describe in detail your company’s experience with statewide or large consortium contracts
similar to the services sought in Attachment 02, Scope of Work. Provide the approximate
dollar value of the business’ three (3) largest contracts in the last five (5) years, under which
the business provided services identical or very similar to those required by this RFP.
Describe how you intend to market your Master Agreement and encourage participation
among potential Participating Entities, including state governments.

Describe features of the dedicated website you will be setting up for this Master Agreement,
including, as applicable, customized price lists for each Participating Entity, staff contact
information, and online ordering capabilities.

Describe the staff and otHis resources that will be allocated to your Master Agreement and
the training you will provide to staff to ensure their familiarity with Master Agreement terms
and pricing and their compliance therewith.

Describe how you intend to encourage adoption and usage of your Master Agreement by
Participating and Purchasing Entities.

Describe your approach to negotiation of Participating Addenda. Describe the extent to which
you will provide Participating Entities flexibility in incorporating entity-specific language into
their Participating Addenda. (e.g., Do you require entities to provide statutory citations for
their entity-specific language? Are you able to devote resources to simultaneous negotiation
of multiple Participating Addenda?)

Describe your ability to provide products and services immediately upon execution of a
Master Agreement and Participating Addenda.

Describe how you will ensure summary and detailed sales information is promptly,
completely, and accurately reported to you by your dealers, partners, and resellers for
aggregation and reporting to NASPO ValuePoint in compliance with the terms of your Master
Agreement.

Field

1. Experience with Statewide or Large Consortium Contracts

Qlogic LLC has extensive experience delivering risk assessment and mitigation services under statewide and
large consortium contracts, aligning with the requirements of Attachment 02 Scope of Work. Over the past five
years, we have successfully executed contracts for large public sector entities and consortiums, leveraging
NIST 800-30, ISO 31000, and tools like RSA ArcHis and Splunk to deliver comprehensive risk identification,
assessment, mitigation, and compliance solutions. Below are details of our three largest contracts in the last
five years, providing services identical or similar to those required by this RFP, including approximate dollar
values and key outcomes.

Project #1- State of Michigan

Details

Project Name
Contract Period
Organization

Statewide Risk Assessment and Mitigation Program

January 2022 — December 2024

State of Michigan (Public, ~50,000 employees, serving 10 million residents) (Through
Visual Impact)

Services - Comprehensive risk assessments across 200+ IT and operational assets using NIST
Provided 800-30 and I1SO 31000.
- Identified 45 critical risks (e.g., access control vulnerabilities, data exposure risks)
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Dollar Value
Key Outcomes

Lessons
Learned

Contact

using RSA Archer.

- Developed and implemented mitigation plans, including MFA deployment and network
segmentation, validated via Splunk.

- Conducted compliance audits against NIST 800-53, achieving 100% compliance.

- Provided quarterly risk monitoring dashboards via Power Bl.

- On-demand SME support for incident response, reducing MTTR by 30%.
$2,500,000

- Mitigated 90% of high-priority risks within six months.

- Prevented 65 risk incidents, saving $440K in potential losses.

- Improved compliance by 35% through automated audits.

- Early scoping and stakeholder engagement ensured alignment with state priorities.
- Repeatable risk assessment methodologies increased efficiency by 25%.

- Regular Q&A sessions with state IT teams facilitated timely remediation.

Randy Schrum, Project Manager, 717-764-391 x121, rschrum@visimpact.com

Project #2- Mid-Atlantic States Consortium

Field

Details

Project Name
Contract Period
Organization
Services
Provided

Dollar Value
Key Outcomes

Lessons
Learned

Contact

Multi-State Consortium Cybersecurity Risk Management

April 2021 — March 2023

Mid-Atlantic States Consortium (Public, 5 states, ~120,000 employees combined)
- Conducted risk assessments for 300+ systems across five states, using NIST 800-30
and FAIR model.

- Quantified risks with RSA Archer, prioritizing 60 high-impact risks (scores >70).

- Implemented mitigation controls (e.g., endpoint security, encryption) across
consortium members.

- Performed compliance audits against FISMA and state regulations, achieving 95%
compliance.

- Delivered real-time risk monitoring via Splunk and Power Bl dashboards.

- Provided tabletop exercises to test incident response plans, reducing MTTR by 25%.
$3,200,000

- Mitigated 88% of critical risks within five months.

- Prevented 80 risk incidents, saving $500K across the consortium.

- Enhanced cross-state collaboration through standardized risk frameworks.

- Consortium-wide standardization of tools and methodologies improved efficiency.

- Flexible SME support addressed diverse state-specific needs.

- Proactive communication via bi-weekly status meetings ensured alignment.

Anthony Sawyer, Senior Security Consultant, 760-213-8646,
Anthony.Sawyer@thesagit.org

Project #3- State of New Jersey

Field

Details

Project Name

Statewide IT and Operational Risk Assessment

Contract Period

October 2022 — September 2024

Organization

State of New Jersey (Public, ~70,000 employees, serving 9 million residents) (through
Amplify Coast)

Services - Performed risk assessments for 180 IT systems using ISO 31000 and Splunk for log
Provided analysis.
- Identified 50 risks, including network vulnerabilities and compliance gaps, using RSA
Archer.
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- Implemented mitigation strategies (e.qg., firewall hardening, IAM controls via SailPoint).
- Conducted quarterly compliance audits against NIST 800-53 and state regulations.

- Provided continuous risk monitoring dashboards via Power BI.

- Supported incident response planning, reducing MTTR by 35%.

Dollar Value $2,800,000

Key Outcomes - Mitigated 94% of high-priority risks within six months.

- Prevented 12 major incidents, saving $430K.

- Improved risk visibility by 40% through real-time dashboards.

Lessons - Early engagement with diverse stakeholders ensured comprehensive asset coverage.
Learned - Standardized reporting templates streamlined consortium-wide communication.

- On-demand SME support was critical for addressing urgent vulnerabilities.
Contact Donald King, Project Manager, donald.king@amplifycoast.com

2. Marketing Strategy for Master Agreement

Qlogic LLC will implement a multi-faceted marketing strategy to promote the Master Agreement and encourage
participation among potential Participating Entities, including state governments, local agencies, and
educational institutions. Our approach leverages digital outreach, industry engagement, and tailored
communications to highlight the value of our risk assessment and mitigation services.

Field Details
Digital Outreach - Launch targeted email campaigns to NASPO ValuePoint members and state
procurement officers, using platforms like Marketo for personalized messaging.
- Publish case studies and whitepapers on our dedicated website, showcasing
success stories (e.g., State of Michigan’s 90% risk mitigation rate).
- Leverage LinkedIn and GovTech forums to share thought leadership content,
reaching 10,000+ procurement professionals monthly.
- Utilize SEO strategies to rank for keywords like “NASPO risk assessment
services,” driving traffic to our Master Agreement portal.
Industry - Present at NASPO ValuePoint conferences and state procurement events (e.g.,
Engagement NIGP Forum), demonstrating tools like RSA ArcHis and Splunk.
- Host webinars with live demos of our risk monitoring dashboards, targeting 500+
attendees per session.
- Partner with state IT associations (e.g., NASTD) to co-sponsor workshops on
NIST 800-30 compliance.
Tailored - Develop customized value propositions for each state, addressing specific
Communications regulatory needs (e.g., HIPAA for healthcare-heavy states).
- Provide one-on-one consultations with procurement officers, using data from past
contracts (e.g., $440K savings for Michigan) to demonstrate ROI.
- Distribute quarterly newsletters highlighting Master Agreement benefits, case
studies, and adoption success stories.
Metrics - Achieve 50+ state agency inquiries within 6 months.
- Secure 10 Participating Addenda within 12 months.
- Increase website traffic by 30% through targeted campaigns.

3. Dedicated Website Features for Master Agreement
Qlogic LLC will establish a dedicated, secure website to support the Master Agreement, providing Participating
Entities with easy access to services, pricing, and resources. The website will be hosted on AWS (99.9%
uptime) with AES-256 encryption and MFA access, ensuring security and compliance with GDPR and HIPAA.
Field Details
Customized Price - Dynamic pricing portal tailored to each Participating Entity, reflecting Master
Lists Agreement rates and entity-specific discounts.
- Integrated with Salesforce for real-time updates, allowing entities to view pricing for
risk assessments, mitigation plans, and compliance audits.

Page 28 of 39 NASPO
Attachment 07, OFFEROR INFORMATION, ACKNOWLEDGEMENTS, AND CERTIFICATIONS ValuePoint


mailto:donald.king@amplifycoast.com

Request for Proposals for
CYBERSECURITY AND INFORMATION SECURITY SERVICES

Issued by the State of Idaho
Solicitation Number RFP#928

Staff Contact
Information

Online Ordering
Capabilities

Additional
Features

Security

Field

- Downloadable PDF price lists with filters for service type (e.g., NIST 800-30
assessments, SailPoint IAM audits).

- Dedicated contact page listing the Contract Manager (Jeff Warren, CISSP, CISM)
and regional account managers, with phone, email, and live chat options.

- 24/7 support portal with ticketing system, integrated with Zendesk, for service
inquiries and incident reporting.

- Bios and certifications of key staff (e.g., Pradeep Chander, Amrendra Kumar) to
build trust.

- Secure e-commerce module for ordering services (e.g., risk assessments, tabletop
exercises), using Stripe for payments and DocuSign for contract execution.

- Customizable order forms to specify scope (e.g., number of assets, compliance
standards), with automated validation to ensure compliance with Master Agreement
terms.

- Real-time order tracking dashboard, showing status from scoping to delivery.

- Resource library with case studies, whitepapers, and compliance guides (e.g., NIST
800-53 checklists).

- Interactive risk assessment calculator to estimate service costs based on asset
count and complexity.

- APl integration for seamless data exchange with Participating Entities’ procurement
systems (e.g., SAP Ariba).

- AWS-hosted with 99.9% uptime, AES-256 encryption, and MFA.

- Regular penetration testing (aligned with project examples) to ensure site security.
- Compliance with FISMA, HIPAA, and state data protection laws.

4. Staff and Resources Allocated to Master Agreement

Qlogic LLC will allocate a dedicated team of certified professionals and robust resources to manage the Master
Agreement, ensuring compliance with terms and pricing. Staff training will be rigorous to maintain expertise and
alignment with NASPO ValuePoint requirements.

Details

Staff

Allocation

Resources

Training
Program

- Contract Manager: Jeff Warren (CISSP, CISM), overseeing Master Agreement
execution, stakeholder coordination, and compliance.

- Lead Risk Assessor: Pradeep Chander (CISSP, CISA, GPEN), managing risk
assessments and mitigation plans.

- Compliance Specialist: Amrendra Kumar (CISM, CRCP, GEVA), handling audits and
regulatory alignment.

- Technical Analyst: Dinesh Kumar (CISSP, CISA, GPEN), supporting Splunk-based
monitoring and SailPoint IAM implementations.

- Support Team: 5 additional analysts and SMEs for on-demand support, with 24/7
availability via Zendesk.

- AWS-hosted risk management platform (RSA Archer, Splunk, Power BI) for real-time
assessment and monitoring.

- Secure client portal for reporting, order tracking, and communication.

- Dedicated project management tools (Jira, Confluence) for task tracking and
documentation.

- Initial 40-hour training on Master Agreement terms, pricing, and NASPO ValuePoint
protocols, covering NIST 800-30, ISO 31000, and compliance frameworks.

- Quarterly 8-hour refreshers on contract updates, regulatory changes, and tool
advancements (e.g., Splunk SOAR, Power BI).

- Annual tabletop exercises to simulate contract scenarios, ensuring staff readiness for
incident response and audits.

- Certification maintenance (e.g., CISSP, CISA) funded by QLogic to ensure compliance
with RFP qualifications.
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Metrics - 100% staff trained within 30 days of Master Agreement execution.
- 95% staff compliance with contract terms during audits.
- 90% customer satisfaction rate for staff responsiveness, measured via quarterly surveys.

5. Encouraging Adoption and Usage

Qlogic LLC will proactively encourage adoption and usage of the Master Agreement by Participating and

Purchasing Entities through targeted outreach, education, and value demonstration, building on lessons from
ast contracts (e.g., State of Michigan, Mid-Atlantic Consortium).

Field Details
Outreach - Direct mail and email campaigns to 500+ state and local procurement officers,
Campaigns highlighting $500K+ savings from past contracts (e.g., Michigan, New Jersey).

- Virtual and in-person roadshows at state capitals, showcasing risk assessment
demos using RSA ArcHis and Splunk.
- Collaborate with NASPO ValuePoint to publish adoption guides in their newsletters

and portals.
Education - Host quarterly webinars on risk management best practices, covering NIST 800-30
Initiatives and ISO 31000, with 300+ attendees per session.

- Provide free risk assessment workshops at NIGP and NASPO events, demonstrating
tools like Power Bl dashboards.

- Offer 1-hour consultations to Entities, tailoring solutions to their regulatory needs
(e.g., HIPAA, FISMA).

Value - Share ROI metrics from past contracts (e.g., 90% risk mitigation, $440K savings for
Demonstration Michigan) in case studies and presentations.

- Provide pilot assessments (up to 10 assets) at no cost to demonstrate value, as done
for Visual Impact’s ongoing project.

- Highlight scalability and flexibility, drawing on Mid-Atlantic Consortium’s success with
multi-state standardization.

Metrics - Engage 20+ Entities in first year through outreach.

- Achieve 15 signed Participating Addenda within 18 months.

- Increase adoption by 25% annually, measured by service orders.

6. Approach to Negotiation of Participating Addenda

Qlogic LLC adopts a flexible, collaborative, and efficient approach to negotiating Participating Addenda,
ensuring alignment with Participating Entities’ needs while maintaining Master Agreement integrity. Our
approach draws on experience with multi-state consortiums (e.g., Mid-Atlantic States).

Field Details
Negotiation - Assign a dedicated Contract Manager (Jeff Warren) to lead negotiations, supported by
Process legal and compliance teams.

- Conduct initial scoping calls within 3 business days of Addenda request to understand
Entity-specific needs.
- Use standardized templates aligned with NASPO ValuePoint terms, customized via
DocusSign for efficiency.
- Complete negotiations within 10 business days for standard Addenda, 15 days for
complex requirements.

Flexibility - Allow Entity-specific language for regulatory compliance (e.g., state-specific data
protection laws), provided it aligns with Master Agreement terms.
- Do not require statutory citations for Entity-specific language but request clear
justification to ensure compliance.
- Support simultaneous negotiation of up to 5 Addenda, leveraging dedicated staff and
automated workflows (DocuSign, Salesforce).

Resources - Legal team with expertise in state procurement laws (e.g., HIPAA, FISMA) to review
Entity-specific terms.
- Parallel negotiation capacity with 3 additional contract specialists for high-volume
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periods.

- Secure document management system (SharePoint) for version control and audit trails.
Metrics - 95% Addenda finalized within 15 business days.

- 100% compliance with Master Agreement terms.

- 90% Entity satisfaction rate, measured via post-negotiation surveys.

7. Ability to Provide Products and Services Immediately

Qlogic LLC is fully equipped to provide Category 1 Risk Assessment and Mitigation Services immediately upon
execution of the Master Agreement and Participating Addenda, leveraging existing infrastructure and
experienced staff.

Field Details
Operational - Pre-existing AWS-hosted risk management platform (RSA Archer, Splunk, Power BI)
Readiness ready for immediate deployment, with 99.9% uptime.

- Staff of 10 certified professionals (CISSP, CISA, CISM, GPEN) available to start
assessments within 5 business days of Addenda execution.

- Standardized methodologies (NIST 800-30, ISO 31000) and templates from past
projects (e.g., State of New Jersey) ensure rapid onboarding.

Resource Babel, keep it short
Availability
Process - Initiate scoping and kickoff within 3 business days of Addenda execution.

- Deliver initial risk analysis for high-priority assets within 7 business days.

- Provide ongoing support via 24/7 Zendesk portal and dedicated account managers.
Metrics - 100% service initiation within 5 business days.

- 95% on-time delivery of initial risk reports.

- 90% client satisfaction rate for initial response, per surveys.

8. Sales Information Reporting
Qlogic LLC ensures prompt, complete, and accurate sales information reporting from dealers, partners, and
resellers to comply with NASPO ValuePoint requirements, leveraging robust systems and processes.

Field Details

Reporting Process - Use Salesforce-based CRM to aggregate sales data from dealers, partners, and
resellers, updated daily.

- Implement automated data validation scripts to ensure accuracy of sales data
(e.g., volume, pricing, Entity details).

- Generate summary and detailed reports (CSV, PDF formats) via Salesforce,
submitted to NASPO ValuePoint within 5 business days of each quarter’'s end.

Dealer/Partner - Require dealers and partners to use QLogic’s standardized reporting portal,

Management integrated with Salesforce, for real-time data submission.

- Conduct monthly audits of partner data using automated scripts to identify
discrepancies.

- Provide training to partners on reporting protocols, aligned with Master Agreement
terms.

Accuracy Measures | - Use Splunk for log analysis to track data submissions, ensuring 98% accuracy.
- Deploy double-entry validation for high-value transactions (> $50,000) to prevent
errors.

- Maintain a secure audit trail for all sales data, accessible to NASPO ValuePoint
upon request.

Metrics - 100% report submission within 5 business days.

- 98% data accuracy rate, validated by quarterly audits.
- 95% partner compliance rate with reporting requirements.

G. (ME) Customer Service

Page 31 of 39 NASPO ]
Attachment 07, OFFEROR INFORMATION, ACKNOWLEDGEMENTS, AND CERTIFICATIONS ValuePoint



Request for Proposals for
CYBERSECURITY AND INFORMATION SECURITY SERVICES

Issued by the State of Idaho
Solicitation Number RFP#928

e |dentify your customer service hours of operation and when key account staff are available.

e Describe how you handle problem identification and resolution. Describe how you respond
to and resolve customer complaints and service issues.

e Describe how you will assess customer satisfaction.

Qlogic LLC is committed to delivering exceptional customer service to Participating Entities under the
Master Agreement for Category 1 Risk Assessment and Mitigation Services. Our customer service
framework is designed to ensure rapid response, effective problem resolution, and continuous
satisfaction assessment, leveraging secure, scalable platforms and certified staff. Below, we detail our
customer service hours, problem identification and resolution processes, and customer satisfaction
assessment methods, drawing on our experience with clients like the State of Michigan and State of
New Jersey.

Customer Service Hours and Staff Availability

Qlogic LLC operates a 24/7 customer service center, accessible via phone, email, and a secure
Zendesk portal, ensuring Participating Entities can reach support at any time, critical for addressing
urgent risk-related incidents (e.g., active vulnerabilities). Key account staff, including the Contract
Manager (Jeff Warren, CISSP, CISM) and regional account managers, are available Monday through
Friday, 8:00 AM—6:00 PM EST, with extended availability for emergencies via a 24/7 escalation hotline.
Our support team includes 10 certified professionals (e.g., CISSP, CISA) trained in NIST 800-30 and
ISO 31000, ensuring technical expertise for risk assessment and mitigation queries. For example,
during our State of Texas engagement ($2.5M contract), 24/7 support enabled rapid response to a
high-priority compliance issue, resolving it within 4 hours.

Problem Identification and Resolution

QLogic employs a structured, technically robust process for problem identification and resolution,
aligned with ITIL v4 and NIST 800-61. Issues are logged via Zendesk, automatically categorized (e.g.,
technical, compliance, service delivery) using Al-driven ticket triage with 95% accuracy. Critical issues
(e.g., risk assessment delays, mitigation control failures) are escalated to a dedicated incident
response team within 15 minutes, with a mean-time-to-resolve (MTTR) target of 4 hours for high-
severity incidents. We use Splunk for root cause analysis (RCA), correlating logs from RSA ArcHis and
SailPoint to pinpoint issues (e.g., IAM misconfigurations). Non-critical issues are resolved within 2
business days, with weekly status updates provided via a secure client portal. For instance, in our
Hennepin County project, we resolved a compliance audit discrepancy within 3 hours by deploying
SailPoint-based IAM fixes, achieving 100% client satisfaction. Customer complaints are handled
through a formal escalation path, with a senior manager review within 24 hours and resolution plans
proposed within 48 hours, ensuring transparency and accountability.

Customer Satisfaction Assessment

QLogic assesses customer satisfaction through a multi-channel approach, integrating quantitative and
qualitative metrics. Post-service surveys, distributed via Zendesk, measure satisfaction on a 1-5 scale
across responsiveness, technical expertise, and outcome quality, targeting a 90%+ satisfaction rate.
Surveys are sent within 48 hours of service milestones (e.g., risk assessment report delivery, mitigation
plan implementation). Quarterly Net Promoter Score (NPS) surveys gauge overall satisfaction, with
results analyzed in Power Bl to identify trends. We conduct semi-annual focus groups with Participating
Entities to gatHis qualitative feedback, facilitated via secure Zoom sessions with AES-256 encryption.
Feedback is reviewed by our Customer Success Team, with actionable improvements implemented
within 30 days. For example, feedback from the State of New Jersey led to enhanced Power BI
dashboard customization, improving risk visibility by 40%. Annual satisfaction reports are shared with
NASPO ValuePoint, ensuring transparency.

Customer Service Table
Field Details
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Hours of Operation - 24/7 customer service center via phone, email, and Zendesk
portal.
- Key account staff (e.g., Jeff Warren) available Monday—
Friday, 8:00 AM—6:00 PM EST.
- 24/7 escalation hotline for emergencies.

Key Staff Availability - Contract Manager (Jeff Warren, CISSP, CISM): 8:00 AM-6:00
PM EST, with emergency access.
- 10 certified support staff (CISSP, CISA) available 24/7 via
rotating shifts.
- Regional account managers cover all U.S. time zones.

Problem ldentification - Issues logged via Zendesk with Al-driven triage (95%
accuracy).
- Critical issues (e.g., high-severity risks) escalated within 15
minutes.
- Splunk used for RCA, correlating RSA ArcHis and SailPoint
logs.

Problem Resolution - MTTR: 4 hours for critical issues, 2 business days for non-
critical.

- Formal escalation for complaints: senior manager review

within 24 hours, resolution plan within 48 hours.

- Weekly status updates via secure client portal.
Customer Satisfaction - Post-service surveys within 48 hours, targeting 90%+
Assessment satisfaction.

- Quarterly NPS surveys analyzed in Power Bl.

- Semi-annual focus groups via secure Zoom.

- Annual satisfaction reports shared with NASPO ValuePoint.
Metrics - 98% issue acknowledgment within 15 minutes.

- 90% MTTR within 4 hours for critical issues.

- 90%+ customer satisfaction rate, 50+ NPS score.

H. (ME) Offeror must describe how they meet AICPA SOC 2 compliant covering all 5 functional
areas (Security, Availability, Processing Integrity, Confidentiality, and Privacy), or a third-party
assessment based on current revision of NIST 800-53 Moderate controls conducted with in the
last two years, or FedRAMP authorization, or GovRAMP authorization, or equivalent. Offeors
must provide documentation of their security practices. Offerors who fail to adequately
demonstrate their security standards may be deemed non-responsive.

Qlogic LLC maintains robust security practices, achieving AICPA SOC 2 Type Il compliance across all five
functional areas (Security, Availability, Processing Integrity, Confidentiality, and Privacy) through an audit
completed in July 2024 by a third-party assessor (Deloitte). Our compliance ensures that our risk assessment
and mitigation services meet stringent standards for data protection and operational reliability, as required by
the RFP. Below, we describe our SOC 2 compliance, supported by documentation of our security practices,
and align with NIST 800-53 Moderate controls as an equivalent measure.

AICPA SOC 2 Compliance
Qlogic LLC’s SOC 2 Type Il compliance, audited annually by Deloitte, covers all five trust services criteria,
ensuring comprehensive protection for Participating Entities’ data and operations. Our compliance is supported
by a secure AWS-hosted infrastructure (99.9% uptime) and advanced tools (e.g., Splunk, SailPoint, RSA
Archer), with policies aligned with NIST 800-53 Moderate controls. Below, we detail each functional area:
e Security: We implement robust controls to protect against unauthorized access and cyber threats,
including AES-256 encryption, MFA via Okta, and network segmentation using Palo Alto Prisma
Access. Splunk Enterprise Security monitors 10,000+ events/second, detecting anomalies with 98%
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accuracy. Regular penetration testing, as conducted for the State of Michigan, ensures system
integrity.

e Availability: Our AWS infrastructure, with multi-region redundancy (us-east-1, us-west-2), guarantees
99.9% uptime, validated by CloudWatch metrics. Disaster recovery plans, tested quarterly per ISO
22301, achieve a recovery time objective (RTO) of 4 hours, as demonstrated in our Naval
Postgraduate School engagement.

o Processing Integrity: Automated workflows in RSA ArcHis ensure accurate risk scoring and mitigation
tracking, with 99% data integrity validated by checksums. SailPoint audits IAM processes, ensuring
error-free access control enforcement, as achieved for Hennepin County (100% least privilege
compliance).

¢ Confidentiality: Data is encrypted in transit and at rest (AES-256), with access restricted to authorized
personnel via RBAC. NDAs are enforced for all staff, and data handling complies with GDPR and
HIPAA, as validated in our State of Florida contract.

e Privacy: We adhere to privacy policies aligned with CCPA and GDPR, using IBM Watson NLP to
anonymize PII in risk reports. Consent management is tracked via a custom AWS DynamoDB solution,
ensuring compliance with client privacy requirements.

NIST 800-53 Moderate Controls Equivalence

In addition to SOC 2, QLogic underwent a third-party NIST 800-53 Moderate controls assessment in August
2023, conducted by KPMG, confirming compliance with 95%+ of controls (e.g., AC-2, SC-7, SI-12). This
assessment, valid within the last two years, covers security, access controls, incident response, and system
monitoring, aligning with FedRAMP Moderate requirements. Our controls are implemented using tools like
Splunk for continuous monitoring, SailPoint for IAM, and Tenable.io for vulnerability management, ensuring
robust protection for Participating Entities.

Security Practices Documentation
QLogic maintains comprehensive documentation of security practices, available upon request, including:

e SOC 2 Type Il audit report (July 2024, Deloitte).
NIST 800-53 Moderate controls assessment report (August 2023, KPMG).
Security policies covering encryption, access control, incident response, and data retention.
Penetration testing reports (quarterly, aligned with project examples like State of New Jersey).
Disaster recovery and business continuity plans (ISO 22301-compliant).
These documents are stored in a secure SharePoint repository, accessible to NASPO ValuePoint via a
dedicated audit portal with MFA.

Compliance Table

Field Details
Compliance - AICPA SOC 2 Type Il (July 2024, Deloitte), covering Security, Availability,
Standard Processing Integrity, Confidentiality, and Privacy.
- NIST 800-53 Moderate controls assessment (August 2023, KPMG), 95%+
compliance.
Security - AES-256 encryption, MFA (Okta), Palo Alto Prisma Access segmentation.

- Splunk monitors 10,000+ events/second, 98% anomaly detection accuracy.
- Quarterly penetration testing (e.g., State of Michigan).

Availability - AWS multi-region (us-east-1, us-west-2), 99.9% uptime via CloudWatch.

- RTO of 4 hours, tested quarterly (ISO 22301, e.g., Naval Postgraduate School).
Processing - RSA ArcHis ensures 99% data integrity via checksums.
Integrity - SailPoint enforces IAM, 100% least privilege (e.g., Hennepin County).
Confidentiality - AES-256 encryption, RBAC, GDPR/HIPAA compliance.

- NDAs for staff, secure data handling (e.g., State of Florida).
Privacy - CCPA/GDPR-compliant policies, IBM Watson NLP for Pll anonymization.

- AWS DynamoDB for consent management.
Documentation - SOC 2 report, NIST 800-53 assessment, security policies, penetration test reports.

- Available via secure SharePoint audit portal with MFA.
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Metrics - 100% SOC 2 compliance across 5 criteria.
- 95% NIST 800-53 Moderate controls compliance.
- 99.9% system uptime, 98% security event detection accuracy.

I. Describe what, if any, artificial intelligence technologies you will be using in your performance of a
Master Agreement resulting from this RFP and how and for what purposes such technologies
would be used. Describe any safeguards, protocols, and/or interpretive reviews that have been or
will be applied to the use of Al solutions.

Qlogic LLC employs artificial intelligence (Al) technologies to enhance the performance of Category 1 Risk
Assessment and Mitigation Services under the Master Agreement, improving efficiency, accuracy, and
proactive risk management. Our Al solutions are carefully designed, safeguarded, and reviewed to ensure
reliability, compliance, and ethical use, aligning with the RFP’s requirements and our experience with clients
like the State of Texas and State of New Jersey.

Al Technologies and Purposes
QLogic leverages three Al-driven solutions to support Category 1 services, each integrated into our AWS-
hosted risk management platform (RSA Archer, Splunk, Power BI):

1. Machine Learning for Risk Scoring (scikit-learn, FAIR model): Used to automate risk quantification
across 500+ assets, processing asset criticality, threat likelihood, and impact data to generate dynamic
risk scores (1-100 scale). Anomaly detection (Isolation Forest) flags high-priority risks (>70), reducing
manual effort by 40%, as demonstrated in our State of Texas contract ($2.5M).

2. Natural Language Processing for Compliance Monitoring (IBM Watson NLP): Analyzes 100+
regulatory standards (e.g., FISMA, HIPAA) to map controls to client frameworks, detecting non-
compliance with 98% accuracy. Automated remediation workflows in Splunk SOAR propose fixes
within 4 hours, as implemented for the State of Florida (100% compliance achieved).

3. Al-Driven Ticket Triage (Zendesk Custom Model): Categorizes customer service tickets (e.g.,
technical, compliance) with 95% accuracy, prioritizing critical issues for escalation within 15 minutes.
This enhanced response times by 30% in our Hennepin County engagement.

Safeguards, Protocols, and Interpretive Reviews
QLogic implements rigorous safeguards to ensure Al solutions are reliable, secure, and compliant:

o Data Security: Al models are trained on anonymized datasets, with Pll removed using IBM Watson
NLP. Data is encrypted (AES-256) and processed in a SOC 2-compliant AWS environment.

e Model Validation: ML models undergo quarterly validation against ground-truth data, achieving 95%+
precision/recall. Human-in-the-loop (HITL) reviews by CISSP-certified analysts verify high-risk outputs
(e.g., risk scores >70) before client delivery.

¢ Bias Mitigation: Fairness audits, using tools like Al Fairness 360, ensure models do not exhibit bias
based on asset type or client sector. Bias reports are reviewed semi-annually by our Al Ethics
Committee.

o Interpretability: Al outputs (e.qg., risk scores, compliance alerts) include explainability reports, detailing
feature contributions (e.g., SHAP values for ML models), ensuring transparency for clients like the
State of New Jersey.

e Governance: Al usage is governed by a policy aligned with NIST Al RMF, requiring quarterly audits
and client consent for Al-driven decisions. Automated logging in Splunk tracks Al actions for
auditability.

e Error Handling: Fallback protocols revert to manual processes if Al confidence scores fall below 90%,
ensuring continuity. For example, during a State of Michigan audit, manual review was triggered for 5%
of compliance alerts, ensuring 100% accuracy.

e Client Oversight: Participating Entities receive quarterly Al performance reports, detailing accuracy,
error rates, and HITL interventions, with options to opt out of specific Al features.
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These safeguards ensure Al enhances service delivery while maintaining trust, compliance, and accountability,
as validated in our SOC 2 and NIST 800-53 assessments.

Al Technologies Table

Field

Details

Al Technologies - ML Risk Scoring: scikit-learn, FAIR model for dynamic risk quantification.

- NLP Compliance Monitoring: IBM Watson NLP for regulatory control mapping.
- Al Ticket Triage: Zendesk custom model for issue categorization.

Purposes - Automate risk scoring for 500+ assets, reducing effort by 40% (e.g., State of

Texas).

- Detect non-compliance with 98% accuracy, proposing fixes in 4 hours (e.g., State of
Florida).

- Prioritize customer service tickets, improving response by 30% (e.g., Hennepin
County).

Safeguards - AES-256 encryption, SOC 2-compliant AWS environment.

- Quarterly model validation, 95%+ precision/recall.
- Al Fairness 360 for bias audits, semi-annual reviews.

Protocols - HITL reviews for high-risk outputs (>70 score).

- Explainability reports with SHAP values for transparency.
- NIST Al RMF-aligned governance, quarterly audits.

Interpretive - Client-accessible Al performance reports quarterly.

Reviews

Metrics

- Manual fallback for low-confidence outputs (<90%).

- Client opt-out options for Al features.

- 95% Al accuracy across applications.

- 100% HITL review for critical outputs.

- 98% client satisfaction with Al transparency, per surveys.

VL.

ACKNOWLEDGEMENTS AND CERTIFICATIONS

By signing below and submitting a response to this RFP, Offeror acknowledges and certifies the
following:

A. Debarment. (Check one of the below.)

NeitHis Offeror nor its principals are presently debarred, suspended, proposed for
debarment, declared ineligible, or voluntarily excluded from participation in public
procurement or contracting by any governmental department or agency.

L1 Offeror cannot certify the statement above, and Offeror will affix a written explanation to this
attachment for review by the Lead State. If after reviewing Offeror’s written explanation the
Lead State determines it is not in the best interest of the Lead State, Participating Entities, or
Purchasing Entities to award Offeror a Master Agreement, the Lead State may reject
Offeror’s proposal.

B. Non-collusion.

1. This proposal has been developed independently by Offeror and has been submitted
without collusion and without any agreement, understanding, or planned common course
of action with any otHis Offeror or supplier of Deliverables in a manner designed to limit
fair and open competition.

2. The contents of this proposal have not been communicated by Offeror or its employees
or agents to any person not an employee or agent of Offeror and will not be
communicated to any such persons prior to the RFP Close Date.
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C.
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Data Disclosure to Foreign Governments and Prohibited Technology. (Check one of the
below.)

Offeror is not an entity subject to laws, rules, or policies potentially requiring disclosure of, or
provision of access to, customer data to foreign governments or entities controlled by foreign
governments, and Offeror’s offerings do not contain, include, or utilize components or
services supplied by any entity subject to the same. Offeror’s offerings also do not contain,
include, or utilize covered technology prohibited under Section 889 of the National Defense
Authorization Act, as amended.

L1 Offeror cannot certify all statements above, and Offeror will affix a written explanation to this
attachment for review by the Lead State. If after reviewing Offeror’s written explanation the
Lead State determines it is not in the best interest of the Lead State, Participating Entities, or
Purchasing Entities to award Offeror a Master Agreement, the Lead State may reject
Offeror’s proposal.

Conflicts of Interest. (Check one of the below.)

Offeror represents that none of its officers or employees are officers or employees of the
Lead State and that none of its officers or employees have a conflict of interest as defined by
the laws, rules, or policies of the Lead State.

1 Offeror cannot certify the statement above, and Offeror will affix a written explanation to this
attachment for review by the Lead State. If after reviewing Offeror’s written explanation the
Lead State determines it is not in the best interest of the Lead State, Participating Entities, or
Purchasing Entities to award Offeror a Master Agreement, the Lead State may reject
Offeror’s proposal.

Required Insurance. Offeror agrees to acquire insurance from an insurance carrier or carriers
licensed to conduct business in each Participating Entity’s state at the levels prescribed in
Attachment 04, Sample Master Agreement. Offeror understands that this requirement is
mandatory and will not be negotiated by the Lead State.

NASPO ValuePoint Administrative Fee. Offeror agrees to pay a 0.25% administrative fee and
submit summary and detailed sales reports to NASPO ValuePoint in accordance with Attachment
04, Sample Master Agreement. All costs proposed by Offeror must be inclusive of the NASPO
ValuePoint administrative fee. Offeror understands that the requirements in this section are
mandatory and will not be negotiated by the Lead State.

Marketing Plan. If awarded a Master Agreement resulting from this RFP, within 30 days of
execution of the Master Agreement, Offeror will meet with NASPO ValuePoint marketing
personnel to review and track progress on the marketing plan described by Offeror.

Confidential, Proprietary, or Protected Information. As set forth in Attachment 01, RFP Terms
and Conditions, if Offeror is claiming any portion of its proposal as confidential, proprietary, or
protected, Offeror must complete the required sections of Attachment 11, Claim of Trade Secrets
and Non-Public Information, and submit with Offeror’s proposal a redacted copy of Offeror’s
proposal, which must be clearly marked as such. Offeror may not mark pricing or Offeror’s entire
proposal as confidential, proprietary, or protected. Submission of a Claim of Trade Secrets and
Non-Public Information does not guarantee that information claimed by Offeror as confidential,
proprietary, or protected will not be subject to disclosure in accordance with applicable public
information laws, rules, and policies. If Offeror fails to submit a redacted copy of Offeror’s

NASPO
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proposal, or fails to claim information as confidential, proprietary, or protected in compliance with
this RFP, Offeror releases the Lead State, NASPO, NASPO members, and entities represented
on the Multistate Sourcing Team from any obligation to keep the information confidential and
waives all claims of liability arising from disclosure of the information.

. Cancellation and Transfer. Offeror understands and agrees that the Lead State may, as set
forth in Attachment 01, RFP Terms and Conditions, cancel this RFP or transfer this RFP to a new
Lead State if the Lead State determines that such transfer is in the best interest of the Lead State
and potential Participating Entities and Purchasing Entities.

J. Conditional Awards. Offeror understands that awards and execution of a Master Agreement are
conditional as set forth in Attachment 01, RFP Terms and Conditions, and Offeror agrees to hold
the Lead State and NASPO harmless and release the Lead State and NASPO from any liability
for damages arising from non-award or non-execution of a contract.

K. Understanding of the RFP. Offeror has read the RFP in its entirety and understands and agrees
to comply with all requirements set forth therein. Any conflicts in the materials composing the
RFP and any issues relating to the content of the RFP, including instructions, requirements, or
specifications Offeror believes to be ambiguous, unduly restrictive, erroneous, anticompetitive, or
unlawful, have been brought to the attention of the Lead State using the process described in the
RFP for asking questions or, if applicable, by filing a protest. In accordance with Attachment 01,
RFP Terms and Conditions, Offeror acknowledges and understands that any protest, claim,
dispute, or action based upon a conflict or issue described herein must be filed no later than the
RFP Close Date, and Offeror waives the right to file any protest, claim, dispute, or action based
upon a conflict or issue described herein if not filed by the RFP Close Date.
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Signature
The undersigned is one of the following:

1. The Offeror, if Offeror is an individual;

2. A partner in the company, if Offeror is a partnership; or

3. An officer or employee of the responding corporation having authority to sign on its behalf, if Offeror is a
corporation.

By signing below, the undersigned warrants that the representations made and the information provided in
Offeror’s proposal are true, correct, and reliable for purposes of evaluation for a potential contract award. The
submission of inaccurate or misleading information may be grounds for disqualification from contract award and
may subject the undersigned, Offeror, or both to suspension or debarment proceedings, as well as otHis
remedies available to the Lead State by law, including termination of any Master Agreement awarded to Offeror.

OFFEROR:

]

06/24/2025

Signature Date
Ajay Movalia Director
Printed Name Title
usgovi@glogic.io 718-708-1342
Email Address Phone Number
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