EXHIBIT B-3 EXPERIENCE, QUALIFICATIONS, CERTIFICATIONS AND SERVICES

This exhibit aims to gain some insight into the work experience, competence and relevant certifications held by Bidder. Information provided will be used to score

Bidders ability to offer products and solutions as described herein.

Instructions: Bidders will provide a written response to each of the sections below as instructed.

EXPERIENCE, QUALIFICATIONS, CERTIFICATIONS

WRITTEN RESPONSE

BIDDERS OFFERING PRODUCTS

Instructions: Bidders offering products for any category/sub-category must provide a written response to each item as instructed below.

for providing products and services?
If so, describe:

1) List . 'anY factory trammg's and Please refer to the attached Exhibit B3 — Services — Training for a comprehensive training portfolio. L3Harris’ staff

certifications your company’s staff | . . . .
) is required to complete all the training courses to support the proposed infrastructure network and all subsystem
has attended/acquired to support equipment
the proposed infrastructure network, '
and all related subsystem | In addition, the L3Harris Team consists of Professional Engineers (PEs), SAFe certified Agile product development
equipment. practitioners, Certified Product Management from Pragmatic Marketing, Cisco certified engineers, and Project
Management Professionals (PMPs) from Project Management Institute.

2) Please disclose the cumulative years | L3Harris is a proven supplier of public safety communications equipment and services in both the direct and IDIQ
of experience  your current | contract environments. L3Harris has over 86 years’ experience designing, configuring, deploying, and servicing
company’s Public Safety | ,ublic safety communications equipment.

Communications Products Technical

Experts have performing Radio | | 3Harris maintains a nationwide network of dealers and authorized service centers to augment L3Harris resources,

programming/installation work. as necessary. Both L3Harris personnel and our partners maintain rigorous training and certification to ensure they
are up to date with the latest technology. NASPO ValuePoint will benefit from 244 existing partners and their
numerous service technicians. With 175 dealers, 69 Authorized Service Centers, along with L3Harris service
technicians, cumulative years of Public Safety Communications maintenance would easily number in the thousands.

3) Does your company utilize partners

L3Harris Dealer Qualification

To qualify of use a Dealer we perform due diligence which includes but not limited to a review of the Dealer’s
financial condition, customer references, previous history and/or test results of similar products/ services, related
project experience, quality management systems, etc. The Dealer is then requested to complete, signh and date a
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e process to qualify partners and sales
personnel to represent the product,
including any certifications

e how partners are contractually bound
to the Master Agreement terms and
conditions,

®  how partner sales will be accurately
tracked and reported, and

e remedy plan if the partner or sales
personnel are not in compliance.

form noting contact information, diverse business classifications, if the company or any of its principals presently
debarred, suspended, or proposed for debarment by any US federal agency, if the company participates in Supply
Chain Security Programs and that the Dealer acts consistently with L3Harris’ Code of Conduct. The Dealer is also
screened and there is an anti-Corruption review.

Dealers are bound by purchase order terms and conditions or a signed subcontract between the Dealer and
L3Harris.

Partner sales we track monthly, year to date and yearly.
L3Harris Dealer Management Plan

Annual reviews determine the viability of the reseller relationship with L3Harris taking into consideration customer
relationships, performance and strategic positioning. L3Harris PSPC’s standard operating procedure, stated in each
dealer’s sales agreement, is to provide 90-day written notice to Dealers for non-performance or performance which
violates L3Harris’ terms and conditions. If Dealer’s actions are deemed illegal, L3Harris reserves the right to
terminate immediately.

Upon the decision and notification to terminate a dealer the L3Harris Contract Administrator will contact the NASPO
ValuePoint contract manger to successfully remove the dealer from participating in the contract.

L3Harris also looks for new dealers/distributors when a need for local support has been identified and uses our
indirect channel team to recruit, qualify and sign new partners in support of our Corporation’s needs. If NASPO
ValuePoint customers have a complaint against an existing dealer or would like to recommend the addition of a new
dealer, they may contact the Customer Care Center (CCC).

4) Please describe your company’s
ordering process. Include sub-
contractors, authorized
resellers/dealers/manufacturer
representative’s role in the ordering
process.

Customers can purchase either directly from L3Harris or from our dealer channel by issuing a purchase order to
PSPC_CustFocus@L3Harris.com referencing the contract purchasing vehicle (ex. NASPO ValuePoint) for pricing and
terms and conditions. If a quote is needed prior to purchase, it may be obtained via request to
PSPC_Quotes@L3Harris.com.

Telephone

U.S. and Canada: 1-800-368-3277

International: +1-434-385-2857

E-mail
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U.S.: PSPC_CustomerFocus@L3Harris.com
International: PSPC_IntCustFocus@L3Harris.com
Federal: PSPC_FedCustFocus@L3Harris.com

Fax

1-321-409-4393

Once customers are ready to place their order, this can also be completed by submitting a purchase order via
standard mail, fax, or email. Phone orders are accepted for customers purchasing $5,000 or less of equipment and
paying by credit card.

Once orders have been placed, customers can work with their Customer Care Center (CCC) team members by
phone, fax, or email to obtain updates on the processing and shipment of their order. L3Harris provides order
confirmations to our customers once orders have been placed and tracking services are available once the materials
have been shipped and are in the hands of our carriers.

In addition to email communication; web-based tools, forms, and applications are utilized to help service our
customers in the most efficient manner possible. For example, customers can request a return by completing a form
online, which is submitted directly to the CCC for review and processing. Customers can track their shipments online
from our website 24 hours a day, 7 days a week. Additionally, L3Harris utilizes ServiceBench for online product
registration.

Telephone Assistance

L3Harris’ Public Safety and Professional Communications — toll free 1-800 service line for our customers 8 a.m. -8
p.m. Eastern Standard Time with voicemail available after hours. Customers have direct access to the Customer
Care Center for order development and placement. Customer service representatives are available to assist with
the configuration of L3Harris products in addition to quoting, order placement, order status and order tracking.
Customer Care Center toll free number: 1-800-368-3277 Option 9.
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5) Please describe your company’s
escalation process for technical and
billing issues.

FORMAL ESCALATION PROCESS

The following process is an example of L3Harris’ incident management procedures. We are glad to customize an

incident management plan around your specific needs.

High-level Example of a Formal Escalation Process

Step1 Local Technician: The customer notifies L3Harris, or the designated Authorized Service

Center (ASC)

> The customer calls a local number to alert the on-call technician; or,

> The customer calls a local number for an answering service. The answering service
forwards the name, number, and reason for the call to the L3Harris/ASC on-call
technician

> If after ten (10) minutes the on-call technician has not responded to the customer's call,
the Customer re-starts the process with a new call

> If after five (5) more minutes the L3Harris on-call technician has not responded to the

customer’s call, the customer proceeds to Step 2

Step 2 Local Supervisor: The customer calls a designated phone number for the local supervisor

>

If after fifteen (15) minutes, the local supervisor has not responded, proceed to Step 3

Step3 Regional Service Manager (RSM): The customer calls the RSM

>

If after fifteen (15) minutes the RSM has not responded, proceed to Step 4

Step4 National Service Manager (NSM): Customer calls a designated phone number for the NSM

The standard formal escalation procedure ends as soon as the local technician is on-site and begins the problem

investigation, validation, and resolution process.
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6) Please describe your

company’s
standard customer/technical support
services during regular business
hours and time zone support will be
provided. (For example: Monday
through Friday 8:00 am - 5:00 pm
ET).

Provide a copy of your company’s
service level agreement (SLA) to
include tiered support and response
times for each tier and after hours
support.

TECHNICAL ASSISTANCE CENTER (TAC)

Technical Assistance Center (TAC) provides the NASPO ValuePoint agency with telephone-based support during
regular business hours, Monday-Friday, 8am-5pm. TAC will provide NASPO ValuePoint with answers to technical
and user support questions regarding operations, programming, software, maintenance and troubleshooting
issues. All calls are logged on a state-of-the-art call tracking and knowledge system and a trouble ticket is created.
Call tracking numbers are assigned to each ticket and monitored, giving the customer easy access to call status.
Issues and their resolutions are logged and categorized to build a knowledge-based database which can then be
searched dynamically by the TAC Specialist to quickly and efficiently resolve issues. The knowledge database
provides a tool that extends the expertise of all TAC personnel and benefits NASPO ValuePoint with quality of
service.

L3Harris offers an optional, fee-based service for Premium Technical Support services on a 24/7/365 basis to
support customers with troubleshooting of critical infrastructure issues during non-standard business hours. This
services also provides escalated service during standard business hours, giving Premium Technical Support
customers shorter wait times for access to TAC engineering resources. This optional service is described below.

PREMIUM TECHNICAL SUPPORT (PTS)

Continuous operation of a system providing critical communications leads customers to recognize the importance
of having 24-hour-a-day, seven-day-per-week assistance. When the system malfunctions at 2 a.m., the personnel
responsible for restoring operation are reassured when they have technical expertise available to assist. Premium
Technical Support (PTS) provides this assurance. PTS services from L3Harris offers comprehensive support 24/7, 365
days a year. PTS subscribers have toll-free phone access to L3Harris’ Technical Assistance Center (TAC) that
recognizes your call as a priority. Support Engineers will endeavor to provide a response within two hours if a
technician is not readily available to answer the call. For emergency system off-air calls, we guarantee a one-hour
response time.

PTS is always available to support customers with answers to technical and user support questions about your
operations, programming, software, maintenance and troubleshooting issues. Users also have self-service access
to the L3Harris Tech-Link website that offers a wealth of technical information, technical bulletins and manuals with
search engine support. Calls to TAC are logged and assigned a tracking number for more efficient handling of your
specific situation and are resolutions are added to our knowledge base to quickly resolve any future issues
efficiently.
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PTS services provides key benefits like:

>

>

Toll-free telephone access to TAC for year-round support

24/7/365 Level 1 and Level 2 helpdesk support

24/7/365 Level 3 and Level 4 technical support on L3Harris products

L3Harris management of 3rd party Level 4 technical support and account maintenance

Priority technical assistance on systems and terminal equipment

One-hour guaranteed callback window for emergency off-air calls and guaranteed two-hour callback
window for non-emergency calls

All-access subscription to the online L3Harris Tech-Link website, a complete library of technical resources
and product information

TAC coordination with on-site service personnel when necessary.

License and maintenance renewals of third-party software and hardware used in the L3Harris system

infrastructure.

TYPICAL TIERED SERVICE LEVEL AGREEMENT

The following table depicts a typical tiered support service level agreement between L3Harris and a customer during
the warranty and maintenance periods. These service levels and response times are normally negotiated based on
the customer’s requirements and their desired budget. Service Level Agreements are services provided beyond the
Standard Warranty and additional costs apply.

This typical tiered service level agreement is based on 24x7x365 support contracts.

SEVERITY LEVEL TYPE OF EQUIPMENT RESPONSE TIME

Severity Level 1 -
(Major Failures)

Any site inoperable.
25% of system switches inoperable.
25% of site channels inoperable.

25% of dispatching capability is inoperable.

Within one (1) hour 24x7x365 to
remotely respond to the
problem. Arrive on site, if
necessary, within eight (8) hours.
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— Any major alarm that is leading to an inoperable

state of 25%.
Within two (2) hours of the next
business day remotely respond
to the problem. Travel on site if
necessary.

— Significant System Impairment greater than 5%
of system down and not to exceed 25% of
system down.

Severity Level 2 . .
. — System problems presently being monitored.
(Moderate Failures)
— This level is meant to represent a moderate

issue that limits by greater than 5% a

Customer's normal use of the system, sub-

system, product, or major non-critical features.
Next Business Day
Within the next business day,
begin to remotely interrogate the
— Operational, parts, and configuration questions.  problem and arrive on site, if

— Minor alarms that do not prevent or prohibit
use of Equipment.

. . necessary.
— Site environmental alarms.
Severity Level 3 — Intermittent problems being reviewed or
(Non-Emergency) monitored that are not resulting in a Severity

Level 1 or Level 2 issue.
— Scheduled or routine maintenance.
— Administrative issues.

— Preventive maintenance protocol or questions.

BIDDERS OFFERING SYSTEM SOLUTIONS (RADIO, MICROWAVE OR POWER)

Instructions: /n addition to the narratives above, Bidders offering a solution must provide a written narrative to each item listed below as instructed.

1) List any certifications or specialized
training which makes your company
best suited to offer complete Public
Safety Communications or Power
System Solutions.

L3Harris XL subscriber terminals are FIPS 140-2 certified. In addition, L3Harris ensures the security of AES encrypted
calls by following U.S. government standards for protecting encryption (FIPS 140-2). This is a standard established
for good practices in storing and using encryption methods. The National Institute for Standards and Technology
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(federal standards agency) certifies L3Harris radios as FIPS 140-2 compliant. Not all devices claiming AES meet the
FIPS 140-2 standard; they may have weaknesses exposing calls to compromise by unauthorized users.

Our FIPS-140-2 certification for our XL radios can be found at the following links.

https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/2503

Cryptographic Module Validation Program | CSRC (nist.gov)

The following list indicates all relevant industry participation and membership on standard boards and similar
groups by L3Harris:

>

>

Association of Public-Safety Communications Officials (APCO) — L3Harris is an Executive Sponsor

FBI Law Enforcement Executive Development Association (FBI LEEDA) — L3Harris is an Executive Sponsor
FBI National Executive Institute Associates (FBI NEIA) — L3Harris is a Sponsor

FBI National Academy Associates (FBI NAA) — L3Harris is a Sponsor

Hispanic American Police Command Officers Association (HAPCOA) — L3Harris is a Sponsor

L3Harris International User Group

International Wireless Communications Expo (IWCE) — L3Harris is an Executive Sponsor. Additionally, we
have many keynote speakers at each annual conference.

Major Cities Chiefs — L3Harris is an Executive Sponsor

Major County Sheriff — L3Harris is an Executive Sponsor

National Sheriffs Association — L3Harris is a Sponsor

National Organization of Black Law Enforcement Executives (NOBLE) — L3Harris is an Executive Sponsor
NV Sheriff’s — L3Harris is a Sponsor

UTC — L3Harris is an Executive Sponsor

Utility Broadband Alliance (UBBA)

Enterprise Wireless Alliance (EWA)
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The following section indicates all relevant engineering and technical certifications maintained by L3Harris and its
employees:

In order to be certified to the ISO 9001 standard, a company must follow the requirements set forth in the ISO 9001
Standard. The standard is used by organizations to demonstrate their ability to consistently provide products and
services that meet customer and regulatory requirements and to demonstrate continuous improvement. We hold
certificate FS 573325 and operate a Quality Management System which complies with the requirements of 1ISO
9001:2015 for the following scope: The design, development, assembly, and installation management of wireless
communication products, systems and services.

In addition, the L3Harris Team consists of Professional Engineers (PEs), SAFe certified Agile product development
practitioners, Certified Product Management from Pragmatic Marketing, Cisco certified engineers, and Project
Management Professionals (PMPs) from Project Management Institute.

2) List the brands 0:1 pro;iu:ts fo: W,h'c: L3Harris technicians are trained and certified to install L3Harris terminal products and systems to include XG and XL
your co.rrfpany as factory traine family of radios and systems utilizing the VIDA infrastructure. They are also trained to service all previous branding
and certified Installers. . . . - .

of our company products, including M/A Com, Ericson, and GE. As part of telecommunications equipment
experience in general, our staff often works with and has experience in ever-changing vendors and so would expect
to be given the opportunity to bid when such general opportunities are available.

3) Project Manager (PM). Please | Please refer to the project manager information included in Exhibit B3 — Project Managers.

disclose the name and employment
history of each project manager
within your company and include how
they meet the requirements below.
The PM shall be an employee of the
proposer at the time of the response
submission. The PM shall have a
proven record of experience in
projects of similar size and scope.

PM shall bear full responsibility for:

e Supervising and coordinating the
installation, and

e Deployment of
communications system, and

the
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e Development and acceptance of
the Project Management Plan
(PMP), and
e Manage the execution of the
project against that plan, and
e Oversee the day-to-day project
activities.
The State reserves the right to accept or
reject the identified PM. If, during the
term of the contract, it is necessary to
replace the PM, State reserves the right to
accept or reject the newly identified PM.

4) Reporting. Please provide report
examples for a minimum of three (3)
installed and fully operational systems
that best emulate the proposed
system. At a minimum, report should
include a detailed description of the
system and its significant operational
features/components (e.g., number
of sites, channels, and subscribers) as
well as a current customer contact
including name, address, and phone
number, title, department and system
responsibility.

Please refer to report examples included in Exhibit B3 — Reports.
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SERVICES

Instructions: Bidder will provide a written response for all services offered below as instructed. Services will not be evaluated, however; any services listed
below will be included and available for use in Cooperative Purchasing Master Agreement upon award. Services may be added upon approval. Pricing for
services must remain constant for the entire Master Agreement term or as mutually agreed in Participating Addendum.

Service

Description

Consultation

We focus on your specific needs and your unique communications requirements. Our work has consistently resulted
in successful wireless communications (RF) system solutions that are practical, reliable, cost-effective, and meet the
needs and expectations of our clients.

One of the keys to our success is the integration of our strong technical, business and project management skills
and capabilities. Our extensive experience, our ability to listen to your needs and translate them into the right
system design for you will result in the best RF system solution that will provide you the value you expect and
deserve within your budgetary constraints.

From simple two-way radio systems, to complex mobile voice and data communications systems, to extensive
broadband microwave systems, our efforts are devoted to meeting the needs of our clients. Our RF (wireless)
communications solution will meet your specific needs, and budget.

Radio frequency selection, system licensing, and regulatory filings for our clients are critical to a wireless system
solution. Our offices in the United Sates enable us to maintain up-to-date knowledge of regulatory policies and
procedures and ensure strict compliance with regulatory environment in the U.S.

Our mobile radio (wireless) communications consulting services include:

Evaluation
> Needs assessments.
> Performance analyses & measurements.
> Radio signal coverage (in-building & exterior) analyses & measurements.
> Mobile radio system infrastructure evaluation.
> System capacity, bandwidth, and interference analyses.

> Dispatch center resource, technology, and facilities analyses.
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> Recommended cost-effective solutions.
Design
> Site surveys.
> P25, TIA 88, and other Telecommunications Industry Association (TIA), standards.
> RF voice & data site infrastructure and RF system facilities design.
> Radio frequency & bandwidth requirements (VHF, UHF, 700 MHz, 800 MHz, 900 MHz, and microwave
frequency bands).
> In-building & exterior portable & mobile radio coverage design.
> Technology evaluation: digital, analogue, conventional, trunking, voice, data.
> Comprehensive open standard technical specifications.
> Test plans & procedures.
> Detailed design documentation.
Planning
> Conceptual design.
> Cost models for budgetary planning purposes.
> Implementation plans with milestones & funding requirements at each milestone.
> Business cases for implementing recommended solutions.
> Short and long-term strategic plans.
> System maintenance plans.

Regulatory Filings

>

>

Federal Communications Commission (FCC).

Federal Aviation Administration.
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Project Management

The project manager’s (PM) primary responsibility is the successful implementation, integration, optimization, and
acceptance of the project. The PM is L3Harris’ single point of contact, will manage all phases of the project from
kickoff meeting through final acceptance, and is responsible for establishing the final Project Management Plan
(PMP), ensuring the progress of the Plan and quality of work, managing overall project constraints including cost,
scope, and schedule, and processing any contract changes.

The PM in conjunction with the system engineer shall validate customer requirements and review any necessary
technical design. In addition, through the support of L3Harris’ procurement, manufacturing, and order logistics
functions, the PM will ensure the ordering and shipping of materials and equipment, the quality of the installation,
and any acceptance testing in accordance with the contract. The PM will correspond with the customer regarding
installation activities as necessary and ensure that services are coordinated in support of the project schedule.

Overall, the PM’s responsibilities include but are not limited to the following:
> Managing all aspects of the project
> Setting up and managing the project team
> Conducting project activities according to the contract and within scope, quality, time, and cost constraints
> Developing a formal project schedule and updating it as necessary
> Reviewing, approving, and distributing all plan changes
> Managing risks

> Ensuring efficient project communications, team progress meetings, and issue resolution

L3Harris will select a PM with the experience required to successfully implement the contracted scope of work. A
standard level PM would likely be selected for small- to medium-sized projects that are straightforward. The cost
per hour shown in Exhibit C — Bid Price reflects our standard PM rate.

Larger, more complex and technically challenging projects would require a L3Harris senior PM, billable at the current
senior PM rate. The attached resume reflects one of L3Harris’ experienced senior PMs.

The Exhibit B3 — Project Managers records the level of expertise of L3Harris’ project manager.

Implementation

During the implementation phase of a project, the implementation engineer will oversee the installation,
configuration, and optimization of the associated equipment according to the final technical requirement package.
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Following optimization, the implementation engineer will coordinate testing and ensure a smooth cutover to the
new system.

Along with the implementation engineer, the project manager conducts weekly progress reviews with the
implementation team to ensure project performance meets the planned schedule, cost, and scope requirements.
Following testing and cutover, the PM will ensure a seamless transition of the project from the implementation
team to L3Harris’ after-market support teams: The Technical Assistance Center (TAC) and Warranty Administration.

L3Harris will select Engineers and PM’s with the experience required to successfully implement the contracted
scope of work. Standard level Engineers and PMs would likely be selected for small- to medium-sized projects that
are straightforward. The cost per hour shown in Exhibit C — Bid Price reflects our standard rates for these
professional services.

Larger, more complex and technically challenging projects would require senior level resources, billable at L3Harris’
current senior level rates.

Installation

The L3Harris Team develops the installation plan during the detailed design phases of the project and presents it to
Customer for review and approval. The installation plan includes floor plan drawings, equipment rack-up drawings,
and installation procedures based on site surveys conducted by the Team, or designated subcontractors. The
installation plan coordinates all activities of the project team, minimizing installation conflicts, and ensures that
system implementation proceeds efficiently. The project team takes great care to ensure there is minimal disruption
in service when installing the new core and network equipment in existing equipment locations.

Once the infrastructure racks secure in place, we ground and connect them to power, and technicians verify proper
levels and settings, preparing the site for the acceptance test.

Site equipment installations follow industry standards, including L3Harris Grounding and Lightning Protection. The
Team reviews the installation work to ensure implementation of these standards.

Configuration/Design

The system engineer will have full responsibility for the technical aspects, design, and configuration review of the
project. The system engineer will participate in all technical review meetings, provide technical support to the PM,
and is responsible for analyzing the customer’s requirements, allocating the functional design, hardware and
software design requirements for the proposed technical scope, and verifying the completeness of the design.

In addition, the system engineer will coordinate the development of as-built drawings and all technical
documentation deliverables.

The system engineer’s responsibilities include but are not limited to the following:

> Clarify, interpret, and validate the requirements from the customer
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> Complete, modify, or adapt the technical design of the project
> Support testing critical requirements and review integration test results
> Review verification results against requirements

> Review all technical documentation for completeness and make sure all is properly archived

L3Harris will select a system engineer with the experience required to successfully implement the contracted scope
of work. A standard level system engineer would likely be selected for small- to medium-sized projects that are
straightforward. The cost per hour shown in Exhibit C — Bid Price reflects our standard system engineering rate.

Radio Programming

L3Harris is proud to offer radio programming services for the needs of all NASPO ValuePoint agencies. Radio
programming services can consist of a review of the radio fleet, an assessment of current code, retrieval of the
specific code, physical installation of software, and testing post-installation operations. Physical installation can
either occur at the customer’s site or an L3Harris service center location. Labor and T&L fees will apply to these
services, which are above the standard warranty.

Product Recycling/Buy Back

L3Harris has historically implemented a Radio Refresh Program which provides a simple way for customers to trade
in their current fielded radios which can be a competitor radio, for credit toward the latest radio platform
technology for portables and mobiles that L3Harris offers. This Radio Refresh Program has allowed customers to
receive a credit toward the latest radio technology platform and helps with client’s budgets. L3Harris’ Customer
Care Center provides the customer with an RMA which instructs the customer to dispose of trade-in radios by either
returning them to the L3Harris factory or the client can do a scrap-in-place procedure with an authorized L3Harris
representative to witness destruction of radio product. L3Harris offers special yearly campaigns for our products
and the NASPO ValuePoint discounts would not apply to special campaigns.

Training

Please refer to the full portfolio of training services included in ExhibitB3-Services-Training.

Maintenance/Repair

L3Harris stands ready to assist NASPO ValuePoint agencies to develop maintenance strategies that best suit your
needs to ensure optimal system performance long-term. Service choices range from self-maintenance with minimal
manufacturer support to outsourcing all radio system management responsibilities. Our on-demand maintenance
services are available and priced per hour to address situations where individual services are required beyond
warranty repair. L3Harris also offers several tiers of infrastructure Managed Service Plans to help keep your system
running smoothly. L3Harris will help you select the plan that works best for your organization and resources.
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Encryption (AESTZSG) software upgrade, With regards to L3Harris XL subscriber units, our radios come with the capability to enable single-key or multi-key
single-key encryption. Our XL radios include single-key encryption. The proprietary L3Harris Single-Key Loader software
package is embedded in our XL radios to readily allow RPM2 subscribers to modify the radio parameters.
Encryption (AES_ZSG_) software upgrade, For multi-key encryption key loading, the L3Harris XL series subscribers utilize either an encryption key loader
multi-key software tool or an Over-the-Air Rekeying (OTAR) key management facility (KMF).
Subscriber units must be physically flashed and programmed to enable multi-key encryption functions unless
previously purchased with this option. These subscriber units are attached by cable and programmed to ensure
security and full function of the multi-key encryption.
Multi-key functions include Algorithms Voice Encryption: Multiple-key AES/DES, DES-OFB, Encryption Lite (ARC4),
256-bit AES P25, 64-bit DES Control Channel Encryption: 128-bit AES (LLA). L3Harris XL radios are capable of storing
128 keys (128 AES, 64 DES) in adherence to Motorola KVL 3000+/4000 Standards FIPS 140-2, and FIPS 197.
Other Not Applicable
Other Not Applicable
Other Not Applicable
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	Technical Assistance Center (TAC) provides the NASPO ValuePoint agency with telephone-based support during regular business hours, Monday-Friday, 8am-5pm. TAC will provide NASPO ValuePoint with answers to technical and user support questions regarding operations, programming, software, maintenance and troubleshooting issues. All calls are logged on a state-of-the-art call tracking and knowledge system and a trouble ticket is created. Call tracking numbers are assigned to each ticket and monitored, giving the customer easy access to call status. Issues and their resolutions are logged and categorized to build a knowledge-based database which can then be searched dynamically by the TAC Specialist to quickly and efficiently resolve issues. The knowledge database provides a tool that extends the expertise of all TAC personnel and benefits NASPO ValuePoint with quality of service. 
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