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Glossary 
ADM – Application Development and Maintenance 

AES – Advanced Encryption Standard 

AM‐PM – Application Management Process Manager 

AR – Augmented Reality 

ASD – Aspirating smoke detectors  

AUDs – Application understanding documents 

B2B – Business‐to‐Business 

BCP Plan – Business Continuity Plan 

BPPs – Business Processes and Procedures  

BRD – Business Requirements Document  

CAB – Change Advisory Board  

CCB – Change Control Board  

CCB – Change Control Board  

CCM – Cloud Controls Matrix  

CIG – Cloud Integration Gateway  

CII – Cognitive intelligence insights  

CISP – Cardholder Information Security Program 

CMMi – Capability Maturity Model Integration 

CoEs – Technology centers of excellence 

CR – Change Request  

CSA – Cloud Security Alliance  

D‐CuT – Deloitte Cutover Tool 

DCV – Deloitte Change Vision to Value  

DEV – Development/Test  

DFS – Desktop File Sync  

DFS – Desktop File Synchronization  

DIY – Do‐it‐Yourself 

DSS – Data Security Standard 

EVD – Enterprise Value Delivery 

FACTS – Families and Children Tracking System 
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FSD – Functional Specification Document  

HDI – Help Desk Institute 

ISP’s – Internet service provider’s  

IST – India Time 

ITIL – Information Technology Infrastructure Library 

ITSM – IT Service Management 

ITSM – IT Service Management  

IVR – Interactive Voice Response  

KT – Knowledge transfer 

MDM – Mobile device management  

OCM – Organizational change management 

OIT – Office of Information Technology 

ORT – Operational Readiness Test 

PCI – Payment Card Industry 

PMO – Program Management Office  

PO – Purchase order 

PRD – Production  

QRM – Quality and risk management  

RCA – Root cause analysis  

RFC – Request for Change 

RPO – Recovery Point Objective  

RTO – Recovery Time Objective  

SBD – Secure by Design  

SBN – SAP Ariba Business Network 

SDP – MasterCard Site Data Protection  

Secure SDC – Secure Software Development cycle  

SLA – Service level agreement  

SLP – SAP Ariba Supplier Lifecycle & Performance 

SOC – Service Organization Controls report 

SP – Security Plan  

SR – Service Request  



State of Maine, Department of Administrative and Financial Services 
eProcurement Solutions and Services 
RFP No. 202102021 

Deloitte 2021 Glossary Page 9 

 

SSO – Single Sign On  

SSP – System Security Plan  

STAR – Security, Trust & Assurance Registry 

SUN – Super User Network 

TCO – Total Cost of Ownership 

TLS – Transport Layer Security 

TRR – Trading Relationship Request  

TSD – Technical Requirements Document  

TTT – Train‐the‐Trainer 

UAT – User acceptance testing  

UCD – User Centered Design  

UI – User‐interface  

UOM – Unit of measure 
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• Vendor Performance 

• Supplier Risk 

Deloitte has proposed services to implement SAP Ariba to meet the functional requirements put forth within this 

RFP. 

About SAP Ariba: SAP Ariba is a cloud-based innovative solution that allows suppliers and buyers to connect and do 

business on a single platform. It improves overall vendor management system of an organization by providing less 

costly ways of procurement and making business simple. Ariba acts as supply chain, procurement service to do 

business globally. SAP Ariba digitally transforms your supply chain, procurement and contract management 

process. 

Key Features of SAP Ariba 

• SAP Ariba is a B2B (business-to-business) solution that allows you to connect to the world’s largest network of 

vendors and suppliers and enhance business collaboration with the right business partners. 

• SAP Ariba allows organizations to connect with the right suppliers with deep visibility to your inside vendor 

and procurement management processes giving way to error free business transactions. 

• With SAP Ariba, you can directly connect SAP Ariba Business Network with millions of suppliers meeting your 

business needs and managing supply chain. 

• SAP Ariba Business Network removes overall complexity in procurement process and suppliers and buyers can 

manage key terms of vendor management on a single network. 

• SAP Ariba can easily integrate with different SAP and non-SAP ERP solutions and contains configurable 

workflows to automate different processes in complete procurement cycle. 

• You can easily integrate master and transactional data from different ERP solutions to Ariba processes. 

Accordingly, Deloitte has proposed the following project approach to allow the implementation of SAP Ariba’s 

upstream processes consisting of SAP Ariba Sourcing and Contracts, SAP Ariba SLP, with its downstream activities 

inclusive of SAP Ariba, Buying, Invoicing, Commerce Automation, and Discount Management. 
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• The State will be able to customize your community: some of our customers want to access an open 

marketplace and find new suppliers. Many others prefer to use SBN to connect only to their preferred 

suppliers and facilitate their end users work only with them. Additionally, the SBN can be many things to 

different organizations and ecosystems. Some only want to get their invoices from suppliers; on the other end 

of the spectrum, others are using it to do advance supply chain planning. We can accommodate both use 

cases and many in between.  

In addition to the functionality noted above, SAP Ariba also has the Spot Buy catalog solution, a business-to-

business (B2B) open marketplace that makes it easy for end users to find and buy non-sourced goods with 

competitive price and delivery options. 

Here’s how it works: 

1. Find: When an item can’t be found in the company catalog, users search the SAP Ariba Spot Buy catalog, 

filtering results by category, brand, and price. 

2. Approve: Configurable business rules and spot buy-specific workflow enforce corporate policies. 

3. Buy: Approved purchase requisitions trigger checkout, secure payment, and shipment of goods 

Integration – SAP’s holistic integration approach, which covers both technology and business processes delivering 

a significant value to your business. Learn all about suite qualities which facilitate a seamless out-of-the-box 

integration of SAP’s intelligent suite along defined end-to-end business processes. 

Workflow – SAP Business Workflow enables the design and execution of business processes within SAP application 

systems: Workflow processes are delivered as content in the SAP Business Suite. 

Document management – SAP Ariba Contract Management can track, manage, and store documents that can help 

digitize the contracting process. In addition, past versions of contracts and related documents are also stored 

within the application, along with tracking of changes and other audit trail capabilities. 

Reporting, dashboards, and data visualization – SAP Ariba is delivered with native reporting and analytics, 

including numerous pre-packaged reports. Users will leverage their dashboard comprised of critical reports and 

action-oriented charts and to do lists to manage their workload daily. 

Configurable – From configurable workflows to document templates to defining the State’s procurement 

processes, SAP Ariba offers a highly configurable solution that will give the State the flexibility to reflect state-wide 

or agency-specific rule-sets and processes that can easily be updated for policy and personnel changes. 

Transparency – SAP Ariba enables purchasing organizations to meet regulatory, safety, and compliance 

requirements, enabling new business models and internal processes while still providing an enhanced and 

innovation solution for the population of users. Procurement professionals will be able to have views into the 

procurement practices and spend management insights. 
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One of the reasons SAP Ariba is the leader in spend management solutions is our expertise in automating the steps 

of source-to-pay process on a fully integrated, cloud-based platform. One of the key advantages of using SAP Ariba 

solution is that it simplifies procurement and sourcing process with easy synchronization to SAP SRM and others 

ERP software. Modules talk to each other reducing manual, non-value-added work and error proofing the process. 

It also supports search within and across modules Today, the following applications are widely deployed and 

support the procurement functions of our customers: 

• SAP Ariba Buying& Invoicing 

• SAP Ariba Sourcing 

• SAP Ariba Contracts 

• SAP Ariba Supplier Lifecycle & Performance Management 

• SAP Ariba Business Network 

• SAP Fieldglass 

SAP Ariba provides a single system for both occasional and frequent buyers to buy goods and services. SAP Ariba 

differentiates between multiple buying channel to cover the right buying processes and guides the user to the 

appropriate path. The Guided Buying solution provides a smart, easy, and intuitive user interface for employees to 

create types of procurement request. These requests can include buying, contracting, sourcing, and making 

services and noncatalog requests, as well as other types of requests. In addition, we offer the SAP Ariba Spot Buy 

Catalog solution that allows your users to easily find and buy non-sourced goods with competitive price and 

delivery options while you still control the aspects of the buying process. The built-in smart guidance will use the 

Participating Entity’s policies to direct users to the correct path. With the control that SAP Ariba guided buying and 

spot buy capabilities provide, you can cut supply costs by as much as 10% and lower processing costs by 25% to 

60%. As we are a fully integrated platform, customers can achieve zero-touch processing and invoicing, eliminating 

non-value-added work for AP, Finance, Invoice managers, etc. Some customers have achieved up to 98% touchless 

invoicing. 

Access to SAP Ariba for State users is based upon a user profile that is created in the solution. The solution 

maintains a unique user profile for each user. Profiles can be created directly within the application or via 

integration from an external HR management solution. Profile sections can be maintained by an administrator 

using the User Manager Workspace. When users log into the solution, they are provided access to only the 

functionality that is specified by the groups to which they belong. A super user will be granted broader access to 

the solution by assigning multiple groups that allow the user to access functionality across the solution. A super 

user may also be assigned groups that provide administration capabilities across the solution, or for specific 

functional areas (sourcing, contracting, etc.). 

The State may brand their SAP Ariba environment with a logo that will appear in the upper left corner of the page. 

Once logged in the overall look and feel of the solution regardless of functional area (module) is consistent to drive 

ease of use. Guided Buying is the exception, which is designed for casual users to procure with a consumer like 

user experience. Users may configure their own dashboards to further simplify the user experience. The goal is to 

provide the user access to critical data and actions at the tips of their fingers upon logging in.  

The solution provides a dynamic and configurable search interface and functionality. Users can choose to add or 

take away fields from the search interface, so that when they conduct searches, they see only the out of the box as 

well as custom fields that would be relevant to them. Upon searching, users can choose to search across multiple 











State of Maine, Department of Administrative and Financial Services 
eProcurement Solutions and Services 
RFP No. 202102021 

Deloitte 2021 Proposed Solutions and/or Services Section III Page 32 

 

Solicitation & Contract Collaboration features allow suppliers to locate and respond to solicitations and participate 

in contract negotiations. Key capabilities include:  

• Publicly posted solicitations via SAP Ariba Discovery and the State’s Public site 

• Simple solicitation response via user interface or file upload 

• Contract collaboration and redlining via the SAP Ariba Business Network and/or email  

Catalog collaboration features help increase PO accuracy and drive online procurement compliance. Key 

capabilities include: 

• Support for CIF, cXML, and Excel e-catalogs, plus integration of online commerce storefronts via the Punch-

Out feature 

• One-step CIF catalog validation and publication 

• Comprehensive catalog dashboard for managing customer catalog activity 

• Visibility into customer catalog update status 

• Increased exposure to buyers via public catalogs on the SAP Ariba Spot Buy Catalog solution 

Invoice collaboration features help accelerate payments and increase productivity. Key capabilities include: 

• Flexible e-invoice options, including: 

− Multi-document and multi-level invoicing with the PO-Flip feature to easily “flip” POs, ASNs, and goods 

receipts—or specific line items from them—into invoices 

− Non-PO invoicing 

− System-to-system invoicing via cXML, EDI, and CSV upload 

• Easy-to-use dashboard and notifications for visibility into invoice and payment status 

• Support for multiple languages and over 220 currencies plus compliance with local VAT laws 

• Direct access to invoicing wizard via rapid response purchase order e-mails 

• Automatic invoice validation and reconciliation 

Administration navigation features help lower administrative costs and improve account control. Key capabilities 

include: 

• Single sign-on for centralized management of accounts and SAP Ariba Business Network profiles across 

functions and solutions 

• Administrator-defined user roles and ability to assign multiple roles to a single user ID 

• Routing by customer group 

• Easy-to-use reporting functions 

• Accessible, linked documents for every order 

• Ability to link accounts, manage SAP Ariba Business Network profiles, and transfer administrator role 
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The on-demand platform helps reduce IT costs and risk. Key capabilities include: 

• Availability via iOS and Android mobile devices 

• Redundant system architecture, back-up, and recovery procedures 

• Industry-leading security measures, including data-at-rest encryption, WebTrust and PCI DSS compliance 

• Supplier Support includes 24x7 self-service training tutorials and documentation. Access to phone and chat-

based support is also available during normal business hours. 

The SAP Ariba Supplier mobile app is a role-based, action-oriented app you can use to get timely notifications and 

take immediate action on orders and invoices via SAP Ariba Business Network. You stay engaged and connected 

with your customers, boosting productivity by making it simple to collaborate, identify issues, and get business 

done anytime, anywhere using your iPhone, iPad, or Android device. 

When the State Suppliers use the app: 

• They can accelerate the sales cycle with quick answers to questions and fast fulfillment of requests 

• Their business performance gets a boost through round-the-clock access to crucial information and 

functionality 

• Their customers (of the State) enjoy better service because you can keep them aware of important transaction 

tasks and requirements 

• Their customer relationships can grow stronger through better responsiveness and constant collaboration 

The Supplier Mobile App supports: 

• At-a-glance updates of orders and invoices with access to details, line items, attachments, and history. 

• Configurable, real-time push notifications about orders and invoices that need your attention. 

• The ability to confirm customer orders on-the-go. 

• Powerful search capability to access 12 months of orders and invoices. 

• Intuitive graphs for insights on customer order trends and invoices awaiting approval and payment. 

• The ability to pin orders and invoices to your desktop computer for easy access. 

• Easy login with your fingerprint or saved username. 

• Convenient password-creation tool helps you login on your desktop if you forget your SAP Ariba Business 

Network password. 
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Before being able to transact with suppliers via the SAP Ariba Business Network, they need to be registered and 

qualified. Prospective suppliers need to register within SAP Ariba SLP. They will be presented with a questionnaire 

and SAP Ariba will help to make sure no supplier duplicates are created. Approval of new supplier requests are 

handled by a specific team within the business. If approved, the supplier is welcomed to the registration process. 

This is straightforward as the supplier simply provides detailed information about themselves.  

SAP Ariba also provides the ability to set some vendors as preferred suppliers. These preferred supplies can be 

used in other SAP Ariba modules such as Sourcing or Buying and Invoicing.  

SAP Ariba SLP essentially helps to onboard, qualify, segment, and manage supplier performance. It integrates 

within your procurement processes and provides a lot of advantages. Below are some examples: 

• A unified vendor data model 

• Supplier qualifications and segmentation 

• Suppliers can self-manage their own information 

• 360-degree views on suppliers to view their information 

• Supplier Management Dashboard to show the suppliers a user manages 

• Synchronization of data with the ERP solution. 

With SAP Ariba solutions, companies connect to get business done. On the SAP Ariba Business Network (SBN), 

buyers and suppliers from millions of companies and 190 countries discover new opportunities, collaborate on 

transactions, and grow their relationships. Buyers can manage the entire purchasing process while controlling 

spending, finding new sources of savings, and building a healthy supply chain. And suppliers can connect with 

profitable customers and efficiently scale existing relationships – simplifying sales cycles and improving cash 

control along the way. 

When you partner with the supplier enablement service team, you have access to a wide range of value-added 

capabilities that result in effective collaboration. Our proven, scalable methodology supports effective and efficient 

enablement for an unlimited number of suppliers regardless of size, location, or technical requirements. 

We offer the following resources: 

• Customized enablement strategy: Use our team’s expertise to help you design and develop the most effective 

enablement strategy for your suppliers based on their profile, purchase order (PO) and invoice volume, and 

spend. Our approach includes duplicate detection (deduping) and segmentation of your vendor master data to 

effectively target and onboard suppliers in tiered waves that align with your priorities and objectives. 

• The supplier enablement team is comprised of 700+ employees dedicated to enabling procurement 

transformation projects from all over the globe to be successful. 

• Automated verification capabilities for IRS TIN/Name 

• Implementation support, system testing, and project management: We can help you create the processes, 

infrastructure, and materials necessary to enable and support suppliers. We also implement project 

management and quality assurance procedures critical to success. 
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Internal catalogs – They must be imported by the customer Catalog Managers through the “Catalog Manager” 

section in SAP Ariba Administrator by clicking the “Import New Catalog” button. Catalog Managers can upload 

internal catalogs in the following formats: CIF (text), XML 

SAP Ariba Catalog validation rules – Set of constraints set up on the AN Buyer account and applied to catalog 

items loaded in the AN Supplier account. Four rules can be set up. “Validate UNSPSC codes against version”: The 

default version is 12.2, but SAP Ariba recommends using version 13.5. “Disable commodity code (UNSPSC) 

checking”: If checked catalogs are NOT validated against UNSPSC. “Disable unit of measure (UOM) checking”: If 

checked catalogs are NOT validated against UoM. “Ignore zero (0) price values”: If checked catalogs which contain 

items with zero price do NOT return error when imported. The last three options are unticked by default. In other 

words, there is validation against UNSPSC, UoM, and catalogs cannot contain items with zero price. 

Catalog Approvals – The SAP Ariba Business Network Catalog Manager will receive notifications when a catalog file 

has been published to the SAP Ariba Business Network. Therefore, the Catalog Enablement Lead and Customer 

Catalog Manager email addresses should be set up in the customer’s Buyer AN account. If the catalogs is internal 

(not from the SAP Ariba Business Network) the SAP Ariba Catalog Manager will manually import the catalog, and 

submit it for approval, then the catalog approval notification will be sent to the Catalog Approver group (default 

approval rule). 

Catalog Item Type:  

• Non-catalog Item, created by a requester on an ad-hoc basis, usually if a desired item is unavailable. Exist on a 

“per shopping cart” basis. Can be disabled if required. 

• Partial Item – Price is left blank when loading these items to APC. This is done for frequent price changes on an 

item 

• Parametric Item – Items with additional customization requirements. Best example is specifying the size and 

color for a pair of shoes. The attributes can be a simple text box, a yes/no radio button, a pull-down list, etc. 

The option allows the administrator to reduce the total number of lines in the catalog, replacing them with 

one easily configurable item. 

• Punchout Item – Allows requester to “punch out” to supplier hosted catalog, where items can be added to the 

shopping cart and returned to SAP Ariba. This is a great option for suppliers who provide a large number of 

items or who update content and pricing frequently. 

Catalog Types: 

Internal catalogs: Also referred to as static catalogs. It is a text file usually created by the supplier, forwarded to the 

customer, and manually loaded to APC. 

SAP Ariba Business Network catalogs: Similar to internal catalogs, but these catalogs are created, and maintained 

by AN Suppliers. An Excel-based tool (CIF template) can be obtained by suppliers through the Supplier Education 

Portal. Catalogs are synchronized from the SAP Ariba Business Network to the SAP Ariba procurement solution. 

They are easily identifiable in the User Interface because there is an icon next to the subscription name. 

Level I and 2 PunchOut catalogs – Allows users to access catalog content residing at a supplier's interactive e-

commerce web site. Only the supplier can control and maintain its content (PunchOut catalogs are NOT hosted at 

SAP Ariba).Important note: Only 1 Punch-Out catalog (unique URL) can be loaded per SAP Ariba Business Network 

Supplier account (unique ANID). The Supplier must be enabled. 
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• Strategy development – Identify savings opportunities, assess market dynamics, and develop an informed 

sourcing strategy 

• Sourcing and negotiating – Identify and qualify suppliers, negotiate best-value agreements, derive optimal 

award allocations, drive project collaboration, and standardize processes and manage knowledge 

• Monitoring and managing suppliers and agreements – Quickly implement supplier agreements, track and 

realize savings, and manage supplier performance  

The State will benefit from out of the box features and functions that can be configured to support the State’s 

specific requirement. Features include; robust RFx (ITB, RFI, RFP, etc.) creation and management, integration to 

SAP Ariba Discovery supporting public posting, sealed envelope bidding, bid analysis and optimization, scoring and 

grading, conditional content, communication and messaging internally and externally, and direct integration to 

SAP Ariba Contracts. 

Benefits other SAP Ariba customers have achieved leveraging SAP Ariba Sourcing include price reduction of 8-14%, 

identification of qualified suppliers via SAP Ariba Discovery, reduction in solicitation cycle times (up to 50%) and 

reduced administrative costs (up to 15%). 

The solution supports the entire solicitation process inclusive of the electronic solicitation and the supporting tasks 

and process that are required to complete a successful solicitation. The State and its Agencies/Organizations can 

configure robust process templates tailored to their unique requirements. For example, one Agency may configure 

an RFP process that includes a series of phases, tasks, terms & conditions, questions, reviews, approvals etc. that 

are unique to their solicitation process. Another Agency may be required to follow a slightly different process. 

Leveraging configurable templates this will not be a problem, rather it will become a benefit for the State. Users 

will have a defined process to follow which will include the appropriate documents and language to complete the 

solicitation. The result, a streamlined and compliant process. 

The solution also supports other critical components of the solicitation process including addendums, 

amendments, Q&A, supplier notifications, supplier communications, internal communications, document 

management, etc. 

SAP Ariba Sourcing is natively integrated to SAP Ariba Contract Management, this will allow the State to create 

state-wide Contracts, Agency-specific contracts, Project-specific/one-time contracts, or Purchase Orders. The 

resulting contracts will be available for users to review and procure against as required. 
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Scorecards and KPIs allow to: 

• Create one or many scorecards by supplier and category 

• Create specific KPIs on scorecard templates 

• Allow sensitive supplier information to be seen only by designated team members  

• Store KPIs and sections in a library for easy reuse  

• Pull in either survey data or transaction data to populate KPIs  

• Map legacy transaction data into KPI grades  

• Identify “out of range” scores for each KPI to trigger alerts  

Stakeholder Surveys 

• Create robust stakeholders’ surveys on supplier interaction  

• Map survey questions to specific KPIs on a scorecard 

• Automatically pull survey results onto the scorecard  

• Automatically average all stakeholder feedback for each supplier or scorecard  

• Schedule surveys as recurring tasks on a regular basis  

SPM Reports and Alerting 

• Automated, out-of-box reports for supplier 360-degree view across all spend management activities 

• Ability to create quick reports across suppliers or categories 

• Track SPM performance over time to identify improvement needs 

• Automate action item tasks and alerts when out-of-threshold scores occur 

Public Access to Data 

The State may leverage a set of APIs delivered as part of the SAP Ariba platform to expose data to the public via a 

public website. Data captured as part of the supplier management process supported by SAP Ariba Supplier 

Lifecycle and Performance is available via API. Data can be formatted and combined with other data sources and 

displayed on a public website to meet FOIA requirements. 
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export users' browser information to an Excel file. The Users page includes the following optional columns to 

display and to use as search criteria:  

• Last Browser Used: The name and version of the browser with which the user last logged in to the SAP Ariba 

solution.  

• Browser Is Supported: Indicates whether the last browser used is a browser supported by SAP Ariba. Possible 

values are Yes and No 

Track Users logging in with unsupported browsers 

In SAP Ariba, administrators can find out which users are using browsers that SAP Ariba cloud solutions don't 

support. Users who belong to the Customer Administrator or User Administrator group can perform this task. 

Below is the procedure on how to get the lists all users who last logged in with a browser version that the SAP 

Ariba solution doesn't support. 

1. Go to the administration area by performing one of the following actions:  

a. For SAP Ariba Procurement solutions or on suite-integrated sites, click Manage Core Administration.  

b. For SAP Ariba Strategic Sourcing solutions, click Manage Administration.  

2. Click User Manager, and then click Users.  

3. If the Search Filters section does not include browser-related fields, follow these steps to add filters 

a. Click Add/Remove Search Filters.  

b. (Optional) To search based on a specific brand of browser, select Last Browser Used.  

c. Select Browser Is Supported. 

d. Click OK.  

4. (Optional) In the Last Browser Used field, enter the name of a browser, such as Chrome.  

5. In the Browser Is Supported field, select No. Entering No in this field finds users who used an unsupported 

browser the last time they logged in to the SAP Ariba solution.  

6. Click Search. 

With the above approach we can test the browser compatibility as well even during the SAP Ariba solution 

upgrades, enhancements, and fixes. 

As popular usage of browser depends on the preference of end users, the above-mentioned compatible browsers 

can be used to access SAP Ariba.  

For more information on versions of browsers and supported Operating Systems please refer to below URL: 

https://helpcenter.ariba.com/index.html?sap-language=en#/item&/i/130899 
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Multifactor Authentication (2-Factor Authentication) 

Multifactor authentication is a two-step verification process where users are required to authenticate themselves 

a second time using a time-based verification code. It provides an additional level of security to logins by providing 

users the ability to authenticate themselves using an authentication factor in addition to their username and 

password. This provides more secure user access to SAP Ariba solutions, by verifying the user's identity during 

login. 

Once initial setup is completed, users can sign in securely to their SAP Ariba solutions by providing the verification 

code from their mobile devices during the login process after entering their username and password credentials. 

Users have the option of choosing to be remembered on a specific device by checking Remember Me on the 

multifactor authentication page. Multifactor authentication can enable to individual users and groups. 

Single Sign On 

SSO enables a user to sign in with one username and password to access multiple applications, including SAP Ariba 

solutions. It will provide centralized control and enforcement of corporate authentication policies. 

For SSO to work, we must enable communication between user authentication system and SAP Ariba solution. 

Federation 

This is discussed in detail in the next section 7. Federated Identity Management 

Logging and Monitoring 

The customer assigns one or more Customer Authorized Administrators to oversee activity within the system. The 

Customer Authorized Administrator(s) assigns and maintains login ID's and user permissions and can view and 

manage administrative tasks within the system. The task and role-based workspace in the administrator console 

assists in easy and efficient management. Administrators have the authority to terminate a user access to the 

system, as well. Monitoring of account activity and associated reports is a user control consideration. 

User Access log shows users access information on Ariba solution. Administrators and user administrators can use 
this log to monitor daily user activity when users log in to Ariba Network. Information about the number of failed 
access attempts and their reasons since the last successful logon for each user can also be tracked here. 

To view the User Access log, choose Administration -> Audit Log -> User Access. 

The User Access log can also be exported to PDF format. The log report is limited to 500 records only. If more 

records are needed, the user administrator must change the search criteria, like time period or select only a 

specific user. 

Password Policies 

A unique username and password for user authentication is required. A password complexity scheme is in place 

and mandates case-sensitivity between 8 and 16 characters in length. Passwords can include Latin characters and 

punctuation marks and must include at least one numeral between the first and last character. They must also 

include at least one letter.  

The technology is configured to require users to change passwords at least at 180-day intervals. The password 

complexity scheme applies to the systems. Password complexity and change management is technically enforced 

where feasible or testing is performed for compliance.  
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Our conversion process is designed to achieve both aspects while being repeatable, thus ensuring stability 

throughout the lifecycle of the project. 
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The Disaster Recovery planning methodology implements a risk assessment approach that evaluates the known 

risks and their potential impacts to the business, develops detailed requirements for mitigation strategies, 

develops and implements plans and periodically updates them to meet the changing needs of the business and 

evaluate new and changing threats. 

Disaster Definition 

For the purpose of this plan, a disaster is major unplanned business disruption, such as loss of utility service, 

building evacuation, or a crisis event such as a major fire, flooding, earthquake, etc. Conditions that could be 

declared a disaster include the following: 

• Infrastructure failure that is expected to take more than 48 hours to repair, including: 

− Server failure 

− Network failure 

− Storage subsystem failure 

− Facilities 

• Natural disasters, including flood, storm, fire, earthquake, lightning, etc. 

• Human caused disasters, including fire, chemical accident, sabotage, willful destruction, explosion, burst pipes, 

electrical outage, etc. 

• Political disasters, including riot, public demonstration, civil disturbance, etc. 

• Electronic warfare, including hackers, cyber terrorism, computer viruses, denial-of-service attacks, etc. 

Disaster Readiness 

Disaster readiness is a continuous cycle of planning, testing, and taking corrective action in an effort to facilitate 

effective coordination during a disaster. This Plan defines disaster readiness as creating a backup of Origin’s 

Primary Data Center, testing the Business Continuity and Disaster Recovery Plan, and updating the Business 

Continuity and Disaster Recovery Plan based on test results. 

Disaster Recovery 

Disaster recovery is the process of following a set of policies and procedures to enable the continuity of vital 

technology infrastructure and systems following a disaster. This Plan defines disaster recovery as declaring a 

disaster, restoring operations at the Disaster Recovery Data Center, operating from Disaster Recovery Data Center, 

and restoring operations at the Primary Data Center.  

Recovery Point Objectives 

The Recovery Point Objective (RPO) is the age of the information that must be recovered from backup storage in 

order for normal operations to resume when recovering from a disaster. The RPO is expressed backward in time 

(that is, into the past) from the instant at which the failure occurs, and can be specified in seconds, minutes, hours, 

or days. The RPO requirement for Origin is 24 Hours.  
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BCP Plan (Business Continuity Plan) 

• Setup a business continuity management team with defined roles and responsibilities for preparedness and

response planning

• Conduct business impact analysis for every service line to understand which processes are mission critical to

the survivability of the business

• Identify maximum tolerable period of disruption for all services

• Conduct system impact analysis for all systems
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• SAP Business Application Studio is an SAP Business Technology Platform service that offers a modern

integrated development environment for building and extending smarter business apps.

• SAP Ariba Cloud Integration Gateway, enabled by SAP Cloud Platform Integration, gives fast and simple ways

to connect the back-end systems without the need for multiple adapters. Intuitive self-service tools let us

quickly configure, extend, and test processes, while automated upgrades and monitoring make it easy to keep

transactions flowing smoothly.

• Following are the features of SAP CPI which will benefit Participating Entity in long term:

− Pre-packaged integration flows: One can explore the content made available through simple URL.

Integration packages contain integration flows, value mappings, templates, and OData services. API

packages contain APIs and policy templates.

− Multi-Level security: As this is cloud platform the security is taken much more seriously by SAP with

offering like payload encryption, own tenants for customers, customer data in database is separated via

different schema for each customer and Participating Entity can encrypt their data with own key before

persisting data to SAP Cloud Platform.

• SAP CPI provides various integration packages for SAP Ariba solutions:

− Integration of Ariba Network with SAP Business Suite

− ERP financial system Integration with SAP Ariba solutions

− SAP Ariba APIs

Deloitte’s Approach to Integration 

A key element of our approach includes advising and assisting Participating Entity integrate both within and across 

systems: 
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Testing Methodology 

Our testing methodology ensures end to end testing of functionalities and integrations. The different test phases 

are aligned with the preceding phases as depicted below. Each test phase and the associated decision point is 

designed to facilitate quality of deliverables and is focused on the success of the cutover. 

SAP Ariba development process is based on the Agile Scrum Development methodology, which is centered on 

small, empowered, cross-functional teams called “feature teams” or “scrum teams.” Scrum team members include 

Development, QA, Solution Management, User Centered Design (UCD), Documentation, and Globalization. 

Following quality control processes are used within the common PLM:  

 

 

 

 

  

After a product deploys, defects found by Participating Entity are fixed, and an analysis is made of these problems 

to improve the next release. Production quality metrics are tracked continuously to determine areas for 

improvement. Releases are fully documented, covering requirements, design, and test approach for features. 

The documented systems development methodology describes the change initiation, software development, 

change documentation, and approval processes. 
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Changes to applications, which include emergency changes, are subject to change management procedures and 

require testing and management approval prior to deployment. 

Change Management Methodology 

We will follow “Heart of Change” methodology. Each of the 8 steps is equally important to a successful 

organizational change outcome. 

Featured SAP Tools 

Deloitte’s Cloud solution includes cutting edge accelerators supporting the integration between SAP Ariba and 

various SAP (and non-SAP) applications, including: 
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Risk management process summary

The flowchart below summarizes our risk management process for the Participating Entity project: 
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provide security and technical experience focused on establishing and implementing industry-leading standards for 

security safeguards, data protection, and regulatory compliance. 

• We at Deloitte have a dedicated practice offering cyber risk services with a history that demonstrates our 

commitment to providing clients with leading security and privacy recommendations.  

• Deloitte has vast experience developing, maintaining, and operating large cloud-based solutions, securely for 

several states.  

• Our Cloud Cyber Risk Framework provides a holistic view of the cloud cyber capabilities required to establish a 

large-scale data transformation platform which is Secure by Design (SBD) and is leveraged to build and 

implement our proposed solution for the State. 

The Cloud Cyber Risk Framework takes into consideration the various business and cybersecurity objectives, along 

with an overarching cloud cyber risk governance set up to assist in the delivery of cybersecurity capabilities. 

The System Security Plan are living document that will be developed, reviewed and updated to reflect the current 

state of NASPO. The Security Plan contains highly sensitive information specific to each client. Deloitte will work 

with the State to determine the security policies and procedures to develop the SSP specific for NASPO. 

We have supported many state government agencies with similar implementations, IRS 1075 audits and the 

preparation of their respective Security Plan (SP). Our extensive experience in designing, implementing, executing 

and maintaining similar projects in other states helps us to hit the ground running from Day One, using our 

business insights and strong security capabilities. Our security plan includes security standards required by the 

State’s IRS Pub 1075, and our SP also adheres to NIST SP 800‐18 guidance security policies. 

The Security Plan is built for the State' stakeholders and is built on the security directives enumerated in the State’s 

Security Policy. The plan describes the inherent security processes, mechanisms, and controls that safeguard 

security of automated data processing resources, software, data, data exchange between various parties, 

telecommunications, and personnel for the development and operation of the SAP Ariba application. Here are 

some examples of Security directives on which the SSP will be developed. 

• Access Authorization 

• Access Control 

• Access – Non-State Entities 

• Access Rights Review 

• Background Checks 

• Backups 

• Data Classification 

• Discipline  

• Documentation 

• Education & Training 

• Incident 

• Information Asset Maintenance 
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• Interconnection Security 

• Malwares 

• Passwords 

• Physical 

• Remote, Mobile, and Wireless Access (Safeguarding Portable and Mobile Devices) 

• Risk Assessments 

• Rules of Behavior for All Users 

• Rules of Behavior for Privileged Users 

• Session Timeout 

• Static Storage (Data at Rest) 

• Storage Media Disposal 

• Transport Security (Data in Flight) 

• Unknown Custody Device 

• Vulnerability Management 
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Audit logs are maintained on the hosting network monitoring system. There are audit logs generated from the web 

server; monitoring is automated, and alerts are sent to operations personnel. While monitoring of audit logs is 

automated, alerts are sent to operations staff when an issue is detected, operations staff regularly review audit 

logs. 

A firewall separates the SAP Ariba corporate network from SAP Ariba cloud solution infrastructure. 

Therefore, unauthorized SAP Ariba employees cannot access SAP Ariba cloud solutions data from the SAP. SAP 

Ariba corporate network infrastructure. Access is limited to specific roles or functions within the SAP Ariba Cloud 

Engineering Services team. Additionally, access is managed on an “exception” basis whereby personnel need 

clearance to be authorized. Access is time-limited, after which time re-authentication is required. 

Authentication: SAP users are required to log on via jump hosts to the cloud customer systems using 2-factor 

authentication (username, password and a token) compliant to SAP security policies. 

Only certified representatives of SAP Ariba have access to SAP Ariba computers within the data centers. These data 

centers adhere to strict security procedures enforced by guards, surveillance cameras, motion detectors, 

biometrics access control, and other measures to prevent equipment and data center facilities from being 

compromised. Access history is recorded for audit purposes. 

Security Plans and Policies: SAP Ariba has an internal security policy and various processes and procedures that 

are outlined in documents that are managed, updated and adhered to by the SAP Ariba Cloud Engineering Services 

team. These documents include descriptions of processes to follow for database recovery, database extracts, and 

other systems maintenance tasks. 

Unauthorized Access: All devices are under continuous monitoring, comparing their running configuration to an 

approved stored configuration. 

The management software provides logging at the system, network, and application levels where both 

informational and exception data is tracked. The systems maintain a system log of related information and the 

firewall generates logs via syslog as well. The application generates an extensive number of informational logs 

when a client authenticates, sends a notification, changes a configuration, etc. 

The application also generates logs and alerts when exceptions occur. 

Audit logs are maintained on the hosting network monitoring system. There are audit logs generated from the web 

server; monitoring is automated, and alerts are sent to operations personnel. While monitoring of audit logs is 

automated, alerts are sent to operations staff when an issue is detected, operations staff regularly review audit 

logs. 

SAP Ariba is committed to the security and integrity of customer information. SAP Ariba utilizes security measures 

to protect against the loss, misuse or alteration of the information under our control. To prevent unauthorized 

access, maintain data accuracy, and facilitate the correct use of information, SAP has put in place appropriate 

physical, electronic, and managerial procedures to safeguard and secure the information SAP collect within the 

solution. 

Please request the SAP Cloud Security Framework document that covers SAP Cloud products for more detail. 

From time to time, security-related white papers are also available to customers and prospects offering further 

detail regarding our approach to secure architecture. Customers can review the SAP Ariba SOC II report issued by 

our independent third-party auditor, which offers great detail as to the security controls in place for the SAP Ariba 

cloud applications. 
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SAP Ariba uses internally developed file integrity monitoring within the production network. 

Maintenance Tools:  

Equipment removal is required to be managed using both an internal ticketing system as well as a data center 

ticketing system for process control, audit and tracking purposes. 

• (a) Verifying that there is no organizational information contained on the equipment. 

− All items of equipment containing storage media are verified to facilitate that sensitive data and licensed 

software has been removed or securely overwritten prior to disposal or re-use. 

− SAP deletes the logical volumes, which will cause the storage device to re-use the storage space and 

overwrite the customer data. By deleting the logical volumes, customer data may not be accessed or 

extracted. 

− If hardware is removed from data centers a physical decommissioning process is applied. When an IaaS 

provider is used, processes for secure disposal of storage devices are managed by the infrastructure 

service provider. 

• (b) Sanitizing or destroying the equipment. 

− SAP Ariba has a documented policy and procedures for the secure destruction of confidential or sensitive 

data. Our data disposal practices are aligned with the NIST 800-88 standards for clearing, sanitizing and 

data destruction to prevent data remanence prior to retiring or allowing storage media outside of our 

security envelope. 

• (c) Retaining the equipment within the facility; or 

− Equipment is located to minimize unnecessary access into work areas. Information processing facilities 

handling sensitive data are positioned carefully to reduce the risk of information being viewed by 

unauthorized persons during their use. Storage facilities are secured to avoid unauthorized access. Items 

requiring special protection are safeguarded to reduce the general level of protection required. 

− Controls are adopted to minimize the risk of potential physical and environmental threats, e.g. theft, fire, 

explosives, smoke, water (or water supply failure), dust, vibration, chemical effects, electrical supply 

interference, communications interference, electromagnetic radiation and vandalism. 

Business Continuity Plan: SAP Ariba’s disaster recovery plan is updated at least annually. The company uses a 

variety of techniques to provide assurance that the plan will operate in real life. These include table-top testing of 

various scenarios (discussing the business recovery arrangements using example interruptions), simulations 

(particularly for training people in their post-incident/crisis management roles), technical recovery testing (so 

information systems can be restored effectively), testing recovery at an alternate site (running business processes in 

parallel with recovery operations away from the main site), tests of supplier facilities and services (so that 

externally provided services and products will meet the contracted commitment) and complete rehearsals (testing 

that our personnel, equipment, facilities, and processes can cope with interruptions). 

Portable device: Portable media storage is not permitted in the production environment. Logical access to systems 

within the production environment is only allowed through role based and attributes-based tools and established 

bastion hosts under Operations control. Physical access to the servers and devices within the production 

environment where customer solution data is received processed and stored is under audited controls and all 

logical access to the environment by high privilege users is key shell logged for forensics and monitoring. 
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drives, which encrypt data “on the fly” while stored on disks. An encryption key is stored on the service processor or 

an external key management server. SAP laptops and workstations must have a corporate image and an encrypted 

hard drive installed. 

Portable device: Portable media storage is not permitted in the production environment. Logical access to systems 

within the production environment is only allowed through role based and attributes-based tools and established 

bastion hosts under Operations control. Physical access to the servers and devices within the production 

environment where customer solution data is received processed and stored is under audited controls and all 

logical access to the environment by high privilege users is key shell logged for forensics and monitoring. 

SAP maintains a strict BYOD policy where all devices must be activated and brought under the control of the 

corporate security and MDM system before being allowed to be connected to the corporate network or a 

corporate device. 

All corporate laptops are whole disk encrypted. All approved portable devices are encrypted and have a phone 

home capability which allows them to be wiped remotely. 

Portable media storage is not permitted in the production environment. Logical access to systems within the 

production environment is only allowed through role based and attributes-based tools and established bastion 

hosts under Operations control. Physical access to the servers and devices within the production environment 

where customer solution data is received, processed and stored is under audited controls and all logical access to 

the environment by high privilege users is key shell logged for forensics and monitoring. 

Custom Changes: Security and privacy are an integral part of our development process to achieve security and 

privacy by design. Ariba leverages a Secure Software Development cycle (Secure SDC) that is aligned with ISO 27034 

principles. This includes: 

• Secure code (OWASP Top Ten) training to engineers 

• Code review by peers before build cycles 

• Static and dynamic code analysis, with load testing for resiliency  

• Reviews and approvals at multiple phases for meeting security criteria prior to release to production. 

Access Control: We are committed to the security and integrity of customer information. SAP utilizes security 

measures to protect against the loss, misuse or alteration of the information under our control. To prevent 

unauthorized access, maintain data accuracy, and facilitate the correct use of information, SAP has put in place 

appropriate physical, electronic, and managerial procedures to safeguard and secure the information SAP collects 

within the solution. 

Please request the SAP Cloud Security Framework document that covers SAP Cloud products for more detail. 

From time to time, security-related white papers are also available to customers and prospects offering further 

detail regarding our approach to secure architecture. Customers can review the SAP Ariba SOC II report issued by 

our independent third-party auditor, which offers great detail as to the security controls in place for the SAP Ariba 

cloud applications. Visitors are screened upon entry to verify identity and escorted to appropriate locations. 

Physical Access Control: Only certified representatives of SAP Ariba have access to SAP Ariba computers within the 

data centers. These data centers adhere to strict security procedures enforced by guards, surveillance cameras, 

motion detectors, biometrics access control, and other measures to prevent equipment and data center facilities 

from being compromised. Access history is recorded for audit purposes. 
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Deloitte will not use State or Participant data, or State-related or Participant-related data, for other purposes, 

including, but not limited to, data mining or bids on other government contracts. 

Deloitte (or its representatives) will not resell nor otherwise redistribute information gained from its access to the 

State or Participants. 

SAP Ariba Cloud Data Security: 

• All customer data received, processed and stored within the solution is classified as highly confidential and is 

subject to confidentiality terms based upon our agreements with customers. We access customer information 

only to debug based on customer request. 

• Access to information must be based on business requirement using the principle of least privilege. Employees 

and external parties must have access only to the information they require to carry out their work and are 

responsible for protecting information and assets to prevent unauthorized access, disclosure, modification, 

removal, destruction, and improper use.  

• Access granted to SAP information systems from internal and external parties requires the implementation of 

authorization and authentication access controls that are proportional to the associated risk. 

• Formal processes have been established to: 

− Prevent unauthorized access 

− Detail user access registration and deregistration 

− Detail user access provisioning 

− Restrict and control privileged access rights 

− Establish the intervals for user access rights reviews 

− Facilitate removal of access rights upon users’ termination of employment, contract, or agreement 

− Restrict and control the use of utility programs that can override system and application controls 

− Restrict access to program source code 

− Control access to systems and applications, where required, by a secure log on procedure 

− Hold all users of SAP systems accountable for safeguarding their authentication information 

− Facilitate passwords meet established complexity requirements 

− Manage access for external parties 

Encryption: Both data at rest as well as data in transit are encrypted. We encrypt sensitive data elements stored in 

the databases using minimum 256-bit AES (Advanced Encryption Standard) encryption. AES is the federal standard 

for data encryption. Encryption technology is also applied for the client connection to the Web site (Transport 

Layer Security (TLS) min v1.2 and preferred v1.2) and to the hosted application passwords in storage. Customer 

user passwords are one way hashed using SHA256 and salted with random data. Limited SAP Ariba Operations 

personnel have data query access and monitoring rights for the SAP Ariba hosting program. 

Agreement: Our solutions are designed to collect process and store Moderate Business Impact information for 

individuals. We identify Moderate Business Impact Data as personal contact information such as but not limited to 

business name, business address, business email, business telephone number or IP address. The SAP Ariba Data 
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Policy and Privacy Statement prohibits use of the solutions for processing sensitive personal data. Customers may 

not use SAP Ariba Cloud Services for storing Sensitive Personal Information or to send documents over the Service 

containing such information except in limited cases documented by SAP Ariba, where such information is stored in 

encrypted form, such as storage of credit card numbers in fields designated for such use. SAP Ariba’s customers 

are responsible for complying with laws regarding other basic personal information that might be submitted to SAP 

Ariba Cloud Services though SAP Ariba takes steps in that regard as well.  

The SAP Ariba Data Policy and Privacy Statement provides notice of our privacy practices as they relate to the SAP 

Ariba solutions and needs to be accepted by users prior to use of SAP Ariba solutions. Please refer to the following 

URL for further details: https://www.sap.com/about/cloud-trust-center/cloud-service-level-agreements.html. For 

new contracts, the SAP Ariba Privacy Statement is not incorporated into the contract and is more akin to 

documentation and a means of providing further detail and notice to users regarding use of cookies and the scope 

and types of personal data processed in SAP Ariba solutions. Nothing in the notice is intended to conflict with the 

contractual covenants that we make to the customer organization.  

In the SAP Ariba Privacy Statement itself it says this with the intent to clarify that relationship:  

• SAP Ariba, an SAP company, offers products and services in the business-to-business market sector. As such, 

when SAP Ariba collects information about an individual (that is, personal information), it is generally only 

related to that person's role at his or her company and is not related to him/her as a private person or as an 

individual consumer. This document describes SAP Ariba's policy for handling, processing, storing, and 

otherwise treating personal information submitted to certain Solutions (defined below) and works in 

conjunction with the agreement between SAP Ariba and each SAP Ariba customer by offering further detail 

regarding such data processing activities. It also provides notice to individual users about the choices available 

to users and how users can access and update personal information about them. "Ariba" means Ariba, Inc., its 

parent companies and affiliates.  

• The DPA is the primary document relating to data protection. SCC control in case of conflict with the DPA. The 

DPA and the DPA clarification section in the SAP Ariba Supplemental Terms have drawn key terms from the 

SAP Ariba Data Policy and Privacy Statement, e.g. Prohibition on Sensitive Personal Information, Tracking and 

Handling of Cookies, Visibility of data within a solution, Data Retention, Mergers, Consent, Transfer, Correcting 

Account Info and Disclosure to third parties as it relates to governments.  

• SAP Ariba supports data protection and privacy following the European Union model and includes the DPA in 

its agreements with subscribers. SAP agreements (including the DPA) address the requirements of the EU Data 

Protection Directive as implemented by the EU Member States in local law. The SCC are governed by the law 

of the EU country where the customer or entity providing the data is established. The DPA is based on German 

law and allows that the country law will apply for the customer’s EEA (adequacy country) affiliates. German 

law applies to non-EEA affiliates. For other countries (e.g. Argentina), the customer decides if our terms will 

suffice for that country.  

As regional privacy law issues come up, such as the handling of cookies in the EU, we review our services and work 

to adjust the services as necessary to achieve compliance as our goal is to service customer globally. The 

Privacy/Cookie notice presented to individual users for the SAP Ariba solutions serves primarily to meet our 

obligations in certain countries of providing notice of privacy practices and cookie use. In some cases, a customer 

may wish to utilize their privacy policy and they could either: 

• Provide their policy to their users before allowing them access to the SAP Ariba system; or, 
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• SAP  Ariba can agree by contract that our Privacy Policy (that appears to users when they first log in) is only 

notice/documentation and that the Customer’s policy controls their user interaction with the SAP Ariba 

system. 

Maintenance Tools: 

Equipment removal is required to be managed using both an internal ticketing system as well as a data center 

ticketing system for process control, audit and tracking purposes. 

• (a) Verifying that there is no organizational information contained on the equipment.  

− All items of equipment containing storage media are verified to facilitate that sensitive data and licensed 

software has been removed or securely overwritten prior to disposal or re-use. 

− SAP deletes the logical volumes, which will cause the storage device to re-use the storage space and 

overwrite the customer data. By deleting the logical volumes, customer data may not be accessed or 

extracted. 

− If hardware is removed from data centers a physical decommissioning process is applied. When an IaaS 

provider is used, processes for secure disposal of storage devices are managed by the infrastructure 

service provider. 

• (b) Sanitizing or destroying the equipment. 

− SAP Ariba has a documented policy and procedures for the secure destruction of confidential or sensitive 

data. Our data disposal practices are aligned with the NIST 800-88 standards for clearing, sanitizing and 

data destruction to prevent data remanence prior to retiring or allowing storage media outside of our 

security envelope. 

• (c) Retaining the equipment within the facility; or 

− Equipment is located to minimize unnecessary access into work areas. Information processing facilities 

handling sensitive data are positioned carefully to reduce the risk of information being viewed by 

unauthorized persons during their use. Storage facilities are secured to avoid unauthorized access. Items 

requiring special protection are safeguarded to reduce the general level of protection required. 

Controls are adopted to minimize the risk of potential physical and environmental threats, e.g. theft, fire, 

explosives, smoke, water (or water supply failure), dust, vibration, chemical effects, electrical supply interference, 

communications interference, electromagnetic radiation and vandalism. 
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describe in a broad manner the actions SAP take in regard to security incidents, their management, tracking and 

communications in regard to internal policies and procedures.  

SAP Ariba has an established security incident plan based on internally-developed policies and procedures where 

documented results of all security incidents occurring during the six month audit period are reviewed and 

evaluated against the Trust Services Principles of ISAE 3402 and the PCI DSS standards as appropriate.  

Upon notification of a security incident, a documentation trail is begun by the InfoSec department and an internal 

ticket is created as the record of reference. The lead security manager calls a meeting including all personnel 

required to contain and reduce risk and impact appropriate to the nature of the incident.  

Tasks are assigned with milestones to be met to validate and determine extent of the incident. Communication is 

made to the Privacy & Security Board to alert principal membership and foster internal cooperation and 

awareness. An appropriate communication channel to affected customer(s) is determined based on how we were 

notified of the incident, i.e. from a customer, from an internal report or from a third-party report. Communication 

is made to affected customer(s) to include the nature of the incident, actions taken to contain the incident and 

potential effects of actions, regarding sustained business process and availability of the system.  

Workarounds or hot fixes necessary in the solutions are communicated and scheduled reporting to the 

customer(s) is established with an identified single point of contact within our company. Based on the nature of 

the incident, if required, legal counsel present at initial risk & impact meeting, will assist in communicating with 

law enforcement contacts. The customer is kept informed of the milestones met and at scheduled intervals until 

the incident is fully contained and no further risk and impact perceived. All incidents are required to be internally 

managed by InfoSec to include tracking and review on a weekly basis and evaluation of the actions taken regarding 

our security concept.  

All incident reports are presented to and reviewed by the Privacy & Security Board and are formally closed with 

discussion and evaluation to determine what actions can be taken to prevent similar incidents. Depending on the 

nature of the incident and impact to customer(s), security incidents are not formally closed by the board until all 

affected customers are made aware of the incident and appropriate measures to remediate the initial threat are 

formally communicated. 
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Understanding Participating Entity’s need to implement a comprehensive and best-in-class eProcurement solution 

that will allow the state to improve the effectiveness of their procurement business processes, Deloitte has 

assembled a high-performing team  
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To deliver success for the Participating Entity we summarized the key roles and highlighted skill sets below. 
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Buyer administrators can enable the integration of data through the following methods: 

• File-based integration

• Web services

• Direct connectivity

• Mediated connectivity

Master data 

Master data consists of general information stored in ERP system that is used in the SAP Ariba Buying & Invoicing 

solution to create business documents such as requisitions, receipts, or invoices. Master data is extracted from ERP 

system and sent to the SAP Ariba Buying solutions. The SAP Ariba Buying & Invoicing solution integrated with ERP 

system provides the integration events for standard data imports from SAP ERP. 

Master data is extracted from ERP system and sent to the SAP Ariba Buying solutions. The SAP Ariba Buying & 

Invoicing solution provides the integration events for standard data imports from ERP system. 

To import master data, you require the latest version of the SAP transports installed in ERP system. The SAP 

transports contain the SAP Ariba-specific ABAP programs required for master data export extractions. When you 

export master data from ERP system, the ABAP programs runs the scheduled task in ERP system. To run master 

data, you must schedule the master data extraction ABAP programs that extracts the master data and creates the 

CSV files. The CSV files are then sent to the SAP Ariba Buying solutions. You can import master data using the 

following methods: 

• SAP Ariba integration toolkit

• Direct connectivity

• Mediated connectivity

Transactional data 

Transactional data includes information about purchase orders, invoices, receipts, and remittance advice. 

Transactional data is sent from the SAP Ariba Buying & Invoicing solution to ERP System. However, transactional 

data for Remittances and the Purchase Order Header Status is always sent from ERP system to the SAP Ariba 

Buying solutions. You can import master data using the following methods: 

• SAP Ariba integration toolkit

• Direct connectivity

• Mediated connectivity

• Web Services

Transactional data can be exported using File channel or Web services:- 

File Channel 

• The File channel uses the Data Transfer tool to export transactional data from the SAP Ariba Buying &

Invoicing solution to ERP system as CSV files for each integration event that you run.







State of Maine, Department of Administrative and Financial Services 
eProcurement Solutions and Services 
RFP No. 202102021 

Deloitte 2021 Proposed Solutions and/or Services Section III Page 155 

 

SAP Process Integration is configured to receive SOAP messages using the SOAP adapter. It transforms the data 

using the messaging mapping and converts the SOAP message to an SAP format (typically RFC). The RFC adapter 

then transmits the information to ERP system based on the configuration. 

In ERP system, data is created using RFC/BAPI and the response (Success or failure) is sent back to SAP Process 

Integration, which again transforms the data and sends it back to the SAP Ariba Buying & Invoicing solution 

through the Web services. The response is then updated in the respective SAP Ariba Buying solutions. 

Direct connectivity integration 

Integrate master data and transactional data directly from ERP system to the SAP Ariba Buying & Invoicing solution 

seamlessly without using the SAP Ariba integration toolkit through the Direct Connectivity Integration method. The 

CSV files containing the master data is sent to the SAP Ariba Buying & Invoicing solution through SOAP messages as 

follows: 

• The master data is compressed in a ZIP file and embedded in a SOAP message header.

• A proxy is called with the request header.

• If there are failures while trying to connect to the SAP Ariba Buying solutions, the retry is based on the time

duration you have configured.

Mediated connectivity integration 

Buyers using the SAP Ariba Buying & Invoicing solution integrated with ERP system can integrate master data and 

transactional data from ERP system to the SAP Ariba Buying & Invoicing solution seamlessly using the SAP Process 

Integration layer through the Mediated connectivity integration method. Buyers can securely download master 

data from ERP system to the SAP Ariba Buying & Invoicing solution or Fieldglass system through the SAP Process 

Integration using SOAP messages. Buyers can use either the shared secret or client certificate-based 

authentication. 

Provide technical assessment to identify required interfaces and integrations to systems outside of the 
eProcurement Solution.

Our key considerations for both Functional and Technical Integrations:- 

• Integrated platform approach – understand integration/data needs for each solution module, plus ‘fit’ with

larger platform

• Coordination of environments – focus on all environments impacted and not just SAP

• Approach to integration – don’t just plan for the basic master data elements, look beyond and confirm long-

term data needs

• Integration with ERP system– make decisions now to inform near-term integration expectations vs. long-term

requirements

• Digital Innovation – compliment the core with additional digital enablers such as RPA/AI

Approach to integration includes a point of view in the integration strategy across different ERP solution and not 

only limited to: 

1. Master Data Integration:

a. Participating Entity’s ERP and other boundary systems will be the source for all the master data



State of Maine, Department of Administrative and Financial Services 
eProcurement Solutions and Services 
RFP No. 202102021 

Deloitte 2021 Proposed Solutions and/or Services Section III Page 156 

 

b. Schedules can be set up to support the automation of data feeds

2. A/P Integration:

a. Invoices can be processed for payment directly based on the configuration approach and sent back to the

Cloud for remittance.

3. Catalog Integration:

a. SAP Ariba will be integrated with a Catalog tool.

b. Catalog enablement will be managed by SAP Ariba.

c. Harmonization & standardization of data element (e.g. category) is critical.

4. Contract Management Integration:

a. The Contract Management system will be integrated to the procurement system

b. Integration will help achieve high compliance and tighter control while reducing cost and risk

c. Important to determine type of contract and data mapping for different transactions

5. Supplier Integration:

a. A supplier onboarding tool (SAP Ariba SLP) will be used to address Supplier Registration & Qualification

integration with Participating Entity’s legacy system

b. Validations and controls will be built during the registration and qualification process

Design, development, testing and implementation of identified interfaces and integrations 

SAP Ariba provides enterprise-class cloud integration for multiple ERPs like Oracle, with complete visibility and 

integration for companies with multiple business units and heterogeneous back-office systems. The flexible 

integration functionality supports different areas of the procurement process: 

Requirements, Design, and Development 

We understand that Interfaces represent the realization of end-to-end business processes across a typically 

complex, disparate technical environment and there will be a need to integrate between SAP and non-SAP systems 

which follows various integration patterns; namely real-time, near real-time, and batch etc.  

Interfaces and Integration Strategy –  

 

To create an Interface Plan, Deloitte will work with the Participating Entity’s SMEs to perform an analysis of the as-

Is application landscape in the beginning of the design phase before starting JAD sessions. We expect that current 

vendors or SMEs will provide knowledge transfer of the systems that need to interface and that necessary 

documentation is provided to build the necessary plans.  
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SAP Ariba Cloud Integration Gateway: 

• Simplifies integration by using a guidance-based setup,

• Reduces the integration deployment time,

• Provides an integrated test framework to verify various scenarios configured in the system,

• Facilitates smoother upgrade of the solution,
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Figure 123. Deloitte’s Communications and Change Management Consulting. 

ME_CON_NAPSO_MO-637420_012

Deloitte named a global leader in Communications & Change Management Consulting

“Deloitte stands out for its ability to translate a program 
of continuous innovation and thought leadership into a 
coherent, multidimensional approach that modernizes 
change management for the digital age. Deloitte is ahead 
of the market in how it aligns these assets to the change 
framework and the ways in which it has learned from 
client experience to make them work together effectively. 
The firm receives high marks from clients for its ability to 
implement change at scale and challenge mindsets with 
its user-centric, data-driven consulting approach.”

– ALM Intelligence, Communications and Change
Management Consulting, 2018. 
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Resistance Assessments & Management Plan Development 

Resistance to change is normal and expected, but what if we could eliminate at least half of the resistance 

encountered on a change initiative? The issue is not whether we will encounter resistance to change.  

As part of our resistance assessment exercise, our team will be spending adequate amount of time before the 

project launches to look at likely sources of resistance.  
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Our Approach

Deloitte’s Enterprise Value Delivery for Application Management Services provides a detailed approach to 

establishing an application management service delivery operation focused on driving sustained value.  
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The following figure identifies stabilization activities and deliverables: 
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System Maintenance Approach 
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Deloitte’s proposed Help Desk Operations is 100 percent customer focused and driven.  
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Operating procedures 

Our operating procedure is focused on excellence and exceeds industry standards.  
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Performance metrics tracking and reporting

We will work closely with Participating Entity to set and meet performance metrics that reflect an organization’s 

needs and objectives.   
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Figure 151. Items to Document During Transition-out. 
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