
STATE OF UTAH COOPERATIVE CONTRACT AMENDMENT

AMENDMENT #: 4

CONTRACT #:     AR2476

Starting Date:        Unchanged

Expiration Date:    Unchanged

TO BE ATTACHED AND MADE PART OF the specified contract by and between the State of Utah Division of Purchasing and 

CherryRoad Technologies Inc. (Referred to as CONTRACTOR).

BOTH PARTIES AGREE TO AMEND THE CONTRACT AS FOLLOWS:
As a result of the Cloud Solutions “refresh” under solicitation # SK18008, Contractor’s master agreement is 
amended to incorporate Software as a Service (SaaS) into the Agreement’s awarded scope. 
 Attachment A section 19. Ordering is amended to incorporate the following statement: 

o j. Any order placed by a Participating Entity or Purchasing Entity for a product and/or service 
available from this Master Agreement shall be deemed to be a sale under (and governed by the 
prices and other terms and conditions) of the Master Agreement unless the parties to the order 
agree in writing that another contract or agreement applies to such order

 Attached Exhibit 1 to Master Agreement: Software-as-a-Service is incorporated as an exhibit into 
Attachment A.

 Attached Attachment B Scope of Services Awarded to Contractor replaces the current Attachment B. 
 Attached Attachment C Pricing Discounts and Pricing Schedule is incorporated into the current 

Attachment C. 

Effective Date of Amendment:  2/1/2019

All other terms and conditions of the contract, including those previously modified, shall remain in full force and effect. 

IN WITNESS WHEREOF, the parties sign and cause this contract to be executed.

CONTRACTOR STATE OF UTAH

Contractor’s Signature Date Director, State of Utah Division of Purchasing Date

Contractor’s Name (Print)

Title (Print)

For Division of Purchasing Internal Use      
 Purchasing Agent Phone # E-mail Address Contract #

Solomon Kingston 801-538-3228 skingston@utah.gov AR2476

Jeremy Gulban (Feb 13, 2019)
Jeremy Gulban

CEO

Feb 13, 2019

Jeremy Gulban

Christopher Hughes (Feb 13, 2019)
Christopher Hughes Feb 13, 2019

https://secure.na1.echosign.com/verifier?tx=CBJCHBCAABAAF1SK3uQJ37U0pXsD0fV_a-nyr5ww41GM
https://secure.na1.echosign.com/verifier?tx=CBJCHBCAABAAF1SK3uQJ37U0pXsD0fV_a-nyr5ww41GM
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Exhibit 1 to the Master Agreement: Software-as-a-Service

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to 
the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user 
accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to 
service or technical issues, (3) as required by the express terms of this Master Agreement, Participating 
Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly 
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s 
use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless 
required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall 
survive and extend beyond the term of this Master Agreement.

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business 
activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity 
information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and 
availability of Purchasing Entity information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and 
organizational security measures to safeguard against unauthorized access, disclosure or theft 
of Personal Data and Non-Public Data. Such security measures shall be in accordance with 
recognized industry practice and not less stringent than the measures the Contractor applies to 
its own Personal Data and Non-Public Data of similar kind.

b. All data obtained by the Contractor in the performance of the Master Agreement shall 
become and remain the property of the Purchasing Entity.

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless 
otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any 
stipulation of responsibilities will identify specific roles and responsibilities and shall be included 
in the service level agreement (SLA), or otherwise made a part of the Master Agreement.

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and in 
transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the Contractor. 
The level of protection and encryption for all Non-Public Data shall be identified in the SLA.

e. At no time shall any data or processes — that either belong to or are intended for the use of a 
Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the 
Contractor or any party related to the Contractor for subsequent use in any transaction that 
does not include the Purchasing Entity.

f. The Contractor shall not use any information collected in connection with the Services issued 
from this Master Agreement for any purpose other than fulfilling the Services.
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3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users 
solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in 
data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing 
Entity data on portable devices, including personal computers, except for devices that are used and kept 
only at its U.S. data centers. The Contractor shall permit its personnel and contractors to access 
Purchasing Entity data remotely only as required to provide technical support. The Contractor may 
provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise 
prohibited in a Participating Addendum.

4. Security Incident or Data Breach Notification: 

a. Incident Response: Contractor may need to communicate with outside parties regarding a 
security incident, which may include contacting law enforcement, fielding media inquiries and 
seeking external expertise as mutually agreed upon, defined by law or contained in the contract. 
Discussing security incidents with the Purchasing Entity should be handled on an urgent as-
needed basis, as part of Contractor’s communication and mitigation processes as mutually 
agreed upon, defined by law or contained in the Master Agreement. 

b. Security Incident Reporting Requirements: The Contractor shall report a security incident to 
the Purchasing Entity identified contact immediately as soon as possible or promptly without 
out reasonable delay, or as defined in the SLA. 

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data 
breach that affects the security of any purchasing entity’s content that is subject to applicable 
data breach notification law, the Contractor shall (1) as soon as possible or promptly without 
out reasonable delay notify the Purchasing Entity, unless shorter time is required by applicable 
law, and (2) take commercially reasonable measures to address the data breach in a timely 
manner.

5. Personal Data Breach Responsibilities: This section only applies when a Data Breach occurs with 
respect to Personal Data within the possession or control of the Contractor. 

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate 
Purchasing Entity identified contact by telephone in accordance with the agreed upon security 
plan or security procedures if it reasonably believes there has been a security incident. 

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing 
Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required 
by applicable law, if it has confirmed that there is, or reasonably believes that there has been a 
Data Breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably 
requested by the Purchasing Entity to investigate and resolve the Data Breach, (2) promptly 
implement necessary remedial measures, if necessary, and (3) document responsive actions 
taken related to the Data Breach, including any post-incident review of events and actions taken 
to make changes in business practices in providing the services, if necessary. 
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c. Unless otherwise stipulated, if a data breach is a direct result of Contractor’s breach of its 
contractual obligation to encrypt personal data or otherwise prevent its release as reasonably 
determined by the Purchasing Entity, the Contractor shall bear the costs associated with (1) the 
investigation and resolution of the data breach; (2) notifications to individuals, regulators or 
others required by federal and state laws or as otherwise agreed to; (3) a credit monitoring 
service required by state (or federal) law or as otherwise agreed to; (4) a website or a toll-free 
number and call center for affected individuals required by federal and state laws — all not to 
exceed the average per record per person cost calculated for data breaches in the United States 
(currently $217 per record/person) in the most recent Cost of Data Breach Study: Global 
Analysis published by the Ponemon Institute at the time of the data breach; and (5) complete all 
corrective actions as reasonably determined by Contractor based on root cause.

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any 
electronic discovery, litigation holds, discovery searches and expert testimonies related to the 
Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require 
access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of 
process and other legal requests related to the Purchasing Entity without first notifying and obtaining 
the approval of the Purchasing Entity, unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a. In the event of a termination of the Master Agreement or applicable Participating Addendum, 
the Contractor shall implement an orderly return of purchasing entity’s data in a CSV or another 
mutually agreeable format at a time agreed to by the parties or allow the Purchasing Entity to 
extract it’s data and the subsequent secure disposal of purchasing entity’s data. 

b. During any period of service suspension, the Contractor shall not take any action to 
intentionally erase or otherwise dispose of any of the Purchasing Entity’s data. 

c. In the event of termination of any services or agreement in entirety, the Contractor shall not 
take any action to intentionally erase purchasing entity’s data for a period of: 

• 10 days after the effective date of termination, if the termination is in accordance with 
the contract period 

• 30 days after the effective date of termination, if the termination is for convenience 

• 60 days after the effective date of termination, if the termination is for cause 

After such period, the Contractor shall have no obligation to maintain or provide any purchasing 
entity’s data and shall thereafter, unless legally prohibited, delete all purchasing entity’s data in 
its systems or otherwise in its possession or under its control. 
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d. The purchasing entity shall be entitled to any post termination assistance generally made 
available with respect to the services, unless a unique data retrieval arrangement has been 
established as part of an SLA. 

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely 
dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and 
paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted 
and shall not be recoverable, according to National Institute of Standards and Technology 
(NIST)-approved methods. Certificates of destruction shall be provided to the Purchasing Entity.

8. Background Checks: Upon the request of the Purchasing Entity, the Contractor shall conduct criminal 
background checks and not utilize any staff, including subcontractors, to fulfill the obligations of the 
Master Agreement who have been convicted of any crime of dishonesty, including but not limited to 
criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which incarceration for 
up to 1 year is an authorized penalty. The Contractor shall promote and maintain an awareness of the 
importance of securing the Purchasing Entity’s information among the Contractor’s employees and 
agents. If any of the stated personnel providing services under a Participating Addendum is not 
acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal history 
investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1) request 
immediate replacement of the person, or (2) immediately terminate the Participating Addendum and 
any related service agreement.

9. Access to Security Logs and Reports: The Contractor shall provide reports on a schedule specified in 
the SLA to the Purchasing Entity in a format as specified in the SLA agreed to by both the Contractor and 
the Purchasing Entity. Reports shall include latency statistics, user access, user access IP address, user 
access history and security logs for all public jurisdiction files related to this Master Agreement and 
applicable Participating Addendum.

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master 
Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its 
discretion and at the Purchasing Entity’s expense.

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least 
annually at its expense, and provide an unredacted version of the audit report upon request to a 
Purchasing Entity. The Contractor may remove its proprietary information from the unredacted version. 
A Service Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level of a 
third-party audit.

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour 
advance notice (or as determined by a Purchasing Entity and included in the SLA) to the Purchasing 
Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service 
availability and performance. A major upgrade is a replacement of hardware, software or firmware with 
a newer or better version in order to bring the system up to date or to improve its characteristics. It 
usually includes a new version number.
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Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when 
Contractor makes such updates and upgrades generally available to its users.

No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely 
affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the 
Purchasing Entity.

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major update 
or upgrade.

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary 
system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such 
that adequate protection and flexibility can be attained between the Purchasing Entity and the 
Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor 
shall understand each other’s roles and responsibilities.

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties, 
require commercially reasonable non-disclosure agreements, and limit staff knowledge of Purchasing 
Entity data to that which is absolutely necessary to perform job duties.

15. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data in 
piecemeal or in entirety at its discretion without interference from the Contractor at any time during the 
term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing 
Entity to import or export data to/from other Contractors. Contractor shall specify if Purchasing Entity is 
required to provide its’ own tools for this purpose, including the optional purchase of Contractors tools 
if Contractors applications are not able to provide this functionality directly.

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and 
operation of all hardware, software and network support related to the services being provided. The 
technical and professional activities required for establishing, managing and maintaining the 
environments are the responsibilities of the Contractor. The system shall be available 24/7/365 (with 
agreed-upon maintenance downtime), and provide service to customers as defined in the SLA.

17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to 
services provided under this Master Agreement, including but not limited to all subcontractors or other 
entities or individuals who may be a party to a joint venture or similar agreement with the Contractor, 
and who shall be involved in any application development and/or operations.

18. Right to Remove Individuals: The Purchasing Entity shall have the right at any time to require that 
the Contractor remove from interaction with Purchasing Entity any Contractor representative who the 
Purchasing Entity believes is detrimental to its working relationship with the Contractor. The Purchasing 
Entity shall provide the Contractor with notice of its determination, and the reasons it requests the 
removal. If the Purchasing Entity signifies that a potential security violation exists with respect to the 
request, the Contractor shall immediately remove such individual. The Contractor shall not assign the 
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person to any aspect of the Master Agreement or future work orders without the Purchasing Entity’s 
consent.

19. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and 
disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective 
(RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing 
Entity.) Contractor must work with the Purchasing Entity to perform an annual Disaster Recovery test 
and take action to correct any issues detected during the test in a time frame mutually agreed between 
the Contractor and the Purchasing Entity.

20. Compliance with Accessibility Standards: The Contractor shall comply with and adhere to 
Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973, or any other state 
laws or administrative regulations identified by the Participating Entity.

21. Web Services: The Contractor shall use Web services exclusively to interface with the Purchasing 
Entity’s data in near real time.

22. Encryption of Data at Rest: The Contractor shall ensure hard drive encryption consistent with 
validated cryptography standards as referenced in FIPS 140-2, Security Requirements for Cryptographic 
Modules for all Personal Data, unless the Purchasing Entity approves in writing for the storage of 
Personal Data on a Contractor portable device in order to accomplish work as defined in the statement 
of work.

23. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the 
Service for its business purposes; (ii) for SaaS, use underlying software as embodied or used in the 
Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s 
documentation.

No Contractor terms, including standard click through license or website terms or use of privacy policy, 
shall apply to Purchasing Entities unless such terms are included in this Master Agreement.
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Attachment B – Scope of Services Awarded to Contractor

1.1 Awarded Service Model(s). 

Contractor is awarded the following Service Models: 

 Infrastructure as a Service (IaaS)
 Platform as a Service (PaaS)
 Software as a Service (SaaS)

Note - CherryRoad is a full-service system integrator with a focus on supporting clients in the public 
sector in various technology initiatives utilizing IaaS, PaaS, and SaaS solutions. As an Oracle Platinum 
partner, we provide private cloud services (IaaS and PaaS), ERP systems implementations and upgrades, 
custom development, and support services that help maximize Oracle’s systems’ performance.

1.2 Risk Categorization.* 

Contractor’s offered solutions offer the ability to store and secure data under the following risk 
categories:

Service 
Model

Low Risk 
Data

Moderate Risk 
Data

High Risk 
Data

Deployment Models Offered

IaaS x x x
PaaS x x x
SaaS x x x
*Contractor may add additional OEM solutions during the life of the contract.

2.1 Deployment Models. 

Contractor may provide cloud based services through the following deployment methods: 

 Private cloud. The cloud infrastructure is provisioned for exclusive use by a single organization 
comprising multiple consumers (e.g., business units). It may be owned, managed, and operated 
by the organization, a third party, or some combination of them, and it may exist on or off 
premises.

 Community cloud. The cloud infrastructure is provisioned for exclusive use by a specific 
community of consumers from organizations that have shared concerns (e.g., mission, security 
requirements, policy, and compliance considerations). It may be owned, managed, and operated 
by one or more of the organizations in the community, a third party, or some combination of 
them, and it may exist on or off premises.

 Public cloud. The cloud infrastructure is provisioned for open use by the general public. It may 
be owned, managed, and operated by a business, academic, or government organization, or 
some combination of them. It exists on the premises of the cloud provider.

 Hybrid cloud. The cloud infrastructure is a composition of two or more distinct cloud 
infrastructures (private, community, or public) that remain unique entities, but are bound 
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together by standardized or proprietary technology that enables data and application portability 
(e.g., cloud bursting for load balancing between clouds)



Pricing Notes

Cloud Service Model: Software as a Service (SaaS)
Description Discount

SaaS Minimum Discount % 

(applies to all OEM's offered within this SaaS 

model) 25.00%

Average SaaS OEM Discount Off 25.00%

Additional Value Added Services

Item Description NVP Price Catalog Price NVP Price Catalog Price

Maintenance Services n/a n/a n/a n/a

Professional Services

Deployment Services See note below See note below See note below See note below

Integration Services) " " " "

Consulting/Advisory Services " " " "

Architectural Design Services " " " "

Statement of Work Services " " " "

Partner Services " " " "

Training Deployment Services " " " "

Please note ‐ the services above are based on the overal project plan, timing, size of the organization etc

Services Hourly Rates

Position
Government

List Price ($)

Percent

Discount
Hourly Rate ($)

Program Manager ‐ Onsite $644 65% $225

Project Manager ‐ Onsite $570 65% $200

Functional Lead ‐ Onsite $528 65% $185

Specialty Products Lead ‐ Onsite $570 65% $200

Technical Lead ‐ Onsite $528 65% $185

Technical Developer ‐ Onsite $415 65% $145

Database Administrator ‐ Onsite $470 65% $165

System Administrator ‐ Onsite $470 65% $165

Upgrade Specialist ‐ Onsite $528 65% $185

Change Management Lead ‐ Onsite $470 65% $165

Training Manager ‐ Onsite $528 65% $185

Trainer ‐ Onsite $470 65% $165

Security/Portal Lead ‐ Onsite $528 65% $185

Oracle Cloud Specialist ‐ Onsite $900 65% $315

Assessments Specialist ‐ Onsite $570 65% $200

Program Manager ‐ Offsite $558 65% $195

Project Manager ‐ Offsite $486 65% $170

Functional Lead ‐ Offsite $444 65% $155

Specialty Products Lead ‐ Offsite $486 65% $170

Technical Lead ‐ Offsite $444 65% $155

Technical Developer ‐ Offsite $315 65% $110

Database Administrator ‐ Offsite $385 65% $135

System Administrator ‐ Offsite $385 65% $135

Upgrade Specialist ‐ Offsite $444 65% $155

Change Management Lead ‐ Offsite $385 65% $135

Training Manager ‐ Offsite $444 65% $155

Security/Portal Lead ‐ Offsite $444 65% $155

Oracle Cloud Specialist ‐ Offsite $820 65% $287

Attachment C ‐ Pricing Discounts and Schedule

2.  Minimum guaranteed contract discounts do not preclude a Contractor and/or its authorized resellers from providing deeper or additional, incremental 

discounts at their sole discretion.

1.  % discounts are based on minimum discounts off Contractor's commercially published pricelists versus fixed pricing. Nonetheless, Orders will be fixed‐price or

fixed‐rate and not cost reimbursable contracts. Contractor has the ability to update and refresh its respective price catalog, as long as the agreed‐upon discounts

are fixed. 

Deliverable Rates

3.  Purchasing entities shall benefit from any promotional pricing offered by  Contractor to similar customers.  Promotional pricing shall not be cause for a 

permanent price change.

4.  Contractor's price catalog  include the price structures of the cloud service models, value added services (i.e., Maintenance Services, Professional Services, 

Etc.), and deployment models that it intends to provide including the types of data it is able to hold under each model.  Pricing shall all‐inclusive of infrastructure 

and software costs and management of infrastructure, network, OS, and software.

Onsite Hourly Rate Remote Hourly Rate

Page 1 of 2
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Assessments Specialist ‐ Offsite $500 65% $175

Onsite Rate Includes Travel Expenses
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