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Best methods to obtain social media
evidence

6

A. Consider potential use of information
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1.

impeachment
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2.

direct evidence
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3.

allowance vs. extent of disability
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B.

Best to investigate at outset of the
claim
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1.

preparation is the key to good results
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2.

obtain as much demographic
information as you can (i.e. name,
address, phone number, social
security number, previous addresses
and phone numbers)
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3.

speak with supervisors and coworkers
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4.

use search engines
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5.

“deep web” searches
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6.

use investigators
- information obtained from an
investigator is potentially more likely
to be admitted at trial or hearing
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C.

Discovery requests
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1.

interrogatories
for example:
● Please identify all email and
social media accounts you have
been active with since the time of
your injury
19

● Please identify all accounts by
name, dates you began using
the account, and whether data
currently exists on the account.
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2.

requests for admission
● can be used to bolster the
admissibility of information
previously obtained through
informal discovery and claim
investigation.
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3.

depositions
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D.

retention and use
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1.

printed copies
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2.

electronic copies
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3.

expert testimony regarding data
contained on social media
websites and particular accounts
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4.

live demonstration during trial or
hearing
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● this has been found particularly
effective with cross-examination of
parties and witnesses during trial
where a website or social media
account is brought up on a monitor
in the courtroom and the party is
cross-examined with the content of
the account or website
28
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DISCLAIMER
This publication/presentation is intended to provide helpful information
about the subject matter covered. It is not intended to, nor does it,
constitute legal advice. More specifically, it is provided with the
understanding that the authors/presenters do not render legal, accounting,
or other professional advice/services. If legal advice or other expert
assistance is required, seek the services of a competent professional.
Persons using this publication/attending the presentation, who are dealing
with specific legal matters should exercise their own independent
judgment and research original sources of authority and local court rules.
The authors/presenters make no representations concerning the contents
of this publication/presentation and disclaim any warranties of
merchantability or fitness for a particular purpose.
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OVERVIEW OF PRESENTATION
 What is Social Networking?
 Why do employers and claims adjusters use Social

Networking?
 What about employer on-duty monitoring?
 What about off-duty usage?
 Social Networking and workers’ compensation
investigations.
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WHAT IS SOCIAL MEDIA?
Category

Functions

Example

What is included

Risks

Directories

Provide information
on places and people

Yelp, Spokeo,
Peoplefinder,
Anywho, dmeg,
dexknows Megan’s
List

Some include: Household income,
bankruptcy, members of household
and ages, criminal records, sexual
offenders

Information is gathered from a
number of sources and no one
verifies the accuracy. Membership
on the lists is not permission
based. In addition to regular risks
associated with SNS may also be
subject to consumer protection
act.
Employer risk category: Moderate

Linked-In, Blogs,
Twitter,
Facebook,
Myspace, Fan
Page,
Foursquare,
Google +, Ning,
Tagged, Orkut,
Hi5, myyearbook,
Meetup, Badoo,
Bebo, Mylife,
Friendster,
numerous chat
rooms
YouTube,
Slideshare,
Scribd, Flickr,
DocStoc

Commonly these include
personal information, photos,
membership in on-line groups,
political ideology, age, job,
interests

The majority of these sites
include information that
employers would not
otherwise have, some are
shared with only a
“network”.
Employer risk category: High

Images, videos and other content
posted online

Intellectual Property may be
shared and reproduced
without permission.
Employer risk category:
Moderate

Communication

Disseminates
writings and
information in an
on-going real time
basis, promote
events, share
information,
commentary

File Sharing

Stores, shares,
redistributes video,
slides, documents
with an opportunity
for feedback
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WHAT ARE SOME WORKPLACE
USES OF SOCIAL MEDIA?
 Promote events or products
 Post jobs
 Applicant/employee screening
 Verify the accuracy of employee statements
 Monitor what employees are saying about the company, a

supervisor, co-workers
 Monitor employee conduct
 Investigate workers’ compensation claims
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SOCIAL MEDIA AND WORKPLACE RISKS
 Employee claims of a violation of the right to privacy or







freedom of speech;
Employee claims of the employer/carrier’s illegal use of
employee information obtained via a social networking site
or claims that information was unlawfully obtained;
Employee claims of harassing/discriminatory posts;
Cyber‐stalking of an employee;
Sexual harassment claims;
Employer liability for defamation of employees.
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SOCIAL MEDIA AND WORKPLACE RISKS
CONTINUED…
 Lost productivity with employee use of social media during






working hours;
Employer trade secrets, confidential information revealed on
social media;
Employer liability for statements made by an employee;
Employer liability for terminating an employee because of
online posts.
A violation of recently enacted AB 1844
Consider: on duty conduct versus off duty conduct- employer
issued electronic equipment versus the employee’s own
electronic equipment.
35
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SOCIAL MEDIA IN THE WORKPLACE REVOLVES
AROUND FIVE PRIMARY ISSUES
 Employee’s expectation of privacy when using employer issued








electronic devices
Employee’s right to privacy/freedom of speech when
disseminating information via social media sites on his or her own
electronic device
Employee’s right to engage in “concerted activity” under the
NLRA
Applicant/employee’s protections against discrimination related
to information obtained by an employer about the
applicant/employee from a social media site
Employer’s right to protect its business interests
Workers’ compensation carrier’s right to investigate claims.
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MONITORING OF AN APPLICANT/EMPLOYEE’S
OFF-DUTY USE OF SOCIAL MEDIA
 An applicant/employee’s off-duty activities, in particular

social media posts, may reflect poorly on the applicant or
employee’s judgment. If the employer desires to use this
information, consider:
• How did the employer obtain the information?
• What does the information really tell the employer?
• Is the activity protected or just plain irresponsible? For

example is an employee burning a picture of the company’s
CEO posted with a caption “F$%^ this man” protected speech?
• Can an employer discipline or discharge an employee when the
social media use takes place off-duty?
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MONITORING OF AN EMPLOYEE’S
ON-DUTY SOCIAL MEDIA USE
• Employer policy clearly advising employees that there is

NO expectation of privacy when using employer issued
electronic devices is KEY.

• City of Ontario v. Quon
Employee has no expectation of privacy in text messages on
a company issued pager when employee is aware of the
department policy of monitoring email/pages.

• Stengart v. Loving Care
Employee has expectation of privacy in personal email
accessed on a company computer when no policy warns
otherwise.
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EMPLOYER RESPONSE TO “INAPPROPRIATE”
EMPLOYEE ONLINE POSTS (OFF-DUTY)
• Once an employer becomes aware of potentially
“inappropriate” information an investigation
(search) should take place.
• However, any search must be done in a reasonable
manner.
• Before disciplining or terminating an employee for
social media postings, the employer should carefully
consider the decision and consult with legal counsel.
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PROBLEM: SOCIAL MEDIA MAY GIVE EMPLOYERS
ACCESS TO “PROTECTED” INFORMATION
Social media allows an
employer access to
information which may be
impermissible to consider.
For example: age, race, sexual
preference, religion, genetic
information (GINA).
AND: Cannot violate AB 1844
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EMPLOYER USE OF SOCIAL MEDIA FOR
RECRUITING
• Employers must exercise caution in recruiting online in

order to avoid a charge of discrimination.

• Consider: Does the online ad show a preference for a

specific population, either directly or indirectly, and
thereby exclude a protected class?
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DISCRIMINATORY RECRUITING:
A RECENT CASE
 In a recent case, the EEOC filed a lawsuit against

Orkin, alleging the company's Craig's List ads
seeking a recruiter "to assist in hiring LDS [returned]
missionaries for seasonal employment" were illegal;

 The ads allegedly showed a preference for

candidates of a certain religion (Mormons) and age
(returned missionaries tend to be in their 20s).
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EMPLOYER USE OF SOCIAL MEDIA FOR
INVESTIGATIONS
 Employers are increasingly using social media to gain

information related to employees pursuant to a workplace
investigation. This includes investigating workers’
compensation claims.

 Again, the concern is that an investigation may reveal

information that the employer is not entitled to receive such
as a history of heart disease in an employee’s family, which
would likely violate GINA.

 Employers must implement compliant social media policies

regarding the use of information obtained about an
employee.
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WC INVESTIGATIONS AND
PRIVACY CONCERNS
 Allison v. WCAB (1999) 64 CCC 624 and Pettus v. Cole

(1996) 61 CCC 975 (both cases contain extensive
references to privacy rights).

 Privacy is also central to the California Confidentiality of

medical Information Act (Civil Code 56 et seq.) and is
part of the California Constitution, Article I, Section I.

44
© 2014 FS&K Publishing, Inc.

HOW CAN INFORMATION OBTAINED FROM
SOCIAL MEDIA BE USED?
 To establish fraud, collusion.
 Even if evidence of direct fraud may be lacking, a

claimant may hurt his or her credibility if claiming a
certain level of permanent impairment while
participating in activities which conflict with that claim,
thereby resulting in a reduction of PD.

 Locate potential witnesses.
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CASE EXAMPLES
 A Los Angeles-area warehouse worker who claimed his

back injury prevented him from working posted that he
bowled a perfect game on his Facebook page.

 A judo instructor filed for total and permanent injury,

and later posted dates he was available for class
instruction.

 A bronco-riding champ filed a claim, and soon after

invited online buddies to attend his upcoming
competition.
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RUSSELL PATTERSON v.
TURNER CONSTRUCTION COMPANY
In a New York appellate court decision, the court held, in the
part of its decision upholding the right to compel a social
media site to produce claimant information, that the
information must be provided as long as it:
“contradicts or conflicts with plaintiff’s alleged restrictions,
disabilities, and losses, and other claims. The postings on
plaintiff’s online Facebook account, if relevant, are not
shielded from discovery merely because plaintiff used the
service’s privacy settings to restrict access, just as relevant
matter from a personal diary is discoverable…”
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QUERY: ARE SOCIAL MEDIA POSTINGS FAIR GAME WHEN
CONDUCTING A WORKERS’ COMP FRAUD INVESTIGATION?
 In general, most experts say yes because the information is “public”,

although the law in this area is unsettled. The reasoning is that a privacy
argument is unlikely to prevail in court because a person has no
reasonable expectation of privacy in whether he or she has a social media
account or in what is posted in his or her profile, because the information
is public.

 Even if a claimant protects his or her social media profile information

with privacy settings, the information is still available to at least some
third parties, to whom the claimant gives access (the claimants
"friends").

 However, consult with your company’s legal counsel about appropriate

guidelines when using social media for investigation of an applicant.
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WHY IS SOCIAL MEDIA INFORMATION VALUABLE
IN A WC INVESTIGATION?
 Electronically stored information (ESI) can show personal

status updates; comments by “friends”, photos or videos of a
claimant, and, or on- or off-the-job activities or events.

 Social media evidence often will substantiate some other

evidence found in an investigation, such as a statement from
a co-worker or witness, surveillance such as video, or medical
records indicating the claimant is not injured, is not injured
to the degree claimed, or was injured by other than the
stated cause.

 However, in some cases, the only information found to show

insurance fraud would be the social media evidence itself.
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CA INSURANCE CODE SECTION 791.03
“No insurance institution, agent or insurance-support organization shall use

or authorize the use of pretext interviews to obtain information in
connection with an insurance transaction; provided, however, that a
pretext interview may be undertaken to obtain information from a
person or institution that does not have a generally or statutorily
recognized privileged relationship with the person to whom the
information relates for the purpose of investigating a claim where there is
a reasonable basis for suspecting criminal activity, fraud, material
misrepresentation or material nondisclosure in connection with a claim. “

NOTE: The impact of this code section on using pretext to gain social media
information is unsettled.
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Unruh v. Truck Insurance Exchange
 The California Supreme Court held that the employer’s insurance carrier

intentionally committed outrageous and extreme conduct totally
unnecessary to and far beyond the bounds of normal investigation and
defense of a worker’s claim.

 Such conduct removes the carrier from the protective insulation of

sections 3600 and 3601 which limit the injured worker to the remedies
provided under the workers’ compensation act and bar actions at law.

Unruh v. Truck Insurance Exchange (1972) 7 Cal.3d 616 [Cal.Rptr. 815, 498 P.2d 1063]
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FINAL POINTS TO CONSIDER
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FOLLOW APPROPRIATE CONDUCT WHEN
CONDUCTING A WC INVESTIGATION
Always engage in professional, ethical
and lawful conduct.
 If in doubt about what is appropriate,
consult with management/legal
counsel.
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INDEPENDENTLY VERIFY INFORMATION
 Independently verify information obtained from
social media sites.
 Independently verify information obtain from an
employer or other source that came from a social
media site; understand that employers have
heightened privacy obligations to their employees.
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EXERCISE CAUTION WHEN CONSIDERING
THE USE OF PRETEXT

Pretext, such as creating a “fake” profile
on Facebook and inviting a claimant to
be your friend, may be problematicconsult with management/legal counsel.
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RECOGNIZE THAT MORE LEGAL GUIDANCE
IS NEEDED


The use of social media in the workplace,
including for workers’ compensation
investigations, is an UNSETTLED area of law.



Further guidance from the courts/legislature
is needed. Watch for updated court
decisions/legislation at
www.employmentlawweekly.com
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FS&K PUBLISHING
This publication/presentation is intended to provide helpful information
about the subject matter covered. It is not intended to, nor does it,
constitute legal advice. More specifically, it is provided with the
understanding that the authors/presenters are not rendering legal,
accounting, or other professional advice/services. If legal advice or other
expert assistance is required, seek the services of a competent professional.
Persons using this publication dealing with specific legal matters should
exercise their own independent judgment and research original sources of
authority and local court rules. The authors/presenters makes no
representations concerning the contents of this publication/presentation
and disclaim any warranties of merchantability or fitness for a particular
purpose.
© 2014 FS&K Publishing, Inc. ALL RIGHTS RESERVED. This publication may
not be copied, or reprinted without the permission of the publisher.
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• Brief History of the Stored Communications Act
(SCA)
• Congress passed the Electronic Communications Privacy
Act in 1986
• The SCA appears in Title II of the Electronic Communications
Privacy Act, codified at 18 U.S.C. §§ 2701-11.
• Purpose was to address access to stored wire and electronic
communications, and to protect electronic communications
that are configured to be private.

• World Wide Web invented c. 1990; web browser c. 1994
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• Statutory Language of the SCA provides, in pertinent
part, that:
• Whoever:

• intentionally accesses without authorization a facility through
which an electronic communication service is provided; or
• intentionally exceeds an authorization to access that facility; and
thereby obtains, alters or prevents the authorized access to a wire
or electronic communication while in electronic storage in such a
system (18 U.S.C. § 2701(a))
• shall be liable for damages (18 U.S.C. § 2707).

• However, it is not unlawful to access an electronic
communication made through an electronic communication
system that is configured so that such electronic
communication is readily accessible to the general public (18
U.S.C. § 2511(2)(g)(i)).
• In sum, the SCA covers (1) electronic communications, (2)
that were transmitted via an electronic communication
service, (3) that are in electronic storage, and (4) that are not
public.
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• Application of the SCA to Facebook
• Facebook wall posts are electronic communications
• Facebook wall posts are transmitted via an electronic
communication service
• Facebook wall posts are in electronic storage
• The SCA distinguishes between “temporary” storage and
“backup” storage

• Facebook wall posts that are configured to be private
not accessible to the general public
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• Authorized User Exception to the SCA
• This exception applies where access to the
communication was authorized by a user of that service
with respect to a communication intended for that user
(18 U.S.C. § 2701(c)(2)).
• Access is not authorized if the purported authorization
was coerced or provided under pressure.
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• General Considerations

• Under the SCA, Facebook (or other social networking sites
such as Twitter, Instagram, etc.), can reject a subpoena
issued by counsel for information stored within the
network.
• Assuming a subpoena is honored by the social networking
site, information may be sent directly to the court, Workers’
Compensation Commission, Workers’ Compensation Board.
• Information which is private on the user’s account may be
viewable through a “friend’s” public wall or site
• Though the SCA offers some protection, a user of a social
networking site has no true expectation of privacy
• “Private” party example

• However, a claimant can enhance the security of his posts
by restricting friends from “tagging” him on pictures or
events, posting to his wall, or sharing his posts to another
wall.
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EVIDENTIARY CHALLENGES
• Relevance
• Evidence having a tendency to make the existence of
any fact that is material to the determination of the
proceeding more probable or less probable than it
would be without the evidence

• Keep an eye on your issue; not everything on
Facebook is relevant
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• Hearsay and a Few of its Exceptions
• Hearsay is an out of court statement offered into
evidence to establish the truth of the matter asserted
• Some Useful Exceptions
• Statement against interest exception (if the declarant is
unavailable), or the admission by party opponent exclusion
(this type of statement is non-hearsay, and therefore does not
require unavailability
• Present Sense Impression versus Excited Utterance
• Present Sense Impression exception allows statements describing
or explaining an event or condition, made while or immediately
after the declarant perceived it
• Excited Utterance exception allows a statement relating to a
startling event or condition, made while the declarant was under
the stress of excitement that it caused

65

Use of the rules of Evidence in the Workers’
Compensation Forum
• Rules of evidence are relaxed in some states
• “Persuasive hearsay” versus “worthless rumor or gossip”
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• Spoliation of Evidence
• The duty to preserve is triggered when a party
reasonably foresees that evidence may be relevant to
issues in litigation. All evidence in that party’s
possession, custody or control is subject to the duty to
preserve.
• Re-setting privacy settings (not spoliation) versus, for
example, changing a profile picture (technical
spoliation), versus closure of an account or deletion
(spoliation)
• If spoliation does occur, is the opposing party prejudiced by the
loss of the evidence?
• In civil cases, the jury might receive an adverse-inference
instruction; the commissioner/workers’ compensation judge may
also draw an adverse inference
• Beware sanctions against both the party and counsel
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Ethical Considerations
ABA Model Rules of Professional Conduct
• Transactions with Persons Other Than Clients
• Rule 4.1 Truthfulness in Statements to Others
• Rule 4.2 Communication with Person Represented by
Counsel
• Rule 4.3 Dealing with Unrepresented Person

• Law Firms and Associations
• Rule 5.3 Responsibilities Regarding Nonlawyer
Assistance

• Maintaining the Integrity of the Profession
• Rule 8.4 Misconduct
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Private v. Public
Information

New York State Bar Association Committee on
Professional Ethics
•

Public Information - With regard to represented and
unrepresented parties a lawyer or a third party hired by a
lawyer, may ethically view and access profiles of a party to
litigation as long as the profile is available to all members of
the network. No permission is required to access the
information.

•

Private Information
• Password protected
• On a private network
• Require permission, or “friend” status, to access
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Rule 4.2 – Communication with Person
Represented by Counsel

• In representing a client, a lawyer shall not communicate
about the subject of the representation with a person the
lawyer knows to be represented by another lawyer in the
matter, unless the lawyer has the consent of the other
lawyer or is authorized to do so by law or a court order.

Rule 4.3 Dealing with Unrepresented
Person/Parties
• In dealing on behalf of a client with a person who is
not represented by counsel, a lawyer shall not state or
imply that the lawyer is disinterested. When the lawyer
knows or reasonably should know that the
unrepresented person misunderstands the lawyer’s
role in the matter, the lawyer shall make reasonable
efforts to correct the misunderstanding.
70

What qualifies as a communication in the
context of Social Media?
Friend Requests
Follow Me Requests
Any other permissions from the
user/owner of the account that may
be required to gain access to an
account.
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Rule 5.3 - Responsibilities Regarding
Nonlawyer Assistance
• With respect to a nonlawyer employed or retained
by or associated with a lawyer:
• (c) a lawyer shall be responsible for conduct of such a
person that would be a violation of the Rules of
Professional Conduct if engaged in by a lawyer if:
• (1) the lawyer orders or, with the knowledge of the specific
conduct, ratifies the conduct involved; or
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What qualifies as a communication in the
context of Social Media?
Friend Requests
Follow Me Requests
Any other permissions from the
user/owner of the account that may
be required to gain access to an
account.

Whether by the lawyer or a third party hired by the lawyer,
73
it is a communication

Rule 8.4 – Misconduct
• It is professional misconduct for a lawyer
to:

• (a) violate or attempt to violate the Rules of
Professional Conduct, knowingly assist or
induce another to do so, or do so through
the acts of another;
• (b) commit a criminal act that reflects
adversely on the lawyer's honesty,
trustworthiness or fitness as a lawyer in
other respects;
• (c) engage in conduct involving dishonesty,
fraud, deceit or misrepresentation
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Rule 4.1 – Truthfulness in Statements
to Others
• It is professional misconduct for a
lawyer to:
• (a) violate or attempt to violate the Rules of
Professional Conduct, knowingly assist or induce
another to do so, or do so through the acts of
another;
• (c) engage in conduct involving dishonesty,
fraud, deceit or misrepresentation
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Duty to Preserve Evidence
• The duty to preserve evidence is triggered when a
party reasonably foresees that evidence may be
relevant to issues in litigation.
• All evidence in possession, custody and control

Plaintiff’s attorneys: Beware that instructions to
delete or close social media accounts may lead to
spoliation of evidence.
Defense attorneys: Social media content should be
included in evidentiary hold/preservation notices
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