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Current Telehealth Regulatory Landscape:
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CONTEXT
 January 31, 2020: the Secretary of the Department of Health
and Human Services (HHS) declared a Public Health Emergency
(PHE) for COVID-19.

– This PHE initially lasted 90 days (from January 27).
– The time period can be, and has been, extended for subsequent 90-day
periods unless HHS declares that the PHE no longer exists.
– Renewed April 15, 2021.

 The PHE has resulted in substantial changes to the provision of
telehealth services across the country.
– Permanent vs. temporary

DATA SECURITY AND PRIVACY
 Health Insurance Portability and Accountability Act (HIPAA)
 Must implement specified physical, technical, and administrative
safeguards for e-PHI, including:

– Transmission security: Implement technical security measures to guard
against unauthorize access to e-PHI being transmitted over an
electronic communications network
– Integrity controls (addressable): Implement security measures to ensure
electronically transmitted e-PHI is not improperly modified
– Encryption (addressable): Implement mechanism to encrypt e-PHI
information when appropriate
45 CFR 164.312

DATA SECURITY AND PRIVACY
 Must put a system in place that provides secure communication
to protect e-PHI.
 Must put a system in place to monitor communications
containing e-PHI to prevent security breaches.
 Physical security – even if the communication channel is HIPAAcompliant, providers must ensure that they and their patients
are in physically secure locations.
– If privacy is not possible, HHS recommends “using lowered voices, not
using speakerphone, or recommending that the patient move to a
reasonable distance from others when discussing PHI.”

DATA SECURITY AND PRIVACY
 HIPAA: Business associates agreements
 Other treatment providers are not business associates providing
treatment (45 CFR 160.103)
 May need business associate agreements with vendors or other
outsiders who assist with telemedicine, including
– Entity that transmits PHI and has regular access to PHI
 Not “conduits”
– Entity that stores PHI

DATA SECURITY AND PRIVACY
 HIPAA: Business associates agreements
 Exceptions:
– Members of workforce
 You have control over person while onsite
– Members of organized health care arrangement (OHCA)
 Integrated delivery of patient care

DATA SECURITY AND PRIVACY: CHANGES IN
THE PANDEMIC

 HHS Office of Civil Rights (OCR) issued a “Notification of
Enforcement Discretion” permitting covered health care
providers to use popular communications applications without
risking penalties for violations of HIPAA rules for the “good
faith” provision of telehealth services.

– May use “non-public facing” video chat applications like Apple
FaceTime, Facebook Messenger video chat, Google Hangouts video,
Zoom, and Skype, etc.
– May use “non-public facing” text-based applications like Signal, Jabber,
Facebook Messenger, Google Hangouts, WhatsApp, and iMessage
– May not to use “public-facing” applications such as Facebook Live,
Twitch, etc.

DATA SECURITY AND PRIVACY: CHANGES IN
THE PANDEMIC

 OCR will exercise “enforcement discretion” regarding providers
who deliver services without meeting all HIPAA requirements.
– OCR Will not penalize providers for “good faith” use of telehealth
services.
– What about known security risks?

 Bad actors.

– Increased efforts to access sensitive information that is now more
vulnerable.

DATA SECURITY AND PRIVACY: CHANGES IN
THE PANDEMIC
 For more security, use technology vendors that are HIPAA
compliant and will enter into HIPAA business associate
agreements.

– Vendors advising OCR that they provide HIPAA-compliant video
communication products and will enter into HIPAA business associate
agreements:
 Skype for Business/Microsoft Teams, Updox, VSee, Zoom for
Healthcare, Doxy.me, Google G Suite Hangouts Meet, Cisco Webex
Meetings/Webex Teams, Amazon Chime, GoToMeeting, and Spruce
Health Care Messenger
– OCR has not reviewed these vendors’ business associate agreements.

 Other technology vendors may also offer HIPAA-compliant
video communication products.

DATA SECURITY AND PRIVACY: WHAT’S
NEXT?

 Many calls to return to pre-pandemic requirements to protect
patient privacy
 Office of the National Coordinator of Health Information
Technology published final rules adding safeguards for e-PHI
– Not directly tied to telehealth services, but will likely impact

DATA SECURITY AND PRIVACY: WHAT’S
NEXT?

 Enhanced training for providers regarding patient privacy.
 Ensure that appropriate business associate agreements are in
place.
 Greater regulatory guidance and enforcement regarding
cybersecurity.
 Push for greater access to adequate broadband connectivity.

Licensing – General Rule
General Rule: unless there is a state law exception, practitioner must be licensed where
the patient is located, and comply with the licensing/scope of practice laws of that state
- MDs, DOs, PAs, NPs, psychologists, RNs, SWs, professional counselors, marriage and
family therapists, licensed behavioral analysts, etc.
Exceptions to General Rule:
- Licensure Compacts
- Licensure by
Endorsement/Reciprocity
- Contiguous States
- Telehealth Registration
- Pandemic Developments

Licensing – Exceptions to General Rule
• Licensure Compacts. Interstate Medical Licensure Compact; Nurse Licensure Compact;
Psychology Interjurisdictional Compact
• Licensure by Endorsement/Reciprocity. E.g., Virginia: physicians, psychologists,
nurses, social workers
• Contiguous States. E.g., Ohio: physicians “residing on the border of a contiguous state”
OH ST § 4731.36
• Telehealth Registration. E.g., Florida: out-of-state telehealth registration

Licensing – Pandemic
• States issued a wide range of emergency regulations to increase licensure portability on
a temporary basis
• E.g., Florida: during the pandemic, eligible healthcare professional licensed in
another state were permitted to provide telehealth services in FL without FL
licensure or registration. DOH No. 20-011. (Governor DeSantis suspended local
emergency orders on May 3, 2021)
• Current “state” of states: a handful of states have lifted state of emergency and
corresponding emergency regulations in recent months, some are scheduled to expire
in the near future, and some are in place until further notice.

Licensing – Other Considerations
• Scope of practice
• Supervision requirements
- Note: gradual trend of increased autonomy for midlevel practitioners. E.g., FL ST FL
ST § 464.0123
• Telemedicine-specific rules (see next slide)
• Facility licensure

Licensing – Other Licensing Rules

Licensing – What’s Next??

Although some licensure rules have been and will continue to be relaxed on a permanent
basis (discussed in more detail to some extent in later slides), expect that licensure
portability will likely continue to be a challenge for providers to navigate.

CREDENTIALING
 Licensing vs. credentialing

– Licensing: Obtaining authorization practice medicine
 State by state process
– Credentialing: Verification of practitioners’ education, insurance,
licensing, etc. to ensure they meet the standards of practice
 Hospital or healthcare facility process
 Each site delivering telehealth services must credential the provider

CREDENTIALING
 Purpose: Protect patients by ensuring that telehealth providers
meet standards set out in state regulations and hospital policies.
 Problem: Time-consuming administrative process, especially for
rural facilities.
– Over $7,000 a year on credentialing application for one state.
– Administrators spend 20 hours to credential every provider.
– Two to three months before a provider starts.

CREDENTIALING
 Choice for many rural hospitals:

– Contract with distant providers for telehealth services
– Require patients to travel to receive that particular care or simply go
without

 Solution: The option of credentialing by proxy

– Allows the hospital receiving telehealth services to accept the
credentialing decisions of the distant site hospital where the provider is
located

CREDENTIALING
 Be careful:

– Hospital bylaws must permit
credentialing by proxy
– To participate in and receive
reimbursement from Medicare
or Medicaid programs, a
hospital must be certified as
complying with the Medicare
Conditions of Participation
(CoPs).

CREDENTIALING
 CoPs requirements:

– Written agreement
– Distant site participates in Medicare
– Telehealth provider is privileged at distant site
– Current list of provider’s privileges is given to originating site
– Provider is licensed/license recognized by state of originating site
– Originating site reviews provider’s performance and provides this
information to distant site
– Originating site must inform distant site of any adverse
events/complaints regarding the provider’s services

 Requirements differ slightly from facility to facility

CREDENTIALING: PANDEMIC
 The Federation of State Medical Boards have assisted states to
expedite credentialing.
 The CARES Act:
– As part of the Coronavirus Aid, Relief, and Economic Security
(“CARES”) Act, Congress appropriated $200 million in funding
for the COVID-19 Telehealth Program (the “Program”).
 Available to nonprofit and public eligible health care providers.
 The Program funded several million dollars in requests for
credentialing assistance.

– Round 2: Expanding the scope and funding of the CARES Act
Program, including for use in credentialing.

CREDENTIALING: WHAT’S NEXT?
 As with licensing, there are industry calls to streamline the
credentialing process.
– Will states cooperate?
– Providers will benefit from the use of technology offered by
private entities.
 The biggest impediment to streamlining of the credentialing
process: States.

Reimbursement

• Medicare
• Medicaid
• Commercial

Reimbursement - Medicare
Prior to the PHE, Medicare traditionally reimbursed for only limited telehealth services:
Originating Site Restrictions
-

Geography: Located in a rural HPSA or county outside of a MSA; and
Facility Type: facility allowed by Medicare (e.g., physician/practitioner office, hospital, SNF,
CAH, FQHC, etc.) – generally, NOT patient’s home

Provider Type Restrictions
Limited Covered Services
Qualifying Technology
-

Generally: interactive audio and video telecommunication systems that permit real-time
communication

Reimbursement – Medicare: Initial PHE Response
Temporary Relaxations during the PHE:
• Where? Temporary expansion of originating sites
• What? Temporary expansion of services
• How? Audio-only services; Expansion of eligible practitioners; HIPAA relaxation
• How much? Reimbursement at in-person rates; Reduced or waived cost-sharing

Reimbursement – Medicare: 2021 Changes
2021 Medicare Physician Fee Schedule - Highlights
• Codes/Services
o Permanent: 9 new “Category 1” services
o Temporary: ~60 new “Category 3” services; and services not within
Category 3
• Direct Supervision: can be provided remotely via real-time, interactive audio-video
technology (audio-only not sufficient), removing the requirement that the physician
be physically present.
• Frequency Limitations: subsequent nursing facility visits via telehealth reduced
from 30 days to 14 days
• Audio-Only: extends covered audio-only services (by code and by type of
practitioner)

Reimbursement: What’s Next??
More Changes to Come!
Issues to watch:
• Originating Site
• Provider Types
• Audio-Only Coverage
• Establishment of Doctor-Patient Relationship
• Rates

Reimbursement – Medicaid

• Rates and conditions vary from state to state
o Conditions: may include requirements as to the electronic mode of
communication (e.g., synchronous audio and video) and/or documentation
requirements, among others
o Parity: some states have telehealth parity with respect to the types of services
and/or the rates of such services
• Pandemic – relaxation measures
o Types of practitioners
o Types of services
o Required electronic modes of communication
o Establishment of physician-patient relationship

Reimbursement – Medicaid

Informed Consent
General Standard: understand the nature of the care, along with the anticipated
benefits, risks and alternatives

Spoken or written??

Informed Consent

• Advisable for form to be specific to telehealth if feasible/appropriate – or otherwise
specifically contemplate telehealth

• Select considerations:
 Security
 Tech issues/decision-making
 Appropriateness of telehealth
 Have other intake forms already been executed? E.g., Notice of Privacy
Practices; Financial Responsibility; etc.
 Frequency?

PRESCRIBING
 Telehealth providers are generally subject to prescribing rules
set under licensure regulations
 Additional federal and state limitations for telehealth
– Controlled substances
– Patient location
– Physician-patient relationship
– Emergency
– Medication-assisted treatment of an opioid use disorder

PRESCRIBING: CHANGES IN THE PANDEMIC
 The Ryan Haight Online Pharmacy Consumer Protection Act of
2008 (the “Haight Act”)
– The Haight Act prohibits prescribers from issuing a valid prescription
for a controlled substance via internet, including using telehealth
services, without first conducting at least one in-person medical
evaluation
– A PHE is an exception to the in-person medical examination
requirement

 When HHS declared a PHE, it triggered this exception to the “inperson medical evaluation” requirement for online prescribing

PRESCRIBING: CHANGES IN THE PANDEMIC
 DEA now allows registered practitioners to issue
prescriptions for all schedule II-V controlled substances to
patients with no in-person medical evaluation if:
– The prescription is issued for a legitimate medical purpose
by a practitioner acting in the usual course of his/her
professional practice,
– The telemedicine communication is conducted using an
audio-visual, real-time, two-way interactive communication
system, and
– The practitioner is acting in accordance with applicable
federal and state laws.

 Qualifying practitioners can prescribe buprenorphine to
new and existing patients with opioid use disorder based
on a telephone evaluation.

PRESCRIBING: CHANGES IN THE PANDEMIC
 For more on the specific requirements for
practitioners, see:

– DEA’s How to Prescribe Controlled Substance to Patient
During the COVID-19 Public Health Emergency
(https://www.deadiversion.usdoj.gov/GDP/(DEA-DC023)(DEA075)Decision_Tree_(Final)_33120_2007.pdf)
– DEA’s COVID-19 Information Page
(https://www.deadiversion.usdoj.gov/coronavirus.html)
– DEA’s Letter to physicians about buprenorphine
(https://www.deadiversion.usdoj.gov/GDP/(DEA-DC022)(DEA068)%20DEA%20SAMHSA%20buprenorphine%20t
elemedicine%20%20(Final)%20+Esign.pdf)

PRESCRIBING: CHANGES IN THE PANDEMIC
 In conjunction with HHS’ action, numerous states indicated that
they would not impose penalties for noncompliance with state
regulatory requirements that an in-person medical examination
precede issuing a prescription for a controlled substance
– Be careful: While many restrictions have been loosened, they
vary from state to state

PRESCRIBING: POST-PANDEMIC
 Some discussion of incremental changes to assist in addressing
the opioid epidemic, although this is not really tied to the
pandemic.
 More likely that, given the risks of loosening telemedicine
prescribing restrictions in the opioid epidemic, in-person
prescribing requirements will likely return

Fraud and Abuse
“As our work and the national conversation continues, OIG believes there is a shared
goal: ensuring that telehealth delivers quality, convenient care for patients and is not
compromised by fraud.” – Christi Grimm, Principal Deputy Inspector General, U.S.
Department of Health and Human Services
• Audits
• Operation Rubber Stamp
• “Florida Businesswoman Pleads Guilty to Criminal Health
Care and Tax Fraud Charges and Agrees to $20.3 Million
Civil False Claims Act Settlement” – DOJ 2/4/21
• “Criminal Charges Against Telemedicine Company Executive, Physician, Marketers,
and Medical Business Owners for COVID-19 Related Fraud Schemes with Losses
Exceeding $143 Million” – DOJ 5/26/21

Other Considerations

•
•
•
•
•

Malpractice
ADA/translation services
Documentation requirements
Establishing physician-patient relationship
Standard of Care

Hypos – Fun!

• The video cut out halfway through the call. Can the provider bill the service?
• The patient is driving during the session. What should the provider do?
• The patient is on vacation in another state. Can provider call in a prescription to a
pharmacy nearby?
• Provider has an ACN license in FL, and the patient is located in an area that is not an
designated area of critical need. Can provider see the patient?
• Provider is on vacation in another country, but patient is located in the state where
provider is licensed. Can provider see the patient?
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