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Tips for Optimal Quality
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Sound Quality
If you are listening via your computer speakers, please note that the quality
of your sound will vary depending on the speed and quality of your internet
connection.
If the sound quality is not satisfactory, you may listen via the phone: dial
1-866-961-8499 and enter your PIN when prompted. Otherwise, please
send us a chat or e-mail sound@straffordpub.com immediately so we can
address the problem.
If you dialed in and have any difficulties during the call, press *0 for assistance.

Viewing Quality
To maximize your screen, press the F11 key on your keyboard. To exit full screen,
press the F11 key again.

Continuing Education Credits

FOR LIVE EVENT ONLY

In order for us to process your continuing education credit, you must confirm your
participation in this webinar by completing and submitting the Attendance
Affirmation/Evaluation after the webinar.
A link to the Attendance Affirmation/Evaluation will be in the thank you email
that you will receive immediately following the program.
For additional information about continuing education, call us at 1-800-926-7926
ext. 35.

Program Materials

FOR LIVE EVENT ONLY

If you have not printed the conference materials for this program, please
complete the following steps:
•

Click on the ^ symbol next to “Conference Materials” in the middle of the lefthand column on your screen.

•

Click on the tab labeled “Handouts” that appears, and there you will see a
PDF of the slides for today's program.

•

Double click on the PDF and a separate page will open.

•

Print the slides by clicking on the printer icon.
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Significance of Service Level
Agreements
• When should parties expect a Service Level
Agreement?
• Locally installed vs. Cloud-Based Software
• Hosting Relationships

• Addressing Service Level Agreement negotiations in
unusual scenarios
• Purpose of Service Level Agreement

• Commitment from provider to provide the services to an
agreed standard
• Incentivize provider performance
• Ensure customer not paying for more than it gets; customer
compensated for failures
• Setting expectations between customer and provider
• Avoid relationship-ending disputes
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Significance of Service Level
Agreements
• Role of Service Level Agreement vs. Reliance on
Terms in Provider Agreement
– Preservation of the relationship; avoidance of dispute
– Alternative of treating service failures as material breach
– Difficult to enforce
– Damages are hard to prove / might be capped by limitation of
liability
– Dispute resolution costs
– Practical challenges of finding new provider (e.g., pricing
challenges, technology or service compatibility issues, data
exportation/importation challenges, implementation costs,
time loss in conducting due diligence on providers)
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Key Provisions in Service Level
Agreements
• Service Availability
• Uptime guarantee—how is it defined? Requires that the
services will have an uptime (i.e., availability) of a certain
percentage, during certain hours, measured over an agreed
upon period.
• Are there exclusions? (i.e. scheduled downtime; after-hours in
particular time zone)
• Are the exclusions acceptable? Ensure service availability is
aligned with customer’s expectations and business needs.
• Considerations: Is the provider the host or is a third party
providing the hosting service? If a third party is involved,
what is the service availability and uptime guarantee of third
party?
9
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Key Provisions in Service Level
Agreements
• Service Availability
• Sample Service Level Guarantee Clause:
Provider will make the Services Available continuously, as
measured over the course of each calendar month period,
an average of 99.99% of the time, excluding unavailability
as a result of Exceptions, as defined below (the “Availability
Percentage ” ). “ Available ” means the Services shall be
available for access and use by Client. For purposes of
calculating the Availability Percentage, the following are
“ Exceptions ” to the service level requirement, and the
Services shall not be considered Un-Available, if any
inaccessibility is due to: (i) Client’s acts or omissions; (ii)
Client’s Internet connectivity; and (iii) Provider’s regularly
scheduled downtime (which shall occur weekly, Sundays,
from 2 am – 4 am central time).
10
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Key Provisions in Service Level
Agreements
• Service Performance

• Mission critical vs. non-mission critical service
• Minimum Service Levels and Expected Service Levels
• Performance Responses: Percentage of performance vs. actual
number, for example:
– 99% of responses within 1 hour
– No more than 1 miss in each calendar month

• Performance Response Times: Resolution requirements vs.
response goals
• Key Performance Indicators vs. Critical Service Levels
• Services that fail to provide timely responses to its users are
effectively “unavailable”
• Therefore, include a service level that sets forth maximum response
times for a customer’s use of the services
• a specific service level target depends on the facts and
circumstances in each case (e.g., transaction complexity, processing
required, whether services are being accessed over an Internet
connection or a leased line)
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Key Provisions in Service Level
Agreements
• Service Performance
• Sample Service Performance Clause
• The average download time for each page of the Services, including all
content contained therein, shall be within the lesser of (a) 0.5 seconds of
the weekly Keynote Business 40 Internet Performance Index (“KB40”)
or (b) two (2) seconds. In the event the KB40 is discontinued, a
successor index (such as average download times for all other
customers of Provider) may be mutually agreed upon by the parties.
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Key Provisions in Service Level
Agreements
Priority Response Time Example:
Priority

Description

Response Time

Resolution

P1 – Critical

A P1 support issue is described as critical—software
platform is inoperable.

1 Business Day

Company will assign support staff to
triage and resolve the issue and
provide updates or workarounds.

2 Business Days

Company will assign support staff to
triage and identify the problem.
Company will exercise commercially
reasonable efforts to resolve the
issue.

P2 – Urgent

P3 – Non-Urgent
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A P2 support issue is described as urgent—a problem
causing an inconvenience, but the customer can still
access the software platform.

A P3 support issue is described as non- urgent—an
enhancement request or intermittent issue that may
require research to resolve.

3 Business Days
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Company will address request and
work to establish a mutually
acceptable time frame for resolution.
Company will use commercially
reasonable efforts to resolve the
issue.

Key Provisions in Service Level
Agreements
Key Performance Indicator (“KPI”) Example:
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Key Provisions in Service Level
Agreements
Critical Service Level (“CSL”) Example:

15

© 2016 Foley & Lardner LLP & The Prinz Law Office. All rights reserved

Key Provisions in Service Level
Agreements
• Continuous Improvement
• Service levels should reflect improvement in service over
time
• Improvements to meet evolved customer requirements
• Improvements to reflect provider’s ability to provide
higher quality of service
• For example:
• After first 12 months of service adjust service level to the
average of the highest 10 months in the last 12 months
• Appropriate limits on service level adjustments
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Key Provisions in Service Level
Agreements
• Earnback
• Minimum / expected service level framework
• Earnback only applies to expected service level
• No earn back on failure to meet minimum service
levels
• Earn backs should be tied to continuous outperformance
of the expected service level
• Provider’s actual performance for a particular service
annualized in excess of the expected service level
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Key Provisions in Service Level
Agreements
• Service Credit
•

Credit is a remedy applied for service that failed to meet uptime guarantee in a particular service
period.
•
•

•
•
•

Does agreement clearly state that credit is sole remedy? Or can failure still be treated as a material breach?
What are consequences of a repeated service failure? Can customer terminate for material breach?

Ensure credit can actually be applied in a service failure situation. Frequently credits terms are drafted
so poorly that a dispute is likely in any actual service failure situation.
Typically, remedies for failure to hit a service level start out as credits towards the next period’s service.
Sample Service Credit Clause:

In the event the Services are not Available 99.99% of the time but are Available at
least 95% of the time, then in addition to any other remedies available under this
Agreement or applicable law, Client shall be entitled to a credit in the amount of
$_____ each month this service level is not satisfied. In the event the Services are not
Available at least 95% of the time, then in addition to any other remedies available
under this Agreement or applicable law, Client shall be entitled to a credit in the
amount of $_____ each month this service level is not satisfied. Additionally, in the
event the Services are not Available 99.99% for (a) three (3) months consecutively or
(b) any three (3) months during a consecutive six (6) month period, then, in addition to
all other remedies available to Client, Client shall be entitled to terminate this
Agreement upon written notice to Provider with no further liability, expense, or
obligation to Provider.
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Key Provisions in Service Level
Agreements
• Definitions

• Definitions should be included wherever needed to explain concept
• Sample definitions that may be found in Service Level Agreements
• Scheduled Downtime: downtime due to the performance of routine maintenance to
the cloud environment, including but not limited to: (i) upgrades of hardware or
software; (ii) daily backups and other daily processing; and (ii) other activities to
maintain or improve the service and supporting systems.
• Service Outage: any period of reported downtime, excluding the following: (A) any
downtime that is caused by telecommunications or Internet services; (B) software or
hardware controlled by a third party or (c) a force majeure event.
• Monthly Maximum At Risk Percentage: With respect to each calendar month, 18% of
Provider’s fees for Services in such month
• Critical Service Level: Those Service Levels that have performance credits associated
with service level failure
• Key Performance Indicator: Those Service Levels that don’t have performance
credits associated with service level failure
• Earnback: The right of provider to earn back performance credits for Critical Service
Level failures
• Performance Credit Allocation Percentage: The total of the percentages (e.g.,
weights) of all Critical Service levels, which shall not exceed an agreed upon amount
(e.g., 250%).
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Service Level Agreement Measuring
Tools
• Ensure provider has proper tools and
methodologies to actually measure and report on
the service levels
• Must be implemented prior to transition complete (or
prior to the start date for the applicable service level)
• Failure to measure = service level failure

• Client needs to be able to adopt same tools and
methodologies to measure and maintain clear
records on service levels, so that Client will be in a
position to provide service failure when it occurs.
20
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Service Level Reporting
• Each service level has a measurement period
• Reports delivered within a specified period after measurement
period (e.g., 10 days)
• Failure to deliver reports timely = service level failure for the
applicable service level
• Hard copy and/or online
• Availability of supporting data
• Quarterly and annual service level reports (in addition to regular
reporting requirements)
• Task force to review service level performance on a regular basis
– Monthly, quarterly annual meetings
– Included in governance structure of transaction

21
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Service Level Agreement Standards
Groups Working on Standards for Service Level
Agreements:
• Cloud Standards Customer Council: end user advocacy
group for cloud adoption; U.S. based
• SLA-Ready: Group focused on making cloud SLAs
readily usable in the private sector
• European Commission Directorate General for
Communications Networks, Content & Technology (DG
CONNECT)
• International Organization for Standardization
22
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Service Level Agreement Standards
• ISO/IEC 19086:1: SLA Overview and Concepts
• ISO/IEC 19086:2 SLA Metric Model
• ISO/IEC 19086-3: SLA Core Conformance
Requirements
• ISO/IEC 19086-4: Security and Privacy of SLA
• Cloud Service Level Agreement Standardization
Guidelines
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Common Issues and Remedies
• Scenario: Provider is using a Service Level Agreement
that was copied off the Internet and will not be able to
meet the terms offered.
• Remedy: Inquire with the Provider about any third party host
and insist on reviewing the host’s Service Level Agreement.
Then, include a clause requiring thirty (30) days prior written
notice in advance of any change of host. If the Provider is
relying on a host with no service level agreement or an
inadequate service level agreement to provide the services,
this can be identified in advance.
• Example: Provider shall notify Client at least thirty (30) days’
prior to implementing any change of third party host and shall
be responsible for providing to Client a copy of the service
level agreement then in-effect for any replacement host.
24
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Common Issues and Remedies
• Scenario: Provider says Service Level Agreement is nonnegotiable and Service Level Agreement is
unacceptable to Client.
• Remedy: Assuming Client is unwilling to find a new Provider
and Provider is unwilling to enter into a separate addendum
to the Service Level Agreement, then Client needs to
negotiate the main agreement applicable to the relationship
with the understanding that enforcement of the main
agreement terms will be Client’s only remedy. In particular,
Client should draft warranty terms to address any service
availability and performance issues, and ensure that a breach
of warranty clearly constitutes a material breach of the main
agreement contract.
25
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Common Issues and Remedies
• Scenario: Provider is offering a service credit remedy
that is either too complicated to implement in a service
failure scenario or simply makes no sense.
• Remedy: Review the service credit with Provider and suggest
a service failure test scenario, where Provider demonstrates
how the service credit would be applied in your proposed test
scenario. If both Client and Provider determine that the same
service credit would be due and payable under the test
scenario, then this suggests that the service credit is
workable. On the other hand, if Client and Provider
determine that a different service credit would be due and
payable, this is clear proof that the service credit is going to
be ineffective to resolve service failure issues.
26
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Common Issues and Remedies
• Scenario: Provider is withholding service because of a
fee dispute
• Remedy: Include a provision prohibiting the provider’s
withholding of services
• Example:
• Provided Client continues to timely make all undisputed
payments, Provider warrants that during the Term of this
Agreement it will not withhold Services provided hereunder,
for any reason, including but not limited to a dispute between
the parties arising under this Agreement, except as may be
specifically authorized herein.
27
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Common Issues and Remedies
• Scenario: Provider is withholding service because of a fee
dispute

• Alternate Remedy: Include a provision to promptly resolve fee
disputes before services withheld.
• Example:
• Client shall pay Undisputed Invoices within thirty (30) days after
receipt. For the avoidance of doubt, an “Undisputed Invoice” is an
invoice that does not contain duplicate charges, obvious billing
errors, or charges that were clearly intended to be charged to a
third party. In the event that Client identifies an error with respect
to any invoice, Client shall be required to report the error to Provider
within fifteen (15) days following receipt of the invoice. If Provider is
able to confirm the validity of the invoice in question, Provider shall
notify Provider confirming the validity of the charges reflected in the
invoice, and Client will be responsible for paying the invoice in
question within thirty (30) days following receipt of confirmation
from Provider.
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Common Issues and Remedies
• Scenario: Provider is closing its business because
of financial difficulties
• Include a bankruptcy provision

• provides the client the right to terminate the Agreement in
the event of a provider bankruptcy

• Include a transition assistance services provision

• requires the provider to assist in transition of the services to
a 3rd party provider or to the client, in the event of
expiration or termination of the Agreement

• However, once the provider has declared bankruptcy, Provider’s
ability to assist the client may be limited
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Common Issues and Remedies
• Scenario: Provider is closing its business
because of financial difficulties
• Include a provision authorizing termination for bankruptcy,
insolvency, or in the event a receiver is appointed to hold
assets

• provides the client the right to terminate the Agreement in the
event of a provider bankruptcy, insolvency, or in the event of an
appointment of a receiver

• Include a transition assistance services provision

• requires the provider to assist in transition of the services to a 3rd
party provider or to the client, in the event of expiration or
termination of the Agreement

• However, once the provider has declared bankruptcy or become
insolvent, Provider’s ability to assist the client may be limited.
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Common Issues and Remedies
• Scenario: Provider is closing its business
because of financial difficulties
• Remedy: If the client is not confident of the provider’s
financial stability, then consider adding a provision that
enables the client to identify provider’s financial issues in
advance
• Require the provider to deliver periodic reports on its
financial condition
• Example:

• Quarterly, during the Term, Provider shall provide Client with all
information reasonably requested by Client to assess the overall
financial strength and viability of Provider and Provider’s ability to
fully perform its obligations under this Agreement. In the event
Client concludes that Provider does not have the financial
wherewithal to fully perform as required hereunder, Client may
terminate this Agreement without further obligation or liability by
providing written notice to Provider.
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Common Issues and Remedies
• Scenario: Provider is closing its business
because of financial difficulties

• Alternate Remedy: Require Provider to identify and
appoint an employee to manage the account and ensure
that any accompanying agreement has no prohibitions
on hiring Provider employees. Then, in the event of a
closure of business, hire or contract with the
accountable employee directly, thereby ensuring
continuation of the services.
• Example: Provider shall identify, appoint, and maintain in
effect at all times an employee who manages Client’s
account and is responsible for the performance of the
services on behalf of Provider (the “Designated
Employee”. Client shall be notified at least thirty (30)
days in advance of any personnel change to the
Designated Employee.
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Common Issues and Remedies
• Scenario: Provider is acquired by larger company that
does not provide the same level of service or intends to
phase out service
• Remedy: Require advance consent prior to any merger or
acquisition of all or substantially all of the assets of the
company, and then negotiate when consent is sought the
services required via separate agreement as a condition of
providing the consent.
• Example: Neither party shall assign its rights or obligations
under this Agreement to any third party, in whole or in part,
without the prior written consent of the other party.
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Special Service Level
Considerations for the Cloud
• Data Storage/Transmission

• Does the location of the data match customer’s location? If not, local
legislation on data storage and transfer may apply.
• What is the security level of the data?

• Is the stored data encrypted?
• Is the data encrypted in transmission?
• If so, the Service Level Agreement should define the level and specific method
of encryption utilized.

• How is the data being used and/or shared by the provider? Ensure that
the data handling complies with the applicable privacy policy. If the
customer is not U.S. based, local data privacy requirements may apply.
• What are the data breach notification procedures? If data breach
occurs, what policies and procedures does the provider employ to meet
all notification obligations? If the product is health-related, a separate
business associate agreement will be required, which may impose more
rigorous policies and procedures.
• What is the data expungement procedure upon expiration/termination
of service?
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Special Service Level
Considerations for the Cloud
• Data Backup and Disaster Recovery

• How often are standard backups of the data made? How long are
standard backups stored? Where are standard backups stored?
• Has the provider adopted a comprehensive disaster recovery policy
that can be produced upon request for review by customer? Do the
policies and procedures in effect meet customer’s requirements?
(e.g. ensure the recovery of all data and continuation of service in
an acceptable time frame after a major disaster; have acceptable
arrangements been made such as a third party in an entirely
different region of the country)
• Sample Disaster Recovery Clause:

• Provider shall maintain and implement disaster recovery and
avoidance procedures to ensure that the Services are not
interrupted during any disaster. Provider shall provide Client with a
copy of its current disaster recovery plan and all updates thereto
during the Term. All requirements of this Agreement, including those
relating to security, personnel due diligence, and training, shall apply
to the Provider disaster recovery site.
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Special Service Level
Considerations for the Cloud
• Data Portability & Risk Mitigation
• How portable is the data from the cloud-based
platform?
• What format is the data portable into? Is that format readable
by commercially available third party software products?
• Can the customer export a complete copy of its own data from
the cloud-based platform without assistance by the provider?
• If provider assistance will be required to transition the data to a
new provider, what are the terms of service that the provider is
making available to customer? Is the service an add-on cost?
• How long following any expiration or termination of the service
will the transitioning services be extended to customer?
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Special Service Level
Considerations for the Cloud
• Data Portability & Risk Mitigation
• What services are offered to ensure the portability of
data?
• Does provider make available regular back-ups of customer
data in a readable format to an off-site, cloud location
retrievable by customer?
• Does provider make available a commercially-available local
version of the cloud product, along with regular updates and
upgrades, into which the customer data can be imported?
• Does provider make available source code escrow with a
reputable SaaS escrow provider who ensures that tests each
backup for viability?
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Special Service Level
Considerations for the Cloud
• Service Suspension
• The Service Level Agreement should carefully define the
procedures adopted by provider for involuntary
suspension of the service and reinstatement of the
service following an involuntary suspension. (e.g.
suspension for nonpayment of services).
• How long after a triggering event will service be suspended?
• What obligations does provider have to provide notice of an
impending suspension?
• What is the procedure by which a customer may retrieve its
data to a portable format during suspension?
• How long after suspension will the data be expunged?
• What is the process for reinstating the service after a
suspension?
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