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Tips for Optimal Quality

FOR LIVE EVENT ONLY

Sound Quality
If you are listening via your computer speakers, please note that the quality
of your sound will vary depending on the speed and quality of your internet
connection.
If the sound quality is not satisfactory, you may listen via the phone: dial
1-877-447-0294 and enter your Conference ID and PIN when prompted.
Otherwise, please send us a chat or e-mail sound@straffordpub.com immediately
so we can address the problem.
If you dialed in and have any difficulties during the call, press *0 for assistance.
Viewing Quality
To maximize your screen, press the ‘Full Screen’ symbol located on the bottom
right of the slides. To exit full screen, press the Esc button.

Continuing Education Credits

FOR LIVE EVENT ONLY

In order for us to process your continuing education credit, you must confirm your
participation in this webinar by completing and submitting the Attendance
Affirmation/Evaluation after the webinar.
A link to the Attendance Affirmation/Evaluation will be in the thank you email
that you will receive immediately following the program.
For additional information about continuing education, call us at 1-800-926-7926
ext. 2.
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•

Click on the link to the PDF of the slides for today’s program, which is located
to the right of the slides, just above the Q&A box.

•

The PDF will open a separate tab/window. Print the slides by clicking on the
printer icon.
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HIPAA Privacy Rule: Access Right









[An] individual has a right of access to inspect and obtain a copy of protected
health information about the individual in a designated record set, for as long
as the protected health information is maintained in the designated record
set…. See 45 C.F.R. §164.524(a)(1).
[T]he covered entity must act on a request for access no later than 30 days
after receipt of the request.... See 45 C.F.R. §164.524(b)(2).
Includes the right to inspect records. 45 C.F.R. §164.524(b)(1).
The provision of access must be provided in the form and format requested.
45 C.F.R. §164.524(c)(2).
Can be directed to a person designated by the individual at the individual’s
signed written request. See 45 C.F.R. §164.524(c)(3).
Only reasonable, cost-based fees may be assessed. See 45 C.F.R.
§164.524(c)(4).
OCR Right of Access guidance –
www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html
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General HIPAA Enforcement Highlights
 Expect to receive over 26,000 complaints this year—many
complaints are related to HIPAA Access.
 In most cases, entities able to demonstrate satisfactory
compliance through voluntary cooperation and corrective
action.
 In some cases, the nature or scope of indicated noncompliance
warrants additional enforcement action.
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Notice of Enforcement Discretion
Regarding HIPAA Civil Money Penalties
Announced April 26, 2019
Enforcement Notice
Culpability

Low/violation*

High/violation*

Annual limit*

No Knowledge

$100

$50,000

$25,000

Reasonable Cause

$1,000

$50,000

$100,000

Willful – Corrected

$10,000

$50,000

$250,000

Willful – Not
corrected

$50,000

$50,000

$1,500,000

https://www.federalregister.gov/documents/2019/04/30/2019-08530/enforcement-discretionregarding-hipaa-civil-money-penalties
*The Department of Health and Human Services may make annual adjustments to the CMP amounts pursuant to the
Federal Civil Penalties Inflation Adjustment Act Improvement Act of 2015. The annual inflation amounts are
found at 45 CFR § 102.3.

8

Civil Money Penalty: Cignet Health
 First OCR CMP
 Originated as Complaints
 OCR found that Cignet violated 41 patients’ rights by denying them access
to their medical records.
 Each made a request to obtain their record between September 2008 and
October 2009.
 Each filed a complaint.
 CMPs for access violations was $1.3 million (pre-HITECH).
 CMPs for failure to cooperate was $4 million (pre-HITECH).
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Recent Settlement: Bayfront St.
Petersburg
1st Right of Access Initiative case
 Originated as a Complaint
 Records requested related to child’s birth
 October 2017- 2 requests due to confusion about which designated record
set contained the requested information
• Immediately corrected by Complainant

 January and February 2018 – attorney requested records
 March 2018 – partial records delivered to attorney
 August 2018 – full records delivered to attorney
 February 2019 – full records delivered to Complainant
 $85,000 settlement
 1 year corrective action plan
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Recent Settlement: Korunda Medical, LLC
2nd Right of Access Initiative case
 Originated as a Complaint
 Korunda did not forward records to a third-party.
 Korunda did not provide records in electronic format.
 Korunda charged more than reasonable, cost-based fees.
 Korunda did not correct, even after OCR intervention.
 $85,000 settlement
 1 year corrective action plan
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D.C. District Court Limits the HIPAA Privacy
Rule Requirement
 Ciox Health, LLC v. Azar, et al., No. 18-cv-0040 (D.D.C. January 23,
2020)
 The D.C. District Court struck down OCR’s 2013 and 2016
implementation of the HITECH Act, in part.
 Specifically, OCR’s 2013 HIPAA Omnibus Final Rule compelling delivery
of protected health information (PHI) to third parties regardless of the
records’ format is arbitrary and capricious insofar as it goes beyond the
statutory requirements set by Congress.
 Additionally, OCR’s broadening of the fee limitation under 45 C.F.R. §
164.524(c)(4) in the 2016 Guidance document titled “Individuals’ Right
under HIPAA to Access their Health Information 45 C.F.R. Sec. 164.524”
violates the APA, because HHS did not follow the requisite notice and
comment procedure.”
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D.C. District Court Opinion Result
 The D.C. District Court narrowed an individual’s right to request
that HIPAA covered entities furnish the individual’s own protected
health information (“PHI”) to a third party at the individuals’
request, and removed the cap on the fee covered entities may
charge to transmit that PHI to a third party.
 Specifically the Court stated that individuals may only direct PHI in
an electronic format to such third parties, and that HIPAA covered
entities, and their business associates, are not subject to
reasonable, and cost-based fees for PHI directed to third parties.
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HIPAA Privacy Rule: Access Right









[An] individual has a right of access to inspect and obtain a copy of protected
health information about the individual in a designated record set, for as long
as the protected health information is maintained in the designated record
set…. See 45 C.F.R. §164.524(a)(1).
[T]he covered entity must act on a request for access no later than 30 days
after receipt of the request.... See 45 C.F.R. §164.524(b)(2).
Includes the right to inspect records. 45 C.F.R. §164.524(b)(1).
The provision of access must be provided in the form and format requested.
45 C.F.R. §164.524(c)(2).
Electronic Records can be directed to a person designated by the individual
at the individual’s signed written request. See 45 C.F.R. §164.524(c)(3).
Only reasonable, cost-based fees may be assessed, except when directed to
a third-party. See 45 C.F.R. §164.524(c)(4).
OCR Right of Access guidance – (now subject to revision)
www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html

14

What’s next after the Opinion?
 All other requirements for patient access remain the same,
including required time frames for the provision of access to
individuals, and to third parties designated by such individuals.
 It remains to be seen, however, how HHS will move forward after
these developments from a litigation perspective and how this
decision will affect other HHS priorities, such as interoperability
and information blocking.
 HIPAA covered entities can continue with the status quo, or revise
policies and procedures to address the Opinion, keeping a lookout for additional HHS guidance and developments.
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Feel free to contact us
for more information!
Joe Licata:
jlicata@healthmark-group.com
Iliana Peters:
ipeters@polsinelli.com
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Polsinelli PC provides this material for informational purposes only. The material provided herein is general
and is not intended to be legal advice. Nothing herein should be relied upon or used without consulting a
lawyer to consider your specific circumstances, possible changes to applicable laws, rules and regulations and
other legal issues. Receipt of this material does not establish an attorney-client relationship.
Polsinelli is very proud of the results we obtain for our clients, but you should know that past results do not
guarantee future results; that every case is different and must be judged on its own merits; and that the
choice of a lawyer is an important decision and should not be based solely upon advertisements.

©2019 Polsinelli® is a registered trademark of Polsinelli PC. In California, Polsinelli LLP.

polsinelli.com
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