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RULE 37(e): FAILURE TO PRESERVE ESI
Introduction

During its meeting in April, 2014, the Civil Rules Advisory Committee voted unanimously
to recommend adoption of a new Rule 37(e) to replace current Rule 37(e). The new rule differs
from the proposed amendment published for public comment in August, 2013, but the Advisory
Committee unanimously decided that republication would not be necessary to achieve adequate
public comment and would not assist the work of the Advisory Committee on this subject.
The public comments on the package of Civil Rules amendments were strikingly, perhaps
uniquely, comprehensive and vigorous. A total of 2,345 written comments were received and
posted on Regulations.gov. Many of the comments submitted later in the process referred to or built
upon comments submitted earlier. Three public hearings were held, with a total of more than 120
witnesses speaking. The rule revisions made after publication respond to the public comments.
At the end of this Report is the proposed new Rule 37(e) and the recommended Committee
Note. The amendment proposal is presented as an amendment to the current rule, which seemed
simpler than presenting it as a revision of the published proposal. For purposes of background, an
Appendix to this memorandum presents the published amendment proposal. Also included in the
agenda materials should be a summary of written comments and of the testimony on Rule 37(e) at
the public hearings.
This Report introduces the issues the Advisory Committee (and its Discovery Subcommittee)
have addressed during this redrafting effort, and which inform the rule proposal below.
Background
Present Rule 37(e) was adopted in 2006. The Advisory Committee recognized then that the
continual expansion of electronically stored information (“ESI”) might provide reasons to consider
a more detailed response to problems arising from the loss of ESI. A panel at the Duke Conference
in 2010 presented a unanimous recommendation that the time had come for a more detailed rule.
Two goals have inspired this work. One has been to establish greater uniformity in the ways
in which federal courts respond to a loss of ESI. The courts agree unanimously that a duty to
preserve ESI arises when a party reasonably anticipates litigation. But they differ significantly in
the approaches taken after finding a loss of ESI that should have been preserved. A new rule that
illuminates the purposes and methods of responding to the loss can do much to promote uniformity
and to encourage desirable judicial responses.
The other goal has been to relieve the pressures that have led many potential litigants to
engage in what they describe as massive and costly over-preservation. An accumulation of
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information from many sources, including detailed examples provided in the public comments and
testimony, persuasively supports the proposition that great costs are often incurred to preserve
information in anticipation of litigation, including litigation that never is brought. Given the many
other influences that bear on the preservation of ESI, however, it is not clear that a rule revision can
provide complete relief on this front.
During the two years following the Duke Conference, the Subcommittee considered several
basic approaches, including successive drafts that undertook to establish detailed preservation
guidelines. These drafts started with an outline proposed by a Duke Conference panel, which called
for specific rule provisions on when the duty to preserve arises, its scope and duration in advance
of litigation, and the sanctions or other measures a court can take when information is lost. In the
end, however, it became apparent that the range of cases in federal court is too broad and too diverse
to permit such specific guidelines. The Subcommittee chose instead to pursue a different approach
that addresses court actions in response to a failure to preserve information that should have been
preserved in the anticipation or conduct of litigation.
Under this approach, as with present Rule 37(e), the proposed Rule 37(e) does not itself
create a duty to preserve. The new rule takes the duty as it is established by case law. Cases
uniformly hold that a duty to preserve information arises when litigation is reasonably anticipated.
Although some comments urged that the rule should eliminate any duty to preserve before an action
is actually filed, the Advisory Committee continues to believe that a rule so limited would result in
the loss or destruction of much information needed for litigation. The Committee Note, responding
to concerns expressed in the comments, also makes clear that this rule does not affect any commonlaw tort remedy for spoliation that may be established by state law.
The Published Rule 37(e) Proposal
The published rule proposal is in the Appendix. It included a number of features that were
modified after the public comment period. It relied on a distinction between curative measures and
sanctions, invoking Rule 37(b)(2)(A) as a source for the latter. The published proposal provided that
a court could take steps to cure the loss of information such as permitting additional discovery,
ordering curative measures, or ordering the party that lost the information to pay the reasonable
expenses, including attorney's fees, caused by the loss. It provided that a court generally could not
impose sanctions unless it found that the loss of information caused substantial prejudice and was
willful or in bad faith. But it also provided that sanctions would be permissible without that finding
of culpability in the rare case in which the loss “irreparably deprived a party of any meaningful
opportunity to present or defend against the claims in the litigation.” The proposed rule also
included a list of factors to be applied in determining whether a party failed to retain information
it should have retained in anticipation of litigation, and whether its failure was willful or in bad faith.
The invitation for comment included five questions: (1) whether the rule should be limited
to ESI; (2) whether the rule should allow sanctions when the loss “irreparably deprived a party of
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any meaningful opportunity to present or defend against the claims in the litigation”; (3) whether
present Rule 37(e) should be retained; (4) whether the phrase “substantial prejudice” as used in the
rule proposal should be defined; and (5) whether the term “willful” should be defined.
As a review of the summary of comments shows, there was a great deal of comment about
the language in the published proposal and these five questions. In particular, both the “willful” and
“bad faith” standards for sanctions were questioned by many who commented. Many also argued
that the “irreparably deprived” provision might “swallow the rule” by permitting judges to
circumvent the culpability requirements for sanctions. Other comments stressed that the “substantial
prejudice” standard for cases in which actions were proven to be “willful or in bad faith” was too
demanding, and that those culpability requirements would be too difficult to satisfy in many cases.
Modifications Based on Public Comments
The Advisory Committee’s Discovery Subcommittee began deliberating on appropriate
reactions to the public comments with a half day meeting in Dallas immediately after the third public
hearing. The Subcommittee held six conference calls after that meeting, carefully examining the
issues raised by the public comments. Many of the public comments reinforced conclusions
previously reached by the Subcommittee, while others provided valuable new insights. Some of the
general conclusions will be addressed here, with more specific explanations provided in the
discussion of specific rule recommendations.
The Advisory Committee remains firmly convinced that a rule addressing the loss of ESI in
civil litigation is greatly needed. The explosion of ESI in recent years has affected all aspects of
civil litigation; the preservation of ESI is a major issue confronting parties and courts; and the loss
of ESI has produced a bewildering array of court cases.
Loss of electronically stored information has produced a significant split in the circuits.
Some circuits, like the Second, hold that adverse inference jury instructions (viewed by most as a
serious sanction) can be imposed for the negligent or grossly negligent loss of ESI. Other circuits,
like the Tenth, require a showing of bad faith before adverse inference instructions can be given.
The public comments credibly demonstrate that persons and entities over-preserve ESI out of fear
that some might be lost, their actions with hindsight might be viewed as negligent, and they might
be sued in a circuit that permits adverse inference instructions or other serious sanctions on the basis
of negligence. Resolving this circuit split with a more uniform approach to lost ESI remains a
primary objective of the Advisory Committee. The Advisory Committee is satisfied that the new
proposed rule will resolve the circuit split.
At the same time, the public comments made the Advisory Committee more sensitive to the
need to preserve a broad range of trial court discretion for dealing with lost ESI. Among other steps
after its Dallas meeting, the Discovery Subcommittee took an intensive look at cases addressing the
loss of information relevant to litigation. The public comments and this analysis highlighted the
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wide variety of situations faced by trial courts and litigants when information is lost, and strongly
underscored the need to preserve broad trial court discretion in fashioning curative remedies. The
revised rule proposal therefore retains such discretion.
The public comments also made clear that the explosion of ESI will continue and even
accelerate. One industry expert reported to the Advisory Committee that there will be some 26
billion devices on the Internet in six years — more than three for every person on earth. Significant
amounts of ESI will be created and stored not only by sophisticated entities with large IT
departments, but also by unsophisticated persons whose lives are recorded on their phones, tablets,
eye glasses, cars, social media pages, and tools not even presently foreseen. Most of this
information will be stored somewhere in the “cloud,” complicating the preservation task. In other
words, the litigation challenges created by ESI and its loss will increase, not decrease, and will affect
unsophisticated as well as sophisticated litigants. The need for broad trial court discretion in dealing
with these challenges will likewise increase. The Advisory Committee accordingly concluded that
the published proposal’s approach of limiting virtually all forms of “sanctions” to a showing of both
substantial prejudice and willfulness or bad faith was too restrictive.
The value of preserving judicial flexibility was reinforced by a related conclusion. One
reason for significantly limiting sanctions was to reduce the costly over-preservation that had been
emphasized by many; the hope was that reducing the risk of sanctions would correspondingly reduce
the incentives for over-preservation. The Advisory Committee continues to believe that this is a
worthwhile goal, but has realized that the savings to be achieved from reducing over-preservation
are quite uncertain. Many who commented noted their high costs of preservation, but none was able
to provide any precise prediction of the amount that would be saved by reducing the fear of
sanctions. And many incentives for significant preservation will remain — the need for the
information in everyday business operations, preservation obligations imposed by statutes and
regulations rather than the prospect of litigation, and the desire to preserve information that could
be helpful in litigation. So the potential savings from reducing over-preservation, although still
worth pursuing, are too uncertain to justify seriously limiting trial court discretion.
The Advisory Committee also concluded that any reference in the new rule to “sanctions,”
or to Rule 37(b)(2)(A) as a source of sanctions, should be deleted. The Advisory Committee
concluded that allowing curative measures was clearly appropriate for the loss of ESI, and found that
drafting a rule became quite complicated if it sought to distinguish between curative measures and
sanctions. Another concern was that the sanctions listed in Rule 37(b)(2)(A) are justifiably called
sanctions because they result from disobeying a court order, whereas the same measures in other
settings might rightly be viewed as curative. Some of the (b)(2)(A) sanctions, further, seem
inapposite to failure to preserve information in the absence of a court order — for example, (iv)
“staying further proceedings until the order is obeyed” and (vii) contempt.
Further questions were raised during the public comment period about the references in the
published draft to “substantial prejudice” and “willful or in bad faith.” Many comments urged that
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further definitions should be adopted. Particularly forceful concerns were raised about the use of
the word “willful.” Depending on the context, “willful” has been defined by courts in many
different ways. Under some definitions, willfulness could be found from an act intentionally done
even though there was no thought about the effect on information that should be preserved for
anticipated or pending litigation. A party, for example, might “willfully” trade in a smart phone
without any thought about preserving the information stored in it. Nor did “bad faith” entirely
escape criticism.
The published provision that allowed sanctions when the loss of information “irreparably
deprived a party of any meaningful opportunity to present or defend against the claims in the
litigation” drew particular criticism. Many expressed concern that it risked undoing the attempt to
limit “sanctions” to circumstances of substantial prejudice and either willfulness or bad faith.
“[I]rreparably deprived” and “any meaningful opportunity to present or defend against the claims
in the litigation” were said to lie in the eye of the beholder. A judge who is not prepared to find
willfulness or bad faith might seize on these phrases to justify sanctions in circumstances not
covered by what was intended to be a very narrow exception to the requirements of substantial
prejudice and willfulness or bad faith.
Although the Rule 37(e) proposal authorizes a wider range of measures to cure demonstrated
prejudice, it carefully cabins use of several very severe measures — presuming that the lost
information was unfavorable to the party that lost it, giving the jury an instruction that it may or
must presume that the information was unfavorable, dismissing the action, or entering a default
judgment. These measures may be used only on a finding that the party lost the information with
the intent to deprive another party of its use in the litigation. As specified in the revised Committee
Note, the rule rejects the view of such cases as Residential Funding Corp. v. DeGeorge Financial
Corp., 306 F.3d 99 (2d Cir. 2002), that would permit adverse-inference instructions on the basis of
negligence or gross negligence.
Finally, after much discussion, the Advisory Committee concluded that the list of “factors”
specified in Rule 37(b)(2) of the published proposal was unnecessary and might cause confusion.
Accordingly those rule provisions were removed, but Committee Note language retains a discussion
of how several of those considerations might affect the application of the revised rule.
The Rule in Detail
Limiting the Rule to ESI
The Advisory Committee recommends that the rule be limited to ESI. That is the subject that
launched this venture in the first place, and it clearly is the subject which most requires uniform
guidance. Review of numerous cases led to the conclusion that the law of spoliation for non-ESI
is well developed and long-standing, and should not be supplanted without good reason. There was
little complaint about this body of law as applied to information other than ESI, and the Advisory
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Committee concluded that this law should be left undisturbed by a new rule designed to address the
unprecedented challenges presented by ESI.
The Advisory Committee recognizes that its decision to confine Rule 37(e) to ESI could be
debated. Some contend that there is no principled basis for distinguishing ESI from other forms of
evidence, such as hard-copy documents, at least in terms of the approaches set out in Rule 37(e).
But repeated efforts have shown that it is very difficult to craft a rule that deals with failure to
preserve tangible things. The classic case is Silvestri v. General Motors Corp., 271 F.3d 583 (4th
Cir. 2001), which upheld dismissal of the action after the plaintiff failed to preserve the allegedly
defective airbag. The published proposal — which was not limited to ESI — sought to
accommodate such cases by allowing “sanctions” if a party’s actions in failing to preserve
information “irreparably deprived a party of any meaningful opportunity to present or defend against
the claims in the litigation.” As already noted, this provision drew many comments suggesting that
it opened the door to avoiding the limits otherwise imposed on “sanctions.” Limiting the new rule
to ESI avoids this complication.
In addition, there are some pertinent practical distinctions between ESI and other kinds of
evidence. ESI is created in volumes previously unheard of and often is duplicated in many places.
The potential consequences of its loss in one location often will be less severe than the consequences
of the loss of tangible evidence. ESI also is deleted or modified on a regular basis, frequently with
no conscious action on the part of the person or entity that created it. These practical distinctions,
the difficulty of writing a rule that covers all forms of evidence, and an appropriate respect for the
spoliation law that has developed over centuries to deal with the loss of tangible evidence, all
persuaded the Advisory Committee that the new Rule 37(e), like the present Rule 37(e), should be
limited to ESI.
The Advisory Committee recognizes that the dividing line between ESI and other evidence
may in some instances be unclear. But it concludes that courts are well equipped to deal with this
dividing line on a case-by-case basis, and that the reasons for limiting the rule to ESI outweigh the
potential complication presented by this issue.
Reasonable steps to preserve
The revised rule applies if ESI “that should have been preserved in the anticipation or
conduct of litigation of litigation is lost because a party failed to take reasonable steps to preserve
it.” The rule calls for reasonable steps, not perfection, in preserving ESI, and is thus consistent with
other rules on related subjects. For example, Fed. R. Evid. 502(b)(2), dealing with inadvertent
disclosure of material that is privileged or work-product material, focuses on whether “the holder
of the privilege or protection took reasonable steps to prevent disclosure,” and Rule 502(b)(3) asks
whether the privilege holder “promptly took reasonable steps to rectify the error.”
Revised Rule 37(e) adopts the same approach to preservation for use in litigation. As
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explained in the Committee Note, determining the reasonableness of the steps taken includes
consideration of party resources and the proportionality of the efforts to preserve. The Note also
recognizes that the party’s sophistication with regard to litigation may bear on whether it should
have realized what should be preserved.
Restoration or replacement of Lost ESI
If reasonable steps were not taken, and information was lost as a result, the rule directs that
the next focus should be on whether the lost information can be restored or replaced through
additional discovery. As the Committee Note explains, nothing in this rule limits the court’s powers
under Rules 16 and 26 to order discovery to achieve this purpose. In particular, discovery regarding
sources of ESI that might otherwise be regarded as inaccessible or allocation of expenses might be
important. At the same time, however, the quest for lost information should take account of whether
the lost information likely is only marginally relevant or duplicative of other information that
remains available.
(e)(1)
Proposed Rule 37(e)(1) provides that the court may:
upon finding prejudice to another party from loss of the information, order measures
no greater than necessary to cure the prejudice.
This proposal preserves broad trial court discretion to cure prejudice caused by the loss of
ESI that cannot be remedied by restoration or replacement of the lost information. Unlike the
published preliminary draft, it adds a limit urged by many of the comments – that the measures be
no greater than necessary to cure the prejudice. As the Note also makes clear, a court is not required
to exhaust all possibilities of curing prejudice.
Proposed (e)(1) says that the court must find prejudice to order corrective measures, but it
does not say which party bears the burden of proving prejudice. Many comments raised concerns
about assigning such burdens, noting that it is often difficult for a party to prove it was prejudiced
by the loss of information it has never seen. Under the proposed rule, each party is responsible for
providing such information and argument as it can; the court may draw on its experience in
addressing this or similar issues, and may ask one or another party, or all parties, for further
information.
This proposed rule departs from the published proposal’s approach of limiting all “sanctions”
under Rule 37(b)(2)(A) to a showing of substantial prejudice and bad faith. It preserves the trial
court’s ability to use some measures included in Rule 37(b)(2)(A) to cure prejudice. For example,
in cases of serious prejudice, a court may preclude a party from presenting evidence or deem some
facts as having been established. See Rule 37(b)(2)(A)(i); (ii). The proposed rule does not attempt

May 29-30, 2014

Page 312 of 1132

Report to the Standing Committee
Advisory Committee on Civil Rules
May 2, 2014

Page 42

to draw fine distinctions as to the measures a trial court may use to cure prejudice under (e)(1), but
instead limits those measures in three more general ways — measures under (e)(1) require a finding
of prejudice, the measures must be no greater than necessary to cure the prejudice, and the court may
not impose the severe measures limited by (e)(2) unless it makes a finding that the party acted with
the intent to deprive another party of the information's use in the litigation. Finally, because (e)(1)
measures are not "sanctions," there should be no concerns about whether they raise professional
responsibility issues.
(e)(2)
Proposed (e)(2) provides that the court may:
(2)

only upon finding that the party acted with the intent to deprive another party of the
information’s use in the litigation:
(A) presume that the lost information was unfavorable to the party;
(B) instruct the jury that it may or must presume the information was unfavorable to
the party; or
(C) dismiss the action or enter a default judgment.

A primary purpose of this provision is to eliminate the circuit split on when a court may give
an adverse inference jury instruction for the loss of ESI. As noted above, some circuits permit such
instructions upon a showing of negligence or gross negligence, while others require a showing of
bad faith. Subdivision (e)(2) resolves the circuit split by permitting adverse inference instructions
only on a finding that the party “acted with the intent to deprive another party of the information’s
use in the litigation.” This intent requirement is akin to bad faith, but is defined even more
precisely. The Advisory Committee views this definition as consistent with the historical rationale
for adverse inference instructions.
The Advisory Committee's Discovery Subcommittee carefully analyzed the existing cases
on the use of adverse inference instructions. Such instructions historically have been based on a
logical conclusion — when a party destroys evidence for the purpose of preventing another party
from using it in litigation, one reasonably can infer that the evidence was unfavorable to the
destroying party. Why else would the party have destroyed it? Some courts hold to this traditional
rationale and limit adverse inference instructions to instances of bad faith loss of the information.
See, e.g., Aramburu v. Boeing Co., 112 F.3d 1398, 1407 (10th Cir. 1997) (“The adverse inference
must be predicated on the bad faith of the party destroying the records. Mere negligence in losing
or destroying records is not enough because it does not support an inference of consciousness of a
weak case.”)(citations omitted).
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Circuits that permit adverse inference instructions on a showing of negligence or gross
negligence adopt a different rationale — that the adverse inference restores the evidentiary balance,
and that the party that lost the information should bear the risk that it was unfavorable. See, e.g.,
Residential Funding Corp. v. DeGeorge Finan. Corp., 306 F.3d 99 (2d Cir. 2002). Although this
approach has some logical appeal, the Advisory Committee has several concerns with this approach
when applied to ESI. First, negligently lost information may have been favorable or unfavorable
to the party that lost it. Consequently, an adverse inference may do far more than restore the
evidentiary balance; it may tip the balance in ways the lost evidence never would have. Second, in
a world where ESI is more easily lost than tangible evidence, particularly by unsophisticated parties,
the sanction of an adverse inference instruction imposes a heavy penalty for losses that are likely
to become increasingly frequent as ESI multiplies exponentially and moves to the “cloud.” Third,
permitting an adverse inference for negligence creates powerful incentives to over-preserve, often
at great cost. Fourth, the ubiquitous nature of ESI and the fact that it often may be found in many
locations presents less risk of severe prejudice from negligent loss than may be present due to the
loss of tangible things or hard-copy documents.
These reasons have caused the Advisory Committee to conclude that the circuit split, at least
with respect to ESI, should be resolved in favor of the traditional reasons for an adverse inference.
ESI-related adverse inferences drawn by courts when ruling on pretrial motions or ruling in bench
trials, and adverse inference jury instructions, should be limited to cases where the party who lost
the ESI did so with an intent to deprive the opposing party of its use in the litigation. Subdivision
(e)(2) extends the logic of the mandatory adverse-inference instruction to the even more severe
measures of dismissal or default. The Advisory Committee thought it anomalous to allow dismissal
or default in circumstances that do not justify the instruction.
A difficult drafting issue presented by (e)(2) arises from the multiplicity of instructions that
may be available to guide a jury’s consideration of a failure to preserve ESI. Subdivision (e)(2)
covers any instruction that directs or permits the jury to infer from the loss of information that the
information was in fact unfavorable to the party that lost it. The subdivision does not apply to jury
instructions that do not involve such an inference. For example, subdivision (e)(2) would not
prohibit a court from allowing the parties to present evidence to the jury concerning the loss and
likely relevance of information and instructing the jury that it may consider that evidence, along with
all the other evidence in the case, in making its decision. These measures, which would not involve
instructing a jury it may draw an adverse inference from loss of information, would be available
under subdivision (e)(1) if no greater than necessary to cure prejudice. In addition, subdivision
(e)(2) does not limit the discretion of courts to give traditional missing evidence instructions based
on a party's failure to present evidence it has in its possession at the time of trial. These issues are
examined in the Committee Note.
Subdivision (e)(2) does not include an express requirement that the court find prejudice to
the party deprived of the information. This is because the adverse inference permitted under this
section can itself satisfy the prejudice requirement: if a court or jury infers the lost information was
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unfavorable to the party that lost it, the same inference suggests that the opposing party was
prejudiced by the loss. An express prejudice requirement is also omitted because there may be rare
cases where a court concludes that a party’s conduct is so reprehensible that serious measures should
be imposed even in the absence of prejudice. In such rare cases, however, the court must still find
the intent specified in subdivision (e)(2).
Factors in published Rule 37(e)(2)
The published proposal included a list of factors that it said the court should employ in
determining whether a party should have retained information and whether it lost the information
willfully or in bad faith. Proposed Rule 37(e)(2) was as follows:
(2) Factors to be considered in assessing a party's conduct. The court should consider all
relevant factors in determining whether a party failed to preserve discoverable
information that should have been preserved in the anticipation or conduct of
litigation, and whether the failure was willful or in bad faith. The factors include:
(A)

the extent to which the party was on notice that litigation was likely and that
the information would be discoverable;

(B)

the reasonableness of the party’s efforts to preserve the information;

(C)

whether the party received a request to preserve information, whether the
request was clear and reasonable, and whether the person who made it and
the party consulted in good faith about the scope of preservation;

(D)

the proportionality of the preservation efforts to any anticipated or ongoing
litigation; and

(E)

whether the party timely sought the court's guidance on any unresolved
disputes about preserving discoverable information.

This list of factors received much attention during the public comment period. Some saw
the factors as providing useful guidance to parties trying to determine what to preserve, and to courts
presented with motions under the rule. But many others raised substantial concerns about whether
the list was incomplete and possibly misleading. Some factors received particular criticism. Factor
(C), for example, raised concerns about whether some courts might read it as requiring compliance
with even extremely unreasonable demands to preserve. Factor (E) was criticized on the ground that
it offered no help to a party faced with a preservation decision before suit was filed, and also on the
ground that it might promote motion practice once a case has commenced.
The arguments against lists of factors are familiar. The list may be mistaken as exclusive,
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or the list may become a routine set of items to be checked off, approached without sufficient care.
Or the enumerated factors themselves may be less important than other factors omitted from the
examples, either when the rule is adopted or as the world changes — and changes in the world of
ESI are notoriously rapid. Or a wisely chosen list of factors may be expressed poorly. Or confusion
may arise from the proper use of factors that bear differently on different determinations. The
reasonableness of efforts to preserve information, for example, may have scant bearing in
determining whether the loss caused prejudice — at most, there is a common element in the apparent
importance of the information. For reasons like these it is common experience to begin with rule
drafts that list factors, then to demote the factors to discussion in a Committee Note, and perhaps
to take the final step of expunging all references to suggested factors for decision.
The eventual decision of the Advisory Committee was to remove the factors from the rule.
Substantial portions of the Committee Note discussion of the factors have been retained, particularly
as they bear on the question whether information should have been retained, and whether reasonable
steps to preserve were taken.
Acts of God
The published version attempted to address a concern raised by the Standing Committee —
whether the rule would permit sanctions to be imposed for events outside the party’s control. The
example given was the destruction of a hospital’s computer records by flooding from SuperStorm
Sandy. The published draft met this problem by providing for “sanctions” only if “the party’s
actions” caused the loss.
The same protection exists in the current recommendation. The revised rule authorizes the
specified measures only when a party fails to “take reasonable steps to preserve” information that
should be preserved in anticipation of litigation. As the Committee Note observes generally, such
reasonable steps need not lead to perfect preservation. More specifically, the Note also
acknowledges that a party cannot be held responsible for loss of information that occurs despite such
steps. If the information is not in the party's control, or other events beyond its control — such as
a flood, failure of a “cloud” service, or a malign software attack — cause the loss of information,
the rule does not authorize measures under either Rule 37(e)(1) or (e)(2).
Replacing Present Rule 37(e)
The published preliminary draft called for replacing present Rule 37(e) with the new rule.
The invitation for public comment included the question whether the present rule should be
preserved. There were some comments that favored retaining some of the present rule, but the great
majority saw no need for retaining the current rule once the new rule is adopted. The Advisory
Committee recommends replacing the current rule with the new rule.
The Advisory Committee concluded that retaining the present rule would cause confusion
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in light of the new rule’s text. For example, the present rule refers to “sanctions,” while the new rule
does not. The present rule talks in terms of “good faith,” while the existing rule focuses on
reasonable steps, prejudice, and the specific intent required in (e)(2). The present rule was designed
to leave inherent power available for the loss of ESI, while the new rule displaces inherent power.
The present rule includes a potentially open-ended exclusion of cases involving “exceptional
circumstances,” while the new rule does not. In light of these potential sources of confusion, and
because the Advisory Committee believes that the proposed rule provides even more protection for
parties who act reasonably than does the present rule, the Advisory Committee concluded that
present Rule 37(e) should be replaced. Borrowing the language of the present rule, the Committee
Note does state that the routine, good-faith operation of an electronic information system would be
a relevant factor for the court to consider in evaluating whether a party failed to take reasonable
steps to preserve lost information.
Conclusion and Gap Report
The public comment period was very helpful in presenting issues regarding Rule 37(e). The
Discovery Subcommittee carefully considered the public comments during a series of meetings and
conference calls that produced the proposed rule. The Advisory Committee is confident that the
proposed rule strikes the right balance on this important subject. Public comments also confirmed
that rulemaking in this area is genuinely needed. For the guidance of the Standing Committee, the
Gap Report regarding changes since publication is presented below.
Gap Report
The revised rule is a modification of the published draft in several ways: (1) It applies only
to electronically stored information; (2) It removes the provision in the published draft that
authorized “sanctions” against a party that lacked the culpable state of mind called for in the rule
if the loss of information caused “irreparable prejudice” to another party’s ability to litigate; (3) It
does not speak in terms of “sanctions” and no longer invokes the list of sanctions contained in Rule
37(b)(2)(A); (4) It places primary emphasis on measures to restore or replace lost electronically
stored information; (5) On finding prejudice to a party due to loss of the information, it authorizes
the court to order measures “no greater than necessary” to cure the prejudice; (6) It does not use the
culpability standard “willful or bad faith”, substituting the standard that the party “acted with the
intent to deprive another party of the information’s use in the litigation”; (7) Only when that
culpability standard is met, it authorizes the court to presume that the lost information was
unfavorable to the party that lost it, to instruct the jury it may so infer from the loss of the
information, or to dismiss the action or enter a default judgment; (8) It no longer includes in the rule
a list of factors for the court’s consideration in applying the rule. Recognizing that these changes
are substantial, the Civil Rules Advisory Committee unanimously decided that republication would
not be necessary to achieve adequate public comment and would not assist the work of the rules
committees.
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PROPOSED RULE 37(e)
1

Rule 37. Failure to Make Disclosures or to Cooperate in Discovery; Sanctions

2
3
4
5
6
7
8
9

***
(e)

Failure to Preserve Provide Electronically Stored Information. Absent exceptional
circumstances, a court may not impose sanctions under these rules on a party for failing to
provide electronically stored information lost as a result of the routine, good-faith operation
of an electronic information system. If electronically stored information that should have
been preserved in the anticipation or conduct of litigation is lost because a party failed to
take reasonable steps to preserve it, and it cannot be restored or replaced through additional
discovery, the court may:

10
11

(1)

upon finding prejudice to another party from loss of the information, order measures
no greater than necessary to cure the prejudice; or

12
13

(2)

only upon finding that the party acted with the intent to deprive another party of the
information’s use in the litigation:

14

(A)

presume that the lost information was unfavorable to the party;

15
16

(B)

instruct the jury that it may or must presume the information was unfavorable
to the party; or

17

(C)

dismiss the action or enter a default judgment.

18

Committee Note

19
20
21
22
23
24
25
26
27

Present Rule 37(e), adopted in 2006, provides: “Absent exceptional circumstances, a court
may not impose sanctions under these rules on a party for failing to provide electronically stored
information lost as a result of the routine, good-faith operation of an electronic information system.”
This limited rule has not adequately addressed the serious problems resulting from the continued
exponential growth in the volume of such information. Federal circuits have established
significantly different standards for imposing sanctions or curative measures on parties who fail to
preserve electronically stored information. These developments have caused litigants to expend
excessive effort and money on preservation in order to avoid the risk of severe sanctions if a court
finds they did not do enough.

28
29
30

New Rule 37(e) replaces the 2006 rule. It authorizes and specifies measures a court may
employ if information that should have been preserved is lost, and specifies the findings necessary
to justify these measures. It therefore forecloses reliance on inherent authority or state law to
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31
32

determine when certain measures should be used. The rule does not affect the validity of an
independent tort claim for spoliation if state law applies in a case and authorizes the claim.

33
34
35
36

The new rule applies only to electronically stored information, also the focus of the 2006
rule. It applies only when such information is lost. Because electronically stored information often
exists in multiple locations, loss from one source may often be harmless when substitute information
can be found elsewhere.

37
38
39
40
41
42

The new rule applies only if the lost information should have been preserved in the
anticipation or conduct of litigation and the party failed to take reasonable steps to preserve it. Many
court decisions hold that potential litigants have a duty to preserve relevant information when
litigation is reasonably foreseeable. Rule 37(e) is based on this common-law duty; it does not
attempt to create a new duty to preserve. The rule does not apply when information is lost before
a duty to preserve arises.

43
44
45
46
47
48

In applying the rule, a court may need to decide whether and when a duty to preserve arose.
Courts should consider the extent to which a party was on notice that litigation was likely and that
the information would be relevant. A variety of events may alert a party to the prospect of litigation.
Often these events provide only limited information about that prospective litigation, however, so
that the scope of information that should be preserved may remain uncertain. It is important not to
be blinded to this reality by hindsight arising from familiarity with an action as it is actually filed.

49
50
51
52
53
54
55
56
57
58

Although the rule focuses on the common-law obligation to preserve in the anticipation or
conduct of litigation, courts may sometimes consider whether there was an independent requirement
that the lost information be preserved. Such requirements arise from many sources — statutes,
administrative regulations, an order in another case, or a party’s own information-retention
protocols. The court should be sensitive, however, to the fact that such independent preservation
requirements may be addressed to a wide variety of concerns unrelated to the current litigation. The
fact that a party had an independent obligation to preserve information does not necessarily mean
that it had such a duty with respect to the litigation, and the fact that the party failed to observe some
other preservation obligation does not itself prove that its efforts to preserve were not reasonable
with respect to a particular case.

59
60
61
62
63

The duty to preserve may in some instances be triggered or clarified by a court order in the
case. Preservation orders may become more common, in part because Rules 16(b)(3)(B)(iii) and
26(f)(3)(C) are amended to encourage discovery plans and orders that address preservation. Once
litigation has commenced, if the parties cannot reach agreement about preservation issues, promptly
seeking judicial guidance about the extent of reasonable preservation may be important.

64
65
66

The rule applies only if the information was lost because the party failed to take reasonable
steps to preserve the information. Due to the ever-increasing volume of electronically stored
information and the multitude of devices that generate such information, perfection in preserving
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67
68
69
70
71
72
73
74
75

all relevant electronically stored information is often impossible. As under the current rule, the
routine, good-faith operation of an electronic information system would be a relevant factor for the
court to consider in evaluating whether a party failed to take reasonable steps to preserve lost
information, although the prospect of litigation may call for reasonable steps to preserve information
by intervening in that routine operation. This rule recognizes that “reasonable steps” to preserve
suffice; it does not call for perfection. The court should be sensitive to the party's sophistication
with regard to litigation in evaluating preservation efforts; some litigants, particularly individual
litigants, may be less familiar with preservation obligations than others who have considerable
experience in litigation.

76
77
78
79
80
81

Because the rule calls only for reasonable steps to preserve, it is inapplicable when the loss
of information occurs despite the party's reasonable steps to preserve. For example, the information
may not be in the party’s control. Or information the party has preserved may be destroyed by
events outside the party’s control — the computer room may be flooded, a “cloud” service may fail,
a malign software attack may disrupt a storage system, and so on. Courts may, however, need to
assess the extent to which a party knew of and protected against such risks.

82
83
84
85
86
87
88
89
90

Another factor in evaluating the reasonableness of preservation efforts is proportionality.
The court should be sensitive to party resources; aggressive preservation efforts can be extremely
costly, and parties (including governmental parties) may have limited staff and resources to devote
to those efforts. A party may act reasonably by choosing a less costly form of information
preservation, if it is substantially as effective as more costly forms. It is important that counsel
become familiar with their clients’ information systems and digital data — including social media
— to address these issues. A party urging that preservation requests are disproportionate may need
to provide specifics about these matters in order to enable meaningful discussion of the appropriate
preservation regime.

91
92
93
94
95
96
97
98
99
100
101
102

When a party fails to take reasonable steps to preserve electronically stored information that
should have been preserved in the anticipation or conduct of litigation, and the information is lost
as a result, Rule 37(e) directs that the initial focus should be on whether the lost information can be
restored or replaced through additional discovery. Nothing in the rule limits the court’s powers
under Rules 16 and 26 to authorize additional discovery. Orders under Rule 26(b)(2)(B) regarding
discovery from sources that would ordinarily be considered inaccessible or under Rule 26(c)(1)(B)
on allocation of expenses may be pertinent to solving such problems. If the information is restored
or replaced, no further measures should be taken. At the same time, it is important to emphasize that
efforts to restore or replace lost information through discovery should be proportional to the
apparent importance of the lost information to claims or defenses in the litigation. For example,
substantial measures should not be employed to restore or replace information that is marginally
relevant or duplicative.

103
104

Subdivision (e)(1). This subdivision applies only if information should have been preserved
in the anticipation or conduct of litigation, a party failed to take reasonable steps to preserve the
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105
106
107
108

information, information was lost as a result, and the information could not be restored or replaced
by additional discovery. In addition, a court may resort to (e)(1) measures only “upon finding
prejudice to another party from loss of the information.” An evaluation of prejudice from the loss
of information necessarily includes an evaluation of the information’s importance in the litigation.

109
110
111
112
113
114
115
116

The rule does not place a burden of proving or disproving prejudice on one party or the other.
Determining the content of lost information may be a difficult task in some cases, and placing the
burden of proving prejudice on the party that did not lose the information may be unfair. In other
situations, however, the content of the lost information may be fairly evident, the information may
appear to be unimportant, or the abundance of preserved information may appear sufficient to meet
the needs of all parties. Requiring the party seeking curative measures to prove prejudice may be
reasonable in such situations. The rule leaves judges with discretion to determine how best to assess
prejudice in particular cases.

117
118
119
120
121
122
123

Once a finding of prejudice is made, the court is authorized to employ measures “no greater
than necessary to cure the prejudice.” The range of such measures is quite broad if they are
necessary for this purpose. There is no all-purpose hierarchy of the severity of various measures;
the severity of given measures must be calibrated in terms of their effect on the particular case. But
authority to order measures no greater than necessary to cure prejudice does not require the court
to adopt measures to cure every possible prejudicial effect. Much is entrusted to the court’s
discretion.

124
125
126
127
128
129
130
131
132
133
134
135

In an appropriate case, it may be that serious measures are necessary to cure prejudice found
by the court, such as forbidding the party that failed to preserve information from putting on certain
evidence, permitting the parties to present evidence and argument to the jury regarding the loss of
information, or giving the jury instructions to assist in its evaluation of such evidence or argument,
other than instructions to which subdivision (e)(2) applies. Care must be taken, however, to ensure
that curative measures under subdivision (e)(1) do not have the effect of measures that are permitted
under subdivision (e)(2) only on a finding of intent to deprive another party of the lost information’s
use in the litigation. An example of an inappropriate (e)(1) measure might be an order striking
pleadings related to, or precluding a party from offering any evidence in support of, the central or
only claim or defense in the case. On the other hand, it may be appropriate to exclude a specific
item of evidence to offset prejudice caused by failure to preserve other evidence that might
contradict the excluded item of evidence.

136
137
138
139
140
141
142

Subdivision (e)(2). This subdivision authorizes courts to use specified and very severe
measures to address or deter failures to preserve electronically stored information, but only on
finding that the party that lost the information acted with the intent to deprive another party of the
information’s use in the litigation. It is designed to provide a uniform standard in federal court for
use of these serious measures when addressing failure to preserve electronically stored information.
It rejects cases such as Residential Funding Corp. v. DeGeorge Financial Corp., 306 F.3d 99 (2d
Cir. 2002), that authorize the giving of adverse-inference instructions on a finding of negligence or
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143

gross negligence.

144
145
146
147
148
149
150
151
152

Adverse-inference instructions were developed on the premise that a party’s intentional loss
or destruction of evidence to prevent its use in litigation gives rise to a reasonable inference that the
evidence was unfavorable to the party responsible for loss or destruction of the evidence. Negligent
or even grossly negligent behavior does not logically support that inference. Information lost
through negligence may have been favorable to either party, including the party that lost it, and
inferring that it was unfavorable to that party may tip the balance at trial in ways the lost information
never would have. The better rule for the negligent or grossly negligent loss of electronically stored
information is to preserve a broad range of measures to cure prejudice caused by its loss, but to limit
the most severe measures to instances of intentional loss or destruction.

153
154
155
156
157

Similar reasons apply to limiting the court’s authority to presume or infer that the lost
information was unfavorable to the party who lost it when ruling on a pretrial motion or presiding
at a bench trial. Subdivision (e)(2) limits the ability of courts to draw adverse inferences based on
the loss of information in these circumstances, permitting them only when a court finds that the
information was lost with the intent to prevent its use in litigation.

158
159
160
161
162
163
164
165
166
167
168
169

Subdivision (e)(2) applies to jury instructions that permit or require the jury to presume or
infer that lost information was unfavorable to the party that lost it. Thus, it covers any instruction
that directs or permits the jury to infer from the loss of information that it was in fact unfavorable
to the party that lost it. The subdivision does not apply to jury instructions that do not involve such
an inference. For example, subdivision (e)(2) would not prohibit a court from allowing the parties
to present evidence to the jury concerning the loss and likely relevance of information and
instructing the jury that it may consider that evidence, along with all the other evidence in the case,
in making its decision. These measures, which would not involve instructing a jury it may draw an
adverse inference from loss of information, would be available under subdivision (e)(1) if no greater
than necessary to cure prejudice. In addition, subdivision (e)(2) does not limit the discretion of
courts to give traditional missing evidence instructions based on a party’s failure to present evidence
it has in its possession at the time of trial.

170
171
172
173
174
175
176
177
178

Subdivision (e)(2) requires a finding that the party acted with the intent to deprive another
party of the information’s use in the litigation. This finding may be made by the court when ruling
on a pretrial motion, when presiding at a bench trial, or when deciding whether to give an adverse
inference instruction at trial. If a court were to conclude that the intent finding should be made by
a jury, the court’s instruction should make clear that the jury may infer from the loss of the
information that it was unfavorable to the party that lost it only if the jury first finds that the party
acted with the intent to deprive another party of the information's use in the litigation. If the jury
does not make this finding, it may not infer from the loss that the information was unfavorable to
the party that lost it.

179

Courts should exercise caution in using the measures specified in (e)(2). Finding an intent
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180
181
182
183
184

to deprive another party of the lost information’s use in the litigation does not require a court to
adopt any of the measures listed in subdivision (e)(2). The remedy should fit the wrong, and the
severe measures authorized by this subdivision should not be used when the information lost was
relatively unimportant or lesser measures such as those specified in subdivision (e)(1) would be
sufficient to redress the loss.

185
186
187
188
189
190
191

Subdivision (e)(2) does not include an express requirement that the court find prejudice to
the party deprived of the information. The adverse inference permitted under this subdivision can
itself satisfy the prejudice requirement: if a court or jury infers the lost information was unfavorable
to the party that lost it, the same inference suggests that the opposing party was prejudiced by the
loss. In addition, there may be rare cases where a court concludes that a party’s conduct is so
reprehensible that serious measures should be imposed even in the absence of prejudice. In such
rare cases, however, the court must still find the intent specified in subdivision (e)(2).
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APPENDIX
Published Rule 37(e) Amendment Proposal
1

Rule 37. Failure to Make Disclosures or to Cooperate in Discovery; Sanctions

2

*****

3
4
5
6

(e)

7

(e) Failure to Preserve Discoverable Information.

8
9
10

Failure to Provide Electronically Stored Information. Absent exceptional circumstances,
a court may not impose sanctions under these rules on a party for failing to provide
electronically stored information lost as a result of the routine, good-faith operation of an
electronic information system.

(1)

Curative measures; sanctions. If a party failed to preserve discoverable information
that should have been preserved in the anticipation or conduct of litigation, the court
may:

11
12
13

(A)

permit additional discovery, order curative measures, or order the party to
pay the reasonable expenses, including attorney’s fees, caused by the failure;
and

14
15

(B)

impose any sanction listed in Rule 37(b)(2)(A) or give an adverse-inference
jury instruction, but only if the court finds that the party's actions:

16
17

(i)

caused substantial prejudice in the litigation and were willful or in
bad faith; or

18
19

(ii)

irreparably deprived a party of any meaningful opportunity to present
or defend against the claims in the litigation.

20
21
22
23

(2)

Factors to be considered in assessing a party’s conduct. The court should consider
all relevant factors in determining whether a party failed to preserve discoverable
information that should have been preserved in the anticipation or conduct of
litigation, and whether the failure was willful or in bad faith. The factors include:

24
25

(A)

the extent to which the party was on notice that litigation was likely and that
the information would be discoverable;

26

(B)

the reasonableness of the party’s efforts to preserve the information;

27

(C)

whether the party received a request to preserve information, whether the
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request was clear and reasonable, and whether the person who made it and
the party consulted in good faith about the scope of preservation;

30
31

(D)

the proportionality of the preservation efforts to any anticipated or ongoing
litigation; and

32
33

(E)

whether the party timely sought the court’s guidance on any unresolved
disputes about preserving discoverable information.

1

Committee Note

2
3
4
5
6
7
8
9
10
11
12
13

In 2006, Rule 37(e) was added to provide protection against sanctions for loss of
electronically stored information under certain limited circumstances, but preservation problems
have nonetheless increased. The Committee has been repeatedly informed of growing concern about
the increasing burden of preserving information for litigation, particularly with regard to
electronically stored information. Many litigants and prospective litigants have emphasized their
uncertainty about the obligation to preserve information, particularly before litigation has actually
begun. The remarkable growth in the amount of information that might be preserved has heightened
these concerns. Significant divergences among federal courts across the country have meant that
potential parties cannot determine what preservation standards they will have to satisfy to avoid
sanctions. Extremely expensive overpreservation may seem necessary due to the risk that very
serious sanctions could be imposed even for merely negligent, inadvertent failure to preserve some
information later sought in discovery.

14
15
16
17
18
19
20
21
22
23

This amendment to Rule 37(e) addresses these concerns by adopting a uniform set of
guidelines for federal courts, and applying them to all discoverable information, not just
electronically stored information. The amended rule is not limited, as is the current rule, to
information lost due to “the routine, good-faith operation of an electronic information system.” The
amended rule is designed to ensure that potential litigants who make reasonable efforts to satisfy
their preservation responsibilities may do so with confidence that they will not be subjected to
serious sanctions should information be lost despite those efforts. It does not provide “bright line”
preservation directives because bright lines seem unsuited to a set of problems that is intensely
context-specific. Instead, the rule focuses on a variety of considerations that the court should weigh
in calibrating its response to the loss of information.

24
25
26
27
28
29
30

Amended Rule 37(e) supersedes the current rule because it provides protection for any
conduct that would be protected under the current rule. The current rule provides: “Absent
exceptional circumstances, a court may not impose sanctions under these rules on a party for failing
to provide electronically stored information lost as a result of the routine, good-faith operation of
an electronic information system.” The routine good faith operation of an electronic information
system should be respected under the amended rule. As under the current rule, the prospect of
litigation may call for altering that routine operation. And the prohibition of sanctions in the
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31
32

amended rule means that any loss of data that would be insulated against sanctions under the current
rule would also be protected under the amended rule.

33
34
35
36
37
38

Amended Rule 37(e) applies to loss of discoverable information “that should have been
preserved in the anticipation or conduct of litigation.” This preservation obligation was not created
by Rule 37(e), but has been recognized by many court decisions. It may in some instances be
triggered or clarified by a court order in the case. Rule 37(e)(2) identifies many of the factors that
should be considered in determining, in the circumstances of a particular case, when a duty to
preserve arose and what information should have been preserved.

39
40
41
42

Except in very rare cases in which a party’s actions cause the loss of information that
irreparably deprives another party of any meaningful opportunity to present or defend against the
claims in the litigation, sanctions for loss of discoverable information may only be imposed on a
finding of willfulness or bad faith, combined with substantial prejudice.

43
44
45
46
47

The amended rule therefore forecloses reliance on inherent authority or state law to impose
litigation sanctions in the absence of the findings required under Rule 37(e)(1)(B). But the rule does
not affect the validity of an independent tort claim for relief for spoliation if created by the
applicable law. The law of some states authorizes a tort claim for spoliation. The cognizability of
such a claim in federal court is governed by the applicable substantive law, not Rule 37(e).

48
49
50
51

An amendment to Rule 26(f)(3) directs the parties to address preservation issues in their
discovery plan, and an amendment to Rule 16(b)(3) recognizes that the court’s scheduling order may
address preservation. These amendments may prompt early attention to matters also addressed by
Rule 37(e).

52
53
54
55
56
57
58
59

Subdivision (e)(1)(A). When the court concludes that a party failed to preserve information
that should have been preserved in the anticipation or conduct of litigation, it may adopt a variety
of measures that are not sanctions. One is to permit additional discovery that would not have been
allowed had the party preserved information as it should have. For example, discovery might be
ordered under Rule 26(b)(2)(B) from sources of electronically stored information that are not
reasonably accessible. More generally, the fact that a party has failed to preserve information may
justify discovery that otherwise would be precluded under the proportionality analysis of
Rule 26(b)(1) and (2)(C).

60
61
62
63
64
65
66

In addition to, or instead of, ordering further discovery, the court may order curative
measures, such as requiring the party that failed to preserve information to restore or obtain the lost
information, or to develop substitute information that the court would not have ordered the party to
create but for the failure to preserve. The court may also require the party that failed to preserve
information to pay another party’s reasonable expenses, including attorney fees, caused by the
failure to preserve. Such expenses might include, for example, discovery efforts caused by the
failure to preserve information. Additional curative measures might include permitting introduction
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67
68

at trial of evidence about the loss of information or allowing argument to the jury about the possible
significance of lost information.

69
70
71
72
73
74
75
76

Subdivision (e)(1)(B)(i). This subdivision authorizes imposition of the sanctions listed in
Rule 37(b)(2)(A) for willful or bad-faith failure to preserve information, whether or not there was
a court order requiring such preservation. Rule 37(e)(1)(B)(i) is designed to provide a uniform
standard in federal court for sanctions for failure to preserve. It rejects decisions that have
authorized the imposition of sanctions — as opposed to measures authorized by Rule 37(e)(1)(A)
— for negligence or gross negligence. It borrows the term “sanctions” from Rule 37(b)(2), and
does not attempt to prescribe whether such measures would be so regarded for other purposes, such
as an attorney's professional responsibility.

77
78
79
80
81
82

This subdivision protects a party that has made reasonable preservation decisions in light of
the factors identified in Rule 37(e)(2), which emphasize both reasonableness and proportionality.
Despite reasonable efforts to preserve, some discoverable information may be lost. Although loss
of information may affect other decisions about discovery, such as those under Rule 26(b)(1),
(b)(2)(B), and (b)(2)(C), sanctions may be imposed only for willful or bad faith actions, unless the
exceptional circumstances described in Rule 37(e)(2)(B)(ii) are shown.

83
84
85
86
87
88
89
90
91
92
93

The threshold under Rule 37(e)(1)(B)(i) is that the court find that lost information should
have been preserved; if so, the court may impose sanctions only if it can make two further findings.
First, the court must find that the loss of information caused substantial prejudice in the litigation.
Because digital data often duplicate other data, substitute evidence is often available. Although it
is impossible to demonstrate with certainty what lost information would prove, the party seeking
sanctions must show that it has been substantially prejudiced by the loss. Among other things, the
court may consider the measures identified in Rule 37(e)(1)(A) in making this determination; if
these measures can sufficiently reduce the prejudice, sanctions would be inappropriate even when
the court finds willfulness or bad faith. Rule 37(e)(1)(B)(i) authorizes imposition of Rule 37(b)(2)
sanctions in the expectation that the court will employ the least severe sanction needed to repair the
prejudice resulting from loss of the information.

94
95

Second, it must be established that the party that failed to preserve did so willfully or in bad
faith. This determination should be made with reference to the factors identified in Rule 37(e)(2).

96
97
98
99
100
101
102

Subdivision (e)(1)(B)(ii). This subdivision permits the court to impose sanctions in
narrowly limited circumstances without making a finding of either bad faith or willfulness. The
need to show bad faith or willfulness is excused only by finding an impact more severe than the
substantial prejudice required to support sanctions under Rule 37(e)(1)(B)(i). It still must be shown
that a party failed to preserve discoverable information that should have been preserved. In addition,
it must be shown that the party’s actions irreparably deprived a party of any meaningful opportunity
to present or defend against the claims in the litigation.
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103
104
105
106
107
108
109
110

The first step under this subdivision is to examine carefully the apparent importance of the
lost information. Particularly with electronically stored information, alternative sources may often
exist. The next step is to explore the possibility that curative measures under subdivision (e)(1)(A)
can reduce the adverse impact. If a party loses readily accessible electronically stored information,
for example, the court may direct the party to attempt to retrieve the information by alternative
means. If such measures are not possible or fail to restore important information, the court must
determine whether the loss has irreparably deprived a party of any meaningful opportunity to present
or defend against the claims in the litigation.

111
112
113
114
115
116
117
118
119
120
121
122

The “irreparably deprived” test is more demanding than the “substantial prejudice” that
permits sanctions under Rule 37(e)(1)(B)(i) on a showing of bad faith or willfulness. Examples
might include cases in which the alleged injury-causing instrumentality has been lost. A plaintiff’s
failure to preserve an automobile claimed to have defects that caused injury without affording the
defendant manufacturer an opportunity to inspect the damaged vehicle may be an example. Such
a situation led to affirmance of dismissal, as not an abuse of discretion, in Silvestri v. General
Motors Corp., 271 F.3d 583 (4th Cir. 2001). Or a party may lose the only evidence of a critically
important event. But even such losses may not irreparably deprive another party of any meaningful
opportunity to litigate. Remaining sources of evidence and the opportunity to challenge the
evidence presented by the party who lost discoverable information that should have been preserved,
along with possible presentation of evidence and argument about the significance of the lost
information, should often afford a meaningful opportunity to litigate.

123
124
125
126
127

The requirement that a party be irreparably deprived of any meaningful opportunity to
present or defend against the claims in the litigation is further narrowed by looking to all the claims
in the litigation. Lost information may appear critical to litigating a particular claim or defense, but
sanctions should not be imposed — or should be limited to the affected claims or defenses — if
those claims or defenses are not central to the litigation.

128
129
130
131
132
133

A special situation arises when discoverable information is lost because of events outside
a party’s control. A party may take the steps that should have been taken to preserve the
information, but lose it to such unforeseeable circumstances as flood, earthquake, fire, or malicious
computer attacks. Curative measures may be appropriate in such circumstances — this is
information that should have been preserved — but sanctions are not. The loss is not caused by “the
party’s actions” as required by (e)(1)(B).

134
135
136
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Subdivision (e)(2). These factors guide the court when asked to adopt measures under
Rule 37(e)(1)(A) due to loss of information or to impose sanctions under Rule 37(e)(1)(B). The
listing of factors is not exclusive; other considerations may bear on these decisions, such as whether
the information not retained reasonably appeared to be cumulative with materials that were retained.
With regard to all these matters, the court’s focus should be on the reasonableness of the parties’
conduct.
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The first factor is the extent to which the party was on notice that litigation was likely and
that the information lost would be discoverable in that litigation. A variety of events may alert a
party to the prospect of litigation. But often these events provide only limited information about that
prospective litigation, so that the scope of discoverable information may remain uncertain.
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The second factor focuses on what the party did to preserve information after the prospect
of litigation arose. The party’s issuance of a litigation hold is often important on this point. But it
is only one consideration, and no specific feature of the litigation hold — for example, a written
rather than an oral hold notice — is dispositive. Instead, the scope and content of the party’s overall
preservation efforts should be scrutinized. One focus would be on the extent to which a party should
appreciate that certain types of information might be discoverable in the litigation, and also what it
knew, or should have known, about the likelihood of losing information if it did not take steps to
preserve. The court should be sensitive to the party’s sophistication with regard to litigation in
evaluating preservation efforts; some litigants, particularly individual litigants, may be less familiar
with preservation obligations than other litigants who have considerable experience in litigation.
Although the rule focuses on the common law obligation to preserve in the anticipation or conduct
of litigation, courts may sometimes consider whether there was an independent requirement that the
lost information be preserved. The court should be sensitive, however, to the fact that such
independent preservation requirements may be addressed to a wide variety of concerns unrelated
to the current litigation. The fact that some information was lost does not itself prove that the efforts
to preserve were not reasonable.
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The third factor looks to whether the party received a request to preserve information.
Although such a request may bring home the need to preserve information, this factor is not meant
to compel compliance with all such demands. To the contrary, reasonableness and good faith may
not require any special preservation efforts despite the request. In addition, the proportionality
concern means that a party need not honor an unreasonably broad preservation demand, but instead
should make its own determination about what is appropriate preservation in light of what it knows
about the litigation. The request itself, or communication with the person who made the request,
may provide insights about what information should be preserved. One important matter may be
whether the person making the preservation request is willing to engage in good faith consultation
about the scope of the desired preservation.
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The fourth factor emphasizes a central concern — proportionality. The focus should be on
the information needs of the litigation at hand. That may be only a single case, or multiple cases.
Rule 26(b)(1) is amended to make proportionality a central factor in determining the scope of
discovery. Rule 37(e)(2)(D) explains that this calculation should be made with regard to “any
anticipated or ongoing litigation.” Prospective litigants who call for preservation efforts by others
(the third factor) should keep those proportionality principles in mind.
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Making a proportionality determination often depends in part on specifics about various
types of information involved, and the costs of various forms of preservation. The court should be
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sensitive to party resources; aggressive preservation efforts can be extremely costly, and parties
(including governmental parties) may have limited resources to devote to those efforts. A party may
act reasonably by choosing the least costly form of information preservation, if it is substantially as
effective as more costly forms. It is important that counsel become familiar with their clients’
information systems and digital data — including social media — to address these issues. A party
urging that preservation requests are disproportionate may need to provide specifics about these
matters in order to enable meaningful discussion of the appropriate preservation regime.
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Finally, the fifth factor looks to whether the party alleged to have failed to preserve as
required sought guidance from the court if agreement could not be reached with the other parties.
Until litigation commences, reference to the court may not be possible. In any event, this is not
meant to encourage premature resort to the court; amendments to Rule 26(f)(3) direct the parties to
address preservation in their discovery plan, and amendments to Rule 16(b)(3) invite provisions on
this subject in the scheduling order. Ordinarily the parties’ arrangements are to be preferred to those
imposed by the court. But if the parties cannot reach agreement, they should not forgo available
opportunities to obtain prompt resolution of the differences from the court.
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T

he FRCP rule-makers have sent to the U.S. 		
Judicial Conference for consideration in September 2014 their electronically stored information
(ESI) preservation rule, proposed Rule 37(e). Judge
David Campbell, the chair of the Advisory Committee on Federal Rules of Civil Procedure, has said that
“37(e) is the most challenging task any of us on the
committee have ever undertaken.”
The proposed rule presents a uniform process and
standard which will resolve the split among the
circuits on the availability of the most serious ESI
spoliation sanctions. Proposed Rule 37(e) will replace
entirely the current subpart, and, as stated in the
Committee Note, “forecloses reliance on inherent
authority or state law to determine when certain
[curative or sanctioning] measures should be used.”
The new standard will permit the most serious sanctions only when there is proof of an “intent to deprive”
the harmed party of the use of the ESI in its case.
The new Rule 37(e) will also be the only civil rule
that speaks, albeit indirectly, to the duty to preserve
ESI. The rule-makers provide for the first time a
genuine safe harbor for those who take timely “reasonable steps” to preserve ESI. While this may appear
to be only abbreviated guidance, the chosen wording
taps into case law and literature that offer substantial
definitions of the processes businesses should follow
in ESI preservation.
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Proposed Federal Rule 37(e)

FAILURE TO PRESERVE
ELECTRONICALLY STORED
INFORMATION
If electronically stored information that should
have been preserved in the anticipation or conduct of litigation is lost because a party failed
to take reasonable steps to preserve the information, and the information cannot be restored
or replaced through additional discovery, the
court may:
(1) Upon a finding of prejudice to another party
from loss of the information, order measures
no greater than necessary to cure the
prejudice;
(2) Only upon a finding that the party acted
with the intent to deprive another party of
the information’s use in the litigation,
(A) presume that the lost information was
unfavorable to the party;
(B) instruct the jury that it may or must presume the information was unfavorable
to the party; or
(C) dismiss the action or enter a default
judgment.
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Section I of this commentary introduces proposed
Rule 37(e). Section I.A maps the rule, while I.B offers a summary of the rule’s history and of the road
ahead. Section 1.C parses Rule 37(e) drawing on the
Committee Note. In Section II, the coverage turns to
the practical side of the safe harbor offering. Section
III summarizes.

SECTION I:
THE PROPOSED ESI
PRESERVATION RULE
The U.S Judicial Conference Committee on Rules of
Practice and Procedure (the “Standing Committee”)
approved in late May 2014 proposed Rule 37(e). The
Advisory Committee’s Judge Campbell explains that
the proposal sent to the Standing Committee “moved
toward a more simple and modest rule….”
Given the complexity of the challenge, the rule on its
surface is surprisingly simple—the following graphic
maps the Decision Tree for the rule in three stages.
First, rather than generally dealing with lost evidence,
the proposed rule addresses only lost ESI. The Rule

DECISION TREE for
PROPOSED RULE 37(e)

When Will Proposed
Rule 37(e) Apply?
ESI that should have been preserved
in the anticipation or conduct of
litigation lost
AND
Because a party failed to take
responsible steps to preserve
the information
AND
Information cannot be
restored or replaced through
additional discovery

applies only when a 3-part test is met, essentially
providing a safe harbor. Second, if there is a finding
of prejudice because the ESI has been lost, then a
court may impose remedies to cure the prejudice, but
no more. And third, the most serious remedies may
only be utilized after a finding of “intent to deprive”
the use of the lost ESI. Parts 2 and 3 are separate—
a litigant does not have to satisfy the “prejudice”
finding necessary for Part 2 to get to Part 3.
A. The Road to the Proposed Rule
and the Way Ahead

Understanding the challenge of addressing ESI spoliation begins with recognizing that the volume of ESI
files expands at warp speed. Businesses must manage their ESI or else be buried in their data. Routine
deletion of ESI has become an accepted part of the
ESI management process. The U.S. Supreme Court
in Arthur Andersen LLP v. United States, 544 U.S.
696 (2005) recognized that these processes “which
are created in part to keep certain information from
getting into the hands of others, including the Government, are common in business,” and that it is “not

What May a Court Order
If There Is a Finding of Prejudice?
If finding of prejudice…
Order measures no greater than
necessary to cure the prejudice

What May a Court Do
After a Finding of
“Intent to Deprive” Use of ESI?
Presume that the last information
was unfavorable to the party
OR
Instruct the jury that it may or must presume
the information was unfavorable to the party
OR
Dismiss the action or enter
a default judgment

2
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wrongful for a manager to instruct his employees to
comply with a valid document retention policy under
ordinary circumstances.”
But one party may view the opposing party’s ESI
management as the destruction, of relevant evidence.
A consequence of this conflict coupled with legal
uncertainties as to the resolution has produced a
series of high-stakes, high-cost spoliation battles. The
ESI Preservation Rule must referee these battles, and
hopefully defuse them.
During the consideration of the 2006 rules amendments, the fight over how to handle ESI preservation
and spoliation was the greater part of the debate. As
the debate raged on, the rule-makers appreciated that
while they could defer for several years, eventually
they would have to address head-on the ESI preservation and spoliation issue. Following the 2010 Duke
Conference, which was convened primarily to start
the process towards promulgation of a revised Preservation Rule, and a 2012 Dallas mini-conference,
a package of proposals, including a proposed Rule
37(e), was published in August 2013. Since publication, these proposals have attracted more than 2,300
written comments.
The Advisory Committee met in April 2014 in
Portland, Oregon to consider the revised rules package. An earlier version of proposed Rule 37(e) in the
Agenda Book was by-passed on Day 1 of the meetings. This soon-to-be discarded version employed the
terms “bad faith” and “willful,” which had become
the hot-button words in the debate, and offered a
list of factors a court might consider. A substantially
rewritten and shortened proposal appeared the next
morning. It is the rewritten proposed rule with a
later-added Committee Note that emerged.
The revised proposed Rule 37(e) went before the
Standing Committee in late May 2014. The Standing Committee approved the proposed rule with
just a few changes to the Committee Note. The
proposal will soon be before the Judicial Conference. If approved, as expected, then the package will
move to the Supreme Court and then to Congress.
If the Court adopts the changes before May 1, 2015,
and Congress leaves the proposed amendments
untouched, the amendments will become effective
December 1, 2015.
THE LONG-AWAITED PROPOSED FRCP RULE 37(e)

B. Proposed Rule 37(e) Parsed

The rule-makers see proposed Rule 37(e) as the single
rule for dealing with lost ESI. As confirmed in the
Committee Note, the proposed rule is intended to
replace entirely current Rule 37(e) and eliminate
analysis of ESI spoliation issues grounded on a court’s
inherent authority.
The rule will resolve the current split among the
circuits, explicitly rejecting the Second Circuit’s
position.
Committee Note: It rejects cases such as Residential Funding Corp. v. DeGeorge Financial Corp.,
306 F.3d 99 (2d Cir. 2002), that authorize the
giving of adverse-inference instructions on a
finding of negligence or gross negligence.
The Second Circuit’s negligence analysis represents
one end of the spectrum on the requisite showing to
support an adverse inference instruction. In contrast, the Tenth Circuit rejects this approach, and
requires proof of bad faith loss of the information.
See, e.g., Aramburu v. Boeing Co., 112 F.3d 1398,
1407 (10th Cir. 1997) (“The adverse inference must
be predicated on the bad faith of the party destroying
the records. Mere negligence in losing or destroying
records is not enough because it does not support an
inference of consciousness of a weak case.”)
Regarding reliance on a court’s “inherent authority”
as an alternative basis for imposing sanctions, the
Committee Note reads:
Committee Note: It therefore forecloses reliance
on inherent authority or state law to determine
when certain measures should be used. The rule
does not affect the validity of an independent tort
claim for spoliation if state law applies in a case
and authorizes the claim.
A court’s inherent authority has become for some
courts the source of the authority to deal with ESI
spoliation, including the authority for imposing even
the most serious spoliation sanctions.
For example, in The Pension Committee of the University of Montreal Pension Plan. v. Banc of America Securities, LLC, 685 F. Supp. 2d 456, 464 (SDNY 2010),
Judge Scheindlin writes that the “right to impose

3

sanctions for spoliation arises from a court’s inherent
power to control the judicial process and litigation.”
According to Judge Scheindlin, the court’s inherent
authority to punish spoliation arises from “the need
to preserve the integrity of the judicial process in
order to retain confidence that the process works to
uncover the truth.”
The rule-makers would eliminate entirely this “inherent authority” basis for spoliation sanctions.
The proposed rule has three parts: (1) The 3-step
test for when the rule will apply, (2) “prejudice”
and the middle ground remedies, and (3) proof of
“intent to deprive” as the only route to the most
serious sanctions.
1. When Does the Rule Apply? Is this the Safe
Harbor Missing from the Current Rule?
The proposed rule addresses only lost ESI. Earlier
versions of a replacement rule attempted much
broader coverage. But on Day 2 of the Portland
meetings, the proposal narrowed to just ESI, and
further narrowed to only ESI lost because a party
“failed to take reasonable steps to preserve.” The
rule begins with the 3-step test shown in the
following graphic.

When Will Proposed
Rule 37(e) Apply?
ESI that should have been preserved in
the anticipation or conduct of litigation is lost
AND
Because a party failed to take reasonable
steps to preserve the information
AND
Information cannot be restored or replaced
through additional discovery

a. ESI Preservation Duty and Trigger.
The inquiry begins with the preservation trigger event
—the proposed rule applies only to ESI “that should
have been preserved in the anticipation or conduct of
litigation….” The Committee Note confirms that this
does not create a new duty to preserve, but draws on
the existing common law duty:
Committee Note: Many Court decisions hold
that potential litigants have a duty to preserve
relevant information when litigation is reasonably
foreseeable. Rule 37(e) is based on this commonlaw duty; it does not attempt to create a new duty
to preserve. The rule does not apply when information is lost before a duty to preserve arises.
b. Reasonable Steps to Preserve.
The proposed rule next limits its application to ESI
that was lost “because a party failed to take reasonable steps to preserve the information….” The Committee Note explicitly identifies that only “reasonable
steps” should be required.
Committee Note: This rule recognizes that
“reasonable steps” to preserve suffice; it does
not call for perfection.
“Reasonable steps” stands as the safe harbor from
spoliation sanctions that was heralded in the 2006
eDiscovery amendments, but which turned out to be
an illusion. The pursuing party will show that ESI has
been lost, and that the other party was on notice to
preserve. The defense then likely centers, as least initially, on the preservation steps taken. If the defending party demonstrates that it took reasonable steps
to preserve ESI, then the spoliation claim should fail.
The Committee Notes then adds proportionality as
a factor:
Committee Note: Another factor in evaluating
the reasonableness of preservation efforts is
proportionality.
By softening preservation requirements to what may
be proportional to what is at stake, the rule-makers
ratcheted downward the practical preservation
requirements for routine litigation, including most
employment cases. In the rule as drafted heading into
the Portland meetings, proportionality was one of
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five factors in assessing a party’s conduct. The proposed rule makes no mention of proportionality; coverage is relegated to the Committee Note. The Note
also recognizes that the party’s sophistication should
be considered when a court analyzes whether a party
realized what should have been preserved.
c. Will Curative Measures Remedy the ESI Loss?
A court should not go any further in the analysis
if the ESI loss can be “restored or replaced through
additional discovery.” The Committee Note repeats
this point:
Committee Note: Rule 37(e) directs that the initial focus should be on whether the lost information can be restored or replaced through additional
discovery…. If the information is restored or
replaced, no further measures should be taken.
In many ESI cases this third part will end the inquiry.
What may appear to be lost often can be located elsewhere. For instance, a custodian’s emails deleted from
an Exchange database might be found on backup
tapes, or possibly in another custodian’s files. Before a
court explores prejudice and searches for appropriate
remedies, it must consider the possibility that seemingly lost ESI can be restored or replaced.
2. If There Is a Finding of Prejudice, What May
a Court Order?
Only if the 3-step test described above is met does
a court continue with its analysis. The question in
subpart (e)(1) of proposed Rule 37(e) is whether there
is a “finding of prejudice.” If so, then a court may
reach into its bag of remedies, but may “order measures no greater than necessary to cure the pre-judice.”
The remedies available at this stage do not include the
most serious sanctions—the adverse inference instruction and dismissal. These sanctions may be imposed
only under subpart (e)(2).
The Committee Note emphasizes that the proposed
rule is purposefully vague on which party has the
burden of proving or disproving prejudice.
Committee Note: The rule does not place a
burden of proving or disproving prejudice on
one party or the other.
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What May a Court Order
If There Is a Finding of Prejudice?
If finding of prejudice…
Order measures no greater than
necessary to cure the prejudice.

As to the available remedies, Judge Campbell explains
that “one of our intentions is to preserve broad remedial powers for judges in (e)(1).” The Committee
Note provides:
Committee Note: The rule leaves judges with discretion to determine how best to assess prejudice
in particular cases.
The available remedies are not listed, but case law
identifies financial penalties, payment of attorneys’
fees, evidentiary limitations, and maybe that certain
facts are deemed proved. A close reading of the proposed rule and the Committee Note identifies these
actions as remedies, not “sanctions.”
3. A Court May Give an Adverse Inference
Instruction or May Dismiss Claims or Enter
Default Judgment Only After a Finding of an
“Intent to Deprive” the Use of the ESI.
The center of the ongoing debate has been the
required showing before a court may give an adverse
inference jury instruction, dismiss claims, or enter
a default judgment. As noted above, some courts
have required proof of black-hearted destruction of
ESI, while the Second Circuit has authorized giving
an adverse inference instruction based on a finding
of negligence or gross negligence. The rule-makers
intend a uniform standard, and they reject the
Second Circuit’s approach. And, as explained above,
the “inherent authority” avenue would be blocked.
The Committee Note could not be clearer on this:
Committee Note: It is designed to provide a
uniform standard in federal court for the use of
these serious measures when addressing failure
to preserve electronically stored information.
It rejects cases such as Residential Funding Corp.
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v. DeGeorge Financial Corp., 306 F.3d 99 (2d
Cir. 2002), that authorize the giving of adverseinference instructions on a finding of negligence
or gross negligence.

What May a Court Do After a Finding
of “Intent to Deprive” Use of ESI?
Presume that the lost information
was unfavorable to the party
OR
Instruct the jury that it may or must presume
the information was unfavorable to the party
OR
Dismiss the action or enter a default judgment

The chosen test centers on proof of “an intent to
deprive.” The proposed rule language reads: “Only
upon a finding that the party acted with the intent
to deprive another party of the use of the information in the litigation.” If there is any confusion in
this language, the Committee Note emphasizes the
restriction:
Committee Note: Subdivision (e)(2) limits the
ability of courts to draw adverse inferences based
on the loss of information in these circumstances,
permitting them only when a court finds that the
information was lost with the intent to prevent its
use in litigation.
Only if this hurdle is cleared does the door open to
the serious sanctions.

SECTION II: THE PRACTICAL SIDE
— THE “REASONABLE STEPS”
SAFE HARBOR
If approved, then proposed Rule 37(e) will be the
only federal civil rule that speaks to the scope of a
party’s duty to preserve. While the rule might appear
threadbare, the debate history and literature provide
guidance on “reasonable steps.” Key in this history is
the Sedona Conference’s 2010 Commentary on Legal
Holds: The Trigger and the Process.i
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The rule-makers chose to provide only general
directions for ESI preservation, not detailed rules.
The Committee’s Comments from the 2010 Duke
Conference reveal that the Committee considered
three approaches to answering the preservation issue.
One was an explicit preservation rule that detailed
when and how ESI must be preserved. A second
option considered a general preservation rule, but
still a “front-end” solution, that is, fairly explicit
directions or guidelines for the ESI preservation
process. The third option, a “back end” approach,
focuses on the availability of a genuine safe harbor
and the consequences for failure to preserve. The
rule-makers pursued this last option, stating that
a party should not be sanctioned if it has taken
“reasonable steps to preserve the information.”
The critical question then becomes what are the reasonable steps contemplated in the rule? The Sedona
Commentary includes Guidelines for defensible preservation processes. From these Guidelines it is a fairly
small step to specifying processes that provide an ESI
preservation solution that should meet the proposed
Rule 37(e) “reasonable steps” standard.iii
The Sedona Commentary distills the requirements to
“reasonableness and good faith” with recognition of
proportionality.
The keys to addressing these issues, as with all discovery issues, are reasonableness and good faith. Where
ESI is involved, there are also practical limitations
due to the inaccessibility of sources as well as the
volume, complexity and nature of electronic information, which necessarily implicates the proportionality principles, found in Rule 26(b)(2)(C)(iii).
If the Commentary stopped after this recitation, then
the assistance would be far too general. The Commentary goes on to offer its Guidelines for a sufficient
Legal Hold, documentation of the preservation
processes, and regular review.iii
The Commentary, and in particular Guidelines 8, 9
and 10, are seen as identifying the “reasonable steps”
in proposed Rule 37(e). In other words, implementing and following the Guidelines will show that a
party has taken the reasonable steps to navigate to
the safe harbor described in the rule.
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SECTION III: SUMMARY
The process leading to proposed Rule 37(e) began
with the 2010 Duke Conference. If the amendment
process stays on course, the replacement rule will
become effective on December 1, 2015.
Proposed Rule 37(e) has an appearance of simplicity.
This design is so the proposed rule will be the sole
authority for federal courts to impose ESI spoliation
remedies or sanctions; the court’s “inherent authority” as a basis for spoliation sanctions is pushed aside.
In practice, the proposed rule may well be relatively
simple to apply. But appreciation of the rule comes
only with an understanding of the issues, the history,
and the ongoing debate.
Unlike most procedural rules, this proposed rule
has substantial business implications. As demands
to manage ESI increase, businesses are seeking guidance on what must be preserved to avoid spoliation
claims and sanctions. The circuit split and vague
directions have led to costly over-preservation.
Proposed Rule 37(e) will be the single rule to provide ESI preservation guidance, including at least
the identification of the “reasonable steps” that
define a safe harbor.

The Sedona Conference published a 2007 version of
the Commentary which was revised in 2010.
i

As an example of a real-world solution designed based
on the Commentary Guidelines, the article turns to
J. Kurz, A Trial Lawyer’s Wish List: A Legal Hold and
Data Preservation Management Solution (accessed from
the eDiscovery page on Redmon, Peyton & Braswell
website (www.RPB-law.com).
ii

Guidelines 8, 9 and 10 from the 2010 Sedona
Commentary read:

iii

Guideline 8:
In circumstances where issuing a legal hold notice is
appropriate, such a notice is most effective when the organization identifies the custodians and data stewards most
likely to have relevant information, and when the notice:
(a) Communicates in a manner that assists persons in
taking actions that are, in good faith, intended to be
effective
(b) Is in an appropriate form, which may be written
(c) Provides information on how preservation is to
be undertaken
(d) Is periodically reviewed and, when necessary,
reissued in either its original or an amended form, and
(e) Addresses features of relevant information systems
that may prevent retention of potentially discoverable
information.
Guideline 9:
An organization should consider documenting the legal
hold policy, and, when appropriate, the process of implementing the hold in a specific case, considering that both
the policy and the process may be subject to scrutiny by
opposing parties and review by the court.
Guideline 10:
Compliance with a legal hold should be regularly
monitored.
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Preface
Welcome to the 2010 final post-public comment version of The Sedona Conference®
Commentary on Legal Holds: The Trigger & The Process. This document contains numerous
changes from the 2007 public comment version. The changes reflect the informal and
formal suggestions and comments we received in the past 2+ years since initial publication.
In a nutshell, the edits take into consideration the continued evolution of law and
best practices in the area over the past few years. Just as the awareness and consideration of
issues involved in implementing legal holds evolved significantly since the founding of the
Working Group in 2002 to the initial publication of this document, so too has the legal
world evolved since 2007. The guidelines and accompanying text have been revised to
harmonize the enhanced understanding of the technical, process, and legal issues that have
emerged since we first issued this Commentary. Notably, our treatment of the issues in this
revised edition expressly addresses the recent Pension Committee and Rimkus cases that have
been widely disseminated and discussed in 2010, as well as recent cases addressing the
application of Rule 37(e) of the Federal Rules of Civil Procedure that was added in 2006.
While we have no doubt this area will continue to evolve, we believe this
document represents an accurate view of reasonable and defensible practices that
organizations should consider in 2010 and going forward when addressing the issue of legal
hold triggers and process.
While all Working Group members, as well as public commentators, played a role
in the revisions and enhancements to this document, I would like to especially thank
Thomas Y. Allman, Conor R. Crowley, Jonathan M. Redgrave, and Kenneth J. Withers for
their efforts in shepherding the final review and editing process for this document.
Finally, although this document is now in its post-public comment version, we welcome
additional input and involvement in this and other publications of The Sedona Conference.®
Please reach out to us at our website at www.thesedonaconference.org or email me at
rgb@sedonaconference.org.
Richard G. Braman
Executive Director
The Sedona Conference®
August 2010
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Introduction
PRESERVATION OBLIGATIONS AND LEGAL HOLDS
Information is the lifeblood of the modern world, a fact that is at the core of our
civil discovery system. Accordingly, the law has developed rules regarding the manner in
which information is to be treated in connection with litigation. One of the principal rules
is that whenever litigation1 is reasonably anticipated, threatened, or pending against an
organization,2 that organization has a duty to undertake reasonable and good faith actions
to preserve relevant and discoverable information and tangible evidence. This duty arises at
the point in time when litigation is reasonably anticipated whether the organization is the
initiator or the target of litigation.
The duty to preserve requires a party to identify, locate, and maintain information
and tangible evidence that is relevant to specific and identifiable litigation. It typically arises
from the common law duty to avoid spoliation of relevant evidence for use at trial and is
not explicitly defined in the Federal Rules of Civil Procedure. See, e.g., Silvestri v. General
Motors, 271 F.3d 583 (4th Cir. 2001) (applying the “federal common law of spoliation”);
Chambers v. NASCO, Inc., 501 U.S. 32 (1991).
The concept of “legal holds” or “litigation holds”3 has gained momentum in the last
10 years as part of common process by which organizations can begin to meet their
preservation obligations. The use of a “litigation hold” as a means to satisfy preservation
obligations was popularized by the 2003 decision in Zubulake v. UBS Warburg (“Zubulake
IV”).4 The court suggested that “[o]nce a party reasonably anticipates litigation, it must suspend
its routine document retention/destruction policy and put in place a ‘litigation hold.’”5 In a
subsequent decision in 2010 in Pension Committee v. Bank of America Securities, LLC,6 the same
court held that “the failure to issue a written litigation hold constitutes gross negligence.”
However, not all courts require a written legal hold. For example, in Kinnally v. Rogers
Corporation,7 a district court held that sanctions do not lie merely because of the “absence of a
written litigation hold”8 when a party has taken “the appropriate actions to preserve evidence.”9
The 2006 Amendments
The 2006 Amendments to the Federal Rules of Civil Procedure (“the 2006
Amendments” or “the Amendments”) did not define preservation obligations given the
difficulty in drafting an appropriate Rule.10 The use of a “litigation hold” as a method of
implementation was referenced, however, in the Note to Rule 37(f ), which was
subsequently renumbered as Rule 37(e).11
1

Throughout this Commentary, the term “litigation” is used to refer primarily to civil litigation. However, the principles apply
with equal force to regulatory investigations and proceedings.
2 Where appropriate, the term “organization” should be understood to include natural persons.
3 Throughout this Commentary we use the term “legal hold” rather than “litigation hold” to reflect that the duties and
processes may apply in circumstances where there is no litigation. (e.g., pre-litigation or investigation).
4 220 F.R.D. 212 (S.D.N.Y. 2003).
5 Id. at 218.
6 2010 WL 184312 (S.D.N.Y. Jan. 15, 2010). The opinion was subtitled “Zubulake Revisited: Six Years Later.”
7 2008 WL 4850116, at *7 (D. Ariz. Nov. 7, 2008).
8 Id. *6 (“the absence of a written litigation hold . . . does not in itself establish [a violation]” (emphasis in original).
9 Id. at *7 (noting use of a verbal litigation hold).
10 ADVISORY COMMITTEE MINUTES, Apr. 14-15, 2005, at p. 39-40 (“the Committee has concluded that the difficulties of
drafting a good rule would be so great that there is no occasion even to consider the question whether a preservation rule
would be an authorized or wise exercise of Enabling Act authority.”); copy available at
http://www.uscourts.gov/uscourts/RulesAndPolicies/rules/Minutes/CRAC0405.pdf.
11 FED R. CIV. P. 37(f ), Committee Note observes that “[w]hen a party is under a duty to preserve information because of
pending or reasonably anticipated litigation, intervention in the routine operation of an information system is one aspect of
what is often called a ‘litigation hold.’” (2006).
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The primary focus in the Amendments was on process improvements designed to
encourage early party agreements while providing guidance for courts facing losses due to
preservation failures. Thus, Rule 26(f ) now requires discussion of “issues about preserving
discoverable information” at the “meet and confer” held prior to the Scheduling Conference
required by Rule 16(b). The Committee hoped that by encouraging early discussion, parties
would reach agreement on “reasonable preservation steps.” However, the requirement to
discuss preservation “does not imply” that courts should routinely enter preservation
orders.12 In addition, Rule 37(e) provides that “[a]bsent exceptional circumstances, a court
may not impose sanctions under these rules on a party for failing to provide electronically
stored information lost as a result of the routine, good-faith operation of an electronic
information system.”
The Duty to Preserve
In enforcing the duty to preserve through spoliation sanctions, courts primarily
rely upon their inherent powers, although Rule 37 also plays a limited role where a court
order has been violated. A party that violates a preservation order or an order to compel
production, or otherwise fails to preserve and produce information, may be exposed to a
range of sanctions.13
Preservation obligations may also be acknowledged and enforced because of
statutes or regulations that are deemed to apply under the circumstances at issue.14 See
Byrnie v. Town of Cromwell Board of Education 15 (“Several courts have held that the
destruction of evidence in violation of a regulation that requires its retention can give rise to
an inference of spoliation.”). Criminal penalties at the federal and state level may also be
invoked in specific cases within the coverage of those laws. See, e.g., 18 U.S.C. § 1519
(Sarbanes-Oxley Act § 802).
A duty to preserve may arise or be “triggered” before commencement of litigation.
The duty “arise[s] not only during litigation but also extends to that period before the
litigation when a party reasonably should know that the evidence may be relevant to
anticipated litigation.”16 Once it arises, a party must take reasonable steps to preserve “what
it knows, or reasonably should know is relevant in the action, is reasonably calculated to
lead to the discovery of admissible evidence, is reasonably likely to be requested during
discovery and/or is the subject of a pending discovery request.”17 In some states, including
federal courts sitting in diversity, an independent action in tort may lie for violation of a
duty to preserve.18
The basic principle that an organization has a duty to preserve relevant
information in anticipation of litigation is easy to articulate. However, the precise
application of that duty can be elusive. Every day, organizations apply the basic principle to
real-world circumstances, confronting the issue of when the obligation is triggered and,
12 FED. R. CIV. P. 26, Committee Note, Subdivision (f ) (2006).
13 The preservation obligation typically applies only to parties, although service of a subpoena can trigger a duty as to nonparties. See, e.g., Caston v. Hoaglin, 2009 WL 1687927 (S.D. Ohio June 12, 2009) (subpoenas issued for the purposes of
requiring preservation of relevant information).
14 Some record retention regulations that create preservation obligations are not necessarily enforceable for the benefit of private
parties. See 17 C.F.R. § 240.17a-4 (SEC rule mandating retention of communications by members, brokers, or dealers), as
discussed in Zubulake v. UBS Warburg LLC, 217 F.R.D. 309, 322 n.70 (S.D.N.Y. 2003) (plaintiff was not an intended
beneficiary of the records retention regulation at issue).
15 243 F.3d 93, 108-09 (2d Cir. 2001).
16 Silvestri v. General Motors, 271 F.3d 583, 591 (4th Cir. 2001).
17 Wm T. Thompson Co. v. General Nutrition Corp., 593 F. Supp. 1443 (C.D. Cal. 1984).
18 See, e.g., Kearney v. Foley & Lardner, 582 F.3d 396 (9th Cir. 2009) (dismissing state claim because of other viable remedies).
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once triggered, what is the scope of the obligation. Principle 5 of The Sedona Principles: Best
Practices, Recommendations & Principles for Addressing Electronic Document Production (“The
Sedona Principles”) (2d ed. 2007), suggests that preservation obligations require “reasonable
and good faith efforts,” but that it is “unreasonable to expect parties to take every
conceivable step to preserve potentially relevant data.”
This Commentary is intended to provide pragmatic suggestions and guidance in
carrying out preservation obligations. For ease of analysis, the Commentary is divided into
two parts: The “trigger” and the “legal hold.” Part I addresses the “trigger” issue and
provides practical guidelines for determining when the duty to preserve relevant
information arises. What should be preserved and how the preservation process should be
undertaken, including the implementation of “legal holds,” are addressed in Part II.
The keys to addressing these issues, as with all discovery issues, are reasonableness
and good faith. Where ESI is involved, there are also practical limitations due to the
inaccessibility of sources19 as well as the volume, complexity and nature of electronic
information, which necessarily implicates the proportionality principles, found in Rule
26(b)(2)(C)(iii).20
The Guidelines in this Commentary are intended to facilitate compliance by
providing a framework an organization can use to create its own preservation procedures.
The Guidelines are not intended and should not be used as an all-encompassing “checklist” or set
of rules that are followed mechanically. Instead, they should guide organizations in
articulating a policy for implementing legal holds that is tailored to their individual needs.
In addition to the Guidelines, suggestions and illustrations are included under hypothetical
factual situations. These illustrations are not to be taken as “right answers” for the
circumstances posed. Indeed, there may be other circumstances or facts that could well
result in a different analysis and result. As such, the illustrations are intended to impart
understanding of the analytical framework to be applied and not to be considered as reasons
for reaching a particular result.
Guideline 1
A reasonable anticipation of litigation arises when an organization is on notice of a credible
probability that it will become involved in litigation, seriously contemplates initiating
litigation, or when it takes specific actions to commence litigation.
Guideline 2
Adopting and consistently following a policy or practice governing an organization’s
preservation obligations are factors that may demonstrate reasonableness and good faith.
Guideline 3
Adopting a process for reporting information relating to a probable threat of litigation to a
responsible decision maker may assist in demonstrating reasonableness and good faith.

19 FED. R. CIV. P. 26(b)(2)(B) provides that information stored in sources that are not reasonable accessible because of undue
burden or cost are not initially discoverable, but the fact that they may become so if “good cause” is shown prompts them to
be a subject of consideration for possible preservation.
20 The Hon. Paul W. Grimm et al., Proportionality in the Post-Hoc Analysis of Pre-Litigation Preservation Decisions, 37 U. BALT. L.
REV 381, 388 (2008) (it would be “anomalous to sanction a party” for failure to preserve information that is later determined
by the court not to be discoverable under FED. R. CIV. P. 26(b)(2)(C)).
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Guideline 4
Determining whether litigation is or should be reasonably anticipated should be based on a
good faith and reasonable evaluation of relevant facts and circumstances.
Guideline 5
Evaluating an organization’s preservation decisions should be based on the good faith and
reasonableness of the decisions undertaken (including whether a legal hold is necessary and
how it should be executed) at the time they are made.
Guideline 6
The duty to preserve involves reasonable and good faith efforts, taken as soon as is
practicable and applied proportionately, to identify and, as necessary, notify persons likely
to have relevant information to preserve the information.
Guideline 7
Factors that may be considered in determining the scope of information that should be
preserved include the nature of the issues raised in the matter, the accessibility of the
information, the probative value of the information, and the relative burdens and costs of
the preservation effort.
Guideline 8
In circumstances where issuing a legal hold notice is appropriate, such a notice is most
effective when the organization identifies the custodians and data stewards most likely to
have relevant information, and when the notice:
(a) Communicates in a manner that assists persons in taking actions that are, in
good faith, intended to be effective
(b) Is in an appropriate form, which may be written
(c) Provides information on how preservation is to be undertaken
(d) Is periodically reviewed and, when necessary, reissued in either its original or
an amended form, and
(e) Addresses features of relevant information systems that may prevent retention
of potentially discoverable information.
Guideline 9
An organization should consider documenting the legal hold policy, and, when appropriate,
the process of implementing the hold in a specific case, considering that both the policy
and the process may be subject to scrutiny by opposing parties and review by the court.
Guideline 10
Compliance with a legal hold should be regularly monitored.
Guideline 11
Any legal hold policy, procedure, or practice should include provisions for releasing the
hold upon the termination of the matter at issue so that the organization can adhere to
policies for managing information through its useful lifecycle in the absence of a legal hold.
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PART 1: TRIGGERING THE DUTY OF PRESERVATION
The duty to preserve relevant information arises when litigation is “reasonably
anticipated.” The duty to preserve relevant information is certainly triggered when a
complaint is served, a governmental proceeding is initiated, or a subpoena is received.
However, the duty to preserve could well arise before a complaint is served or a subpoena
is received and regardless of whether the organization is bringing the action, is the target
of the action, or is a third party possessing relevant evidence. The touchstone is
“reasonable anticipation.”
Determining whether a duty to preserve is triggered is fact-intensive and is not
amenable to a one-size-fits-all or a checklist approach. An organization will likely not be
able to resolve the question the same way each time it arises. In general, determining
whether the duty to preserve attaches will require an approach that considers a number of
factors, including the level of knowledge within the organization about the claim, and the
risk to the organization of the claim. Weighing these factors will enable an organization to
decide when litigation is reasonably anticipated and when a duty to take affirmative steps to
preserve relevant information has arisen.
Guideline 1. A reasonable anticipation of litigation arises when an organization is
on notice of a credible probability that it will become involved in litigation, seriously
contemplates initiating litigation, or when it takes specific actions to commence
litigation.
When the duty to preserve arises is often unambiguous. For example, the receipt
of a summons or complaint, receipt of a subpoena, or formal notice that an organization is
the target of a governmental investigation puts an organization on notice that it has a duty
to preserve relevant information. However, other events may trigger a duty to preserve only
when considered in the context of the entity’s history and experience, or the particular facts
of the case. For instance, an insurer’s receipt of a claim from an insured often will not
indicate the probability of litigation, as the insurer is in the business of paying claims often
without litigation. On the other hand, the filing of an EEOC charge by a current or former
employee may or may not, in the experience of the employer, indicate a probability of
litigation. Similarly, the receipt of a preservation notice letter from an opposing party may
or may not give rise to a credible probability of litigation, depending on the circumstances.
On the plaintiff ’s side, seeking advice of counsel, sending a cease and desist letter
or taking specific steps to commence litigation may trigger the duty to preserve. In both
Pension Committee21 and Rimkus Consulting v. Cammarata,22 the activities of the plaintiffs
prior to litigation came under close examination. The test of the timing of the trigger is
often based on when the party “determine[d] [that] legal action is appropriate.”23
On the defendant’s side, credible information that it is the target of legal action
may be sufficient to trigger the duty to preserve. The degree to which anticipated litigation
must be clear and certain is debatable. In Goodman v. Praxair Services,24 the court refused to
require an unequivocal notice of impending litigation. In Phillip M. Adams & Associates v.
21 2010 WL 184312 (S.D.N.Y. Jan. 15, 2010).
22 2010 WL 645353 (S.D. Tex. Feb. 19, 2010).
23 Milenkamp v. Davisco Foods Int’l, 562 F.3d 971, 981 (9th Cir. 2009) (no duty to preserve since destruction of evidence
occurred “by the time” that plaintiffs determined legal action was appropriate).
24 632 F. Supp. 2d 494, 494 at n. 7 (D. Md. 2009).
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Dell, Inc.,25 the duty to preserve was held to have been triggered many years before suit was
filed because of mere awareness of the dispute by others in the industry. However, there are
circumstances when the threat of litigation is not credible and it would be unreasonable to
anticipate litigation based on that threat. In Cache LaPoudre Fees v. Land O’Lakes,26 for
example, a letter referencing potential “exposure” did not trigger the obligation to preserve
since a mere possibility of litigation does not necessarily make it likely and the letter
referred to the possibility of amicable resolution.
This Guideline suggests that a duty to preserve is triggered only when an
organization concludes (or should have concluded), based on credible facts and
circumstances, that litigation or a government inquiry is probable. Whether litigation can
be reasonably anticipated should be based on a good faith and reasonable evaluation of the
facts and circumstances as they are known at the time. Of course, later information may
require an organization to reevaluate its determination and may result in a conclusion that
litigation that previously had not been reasonably anticipated (and consequently did not
trigger a preservation obligation) is then reasonably anticipated. Conversely, new
information may enable an organization to determine that it should no longer reasonably
anticipate a particular litigation, and that it is consequently no longer subject to a
preservation obligation. A party that obtains new information, after the initial decision is
made, should reevaluate the situation as soon as practicable. See, e.g., Stevenson v. Union
Pacific RR Co., 354 F.3d 739 (8th Cir. 2004).
Consequently, to help understand when the duty to preserve arises, one should
consider when the duty does not arise. For example, a vague rumor or indefinite threat of
litigation does not trigger the duty; nor does a threat of litigation that is not credible or
not made in good faith. A lack of credibility may arise from the nature of the threat itself
or from past experience regarding the type of threat, the person who made the threat, the
legal bases upon which the threat is purportedly founded, or any of a number of similar
facts. In addition, the trigger point for a small dispute, where the stakes are minor, might
occur at a later point than for a dispute that is significant in terms of business risk or
financial consequences.27
A reasoned analysis of the available facts and circumstances is necessary to
conclude whether litigation or a government inquiry is or is not “reasonably anticipated.”
That determination is fact-intensive and should be made by an experienced person who can
make a reasoned judgment.
Another issue to be considered is what constitutes notice to the organization. For
corporations this can be a complicated issue. If one employee or agent of the organization
learns of facts that might lead one to reasonably believe litigation will be forthcoming,
should that knowledge be imputed to the organization as a whole, thereby triggering its
preservation obligations? Often, the answer will depend on the nature of the knowledge, the
potential litigation, and the agent. Generally, “[a]n agent’s knowledge is imputed to the
corporation where the agent is acting within the scope of his authority and where the
knowledge relates to matters within the scope of that authority.”28

25 621 F. Supp. 2d 1173 (D. Utah 2009).
26 244 F.R.D. 614, 623, 623 (D. Colo. 2007).
27 A dispute that may have significant consequences will be more likely to result in litigation because the entity potentially
asserting the claim is more likely to be willing to bear the costs of litigation. Thus, such a dispute is more likely to result in a
reasonable anticipation of litigation.
28 In re Hellenic, Inc., 252 F.3d 391, 395 (5th Cir. 2002).
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Organizations that become aware of a credible threat from which litigation might
arise may have a duty to make reasonable inquiry or possibly undertake a more detailed
investigation regarding the facts related to that “threat.” Whether an inquiry or detailed
investigation is warranted will be fact-driven and based on reasonableness and good faith.
Thus, while there may be no duty to affirmatively disprove allegations associated with a
threat before concluding that a threat lacks credibility, the facts and circumstances may
suggest the prudence of making an inquiry before reaching such a conclusion.
The case law as to when an organization should reasonably anticipate litigation
varies widely from jurisdiction to jurisdiction. In Zubulake IV,29 the court stated that UBS
should have reasonably anticipated litigation at the latest when Ms. Zubulake filed a charge
with the EEOC. However, the court found that UBS reasonably anticipated litigation—
thereby triggering the duty to preserve—five months before the filing of the EEOC
charge, based on the emails of several employees revealing that they knew that plaintiff
intended to sue.30
In Willard v. Caterpillar, Inc.,31 the court rejected a claim that the defendant
tractor manufacturer should have preserved documents related to the design of the tractor,
where the model at issue had been out of production for 20 years. The court noted that:
There is a tendency to impose greater responsibility on the defendant when
spoliation will clearly interfere with the plaintiff ’s prospective lawsuit and to
impose less responsibility when the interference is less predictable. Therefore,
if Caterpillar destroyed documents which were routinely requested in
ongoing or clearly foreseeable products liability lawsuits involving the D7-C
tractor and claims similar to Willard’s, its conduct might be characterized as
unfair to foreseeable future plaintiffs. However, the document destruction at
issue began more than ten years before Willard was injured, and the evidence
disclosed only one other accident involving on-track starting and none
involving the wet clutch. In our opinion, such remote pre-litigation
document destruction would not be commonly understood by society as
unfair or immoral.
ILLUSTRATIONS
Illustration i: An organization receives a letter that contains a vague threat of a trade
secret misappropriation claim. The letter does not specifically identify the trade secret.
Based on readily available information, it appears that the information claimed to be the
misappropriated trade secret had actually been publicly known for many years.
Furthermore, the person making the threat had made previous threats without initiating
litigation. Given these facts, the recipient of the threat could reasonably conclude that
there was no credible threat of litigation, and the entity had no duty to initiate
preservation efforts.
Illustration ii: An organization receives a demand letter from an attorney that contains a
specific threat of a trade secret misappropriation claim. Furthermore, the organization is
aware that others have been sued by this same plaintiff on similar claims. Given these facts,
29 220 F.R.D. 212, 216-17 (S.D.N.Y. 2003).
30 The scope of that duty to preserve seems to have been quite limited encompassing a small number of emails over a limited
period of time suggesting that even though the duty to preserve had arisen, the scope of the preservation obligations may have
been quite modest.
31 40 Cal. App. 4th 892 (1995).
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there is a credible threat of litigation, and the organization has a duty to preserve relevant
information. The duty to preserve on the part of the potential plaintiff arises no later than
the date of the decision to send the letter, and, in some circumstances, may arise earlier.
Illustration iii: An organization learns of a report in a reputable news media source that
includes sufficient facts, consistent with information known to the organization, of an
impending government investigation of a possible violation of law by the organization
stemming from the backdating of stock options given to executives. Under these
circumstances, a government investigation (and possibly litigation) can reasonably be
anticipated and a preservation obligation has arisen.
Illustration iv: An event occurs which, in the experience of the organization, typically
results in litigation. Examples of such events may include a plant explosion with severe
injuries, an airplane crash, or an employment discrimination claim. The experience of the
organization when these claims arose in the past would be sufficient to give rise to a
reasonable anticipation of litigation.
Illustration v: A cease-and-desist letter for misuse of a trademark is received by a business.
The recipient replies with an agreement to comply with the demand and, in fact, does
comply with the demand. The recipient does not have a reasonable basis to anticipate
litigation and does not have an obligation to preserve relevant information. However, the
duty to preserve on the part of the sender arises no later than the date of the decision to
send the letter.
Guideline 2. Adopting and consistently following a policy or practice governing an
organization’s preservation obligations is one factor that may demonstrate
reasonableness and good faith.
A policy or practice setting forth a process for determining whether the duty to
preserve information has attached can help ensure that the decision is made in a defensible
manner. As stated in The Sedona Principles,32 “[b]y following an objective, preexisting policy,
an organization can formulate its responses to electronic discovery not by expediency, but
by reasoned consideration.”33 Thus, any policies that provide for management of ESI should
include provisions for implementing procedures to preserve documents and electronically
stored information related to ongoing or reasonably anticipated litigation, government
investigations or audits. Id. However, “[t]he nomenclature (e.g., ‘litigation hold’) is not
important; the important factor is that the organization has a means to comply with its
legal obligations to preserve relevant information in the event of actual or reasonably
anticipated litigation or investigation.” 34
While the particulars of the policy or practice will necessarily be driven by the
structure and culture of the organization, the key is to have a process that is followed. In
cases where the preservation efforts are likely to be challenged, it can be helpful to
memorialize the steps taken to follow that process so the organization can demonstrate its
compliance with the process. A defined policy and memorialized evidence of compliance
should provide strong support if the organization is called upon to prove the reasonableness
of the decision-making process.
32 The Sedona Conference,® THE SEDONA PRINCIPLES (2d ed. 2007) at Comment 1.b.
33 Principle 1 of The Sedona Principles provides, in relevant part, that “[o]rganizations must properly preserve electronically
stored information that can reasonably be anticipated to be relevant to litigation.”
34 Id. at n. 36.
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ILLUSTRATION
Illustration i: Upon receipt of an anonymous threat sent to a corporation’s ombudsman,
the ombudsman consults the legal hold policy. That policy provides criteria for an
assessment of the threat and whether the issues raised by information, including the
circumstances surrounding its receipt, indicate the potential for litigation or governmental
investigation. It also provides for a preliminary evaluation of the allegations before
determining whether a hold should be implemented. Based on the policy, the ombudsman
concludes that the corporation does not reasonably anticipate litigation and memorializes
that decision in a memorandum to the file. In a subsequent challenge, the corporation is
able to demonstrate that it exercised reasonableness and good faith.
Guideline 3. Adopting a process for reporting information relating to a probable
threat of litigation to a responsible decision maker may assist in demonstrating
reasonableness and good faith.
In any organization—but particularly in large organizations—individuals within
the organization may have information that indicates a threat of litigation that the decision
makers for the organization do not have. An organization formulating a legal hold policy
should consider how to enable that information to be communicated to persons charged
with evaluating the threat and, if warranted, instituting legal holds. The particulars of how
this process is implemented will vary from organization to organization, based on the way
the business is conducted and the culture of the organization. However, to be effective, the
procedure should be simple and practical, and individuals within the organization should be
trained on how to follow the procedure.
ILLUSTRATIONS
Illustration i: Westerberg Products is a large corporation with tens of thousands of
employees and offices throughout the United States. Westerberg Products establishes an
internal compliance “help line” or Web site that allows employees to submit information
they have regarding matters of concern, including potential claims against the company.
The information received is forwarded to the legal department of Westerberg Products,
which is charged with determining whether and when to implement a legal hold. Each
employee is trained on how to use the help line or Web site and instructed that they
should use it to report any relevant information. Westerberg Products can use these
procedures to demonstrate its good faith efforts to ensure it is aware of information
indicating a threat of litigation.
Illustration ii: Stinson Software is a small software developer with eight employees. Every
month, all eight employees attend a staff meeting and a regular topic of discussion is
whether any employee is aware of any ongoing threats to the company, including possible
claims or demands that might result in litigation against the company. Stinson Software’s
Chief Operations Officer follows up on any tips with Stinson Software’s outside counsel.
Stinson Software can use these practices to demonstrate its good faith effort to ensure it is
aware of information indicating a threat of litigation.
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Guideline 4. Determining whether litigation is or should be reasonably anticipated
should be based on a good faith and reasonable evaluation of relevant facts and
circumstances.
Determining whether litigation is or should be reasonably anticipated requires
considering many different factors. Depending on the nature of the organization and the
nature of the litigation, factors that might be pertinent to consider could include:
•
•
•
•
•
•
•
•
•
•

The nature and specificity of the complaint or threat;
The party making the claim
The business relationship between the accused and accusing parties;
Whether the threat is direct, implied, or inferred
Whether the party making the claim is known to be aggressive or litigious
Whether a party who could assert a claim is aware of the claim
The strength, scope, or value of a known or reasonably anticipated claim
Whether the company has learned of similar claims
The experience of the industry, and
Reputable press and/or industry coverage of the issue either directly pertaining
to the client or of complaints brought against someone similarly situated in
the industry.

These factors are not exhaustive. They and other considerations must be weighed
reasonably and in good faith in the context of what steps are reasonable and practicable.
ILLUSTRATIONS
Illustration i: A musician writes a song that sounds very similar to a famous song.
Immediately there are critical reviews and radio DJs calling the song a “blatant rip-off.”
Although the copyright owners of the original song have not yet made any claim, the high
profile nature of the criticism is a consideration that may lead a determination by the music
publisher that a preservation obligation has arisen.
Illustration ii: A restaurant chain’s central management office receives a series of
anonymous emails purporting to be from customers claiming food poisoning after the
much-publicized introduction of a new dish. In the absence of any corroborating reports
from the restaurants and with no specific details on which to act, the chain’s counsel
reasonably concludes that litigation is not reasonably anticipated.
Guideline 5. Evaluating an organization’s preservation decisions should be based on
the good faith and reasonableness of the decisions (including whether a legal hold is
necessary and how it should be executed) at the time they were made.35
The reasonableness of an organization’s preservation decisions, such as whether to
implement a legal hold, can only be made in light of the facts and circumstances reasonably
known to it at the time of its decision, and not on the basis of hindsight or information
acquired after the decisions are made. An organization seeking to determine whether a
preservation obligation has arisen has no choice but to rely on the information available to
it; consequently, whether decisions made were reasonable should turn on that knowledge,
and not other circumstances of which the organization was unaware.
35 Similarly, judicial evaluation of an organization’s legal hold implementation should be based on the good faith and
reasonableness of the implementation at the time the hold was implemented. In doing so, proportionality considerations may
become relevant.
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ILLUSTRATION
Illustration i: Joey Music Co. manufactures music compact discs using a state-of-the-art
process it licenses from D.D. Electronics. D.D. Electronics also licenses the process to
Johnny Computing, which uses the process to manufacture CD-ROMs. In January, Johnny
Computing receives reports that many of the compact discs it has sold are defective. After
investigating, Johnny Computing determines that the defect is caused by the process it
licenses from D.D. Electronics. The news of this discovery is kept out of the media, and the
class action case brought by Johnny Computing’s customers is quickly settled out of court
by March. In April, Joey Music, who had no knowledge of the suit against Johnny
Computing or the subsequent settlements, disposes of certain documents relating to its use
of the D.D. Electronics process. In May, Joey Music begins receiving complaints from its
customers. Because Joey Music had no knowledge of the concerns with the process it
licenses from D.D. Electronics, its decision to dispose of documents in April was
reasonable, particularly if done in compliance with an existing records and information
management policy.

PART 2: IMPLEMENTING THE LEGAL HOLD
Once the duty to preserve information arises, an organization must decide what
to preserve and how to do it. In some circumstances, the duty to preserve requires only
locating and preserving a limited number of documents. In other circumstances, the
scope of the information is larger and the sources of the information may not be known
to counsel.
The typical legal hold process focuses on key custodians and data stewards,36 who
are asked to take steps to preserve relevant information and help prevent losses due to
routine business operations. The effort involves discoverable material, i.e., usually that
“relevant to a claim or defense.37 As noted by one court, there is no broad requirement to
preserve information that is not relevant: “[m]ust a corporation, upon recognizing the threat
of litigation, preserve every shred of paper, every email or electronic document, and every
backup tape? The answer is clearly, ‘no.’ Such a rule would cripple large corporations.”38
Identifying and preserving potentially relevant information can be complex and may
require trained people, processes, and technology, particularly when ESI is at issue. This may
include creating teams to identify the sources, custodians, and data stewards of potentially
relevant information within the organization, and to define what needs to be preserved and to
coordinate with outside counsel. It is often advisable to maintain sources of ESI in their native
formats with metadata39 to preserve the ability to make production in some variant of a native
file format, if necessary. In the case of In re Priceline.Com Inc. Securities Litigation,40 a court
approved an agreement that the original data would be maintained in its original file format
for the duration of the litigation. The need to produce metadata is also recognized in Principle
36 Of course, while the focus is on key custodians and data stewards, sometimes referred to as “key players,” there may be other
individuals who are asked to take preservation steps. Notably, the efforts undertaken for key custodians may be different from
other custodians.
37 FED. R. CIV. P. 26(b)(1). In some cases, the rule states, “for good cause” the court may order discovery of any matter relevant
to the subject matter involved in the action. Logically, the duty to preserve information relevant to the broader scope would
not attach until at least the motion or order to expand the scope: before that, discovery under the broader scope would not be
reasonably likely.
38 Zubulake v. UBS Warburg, 220 F.R.D. 212, 217 (S.D.N.Y. 2003).
39 Compare U.S. v. O’Keefe, 2008 WL 449729 (D.D.C. Feb. 18, 2008) (court applying amended Rule 34(b) as persuasive
authority in the criminal discovery context ordered preservation of ESI in its native format with metadata until ruling
regarding production).
40 233 F.R.D. 88 (D. Conn. 2005).
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12 of The Sedona Principles which recognizes “the need to produce reasonably accessible
metadata that will enable the receiving party to have the have the same ability to access,
search, and display the information as the producing party where appropriate or necessary in
light of the nature of the information and the needs of the case.”
For large preservation efforts, a process that is planned, systemized, and scalable is
useful, although ad hoc manual processes are often appropriate for cases involving relatively
small numbers of key custodians and identifiable issues. It is usually inefficient to collect
information from every custodian, server, or other source of active data without making
any initial effort to identify relevant information. With no means to triage the information
and to filter out irrelevant ESI, the collection may be overbroad, with a great deal of
irrelevant information aggregated into a central repository where it is then further
processed and searched.
There is a growing consensus that the proportionality principle must be applied in
assessing preservation issues. In Rimkus Consulting, the court noted that “[w]hether
preservation or discovery conduct is acceptable in a case depends on what is reasonable, and
that in turn depends on whether what was done—or not done—was proportional to that
case and consistent with clearly established applicable standards.”41 (emphasis in original).
Similarly, the Seventh Circuit Pilot Program on E-Discovery (2009)42 provides, in Principle
2.04 (Scope of Preservation), that “every party to litigation and its counsel are responsible
for taking reasonable and proportionate steps to preserve relevant and discoverable ESI
within its possession, custody or control.”
To develop an appropriate process for a large organization, the responsible business
and functional units, including legal, IT, and records management personnel, should be
trained on the organization’s legal hold policies and practices and their responsibilities.
Plans and protocols appropriate to the type of data and the manner in which it is
maintained should be developed. Consultants and vendors can also play a valuable role by
helping to design efficient and systemized processes that are executed by IT personnel
and/or consultants. For smaller cases, or for entities without internal resources, outside
counsel may provide the services on a case-by -case basis and may be deeply involved in
drafting the initial preservation notices and in collecting documents and ESI.
While the traditional role of counsel is to “inform the client of its duty to preserve
potentially relevant documents in the client’s custody or control and of the possible
consequences of failing to do so,” 43 some decisions hold that counsel also owes an
independent duty to actively supervise a party’s compliance with the duty to preserve.44 In
Zubulake V,45 the court went further and suggested that “counsel must issue a ‘litigation hold’
at the outset of litigation or whenever litigation is reasonably anticipated, communicate
directly with the ‘key players,’ instruct all employees to produce electronic copies of their
relevant active files,” and secure unique backup media that should be retained.46
41 2010 WL 645353 at *6 (S.D. Tex. Feb. 19, 2010).
42 SEVENTH CIRCUIT ELECTRONIC DISCOVERY PILOT PROGRAM (Oct. 2009) at 21, available at
http://www.ilcd.uscourts.gov/Statement%20-%20Phase%20One.pdf.
43 Standard 10, ABA CIVIL DISCOVERY STANDARDS (Aug. 2004) (“This Standard is . . . an admonition to counsel that it is
counsel’s responsibility to advise the client as to whatever duty exists, to avoid spoliation issues.”) See Turner v. Hudson Transit
Lines, 142 F.R.D. 68, 73 (S.D.N.Y. 1991) (the preservation obligation runs first to counsel, who has a duty to advise, with
“corporate managers” having the responsibility to convey that information to the relevant employees).
44 Phoenix Four, Inc. v. Strategic Resources Corp., 2006 WL 1409413 (S.D.N.Y. May 23, 2006).
45 229 F.R.D. 422 (S.D.N.Y. 2004).
46 Counsel was not sanctioned for their preservation failures in Zubulake since a party on notice of its obligations “acts at its own
peril.” Id. at 434; cf. Green v. McClendon, 262 F.R.D. 284, 290 (S.D.N.Y. 2009) (monetary sanctions imposed on both counsel
and client for failure to institute a timely legal hold).
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The following Guidelines are intended to help organizations create legal hold
procedures that are effective in preserving necessary information in a manner consistent
with the requirements of the situation at hand. As with the triggers of the legal hold, there
is no one-size-fits-all answer to implementing a legal hold. Rather, organizations must
approach implementing a legal hold in light of the particular documents and information
in their possession, the nature of the matter, and the culture of the organization.
Guideline 6. The duty to preserve involves reasonable and good faith efforts, taken as
soon as is practicable and applied proportionately, to identify and, as necessary, notify
persons likely to have relevant information to preserve the information.
After determining it has a duty to preserve, the organization should begin to
identify information to be preserved. The obligation to preserve ESI requires reasonableness
and good faith efforts, but it is “unreasonable to expect parties to take every conceivable
step to preserve all potentially relevant data.”47 The organization should consider the sources
of information within its “possession, custody, and control”48 that are likely to include
relevant, unique information. The most obvious of these sources are those that the
organization physically has in its possession or custody—for example, the file cabinets of
documents in its office, the emails that reside on its servers located in its corporate
headquarters — but also may include sources such as thumb drives, company furnished
laptops, and PDAs used by employees for business purposes.
Some sources of information under the control of third parties may also be
deemed to be within the control of the organization because of contractual or other
relationships. Examples include information held by outsourced service providers, storage
facilities operators, and application service providers (ASPs).49 With respect to those sources,
the organization should consider providing appropriate notice concerning the need to
preserve material that is likely to be relevant.
In executing preservation obligations, special attention should be paid, where
necessary, to information that is held outside of the United States. Many such locations
have laws that potentially conflict with United Sates discovery requirements. Such laws
include those that limit the retention of certain types of information and those that limit
the processing or transfer of information to the United States for discovery purposes.50
It must be noted that a mere delay in implementing a legal hold is not necessarily
fatal. In Rahman v. The Smith & Wollensky Restaurant Group,51 the court concluded that
“even assuming there was, in fact, no litigation hold” until late in the litigation, the plaintiff
had failed to establish that there was “any gap” in production which was “attributable to the
47 See Principle 5, THE SEDONA PRINCIPLES (2d ed. 2007).
48 See FED. R. CIV. P. 34 and its state equivalents; see also In re NTL, Inc., Sec. Litig., 244 F.R.D. 179 (S.D.N.Y. 2007) (party had
access to records held by third party).
49 Notably, the advent of “cloud computing” will, over time, likely increase the number of organizations using third parties to
host, manage, store, and retrieve electronic information in the course of business.
50 See, e.g., The European Directive 95/46/EC (the “Directive”), effective October 1998. The Directive governs the processing
and use of personal data for all EU Member States, and identifies eight data protection principles. These include the principle
that personal data shall not be kept for longer than is necessary for the purposes for which it is processed and the principle
that personal data shall not be transferred to a country or territory outside the EU, unless that country or territory ensures an
“adequate” level of protection for the rights and freedom of data subjects in relation to the processing of personal data. At this
time, the United States is not considered by the EU to ensure an “adequate” level of protection and data may be transferred
only if the transfer meets a particular exception found in the Directive or if certain steps are taken to qualify for the European
Commission’s Safe Harbor status or to adopt the European Commission’s model contractual clauses for Data Transfer and
Data Processing or Binding Corporate Rules. One exception to the Directive that may apply in certain cases is when the
transfer is required for the exercise or defense of legal claims.
51 2009 WL 773344 (S.D.N.Y. Mar. 18, 2009).
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failure to institute [a] litigation hold at an earlier date.”52 The test is what was reasonable
under the circumstances, with an eye towards the ultimate end goal (e.g., whether relevant
information was preserved). Thus, there is no per se negligence rule and if the organization
otherwise preserved the information then there is no violation of the duty to preserve.53
ILLUSTRATION
Illustration i: Strummer Holdings is a large corporation that sends many of its historic
documents to an offsite storage facility managed by Jones Storage. Typically, documents
older than five years are sent to Jones Storage. At all times, Strummer Holdings retains all
legal rights with respect to the documents, and has the right to require their return from
Jones Storage at any time. Jones Storage has standing instructions from Strummer
Holdings to automatically destroy certain documents when they are 10 years old.
Strummer Holdings reasonably anticipates litigation relating to events that occurred nine
years ago such that its preservation obligations are triggered. If Strummer Holdings does
not take steps to ensure that the relevant documents it has stored at Jones Storage (if any)
are preserved, Strummer Holdings may be subject to sanctions for spoliation if any
relevant documents are destroyed.
Guideline 7. Factors that may be considered in determining the scope of information
that should be preserved include the nature of the issues raised in the matter, the
accessibility of the information, the probative value of the information, and the relative
burdens and costs of the preservation effort.
Executing preservation obligations typically involves an initial focus on documents
and ESI available in accessible or “active” sources. Rule 26(f ) provides parties in litigation
with the opportunity at the “meet and confer” stage to discuss and evaluate potential
discovery and agree on a reasonable preservation scope. The emphasis in the Rules is on
cooperative action, as promoted by The Sedona Conference® Cooperation Proclamation.54
Parties are admonished to pay particular attention “to [maintaining] the balance between
the competing needs to preserve relevant evidence and to continue routine operations
critical to ongoing activities.”55
Unfortunately, it is not always feasible to secure prior agreement on preservation
steps to be undertaken.56 This is particularly true when preservation decisions must be made
in the pre-litigation context, but it also is a problem after commencement of litigation.
Parties are often in the position of having to make unilateral preservation decisions based
on their best judgment.
There are numerous factors to be weighed in determining the scope of a particular
hold. Some factors include the cost to preserve and potentially restore information; the
number of individual custodians involved in the matter; the type of information involved;
and whether the hold is on active data, historical data, or future data because the litigation
52 Id. at *6 & n. 9 (emphasizing that the proof is directed at the destruction of relevant evidence, not, per se, institution of a
legal hold).
53 Rimkus Consulting Grp. v. Cammarata, 2010 U.S. Dist. LEXIS 14573 (S.D. Tex. Feb. 19, 2010); cf. Pension Comm. v. Banc of
Am. Sec., LLC, 2010 WL 184312 (S.D.N.Y. Jan. 15, 2010).
54 See The Sedona Conference,® THE SEDONA CONFERENCE JOURNAL® SUPPLEMENT, 10 SEDONA CONF. J. 331 (Fall 2009)
(calling for cooperative action by participants in relation to the discovery process).
55 FED. R. CIV. P. 26, Committee Note, Subdivision (f ) (2006).
56 Kenneth J. Withers, “Ephemeral Data” and the Duty To Preserve Discoverable Electronically Stored Information, 37 U. BALT. L.
REV. 349, 377 (Spring 2008) (“By the time the parties sit down at the Rule 26(f ) conference, the preservation issues
surrounding ephemeral data may be moot and the fate of the responding party may already be sealed, if sanctions are later
found to be warranted.”)
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involves future or ongoing business activities. The court in Zubulake IV indicated that a
“party or anticipated party must retain all relevant documents (but not multiple identical
copies) in existence at the time the duty to preserve attaches, and any relevant documents
created thereafter.”57 The court also explained that “[i]n recognition of the fact that there are
many ways to manage electronic data, litigants are free to choose how this task is
accomplished.”58
Another key factor involves the accessibility of the information, especially when
ESI is involved. While “[a] party’s identification of sources of ESI as not reasonably
accessible does not relieve the party of its common-law or statutory duties to preserve
evidence,”59 this observation should be read in conjunction with Rule 37(e), which provides
that where data is lost as a result of good-faith, routine operations of electronic systems, no
sanctions under the Federal Rules may be levied.60 The Sedona Conference® Commentary on
Preservation, Management and Identification of Sources of Information That Are Not
Reasonably Accessible 61 suggests that in the absence of agreement, it is often “reasonable to
decline to preserve” inaccessible sources if the party concludes that the “burdens and costs
of preservation are disproportionate to the potential value of the source of data.”62
For example, Zubulake IV, also concluded that “as a general rule,”63 a “litigation
hold does not apply to inaccessible backup tapes” which “may continue to be recycled.” It
also established an exception when the producing party could identify “the tapes storing the
documents of ‘key players’.”64 The Sedona Principles are in accord with this view.65 Principle
8 66 also cautions against the assumption that there is an automatic need to preserve backup
media. Thus, in Escobar v. City of Houston,67 the fact that other relevant information had
been preserved and was available mitigated concern about the failure to preserve audio
tapes. Notably, the reasoning behind the general rule excluding inaccessible data (such as
back up tapes) from preservation is not based simply on costs as the expense of saving a
tape in isolation is relatively slight, but instead it is based upon a broader view of the need
for preservation in the context of other sources of evidence and also balanced against the
ultimate cost of later restoring data sources and culling them for particular content.
Likewise, transient or ephemeral data that is not kept in the ordinary course of
business and that the organization may have no means to preserve may not need to be
preserved. In Columbia Pictures v. Bunnell, 68 a court refused to find a duty to preserve
information temporarily stored in RAM where the producing party had no reason to
57 220 F.R.D. 212, 218 (S.D.N.Y. 2003).
58 The court gave as an example, the retention of “all then-existing backup tapes for the relevant personnel (if such tapes store
data by individual or the contents can be identified in good faith and through reasonable effort),” and noted that the party
could “catalog any later-created documents in a separate electronic file.” Id. at 218.
59 FED. R. CIV. P. 26, Committee Note, Subdivision (b)(2) (2006).
60 Olson v. Sax, 2010 WL 2639853 at *2 (E.D. Wis. June 25, 2010).
61 10 SEDONA CONF. J. 281 (2009) (in determining accessibility, a combination of “media based factors” and “data complexity
factors” should be used); copy also available at http://www.thesedonaconference.org.
62 Id. (proposing a “decision tree” form of analysis under which the burdens and costs of accessing and preserving are balanced
against the “reasonably anticipated need and significance of the information”).
63 220 F.R.D. 212 at 217, n. 22.
64 220 F.R.D. 212 at 218, 220, n. 17 (“Litigants are now on notice, at least in this court, that [key player] backup tapes “must
be preserved”). See also Pension Comm. v. Bank of Am. Sec., LLC, 2010 WL 184312 at *27 (S.D.N.Y. Jan. 15, 2010) (“I am
not requiring that all backup tapes must be preserved. Rather, if such tapes are the sole source of relevant information (e.g., the
active files of key players are no longer available), then such backup tapes should be segregated and preserved. When accessible
data satisfies the requirement to search for and produce relevant information, there is no need to save or search backup
tapes.”); Forest v. Caraco, 2009 WL 998402 (E.D. Mich. Apr. 14, 2009) (announcing proceedings limited to assessing
Zubulake exception on delayed decision to cease recycling backup media).
65 Comment 5.h., THE SEDONA PRINCIPLES (2d ed. 2007) (“[a]bsent specific circumstances, preservation obligations should not
extend to disaster recovery backup tapes created in the ordinary course of business.”)
66 Comment 8.a., THE SEDONA PRINCIPLES (2d ed. 2007) (“The mere suspicion that a source may contain potentially relevant
information is not sufficient to demand [its] preservation.”)
67 2007 WL 2900581 (S.D. Tex. Sept. 29, 2007).
68 2007 WL 2080419 at *3-6 (C.D. Cal. May 29, 2007), motion to review denied, 245 F.R.D. 443 (2007).
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anticipate that it would be sought and the requesting party first asserted a duty to preserve
in a motion for sanctions.69 Absent a special showing of need, Principle 9 of The Sedona
Principles suggests that it is not ordinarily required to “preserve, review, or produce deleted,
shadowed, fragmented, or residual [ESI].” Similarly, many organizations have made a good
faith decision to not retain information such as instant messaging, chats, or voicemail
messages in the ordinary course of business so that, absent compelling circumstance or an
order of the court, there should be no expectation of preserving and producing information
from such sources.
Parties sometimes seek to compel creation of a “mirror image” of hard drives to
preserve data pending forensic examinations.70 As part of the 2006 Amendments, the right
to “test or sample” with reference to ESI was added to Rule 34(a). That amendment does
not, however, create a “routine right of direct access” for such purposes.71 Instead, such
access is granted on a proper showing and perhaps with certain defined conditions.72
In some cases, parties may wish to affirmatively create “snapshots” of data as a
defensive measure.73 For example, the ability to access the hard drives of laptops issued to key
employees upon their departure may be useful if it is the sole source of deleted information.74
If there are many custodians or if there is ongoing business information subject to
the legal hold, collecting data at the outset of the legal hold may not be feasible.
Sequestering the data can be disruptive to the business or technically unworkable in such
circumstances. As a result, it is important to distinguish between preserving information
and collecting and sequestering it.
If collecting data at an initial stage is not warranted, reasonable, or feasible,
communications and monitoring processes become more important. It is critical that
recipients of hold notices understand their duty to preserve information and how to meet
that duty. Training sessions on legal hold compliance can be a useful tool to foster the
effectiveness of legal holds.
Guideline 8. In circumstances where issuing a legal hold notice is appropriate, such a
notice is most effective when the organization identifies the custodians and data
stewards most likely to have relevant information, and when the notice:
(a) Communicates in a manner that assists persons in taking actions that are, in
good faith, intended to be effective
(b) Is in an appropriate form, which may be written
69 The magistrate judge held that “the defendants failure to retain the server log data in RAM was based on a good faith belief
that preservation of data temporarily stored only in RAM was not legally required” because, inter alia, there had been “no
specific request by the defendants to preserve server log data present solely in RAM.” Id. at *14.
70 Bank of Mongolia v. M&P Global Fin. Servs., 258 F.R.D. 514 (S.D. Fla. 2009) (expert appointed to “retrieve any deleted
responsive files” in light of production of responsive documents from third party sources).
71 FED. R. CIV. P. 34, Committee Note, Subdivision (a) (2006).
72 See id., and Covad Communications v. Revonet, Inc., 258 F.R.D. 5 (D.D.C. 2009) where the court ordered forensic imaging of
email servers for purposes of “preserving information as it currently exists.”
73 It should be noted that forensic collection is not, nor should it be, the default method of collection and preservation. Instead,
the duty to collect and preserve forensically only arises if: 1) the facts known to the preserving party or which the party should
reasonably know would establish the need; or, 2) the requesting party has specifically requested it and the producing party has
either agreed or notified the requesting party upon receiving the request that it will not comply, at which point the requesting
party seeks judicial intervention an obtains an order compelling such preservation and collection. See Comment 8.c., THE
SEDONA PRINCIPLES (2d ed. 2007) (“While [forensic data acquisition] is clearly appropriate in some circumstances, it should
not be required unless exceptional circumstances warrant the extraordinary cost and burden;” also noting the need for careful
protocols to address such collections).
74 See, e.g., Cache La Poudre Feeds v. Land O’Lakes, supra, 244 F.R.D. 614 (D. Colo. 2007) (failure to refrain from “expunging”
hard drives of former key employees sanctioned where backup tapes were no longer available for use in seeking deleted email).
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(c) Provides information on how preservation is to be undertaken
(d) Is periodically reviewed and, when necessary, reissued in either its original or
an amended form, and
(e) Addresses features of relevant information systems that may prevent retention
of potentially discoverable information.
When designing a legal hold it is particularly important that it be understandable
by different groups within an organization. Counsel should review relevant pleadings or
other documents and then describe the litigation in a way that will be understood by those
with responsibility for preserving documents.
The initial and subsequent hold notices and reminders should describe the matter at
issue, provide specific examples of the types of information at issue, identify potential sources
of information, and inform recipients of their legal obligations to preserve information, and
include reference to the potential consequences to the individual and the organization of
noncompliance.75 It should be in a form, which may include email, written hard copy or, in
some cases, oral notice, which is appropriate to the circumstances. The notice should also
inform recipients whom they should contact if they have questions or need additional
information. Again, each case must be evaluated based on its own individual facts and a
preservation notice adapted to conform to the facts and circumstances unique to that case.
Because of the distributed nature of ESI, it may be appropriate to communicate a
legal hold notice not only to relevant data-generating or –receiving custodians, but also to
appropriate data stewards, records management personnel, information technology (IT)
personnel, and other potentially knowledgeable personnel.
Organizations should consider requiring confirmations of compliance with such
hold notices as a means of verifying that recipients understand their preservation duties
and obligations. See Guideline 10. Appropriate responses to hold notices and the
organization’s expectations for compliance with them should be included in organization’s
compliance programs.
Importantly, while the use of a written legal hold is often appropriate, it is simply
one method of executing preservation obligations, not the only one. An organization should
consider whether a written notice is necessary to effectively implement the hold and
preserve the requisite information. In many instances, a written notice may not be necessary
and, in fact, may be an encumbrance or source of confusion. Examples include situations in
which sources of likely relevant information are subject to retention for sufficiently long
periods pursuant to the organization’s information management or record retention policy
such that they will be held without a formal legal hold for the duration of the litigation. In
addition, there may be situations in which sources of relevant information can be
immediately secured without requiring preservation actions by employees. A read-only
system of record for all pertinent research-and-development and product-quality
information harnessed by a document management system would be one such example.
There are other circumstances where the collection of information prior to any notice may
be prudent in light of the risk that a custodian is the subject of the investigation or
litigation and there is reason to believe that he or she might take steps to delete or destroy
relevant information if aware of the circumstances.
75 The organization “must inform its officers and employees of the actual or anticipated litigation, and identify for them the
kinds of documents that are thought to be relevant to it.” Samsung Electronics Co., Ltd., v. Rambus, Inc., 439 F. Supp. 2d 524,
565 (E.D. Va. 2006).
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ILLUSTRATIONS
Illustration i: Lydon Enterprises obtains information that makes it reasonably anticipate
litigation. Lydon Enterprises issues a written legal hold notice to certain of its employees.
The document clearly identifies the recipients of the notice and explains in easily
understandable terms which documents fall within the scope of the employees’ preservation
duties. The notice also explains how employees are expected to gather and preserve relevant
documents. Whenever new information is obtained regarding the litigation that could affect
the scope of the legal hold, in-house counsel for Lydon Enterprises reviews the notice. The
notice is revised and reissued as necessary, and a periodic reminder is issued to all employees
with preservation obligations. Compliance with the notice is regularly evaluated. This legal
hold is likely to be considered effective or reasonable.
Illustration ii: Jones, Inc., obtains information that makes it reasonably anticipate
litigation. In-house counsel for Jones identifies 40 people who she thinks might have
relevant documents and instructs her secretary to call them and tell them to hold onto any
documents relevant to the potential litigation, which she describes in general terms. The
secretary calls the employees, but is unable to answer many of their questions. In-house
counsel does not follow up on any of the employee questions. No written hold notice is
ever issued. Litigation does not actually occur until 18 months later; at that point, in-house
counsel begins collecting the relevant documents. This approach may or may not be
effective, depending upon the circumstances, including the prejudice, if any, caused by the
failure to issue a legal hold.
Illustration iii: Qualum Industries owns various properties, completes its financial
accounting for 2008, and files its tax returns. Under its record retention policy and
supporting schedules, tax-related papers are held for five years or until that tax year’s audit is
complete (whichever occurs later), and documentation supporting its financial reports are
held for eight years. In 2010, Qualum was audited by the IRS, and questions were raised
about Qualum’s valuation of certain of its properties, but no litigation was filed. If Qualum
reasonably concludes that the information needed to respond to questions during the audit
are being retained pursuant to the company’s information management and retention
policy, Qualum need not issue a formal legal hold. If, however, litigation is later filed –
either by the government or by Qualum for a refund after an adverse agency determination,
and it is reasonably likely that information beyond the parameters of the retained records
may be necessary to address claims or defenses in the action, Qualum would then be welladvised to issue a legal hold.
Guideline 9. An organization should consider documenting the legal hold policy and,
when appropriate, the process of implementing the hold in a specific case, considering
that both the policy and the process may be subject to scrutiny by opposing parties
and review by the court.
An organization should consider documenting both the legal hold policy and,
when appropriate, the steps taken to ensure the effective implementation of specific holds.
Considering issues regarding work product and attorney-client privilege, the documentation
need not disclose strategy or legal analysis. However, sufficient documentation should be
included to demonstrate to opposing parties and the court that the legal hold was
implemented in a reasonable, consistent, and good faith manner should there be a need to
defend the process. In most cases, the process of issuing and implementing the legal hold
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and following up to preserve the data will provide sufficient documentation. If
documentation of the legal hold process is deemed appropriate, it may include:
• The date and by whom the hold was initiated and possibly the triggering event
• The initial scope of information, custodians, sources, and systems involved
• Subsequent scope changes as new custodians or data are identified or initial sources
are eliminated, and
• Notices and reminders sent, confirmations of compliance received (if any), and
handling of exceptions.
In addition, in certain cases it may be appropriate to further document the process
of how a specific legal hold was implemented. Examples may include:
• Description as to the collection protocol, persons contacted, and the date
information was collected
• Notes (at least as to procedural matters) from any interviews conducted with
employees to determine additional sources of information, and
• Master list of custodians, data stewards, and systems involved in the preservation
effort.
While it may never be necessary to disclose this information, or disclosure may be
made only to the court in camera to preserve privileged legal advice and work product
information, the availability of documentation will preserve the option of the party to
disclose the information in the event a challenge to the preservation efforts is raised and
may provide a valuable resource when responding to discovery requests.
One reason to document the legal hold process and the implementation of it is to
help avoid possible sanctions for the loss of relevant information. It can be very difficult for
organizations to implement the legal hold and suspend or terminate routine operations of
their large information systems to preserve relevant information before that information is
deleted or overwritten in the normal course of operations.
Sanctions may be avoided under the Federal Rules if an organization can show
that the information was lost by the routine operation of the information systems before
a legal hold was instituted. Rule 37(e) provides that “absent exceptional circumstances, a
court may not impose sanctions under these rules on a party for failing to provide ESI
lost as a result of routine, good-faith operation of an electronic information system.”
Thus, while the Rule “does not set preservation obligations,” it does tell judges that a
spoliation claim involving ESI “cannot be analyzed in the same way as similar claims
involving static information.”76
Effective invocation of Rule 37(e) will require parties, as part of their legal hold
implementation, to take good faith steps to suspend ordinary destruction processes or auto76 Lee H. Rosenthal, A Few Thoughts on Electronic Discovery After December 1, 2006, 116 YALE L. J. 167, 174 (Supp. 2006).
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delete functionality of systems.77 There is a split in authority, however, on the issue of
whether the existence of a preservation obligation per se excludes the application of
Rule 37(e).
Accordingly, effective use of Rule 37(e) places a premium on the use of the legal
hold process, which may include the ability to communicate such holds promptly and
repeatedly and to monitor compliance with them. Without a defined process, the safe
harbor will be difficult to invoke and may offer little safety at all.
Guideline 10. Compliance with a legal hold should be regularly monitored.
Organizations should develop ways to regularly monitor a legal hold to ensure
compliance. Some tools to accomplish this may include requiring ongoing certifications
from custodians and data stewards, negative consequences for noncompliance, and audit
and sampling procedures. Organizations may also consider employing technological tools,
such as automated solutions and dedicated “legal hold” servers to facilitate and track
employee compliance.
Organizations could also consider designating one or more individuals within the
legal department to be responsible for issuing the legal hold notice, answering employee
questions, and ensuring ongoing compliance with the notice. For smaller companies,
outside counsel may be retained to perform this oversight function.
The effort to ensure compliance by affected employees is an ongoing process
throughout litigation. This may include distributing periodic reminders of the legal hold
and requiring employee confirmations, as well as issuing updated legal hold notices
reflecting developments in the litigation itself or changes in the scope of the legal hold. As
the number of custodians or other recommended recipients of the legal hold notice
changes, it is important that the organization ensure that the expanded list of recommended
recipients receives proper notification. Additional or revised notices should be promptly
issued to persons who are added to the distribution.78
The argument is sometimes made that reliance on individuals to comply with
preservation notices is unreasonable.79 For example, a special master in a case involving a
massive legal hold questioned the efficacy of preservation requirements that relied on
recipients to move emails to avoid automatic deletion.80 Another court expressed the view
that “it is not sufficient to notify all employees of legal hold and expect that the party will
then retain and produce all relevant information.”81 In Pension Committee,82 the same court
noted that “not every employee will require hands-on supervision from an attorney [but]
attorney oversight of the process, including the ability to review, sample, or spot-check the
collection efforts is important.”83
77 Compare, e.g., KCH Servs. v. Vanaire, 2009 WL 2216601 at *1 (W.D. Ky. July 22, 2009) (oral instruction to delete software
that might evidence violation of law “falls beyond the scope of ‘routine, good faith operation’” of Rule 37(e)) with
Southeastern Mechanical Servs. v. Brody, 2009 WL 2242395 at *3 (M.D. Fla. July 24, 2009) (declining to impose sanctions
where losses covered were not intentionally caused in bad faith). Cf. remarks of Judge Shira Scheindlin, Panel Discussion,
Sanctions in Electronic Discovery Cases: Views from the Judges, 78 FORDHAM L. REV.1, 30-31 (Oct. 2009) (“[Rule 37(e)] says if
you don’t put in a litigation hold when you should there’s going to be no excuse if you lose information.”).
78 This parallels Guideline 8, Illustration i, on communicating changes in the scope of the legal hold.
79 Treppel v. Biovail (“Treppel V”), 249 F.R.D. 111, 115-118 (S.D.N.Y. 2008) (noting inadequacies of mere notification to
employees of a legal hold).
80 In re Intel, 258 F.R.D. 280 (D. Del. 2008).
81 Zubulake V, supra, 229 F.R.D. 422 at 432 (S.D.N.Y. 2004).
82 2010 WL 184312 (S.D.N.Y. Jan. 15, 2010).
83 Id. at n. 68.
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However, in most cases, a careful combination of notification, collection, and
individual action should enable parties to rely on the good faith actions of their employees.
In an analogous context in Concord Boat v. Brunswick,84 the court held that “[t]he fact that
Defendant allowed individual employees to use discretion whether to retain e-mail is simply
not indicative of bad faith.”
If the legal hold applies to information created on a going-forward basis and
pertains to a matter that represents substantial benefits or risks to an organization, the
organization may wish to consider alternative means of auditing compliance. For
example, the process could include a certification requirement that must be signed by the
person responding to the legal hold. For holds involving ongoing business activities and
future data, organizations may consider a periodic certification program to ensure
ongoing compliance.
Guideline 11. Any legal hold policy, procedure, or practice should include provisions
for releasing the hold upon the termination of the matter at issue so that the
organization can adhere to policies for managing information through its useful
lifecycle in the absence of a legal hold.
An organization creating a legal hold process should include procedures for
releasing the holds once that organization is no longer obligated to preserve the information
that was subject to a legal hold. These release procedures should include a process for
conducting a custodian and data cross check so the organization can determine whether the
information to be released is subject to any other ongoing preservation obligations.
Organizations may consider using automation software that can perform custodian, system,
and data cross checking and provide for efficient legal hold management.
When the organization is satisfied that the information is not subject to other
preservation obligations, notice that the hold has been terminated should be provided to
the recipients of the original notice (and any modifications or updated notices), and to
records management, IT, and other relevant personnel, as well as any third parties notified
of their obligation to preserve. Organizations may wish to conduct periodic audits to ensure
that information no longer subject to preservation obligations is not unnecessarily retained
and is being appropriately disposed of in accordance with the organization’s records and
information management policy.

84 1997 WL 33352759 at *6 (E.D. Ark. Aug. 29, 1997).
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THE UNITED STATES DISTRICT COURT FOR
THE DISTRICT OF MARYLAND
*
VICTOR STANLEY, INC.
*
Civil No. MJG-06-2662
Plaintiff,

*

v.

*

CREATIVE PIPE, INC., ET AL.

*

Defendants.
*

*

*

*
*

*

*
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*
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*

MEMORANDUM, ORDER AND RECOMMENDATION
This Memorandum, Order and Recommendation addresses Plaintiff’s Motion For
Terminating And Other Sanctions Arising Out Of Defendants’ Intentional Destruction Of
Evidence And Other Litigation Misconduct (“Pl.’s Mot.”), ECF1 No. 341, which Plaintiff Victor
Stanley, Inc. (“VSI”) filed; Plaintiff’s Supplemental Memorandum Relating To Possible
Misconduct By Others That Contributed To Defendants’ Spoliation Of Evidence, ECF No. 342;
Defendants Creative Pipe, Inc. (“CPI”) And Mark Pappas’ Opposition To Victor Stanley, Inc.’s
Motion For Sanctions (“Defs.’ Opp’n”), ECF No. 350; Plaintiff’s Reply to Defendants’
Opposition, ECF No. 368; and Defendants’ Surreply, ECF No. 372.2

1

Court papers formerly were cited as “Paper No.” or “Doc. No.” The recently-published
Nineteenth Edition of The Bluebook provides that electronically-filed documents should be cited
as “ECF No.”
2

On December 8, 2006, in accordance with 28 U.S.C. § 636 and Local Rules 301 and 302, Judge
Garbis referred this case to me to resolve discovery disputes and related scheduling matters.
ECF No. 21. Ordinarily, referral of a case to a Magistrate Judge to resolve discovery matters
pursuant to 28 U.S.C. § 636(b)(1)(A) and Local Rule 301.5.a contemplates that the Magistrate
Judge may order any appropriate relief short of issuing an order that is dispositive of one or more
of the pending claims or defenses. Objections to such non-dispositive discovery orders must be
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Through four years of discovery, during which Defendant Mark Pappas, President of
Defendant CPI, had actual knowledge of his duty to preserve relevant information, Defendants
delayed their electronically stored information (“ESI”) production; deleted, destroyed, and
otherwise failed to preserve evidence; and repeatedly misrepresented the completeness of their
discovery production to opposing counsel and the Court.

Substantial amounts of the lost

evidence cannot be reconstructed. After making repeated efforts throughout discovery to try to
effect preservation of ESI evidence and obtain relevant ESI evidence to support its claims,
Plaintiff has identified eight discrete preservation failures, as well as other deletions that did not
permanently destroy evidence, in a byzantine series of events. These events culminated in a
succession of requests by Plaintiff to obtain discovery that it consistently maintained Defendants
had not provided despite numerous Court orders. Plaintiff sought permission to file its fourth
motion for sanctions, and the Court held evidentiary hearings on October 29 and December 1 and
2, 2009. Ultimately, Plaintiff received permission and filed the above-referenced motion, which
resulted in filings and exhibits exceeding the Manhattan telephone directory in girth, as well as

served and filed within fourteen days of the entry of that order. Loc. R. 301.5.a. If a District
Judge contemplates that the disposition of discovery disputes by a Magistrate Judge may involve
sanctions that are dispositive of pending claims or defenses, such as those provided in Fed. R.
Civ. P. 37(b)(2)(A)(v) and (vi), then the District Judge would direct the Magistrate Judge to
propose findings of fact and recommendations for action to be taken pursuant to 28 U.S.C.
§ 636(b)(1)(B) and Local Rule 301.5.b. When a Magistrate Judge issues a Report and
Recommendation, the parties have fourteen days to serve and file objections. Fed. R. Civ. P.
72(b); Loc. R. 301.5.b. Judge Garbis’s Order of Referral does not state whether it is pursuant to
28 U.S.C. § 636(b)(1)(A) or (B), but to the extent that this Memorandum and Order orders nondispositive relief, it shall be pursuant to 28 U.S.C. § 636(b)(1)(A); to the extent that it
recommends dispositive relief, it shall be pursuant to 28 U.S.C. § 636(b)(1)(B). Either way, the
parties have fourteen days in which to serve and file objections to any aspect of this
Memorandum, Order and Recommendation. Loc. R. 301.5.
As discussed infra, both non-dispositive and dispositive relief is granted; accordingly the
format is a hybrid memorandum and order and, as to the dispositive relief sought, a
recommendation. See 28 U.S.C. § 363(b)(1).
2
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hearings jointly conducted before the undersigned and Judge Garbis on February 24, 2010; April
26, 2010; and June 25, 2010. At the end of the day, Defendant did not rebut, but indeed
acknowledged, that the majority of Plaintiff’s allegations were accurate. Moreover, without
conceding any inappropriate motive on their part, Defendants stated their willingness to
acquiesce in the entry of a default judgment on Count I (which alleges copyright infringement),
the primary claim filed against them. That Defendants Pappas and CPI would willingly accept a
default judgment for failure to preserve ESI in the primary claim filed against them speaks
volumes about their own expectations with respect to what the unrebutted record shows of the
magnitude of their misconduct, and the state of mind that must accompany it in order to sustain
sanctions of that severity.
For the reasons stated herein, Plaintiff’s Motion will be GRANTED IN PART and
DENIED IN PART, and it further is recommended that, in addition to the relief ordered by this
Memorandum and Order, Judge Garbis enter an Order granting a default judgment against
Defendants with regard to Count I of the Complaint (which alleges copyright infringement).
Among the sanctions this memorandum imposes is a finding, pursuant to Fed. R. Civ. P.
37(b)(2)(A)(vii), that Pappas’s pervasive and willful violation of serial Court orders to preserve
and produce ESI evidence be treated as contempt of court, and that he be imprisoned for a period
not to exceed two years, unless and until he pays to Plaintiff the attorney’s fees and costs that
will be awarded to Plaintiff as the prevailing party pursuant to Fed. R. Civ. P. 37(b)(2)(C).3 The

3

Imposing contempt sanctions pursuant to Rule 37(b)(2)(A)(vii), particularly including a
sentence of imprisonment, is an extreme sanction, but this is an extreme case. For reasons that
are much more fully explained below, this sanction is not a form of criminal contempt, which
could not be imposed without compliance with Fed. R. Crim. P. 42, but rather a form of civil
contempt, inasmuch as Pappas may purge himself of his contempt, and concomitantly avoid
imprisonment, by performing the affirmative act of paying Plaintiff’s attorney’s fees and costs
incurred in connection with successfully prosecuting this motion. Hicks v. Feiock, 485 U.S. 624,
3
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recommendation that a default judgment be imposed as to Count I is made pursuant to Fed. R.
Civ. P. 37(b)(2)(A)(vi), based on the Defendants’ spoliation of evidence, as further described
herein.

As noted, Defendants themselves have agreed that such a sanction is appropriate.

(Defs.’ Opp’n 29.)
I.

BACKGROUND
Regrettably, the events underlying the pending motions are convoluted and cannot be

summarized succinctly. They must be set forth in considerable detail, inasmuch as they spanned
several years, involved multiple actors and a succession of defense attorneys, and are
memorialized by hundreds of Court filings and affidavits, as well as countless hours of
deposition and hearing testimony. Charting them has consumed, collectively, hundreds of hours
of my time and my law clerk’s time.4 It is unfortunate that the Court lacks any effective means
to order Defendants to pay a fine to the Clerk of the Court to recapture the cost to the Court of
the time my staff and I spent on this motion, which prevented us from addressing deserving

631-32 (1988); Buffington v. Baltimore Cnty., Md., 913 F.2d 113, 133 (4th Cir. 1990). These
cases are discussed in further detail below. A magistrate judge’s finding of a party in civil
contempt as a discovery violation is reviewable by the district court, as is any non-dispositive
discovery order, pursuant to Local Rule 301.5.a, which permits a party to file objections to a
magistrate judge’s discovery rulings within fourteen days. See, e.g., SonoMedica, Inc. v. Mohler,
No. 1:08-cv-230 (GBL), 2009 WL 2371507 (E.D. Va. July 28, 2009).
4

I acknowledge with gratitude the copious-fact checking of Joshua Altman, Ashley Marucci, and
Jessica Rebarber; the research assistance of Rignal Baldwin V, Matt Haven, and Ilan
Weinberger; and the cite-checking of Eric Kunimoto, Marissa Lenius, and Melissa O’TooleLoureiro, all of whom interned in my Chambers over the course of the past year. Further, the
indispensable assistance of my law clerk, Lisa Yurwit, is gratefully acknowledged.
4
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motions in other pending cases.5 If such a sanction were reasonably available, however, this case
would be the poster child demonstrating its appropriateness.
For ease of comprehension, after briefly describing the basis of the underlying lawsuit,
the Background section of this Memorandum, Order and Recommendation chronicles Pappas’s6
dogged but unsuccessful attempts to prevent the discovery of ESI evidence against him, because
it is relevant to his state of mind at the time of his myriad successful deletions. It then chronicles
Pappas’s successful, permanent deletions of countless ESI. In this regard, Plaintiff VSI is
fortunate that Pappas’s zeal considerably exceeded his destructive skill and his judgment in
selecting confederates to assist in his efforts to destroy ESI without detection. While Pappas
succeeded in destroying a considerable amount of ESI, Plaintiff was able to document this fact
and ascertain the relevance of many deleted files. At the end of the day, this is the case of the
“gang that couldn’t spoliate straight.” All in all, in addition to the attempted deletions that

5

I note that the Court lacks any “effective” means to order Defendants to pay a fine to the Clerk
of the Court. Such an order is regarded as a form of criminal contempt, which may not be
imposed without affording Defendants the procedural protections of Fed. R. Crim. P. 42(b). See
Buffington, 913 F.2d at 131-34 (reversing order of district court finding defendants’ attorneys in
civil contempt for failing to comply with orders to produce evidence in a civil case and ordering
each to pay a fine of nearly $7,000 to the Court, because such a sanction is a form of criminal
contempt that cannot be imposed without compliance with Fed. R. Crim. P. 42(b)). While it is
technically accurate that a court may, after complying with those procedures, order a party to pay
a fine to the Clerk of the Court as a sanction for discovery misconduct that consumed excessive
court resources to resolve, it is a rare case in which a court will do so because Rule 42(b)
contemplates a referral to the United States Attorney for criminal prosecution or, if that office
declines to prosecute, appointment of a private prosecutor to bring the case. I seriously
considered doing so in this case, for reasons explained below, but ultimately decided against it.
This case has been pending for more than four years, and to perpetuate it in another form by
initiating a criminal prosecution of Pappas just to impose a fine payable to the Clerk of the Court
would be unwarranted, particularly because Fed. R. Civ. P. 37(b)(2)(A)(vii) allows the
imposition of appropriately severe sanctions as a form of civil contempt.
6

For ease of reference I will refer to Pappas’s actions, but because Pappas controlled CPI at all
times relevant to this case, his misconduct is attributable to him individually as well as to his
company, CPI.
5
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caused delay but no loss of evidence, there were eight discrete preservation failures: (1) Pappas’s
failure to implement a litigation hold; (2) Pappas’s deletions of ESI soon after VSI filed suit; (3)
Pappas’s failure to preserve his external hard drive after Plaintiff demanded preservation of ESI;
(4) Pappas’s failure to preserve files and emails after Plaintiff demanded their preservation; (5)
Pappas’s deletion of ESI after the Court issued its first preservation order; (6) Pappas’s continued
deletion of ESI and use of programs to permanently remove files after the Court admonished the
parties of their duty to preserve evidence and issued its second preservation order; (7) Pappas’s
failure to preserve ESI when he replaced the CPI server; and (8) Pappas’s further use of
programs to permanently delete ESI after the Court issued numerous production orders. The
reader is forewarned that although organized into separate categories to facilitate comprehension
of so vast a violation, many of the events described in the separate categories occurred
concurrently.7
VSI filed a Complaint against CPI, Mark Pappas, Stephanie Pappas (Mark Pappas’s wife
at the time), and “John Doe a/k/a Fred Bass” on October 11, 2006, alleging, inter alia, violations

7

As will be discussed in detail later in this memorandum, when a court is evaluating what
sanctions are warranted for a failure to preserve ESI, it must evaluate a number of factors
including (1) whether there is a duty to preserve; (2) whether the duty has been breached; (3) the
level of culpability involved in the failure to preserve; (4) the relevance of the evidence that was
not preserved; and (5) the prejudice to the party seeking discovery of the ESI that was not
preserved. There is something of a “Catch 22” in this process, however, because after evidence
no longer exists, it often is difficult to evaluate its relevance and the prejudice associated with it.
With regard to Pappas’s many acts of misconduct, the relevance and prejudice associated with
some of his spoliation can be established directly, or indirectly through logical inference. As to
others, the relevance and prejudice are less clear. However, his conduct still is highly relevant to
his state of mind and to determining the overarching level of his culpability for all of his
destructive acts. When the relevance of lost evidence cannot be proven, willful destruction of it
nonetheless is relevant in evaluating the level of culpability with regard to other lost evidence
that was relevant, as it tends to disprove the possibility of mistake or accident, and prove
intentional misconduct. Fed. R. Evid. 404(b).
6
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of copyrights and patents, and unfair competition.8 (Compl. ¶ 2, ECF No. 1.) Specifically, VSI
claimed that someone at CPI downloaded VSI design drawings and specifications9 extensively
from VSI’s website, using the pseudonym “Fred Bass,” and that those drawings were used
improperly in competition with VSI. (Id. ¶¶ 17, 20.) The Complaint was served on Mark Pappas
on October 14, 2006. (ECF No. 8.) On October 23, 2006, Judge Garbis authorized immediate
discovery—prior to Defendants’ response to the Complaint—so that VSI could “ascertain the
nature and scope of issues presented with regard to prior use of the Restricted Documents,” i.e.,
“VSI product drawings and specifications as to which VSI claims copyright protection.” (ECF
No. 9.) VSI served limited document requests and interrogatories on Defendants on October 24,
2006. (ECF No. 22-1.)
1. Pappas Attempted to Prevent the Discovery of Evidence Against Him
The bulk of this factual background describes Pappas’s successful deletions of ESI. To
understand the gravity of these events, however, it is helpful to place them in the context of
Pappas’s state of mind during discovery. For years, Pappas engaged in a cat and mouse game to
8

According to a February 2, 2009 letter from Plaintiff’s counsel, “Pappas became aware that
Victor Stanley was contemplating a lawsuit against him and CPI” in July 2006. (Pl’s Mot. Ex.
46, ECF No. 341-46.) Defense counsel acknowledged that “[f]iles had been deleted from Mark
Pappas’ laptop in July 2006.” (June 9, 2009 Rothschild Ltr. to Court, ECF No. 300.)
Although Stephanie Pappas, Mark Pappas’s wife, is also a defendant, Plaintiff seeks no
relief against Stephanie Pappas. (Pl.’s Mot. 100 n.105.) References to “Pappas” in this
memorandum are to Mark Pappas.
9

VSI “manufactures a broad line of high quality site furnishings used in public and commercial
sites, such as litter receptacles, benches, tables and chairs, ash urns, planters, tree guards, seats
and bollards made from steel, cast ductile iron, several special of wood or recycled plastic.”
(Compl. ¶ 10.) The design drawings and specifications at issue were from VSI’s “Product
Library,” which is posted on VSI’s website, and which includes design drawings and
specifications, as well as images, for VSI products. (Id. ¶ 13, 20.) CPI is a competitor selling
similar products. (Id. ¶ 1.)
7
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hide harmful ESI from production during discovery, repeatedly trying to stall or prevent VSI
from discovering evidence that he improperly accessed or used VSI’s website or drawings.
Ultimately, after Plaintiff demonstrated the incompleteness of Pappas’s ESI production, the
Court compelled Pappas to produce the ESI evidence he had not succeeded in deleting. This
evidence supported Plaintiff’s claims. Therefore, Pappas’s actions in this regard did not result in
actual prejudice to Plaintiff’s ability to obtain evidence to support its claims, although it clearly
resulted in considerable delay in completion of discovery and expense associated with efforts to
discover the nature and extent of the spoliation. Nonetheless, I shall catalog a representative
sampling of them because they are probative of the intentionality and bad faith of Pappas’s
successful deletions.10
Evidence that Pappas used the pseudonym “Fred Bass” is relevant to and would support
Plaintiff’s claim that Pappas’s improper downloads of documents from VSI’s Product Library
were as “Fred Bass,” and Plaintiff sought such evidence in discovery. (Pl.’s Second Request for
Prod. of Docs., Pl.’s Mot. Ex. 9, ECF No. 341-9.) Pappas initially denied that he had ever
accessed the VSI website (Oct. 20, 2006 Hr’g Tr. 5:8-18, Pl.’s Mot. Ex. 3, ECF No. 341-3) or
used the pseudonym “Fred Bass.” (Pappas Dep. 29:2-8, 31:24 – 32:2, 148:10-22, Nov. 17, 2006.)
Also, during discovery, Defendants produced only two of 110 known “bass@aol.com”
downloads of VSI drawings from a CPI computer. (Fifth Slaughenhoupt Aff. ¶¶ 11-12, Pl.’s
Reply to Opp’n to July 13, 2007 Mot. for Sanctions Ex. 1, ECF No. 134-1). These actions
demonstrate Pappas’s reluctance to produce evidence supporting Plaintiff’s theory that “Fred
10

I note that this case is not Pappas’s maiden voyage into spoliation. He appears to have served
his apprenticeship during his divorce case involving Stephanie, where the Court found that he
had deleted evidence relevant to the case. (Oct. 29, 2009 24:10-14 (Pappas Test.).) The Court
entered a restraining order against Pappas, prohibiting him from making any further data
alterations on the CPI computers. (Id.) This is relevant to his state of mind in this case as well.
Fed. R. Evid. 404(b).
8

Case 8:06-cv-02662-MJG Document 377

Filed 09/09/10 Page 9 of 89

Bass” was a CPI employee. Moreover, after VSI filed suit, Pappas asked a business contact in
Argentina who had been hired to prepare CPI design drawings based on the downloaded VSI
drawings, identified only as “Federico,” to “destroy . . . all e-mail references” to VSI drawings,
and he attempted to delete over 5,000 files that included email correspondence with Digican,
Federico, and Steven Hair (CPI’s business contacts that would have been involved in the
production and importation of VSI products under the CPI name). 11 (Pappas emails, Pl.’s Mot.
Ex. 13; Dec. 1, 2009 Hr’g Tr. 76:2-25 (Spruill Test.), Pl.’s Mot. Ex. 26, ECF No. 341-26.)
Pappas claimed to have moved the emails to a deleted items folder for “storage purposes,” (Feb.
16, 2010 Pappas Aff. ¶ 7), a claim that, considering all the evidence, cannot be regarded as
credible. Indeed, it is hard to imagine that anyone would claim, with a straight face, that he
deleted emails in order to “store” them in a deleted items folder. The more credible inference to
be drawn is that Pappas wanted to destroy any evidence that would belie his sworn statements.
The evidence that Defendants ultimately produced after Plaintiff filed motions to compel and for
sanctions, and the Court repeatedly ordered production, strongly demonstrates Pappas’s use of
the “Fred Bass” pseudonym, and Pappas eventually admitted that he accessed the VSI Library to
look at the VSI drawings, and that he downloaded “some” of VSI’s files. (Oct. 29, 2009 Hr’g
Tr. 64:2-4 (Pappas Test.).) Also, the 5,000 files ultimately were recovered.12 (Dec. 1, 2009 Hr’g
Tr. 81:7-9 (Spruill Test.).) Thus, Pappas’s efforts to subvert this evidence did not result in the
11

Digican was CPI’s connection to a Chinese supplier that manufactured CPI’s products that
competed with VSI’s products. The emails that were destroyed related to VSI. (Pappas Dep.
88:19 - 91:6-21.) Hair was CPI’s shipping agent involved in CPI’s import of Chinese-made
products that CPI subsequently sold under a false claim that they were “Made in the USA.”
(Slaughenhoupt Aff. ¶ 42.) CPI sold these products in competition with VSI’s products, which
are manufactured in Maryland. (Id.)

12

As discussed infra, in Section I.3, although Pappas’s email deletion instructions to Federico
were available for discovery, any emails that Federico may have destroyed per Pappas’s
directions have not been produced.
9
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loss of this evidence, although his efforts to eliminate it caused considerable delay and expense
to VSI.
Additionally, Pappas delayed in producing relevant ESI after Plaintiff identified it and
requested it in discovery, and he lied about the completeness of Defendants’ ESI production. For
example, Pappas swore on September 27, 2007 that “Defendants have produced to Plaintiff all
non-privileged ESI sought by Plaintiff in its Rule 34 production requests.” (Sept. 27, 2007
Pappas Aff. 2, ECF No. 150.) Yet, Defendants had not produced 2,477 fully intact “deleted
emails,” 1,589 of which were between CPI and Digican, which Defendants, through their
attorney at the time, Christopher Mohr,13 had been aware of since at least May 2007.
Defendants ultimately produced 1,199 of the emails, but not until August 5, 2009, nearly two
years later, and only after Plaintiff identified the emails, with no help from Defendants, and
repeatedly requested their production. (Feb. 9, 2009 Turner Report 2, Pl.’s Mot. Ex. 35, ECF No.
341-35; Dec. 2, 2009 Hr’g Tr. 87:1 – 88:25 (Turner Test.); Ninth Slaughenhoupt Aff. ¶¶ 27-28;
Aug. 12, 2009 Ogg Ltr., ECF No. 341-36.) Defendants concede, as they must, that the emails
“should have been produced with the ESI produced to VSI in September/October 2007.” (Defs.’
Opp’n 19.) Also in May 2007, Defendants, through Mohr, were aware of a deleted internet form
using the name “Fred Bass” on Pappas’s home computer, but the form neither came to light nor
was produced until December 2009. (Dec. 2, 2009 Hr’g Tr. 89:9-17, 93:1-13, 153:1 – 155:2
(Turner Test.).) These instances of Defendants’ delayed production, coupled with the Court’s
need to order repeatedly that Defendants preserve relevant ESI in its native fashion and turn it

13

Counsel who currently represent Defendants, James Rothschild and Joshua Kaufman, were not
counsel to Pappas or CPI during the times when the misconduct resulting in spoliation of
evidence took place.
10
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over to VSI, (Oct. 3, 2007 Hr’g Tr. 19:10 – 20:5 (Ct. order), Pl.’s Mot. Ex. 45, ECF No. 341-45),
further evidence Pappas’s efforts to thwart producing ESI that supported Plaintiff’s case.
Moreover, at least two of Pappas’s successful larger deletions of ESI occurred on the eve
of scheduled discovery regarding the contents of Pappas’s work computer. First, the Court
scheduled a discovery hearing for February 1, 2007, and the afternoon before, Pappas deleted
9,234 files from his work computer, a password-protected laptop. (ECF No. 42; July 22, 2009
Spruill Report 3, ¶ 3.) Some, but not all, of these files reappeared in the middle of 2009, well
after Plaintiff filed repeated motions to compel and the Court issued numerous orders to produce
the evidence, as discussed infra. Second, an imaging of Pappas’s work computer was scheduled
for the week of February 21, 2007. Pappas deleted almost 4,000 files on February 16 and 17,
2007, and someone ran Microsoft Window’s Disk Defragmenter program immediately
afterward, rendering the files unrecoverable.14 (Oct. 29, 2009 Hr’g Tr. 153:12-17, 161:8-11
(Pappas Test.); July 22, 2009 Spruill Report 4.) Despite the aforementioned motions and Court
orders, these files were never produced. (July 22, 2009 Spruill Report 4.) The obvious relevance
of the files deleted on January 31 and February 16 and 17, 2007 is discussed in detail, infra, in
Sections I.6-7. The fact that Pappas undertook to delete these inculpatory files from his work
computer on the eve of a discovery hearing and only days before a scheduled imaging of his

14

Disk Defragmenter, Microsoft Window’s disk defragmentation program, is a system utility
that “consolidates fragmented files and folders on [a] computer’s hard disk, so that each occupies
a single, contiguous space” in the system. http://www.microsoft.com/resources/documentation
/windows/xp/all/proddocs/en-us/snap_defrag.mspx?mfr=true. To consolidate fragmented files,
the program moves the file fragments together by “overwriting all those places” where space in
the system was occupied by deleted files. As a result, “the ability to recover deleted items
virtually . . . disappears” because the same is occupied by other files. (Dec. 1, 2009 Hr’g Tr.
43:1 – 44:18 (Spruill Test.).) Cutting through all the techno-speak, it is foreseeable that the
running of a disk defragmentation program, colloquially referred to as “defragging,” can result in
the loss of files that were recoverable before the defragmentation occurred.
11
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work computer’s contents compels the conclusion that he was knowingly engaged in efforts to
destroy evidence that he regarded as harmful to Defendants and beneficial to Plaintiff.
2. Pappas Failed to Implement a Litigation Hold
Before litigation began, CPI stored all of its data on its server and backed up the data on
ten backup tapes. (DeRouen Dep. 17:9-12, June 29, 2007, ECF No. 341-17.) Each tape would
run for a day, and then someone at CPI would replace it with the next tape. (Id. at 46:10-19.) At
the end of a two-week period, the process began again with the first tape, which was “amended”
to incorporate any changes to the server since it last was recorded. (Id.) As to the reliability of
the backup system, Evan DeRouen, Pappas’s computer consultant of the past six years, testified
that the system failed “[a]t least once or twice a week” when someone forgot to replace the
backup tape. (Id. at 45:13-17, 46:1-3.) DeRouen added that sometimes a week went by before
someone replaced the tape. (Id.) Additionally, all users had the ability to alter or delete data.
(Id. at 90:20-91:25.) Therefore, without a litigation hold, ESI could be lost or modified at any
time; without a change to the backup system, ESI would be lost or modified biweekly, under the
best of circumstances.
The record is devoid of any evidence that Defendants considered, let alone implemented,
a litigation hold after Plaintiff filed suit or after the Court issued preservation orders, discussed
infra. To the contrary, DeRouen testified that after suit was filed, nothing was done to address
the system’s deficiencies and to ensure the preservation of relevant ESI; Pappas did not ask him
to take any steps, nor did he take any steps, to prevent users from deleting files from the server,
or even to advise them not to delete files. (Id.) VSI’s ESI expert, Andreas Spruill of Guidance
Software, observed that “multiple users who ha[d] accounts on the server [were] adding,

12
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deleting, creating, just carrying on business as usual.” (Dec. 1, 2009 Hr’g Tr. 123:25 – 124:75.)
Although Defendants retained Genevieve Turner15 as an ESI litigation consultant between
December 2006 and January 2007 and asked her to preserve some data, they did not consult her
specifically about implementing an ESI preservation plan or a litigation hold. (Oct. 29, 2009
Hr’g Tr. 118:20 – 119:13 (Pappas Test.); Dec. 2, 2009 Hr’g Tr. 10:13-18, 12:1-22, 21:1-14,
101:12 – 102:3 (Turner Test.).)
DeRouen testified in 2007 that Pappas and/or Mohr, Defendants’ counsel at the time,
instructed him to retain the exchange server logs and not to delete anything. (DeRouen Dep.
87:4-25.) He stated that he therefore “removed the . . . function that allowed the [exchange
server] logs to be purged once they’re backed up” and ensured that “the backups are done.” (Id.
at 88:21 – 89:4.) However, Spruill testified in December 2009 that he had not “seen any
exchange server logs that ha[d] been preserved or produced.” (Dec. 1, 2009 Hr’g Tr. 122:20 –
123:5.) Nor had he seen any evidence that DeRouen prevented the logs from being purged, as he
said he had. (Id. at 123:6-24.) Spruill stated in his affidavit that he “saw no evidence of any
litigation hold having been implemented in regards to CPI’s ESI as that term is commonly
understood. No reasonable measures were taken to prevent potentially relevant data stored on
any of CPI’s computer systems from being modified, overwritten, or deleted.” (Third Spruill Aff.
¶ 31.) Moreover, Defendants have produced only ten backup tapes, which contain only data
from November 15, 2006, and January 17, 2007. (July 22, 2009 Spruill Report 4.) This hardly
evidences an effective litigation hold.

15

There is no evidence to suggest that Ms. Turner was involved in any of the misconduct
described in this memorandum. She testified credibly during the hearing and her testimony was
helpful.
13
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In evaluating the weight to be given to DeRouen’s testimony, I cannot overlook his
dependence on his wife’s income, paid by CPI, and his qualifications as an ESI expert leave
much to be desired, as he has not taken any college-level computer courses or passed any
Microsoft proficiency tests.16 In contrast, Plaintiff’s ESI expert, Spruill, has passed Microsoft
tests, teaches a college-level computer forensics course, and has worked on computers
professionally since 1993.

(Apr. 26, 2010 Hr’g Tr. 149:17 – 150:22 (Spruill Test.).)

Accordingly, I found his testimony to be credible at the December 2009 and April 2010 hearings.
Apart from the relative merits of their “expert,” Defendants admit that “between October 14,
2006 and February 17, 2007 thousands of files were deleted from Pappas’ laptop computer”
(Defs.’ Opp’n 5), an admission that would not have been necessary or possible had there been an
appropriate litigation hold. The running of the Disk Cleanup, Disk Defragmenter, Easy Cleaner,
and CCleaner programs, discussed later, further demonstrate that Defendants failed to implement
an effective litigation hold. I find that Spruill’s assessment that Defendants failed to take any
“reasonable measures” to preserve data is accurate. The evidence of record is abundantly clear
that Defendants did not implement any system to prevent users from deleting files from the
server or to stop the backup system from being overwritten. (DeRouen Dep. 91:4-10.) The
following discussion of Defendants’ deletions demonstrates the prejudice caused by Defendants’
failure to implement a litigation hold to prevent such deletions.

16

DeRouen testified that his wife, Christie DeRouen, has worked for CPI for more than a decade
as an office manager and earns about $68,000 annually, which represents approximately 75-80%
of their family income. (Apr. 26, 2010 Hr’g Tr. 27:6-19.) With regard to his expertise, DeRouen
is “certified from HP to repair their printers and computers,” but failed the one Microsoft
examination he took. (Id. 67:25 – 68:7.)
14
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3. Early Evidence of Pappas’s Failure to Preserve ESI
An examination of the CPI System Registry conducted during discovery showed 353
user-initiated deletions of files from Mark Pappas’s work computer, a password-protected laptop,
commencing soon after VSI filed suit, i.e., between October 11, 2006, and November 17, 2006.
(July 22, 2009 Spruill Report 2-3, Pl.’s Mot. Ex. 14, ECF No. 341-14; Defs.’ Opp’n 5.) In
addition, on October 19, 2006, Pappas sent a series of emails instructing Federico, the Argentine
contact, to destroy various emails and attachments relating to the VSI drawings that Pappas had
sent to Federico for “conversion” to CPI drawings. (Pappas emails, Pl.’s Mot. Ex. 13, ECF No.
341-13.) Defendants have neither denied nor rebutted the evidence of these deletions and
instructions to delete during the proceedings related to the pending motions. Nor have they
produced the 353 files deleted from Pappas’s work computer or any files or emails that Federico
destroyed per Pappas’s instruction.
Because Defendants had notice of the existing lawsuit at the time of the deletions, they
clearly were under an obligation to preserve these potentially relevant files. Defendants, through
their current attorney, James Rothschild, claimed that the files deleted from Pappas’s work
computer were preserved because the computer “was synchronized to the CPI server,” such that
the files were copied to the server and “still exist on the server.” (Oct. 28, 2009 Rothschild Ltr.,
ECF No. 324.) However, the more believable evidence is to the contrary. As discussed in detail
infra, CPI replaced its “Old Server” with a “New Server” in April 2007. DeRouen stated in an
affidavit that before the server exchange in April 2007, “most of the files from Mark Pappas’
workstation were not mapped [i.e., copied] to the server,” (DeRouen Aff. ¶ 3), and he later
testified in April 2010 that his affidavit was accurate. (Apr. 26, 2010 Hr’g Tr. 38:11-17.)
DeRouen also stated that Pappas “was aware” that his files generally were not copied to the
15
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server before April 2007. (Id. at 70:17-22.) Further, DeRouen testified that “some” of the files
on Pappas’s work computer “would not be found” on the Old Server because it could not
accommodate all of Pappas’s files. (Id. at 69:13 – 70:3.) DeRouen explained that for files on
Pappas’s work computer to be copied to either server, Pappas would “have to put it in the folder
that gets synchronized” because only “certain folders” were synchronized. (Id. at 117:20 –
118:6.)

Defendants did not offer any evidence that Pappas put the deleted files into the

synchronized folders so that they would be copied to the Old Server or the New Server. And,
even if the files were copied to the Old Server, by the time VSI received the Old Server, it had
become corrupted and could not be searched. (Apr. 26, 2010 Hr’g Tr. 153:16-20, 155:11-16
(Spruill Test.).) Given that Plaintiff has shown that the ESI evidence was deleted, Defendants’
claims to have preserved it are not credible.
Turner, CPI’s ESI litigation consultant, made an image (i.e., copy) of CPI’s New Server
in July 2007, and Rothschild stated that “the image of the new server contains copies of the
deleted files.” (Oct. 28, 2009 Rothschild Ltr.) Again, the evidence does not support this
assertion.

As noted above, not all of Pappas’s files were copied to the New Server, and

therefore, they would not appear on an image of the New Server. Also, Turner testified that she
“did not image” the New Server in its entirety; instead, she took a “targeted collection” of user
files, folders, and emails, without imaging “unallocated space” where deleted files most likely
would appear.

(Dec. 2, 2009 Hr’g Tr. 105:15 – 107:22; Feb. 9, 2009 Turner Report 3.)

Moreover, the files in question predated the New Server, and therefore only would appear on the
New Server if they had been copied to the Old Server in the first place and then successfully
transferred to the New Server.17 Thus, Defendants have not shown that copies of any of these

17

The incompleteness of the data transfer between servers is discussed in further detail below.
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deleted files were produced with the image of the New Server. Nor have they shown that any of
the files later were restored and produced. Defendants failed to meet their obligation to preserve
these files.
The relevance of any files or emails that Federico deleted pursuant to Pappas’s
instructions is readily apparent from Pappas’s emails to Federico, which were preserved. They
would have demonstrated the truth of VSI’s core contention—that Pappas accessed VSI’s
website under a fictitious name on numerous occasions to download multiple design drawings of
VSI and, in violation of the limited licensing agreement on the VSI website that had to be
accepted before the drawings could be downloaded, sent them out of the country to be copied as
CPI design drawings, sans any reference to their true origin, so that Pappas then could submit
them as part of bid documents for the type of jobs for which CPI competed with VSI. If this is
not “smoking gun” evidence, one wonders what is. That Defendants, despite their protests of
innocent intent and conduct, produced no evidence in rebuttal, and have “acquiesced” in the
entry of a default judgment with regard to Plaintiff’s flagship claim, suggests that they too view
this deleted ESI for what it is—critical evidence proving the guts of Plaintiff’s liability claims.
Equally clearly, the absence of these emails referring to the unauthorized conversion of VSI
drawings to CPI files is prejudicial to Plaintiff’s case. With regard to the 353 deleted files,
although their contents are unknown, the only rational conclusion that can be drawn is that VSI
suffered prejudice from the loss of these files, based on Pappas’s bad faith, willful misconduct
and the fact that the large quantity of deletions occurred shortly after VSI filed suit. Defendants
have not offered any evidence to rebut this conclusion. To the contrary, they acquiesced in the
entry of a default judgment on the copyright claim, essentially conceding the prejudice to VSI of
the loss of the deleted files.
17
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4. Pappas Failed to Preserve His External Hard Drive Despite Plaintiff’s Demand that
Defendants Preserve ESI
Pappas was deposed on November 17, 2006, and, at the conclusion of the deposition,
VSI’s counsel gave notice to Defendants that VSI would be filing a request to have the CPI hard
drives imaged, and explicitly demanded that no files be deleted and that no data be scrubbed.
(Pappas Dep. 148:23-25 – 149:1-9.) Pappas later admitted he was aware this request had been
made. (Oct. 29, 2009 Hr’g Tr. 89:25 (Pappas Test.), Pl.’s Mot Ex. 12, ECF No. 341-12.)
Subsequent forensic examination of Pappas’s work computer revealed the existence of a
SimpleTech “Simple Drive”™ external hard drive (“EHD”) that last was plugged into Pappas’s
work computer on November 7, 2006, and last used on November 20, 2006 (just days after VSI
notified Defendants to preserve ESI), when the backup feature for the EHD was run and then the
software for the EHD was “uninstalled” from Pappas’s work computer. (July 22, 2009 Spruill
Report 2, ¶¶ 3-6.) A subsequent examination of Pappas’s work computer led Spruill, VSI’s ESI
expert, to conclude that the EHD must have been connected to it continuously from November 7
to November 20, 2006. (Id. at 2, ¶ 5.) Therefore, the EHD still was in Pappas’s possession after
VSI filed this lawsuit, and it also was in Pappas’s possession on and after November 17, 2006,
when Plaintiff informed Defendant that it would be requesting imaging of Defendants’
computers.
The EHD contained 62,071 files that were transferred to it from Pappas’s work computer
on July 10, 2006, shortly before suit was filed. (Id. at 2, ¶ 3; Defs.’ Opp’n 4.) Based on a log
created on Pappas’s work computer at the time of the transfer, VSI’s IT director, Bryan
Slaughenhoupt, concluded that the transferred files likely were relevant because the file names

18

Case 8:06-cv-02662-MJG Document 377

Filed 09/09/10 Page 19 of 89

corresponded with search terms contained in the Joint Search Protocol.18 (Ninth Slaughenhoupt
Aff. ¶ 49 & Ex. E). For example, Slaughenhoupt identified the file names “digicanCAD,”
“digicanchina,”

“nancadhistory,”

mpappas@www.victorstanley[1].txt,

“bassquote,”
and

fuvista-vs.zip,19

“Chicago.doc,”

victorstanley[1].htm,

and

a

folder

named

“CompetitorCAD” with “hundreds of files.” (Id. ¶¶ 49, 54.) Importantly, as noted below, the
EHD never has been produced by Defendants during discovery, despite the obvious relevance of
the data it contained. The prejudice its loss caused to Plaintiff is unquestionable.
Pappas testified that he presumed that, even though the EHD was not produced, the
information on the EHD had been, because the server was produced and it contained the same
information. (Oct. 29, 2009 Hr’g Tr. 175:20 – 176:1.) However, as discussed above, at the time
that the EHD was connected to Pappas’s work computer, not all of the files on that computer
regularly were copied to the server. Moreover, as noted, the Old Server was corrupted and
unsearchable when VSI received it. (Apr. 26, 2010 Hr’g Tr. 153:16-20, 155:11-16 (Spruill
Test.).) And, because Defendants did not disclose the existence of the EHD to Genevieve
Turner, their ESI litigation consultant who worked with Plaintiff’s ESI consultant to develop and
implement the Joint Search Protocol for ESI, she did not image the EHD or search it for
18

After discovery commenced, the parties’ ESI consultants conferred and developed a Joint
Search Protocol for ESI, dated June 28, 2007 (Pl.’s Mot. Ex. 41, ECF No. 341-41), in accordance
with the Court’s Order (June 14, 2007 Conf. Tr. 16:14-21, Pl.’s Mot. Ex. 40, ECF No. 341-40).
The Joint Search Protocol was amended in May 2009. (May 29, 2009 Spruill and Turner Ltr.,
ECF No. 299-1.) It was intended to facilitate VSI’s discovery of relevant ESI at a cost and
burden proportional to what is at stake in this case.

19

CPI named one of its product lines the “Fuvista” line. Pappas admitted during discovery that
“Fuvista” stood for “Fuck you Victor Stanley,” (Pappas Dep. 22:20-24, Pl.’s Mot. Ex. 5, ECF
No. 341-5), demonstrating that Pappas’s wit transcended sophomoric pranks such as logging into
VSI’s web site as “Fred Bass” and extended to inventing insulting acronyms to name his
competing products. When disclosed, the meaning of this acronym removes any doubt about his
motive and intent. No doubt Pappas regarded this as hilarious at the time. It is less likely that he
still does.
19
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responsive ESI. (Dec. 2, 2009 Hr’g Tr. 55:19 - 56:5 (Turner Test.), Pl.’s Mot. Ex. 19, ECF No.
341-19). Again, the prejudice to Plaintiff is clear.
According to Defendants, Pappas did not “intentionally” dispose of the EHD “to keep the
files on it from being subject to discovery.” (Defs.’ Opp’n 5.) This argument is absurd. Pappas
purchased the EHD; attached it to his work computer immediately before suit was filed; used it
for months, including after suit was filed and Plaintiff had demanded preservation of ESI;
transferred 62,071 files to it, which included many files with names that render their relevance
readily apparent; and kept its existence secret even from his own ESI litigation expert. He
testified that he returned the EHD in November 2006—without having someone back up its
contents—to “Bob from Office Max” because he was “frustrated” by its automatic backup
features that “would flash messages and interrupt [his] work.” (Oct. 29, 2009 Hr’g Tr. 18:13 –
19:11.) Defendants failed to produce any documentation corroborating Pappas’s testimony that
the EHD was returned to Office Max, such as an affidavit from “Bob,” a receipt from Office
Max, or documents showing the crediting of the purchase price of the EHD back to CPI after it
was returned. Yet Pappas expects the Court to accept his doe-eyed explanation at face value,
rather than the untruth that it manifestly is. Even if true, this is of little moment, as Defendants
concede that the EHD “should not have been disposed of since it was in existence after the
lawsuit had been filed.” (Defs.’ Opp’n 5.) Moreover, the EHD and its contents never were made
available for forensic examination during discovery and remain unavailable today. It does not
require Napoleonic insight to recognize with a casual glance at the names of the unavailable files
that what was lost was relevant to Plaintiff’s claims, and the absence of such a large quantity of
clearly relevant files was prejudicial.

20
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5. Pappas Also Failed to Preserve Files and Emails Immediately Following Plaintiff’s
Demand that Defendants Preserve ESI
On November 17, 2006, the very same day Defendants were put on notice not to destroy
evidence relevant to this lawsuit, Curtis Edmondson, a lawyer who previously had done legal
work for Pappas (and who is an engineer whose training emphasized “computer architecture”),
visited the CPI offices to review CPI’s computer systems in regard to this litigation. (Edmondson
website & invoice, Pl.’s Mot. Exs. 20-21, ECF Nos. 341-20 & 341-21.) Pappas testified that
Edmondson accessed information on Pappas’s work computer. (Oct. 29, 2009 Hr’g Tr. 121:8-9.)
Thereafter, between November 18, 2006 and December 22, 2006, the CPI System Registry for
that computer showed thirteen user-initiated deletions of files. (July 22, 2009 Spruill Report 3.)
Defendants’ contention that the files were preserved on the server does not hold water, as
discussed above. Therefore, Defendants breached their duty by failing to preserve these files.
Given that, shortly before these deletions, Pappas was put on notice to preserve relevant ESI and
Edmondson visited CPI on the same day, and Pappas attempted to delete about 5,000 largely
responsive emails around the same time, (Dec. 1, 2009 Hr’g Tr. 76:2-5 (Spruill Test.); July 22,
2009 Spruill Report 4), the only logical inference to draw is that these files were relevant to this
lawsuit and, when viewed with all the other evidence of Pappas’s willful destruction of relevant
ESI, that their loss caused prejudice to Plaintiff.

21
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6. The Court Issued a Preservation Order and Pappas Continued to Delete ESI
On December 7, 2006, VSI served a second Request for Production of Documents on
Pappas and CPI.20 (Pl.’s Second Request for Prod. of Docs., Pl.’s Mot. Ex. 9, ECF No. 341-9.)
Defendants, by then having retained new counsel, moved for a two-week extension of time to
file their responses and for a stay of discovery during that time. (ECF No. 38.) On December
22, 2006, I entered an order staying all discovery (except for an existing order that the parties
meet and confer regarding discovery disputes, which had begun to multiply) until after a hearing
scheduled for January 18, 2007. (ECF No. 41.) That order cautioned: “[B]oth parties are
reminded of their substantive duty to preserve evidence, including electronic evidence, that is
relevant to the case.”21 (Id.) Pappas later admitted that he received that order the following day
and that he understood what it meant. (Oct. 29, 2009 Hr’g Tr. 117:18 - 118:2 (Pappas Test.).)
The Court rescheduled the discovery hearing for February 1, 2007. (ECF No. 42.)
Subsequent forensic examination of Defendants’ computers showed that the CPI System
Registry reflected 9,282 user-initiated deletions of files from Pappas’s work computer between
my December 22, 2006 order and the February 1, 2007 discovery hearing. (July 22, 2009 Spruill
Report

3,

¶

3.)

The

files,

with

names

like

“bollardcad8.doc,”

“China-6.zip,”

“nancadsamples.zip,” “UBBENCHCAD.doc,” and “victor.zip,” “appear to be related to ‘VSI-

20

At the parties’ initial Fed. R. Civ. P. 26(f) planning meeting on January 18, 2007, VSI
reiterated its request for imaging of Defendants’ drives. (Joint Rule 26 Report of the Parties 3,
ECF No. 51.)
21

For the purpose of sanctions pursuant to Fed. R. Civ. P. 37(b)(2) for failure to obey a
discovery order, it was in the December 22, 2006 Order that I first made the duty to preserve part
of a Court order in this case. However, it was not the only preservation order. As discussed
below, I issued another preservation order on February 1, 2007. Additionally, on August 1, 2007,
August 30, September 21, and October 3, 2007, I ordered Defendants to produce all relevant,
non-privileged ESI and a privilege log to Plaintiff. (ECF Nos. 131, 145, 149, 164, 341-45.)
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like’ site furnishing, sale of products made in China, Nancad (the company in Argentina with
which Federico was affiliated), Digican, Victor Stanley products, Ecklund (a company that CPI
used to manufacture site furnishings) and CAD drawings.” (Ninth Slaughenhoupt Aff. ¶ 33.)
Almost all of the deletions occurred on January 31, 2007, the eve of the discovery hearing. (Id.
¶¶ 31, 44.) Pappas knew that the discovery hearing would be held the next day and that VSI’s
interest in imaging his computers “was at issue.” (Oct. 29, 2009 Hr’g Tr. 123:15 & 125:8-12
(Pappas Test.).)
Pappas testified that he believed that DeRouen, CPI’s computer consultant, made the
January 31, 2007 deletions. (Id. at 33:3-4.) In a February 2010 affidavit, undoubtedly drafted by
counsel, DeRouen stated that he deleted a folder on Pappas’s work computer containing the files
in question because the folder was “a copy of a copy” of a folder that still existed on the server.
(DeRouen Aff. ¶ 7.) However, previously, in a June 2007 deposition, DeRouen had denied that
he had ever deleted files from any CPI computer. (DeRouen Dep. 42:17-19.) Moreover, in
rebuttal to DeRouen’s February affidavit, Plaintiff’s ESI consultant, Spruill, testified that the
deleted files could not have been a set of copies because, if that were the case, the files would
have had been created minutes or seconds apart, whereas in reality, the files were created years
apart. (April 26, 2010 Hr’g Tr. 133:16 – 134:13.) Additionally, Spruill testified that those
deletions were not done by someone who logged in remotely (Dec. 1, 2009 Hr’g Tr. 166:2 –
168:21), meaning that Pappas or someone at CPI deleted the data. In this regard, Pappas
admitted he was present at the CPI offices on January 31, 2007. (Oct. 29, 2009 Hr’g Tr. 122:211 (Pappas Test.).) And, emails were sent from Pappas’s email account using that computer (not
via remote access) just prior to and just after these deletions. (Ninth Slaughenhoupt Aff. ¶¶ 3132; Dec. 1, 2009 Hr’g Tr. 167:8-25 (Spruill Test.).) Once again, the only rational conclusion to
23
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be drawn is that Pappas himself deleted the nearly ten thousand files during the discovery stay.
He did so with full awareness that I had issued a preservation order and that there was to be a
hearing to address, inter alia, Plaintiff’s complaints regarding the sufficiency of Defendants’
compliance with their discovery obligations. Thus, Pappas not only deleted the files, but did so
intentionally and willfully. That he was willing to do so in defiance of a Court preservation
order compels the conclusion that he viewed the files as both relevant and prejudicial to his
position in the litigation. Their unavailability for Plaintiff’s use is prejudicial to Plaintiff’s case.
Incredulously, Defendants again contend that these deleted files were “preserved”
because they had been copied to the server. (Oct. 28, 2009 Rothschild Ltr.) Spruill testified that
“some” of the files deleted on January 31, 2007 “did reappear” in the middle of 2009, in a folder
called “Mark Copy” that appeared on the New Server. (April 26, 2010 Hr’g Tr. 142:12-18.)
However, according to Spruill, the “Mark Copy” folder did not contain all of the deleted files
and, because someone ran the Disk Defragmenter program, as discussed below, he “was unable
to recover” the files that did not reappear “in any intelligible form.” (July 22, 2009 Spruill
Report 4.) Also, as discussed, Spruill could not search the Old Server because it had become
corrupted. (Apr. 26, 2010 Hr’g Tr. 153:16-20, 155:11-16 (Spruill Test.).) Thus, I find that
Pappas deleted the files, and the timing of the bulk of the deletions immediately prior to the
scheduled discovery hearing suggests to me that he deleted the files to prevent their discovery.
Given the file names, it is evident that the files were relevant and would have supported
Plaintiff’s case, and I conclude that Defendants breached their duty to preserve potentially
relevant ESI.

24
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7. The Court Again Admonished Defendants of Their Duty to Preserve and Issued
Another Preservation Order, and Pappas Deleted Files and Used Programs to
Overwrite the Files
At the February 1, 2007 discovery hearing, noting that “certain emails have been
deleted,” I again admonished the parties of their duty to preserve relevant ESI and instructed
counsel to explain to their clients the duty to preserve “all information that may . . . be relevant to
the claims and defenses.” (Feb. 1, 2007 Conf. Tr. 18:18-24- 19:1-3, 23:8, 24:3-5, Pl.’s Mot. Ex.
15, ECF No. 341-15.) I reminded counsel that the parties had a “duty to intervene and to
suspend any operations as part of an electronic records management system that might need to
override [sic] or cause the loss and destruction [of ESI] that might be relevant.” (Id. at 18:18-23,
25:19 – 26:3.)

Christopher Mohr, defense counsel at the time, stated on the record that he

understood the Court’s admonitions and orders given during the discovery conference. (Id. at
25:11, 25:14.)

Further, Pappas admitted that Mohr spoke with him regarding my instructions.

(Oct. 29, 2009 Hr’g Tr. 130:14 – 133:20 (Pappas Test.).)
Additionally, on February 1, 2007, I issued a written Preservation Order that required the
parties to “meet and confer . . . to narrow the range of information sought” and stated that the
parties had been admonished at the hearing of their “substantive duty to preserve evidence
potentially relevant to the case, and . . . ordered to do so by the Court.” (Feb. 1, 2007 Order 2,
ECF No. 56.) Pappas later acknowledged learning of that Order, and he admitted that there was
nothing about the Order that he did not understand, and that the Court’s statement regarding the
duty to preserve “was very clear.” (Oct. 29, 2009 Hr’g Tr. 139:10 – 140:19 (Pappas Test.).) He
stated that he “understood this Order to mean that [he] had to maintain a version/copy of [his]
files that were related to the case.” (Feb. 16, 2010 Pappas Aff. ¶ 8.)
25
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During a February 2, 2007 conference, Defense counsel agreed that Defendants would
follow “the two tier approach” outlined in this Court’s Suggested Protocol for Discovery of
Electronically Stored Information (ECF No. 56-1) (“Suggested ESI Protocol”),22 and that
“accessible files should be searched and produced first.” (Feb. 2, 2007 Mohr Ltr. 3, Pl.’s Mot.
Ex. 22, ECF No. 341-22.) Defendants further agreed that the ESI would be produced in its
native format, an agreement that counsel confirmed on several occasions. (Apr. 3, 2007 Mohr
Ltr. 2, Pl.’s Mot. Ex. 23, ECF No. 341-23; Apr. 19, 2007 Mohr Ltr. 1, Pl.’s Mot. Ex. 24, ECF
No. 341-24.) ESI in its native format would include metadata, which would assist in establishing
who at CPI downloaded or altered the files at issue, and when and how they were altered.
Despite the discussion of preservation obligations during the discovery hearing and
conference and in the February 1, 2007 Order, in the weeks that followed, as described in further
detail below, a user logged into Pappas’s work computer as Pappas, ran a Disk Cleanup program
on it, deleted files, accessed the Registry Editor, and ran the system’s Disk Defragmenter
program on the computer. The Disk Cleanup program empties the Recycle Bin and deletes
temporary internet files, i.e., records of web sites visited. (Dec. 1, 2009 Hr’g Tr. 52:20-25, 53:16
– 55:15, 57:1-3 (Spruill Test.).) Once deleted, a file can be overwritten by Disk Defragmenter,
such that the data is “lost.” (Id.) Indeed, defragmentation is sometimes used as “a method to
cover up deletions of data by eliminating all traces of deleted data.” RKI, Inc. v. Grimes, 177 F.
Supp. 2d 859, 870 (N.D. Ill. 2001). Additionally, through the Registry Editor, a user may
“modify [and/or] delete . . . any of the settings within the registry . . . . to remove or obfuscate
data.” (Dec. 1, 2009 Hr’g Tr. 58:1-20 (Spruill Test.).) For this reason, Microsoft highly

22

Suggested Protocol for Discovery of Electronically Stored Information (“ESI”),
www.mdd.uscourts.gov/news/news/ESIProtocol.pdf.
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discourages use of the Registry Editor. (Id. at 57:8-10, 58:8-9.) Thus, the net effect of accessing
the Registry Editor and running the Disk Defragmenter program after deleting files and running
the Disk Cleanup program was to ensure that deleted files could not be recovered.
The person who signed in as “Pappas” ran the Disk Cleanup program on Defendant
Pappas’s work computer on February 7, 2007; CPI had not used this program in the past. (Dec.
1, 2009 Hr’g Tr. 52:20-25, 53:16 – 55:15, 57:1-3 (Spruill Test.).) Between February 2, 2007 and
February 23, 2007, this user deleted 4,316 user-content files from Pappas’s work computer.
(July 22, 2009 Spruill Report 3-4.) Almost all (3,969) of the deletions occurred between noon on
Friday, February 16, 2007, and early morning on Saturday, February 17, 2007. (Id.; Feb. 16,
2010 Pappas Aff. ¶ 9) Additionally, on the night of February 16, 2007, the user accessed the
computer’s Registry Editor. (Dec. 1, 2009 Hr’g Tr. 58:1-20 (Spruill Test.).) Thereafter, during
the late morning of Saturday, February 17, 2007, this user successfully initiated an execution of
the system’s Disk Defragmenter program. (July 22, 2009 Spruill Report 4.) Over 200 files were
deleted on February 17, 2007, and as of that date, Pappas had permanently deleted over 1,000
files from the Recycle Bin. (Id. at 3-4.) On July 1, 2009, Spruill provided Defense counsel and
Defense ESI litigation consultant Turner with a list of the files that Pappas had deleted from his
work computer and proof that the Disk Defragmenter program had been executed. (Id.) The
relevance of at least some of the deleted files is evident from the file names, which included
victor.zip, victordoor.zip, victordoorall.zip, victorhinge.jpg, victorlatch.jpg, and similar file
names. (Ninth Slaughenhoupt Aff. ¶ 55.)
This was the first and only user-executed defragmentation on Pappas’s work computer.
(July 22, 2009 Spruill Report 4.) Importantly, the defragmentation was done just ahead of the
scheduled imaging of Pappas’s work computer during the week of February 21, 2007. (Oct. 29,
27
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2009 Hr’g Tr. 153:12-17, 161:8-11 (Pappas Test.).) Following the defragmentation, Plaintiff’s
ESI experts at Guidance Software were unable to recover any of the deleted files from Pappas’s
work computer “in any intelligible form.” (July 22, 2009 Spruill Report 4.) Also, because the
files were purged through the use of the Disk Cleanup and Disk Defragmenter programs, they
were not preserved on the server, despite Defendants’ contentions to the contrary.
DeRouen, CPI’s computer consultant, testified that he probably ran the programs and
deleted the files as part of the system “maintenance” he ran while working on Defendants’
computers from a remote location. (Apr. 26, 2010 Hr’g Tr. 31:13-25.) Yet, when questioned,
DeRouen agreed with Plaintiff’s counsel that he would not have selectively opened, examined,
and deleted files as part of routine maintenance, as Plaintiff’s evidence demonstrates happened in
this case. (Id. at 32:1-5.) Nonetheless, DeRouen claimed that any files that were deleted “were
backed up on the server in two places.” (Id.)
Not so, according to Spruill, whose testimony was far more credible than DeRouen’s.
Spruill testified that the person who ran the Disk Defragmenter program was not working
remotely (Dec. 1, 2009 Hr’g Tr. 166:8-25), and Pappas admitted he was the only person present
at CPI’s offices at the time the Disk Defragmenter program was run. (Oct. 29, 2009 Hr’g Tr.
167:1 – 168:21 (Pappas Test.); see Ninth Slaughenhoupt Aff. ¶ 39.)

The evidence of record

convinces me that Pappas was the person who deleted the files and executed the Disk
Defragmenter program, but if he did not, then it was DeRouen, the computer consultant Pappas
retained and whose wife is a longstanding CPI office manager.
As the above factual summary amply demonstrates, much of what was deleted took place
after I admonished Defense counsel of the duty to preserve relevant evidence and after I had
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issued a written Preservation Order. Further, the occurrence of these deletions immediately
before the scheduled imaging of Pappas’s computer evidences purposeful violation of this
Court’s preservation orders, and a knowing violation of the duty to preserve potentially relevant
evidence. These circumstances, combined with the purposeful destruction by Pappas of ESI that
included files with names that make their relevance manifest, convince me that, as with other
deletions already discussed, this was prejudicial to Plaintiff.
8. Pappas Failed to Preserve ESI When CPI Switched from the Old Server to the New
Server
Defendants ordered a new server on October 30, 2006, two weeks after this action began,
and installed it in April, 2007. (Apr. 26, 2010 Hr’g Tr. 92:22 – 93:2 (DeRouen Test.).) DeRouen
transferred the data on the “Old Server” to the “New Server” on April 21, 2007. (Id. at 96:24 –
97:9.)

It is unclear why Defendants replaced the Old Server.

Server “got corrupted.”

According to Pappas, the Old

(Oct. 29, 2009 Hr’g Tr. 178:10-14, 181:11-15.)

According to

DeRouen’s June 2007 testimony, the Old Server was nearing its capacity when it was replaced.
(DeRouen Dep. 16:15-16.) Spruill stated in a sworn affidavit, based on his examination of the
Old Server, that that there was no apparent operational reason for exchanging servers in the
middle of the ESI collection process that was taking place as part of the discovery in this case.
(Third Spruill Aff. ¶ 9.)
More fundamentally, Spruill stated that exchanging servers and failing to preserve the
data on the Old Server would “cause the irretrievable loss of some content and records of user
activities that would otherwise be available for recovery and analysis.” (Id. ¶¶ 4-5.) Spruill
specified that if a user moved deleted emails from the deleted items folder to the “‘Trash Bin,’”
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as “Mr. Pappas testified that he repeatedly did,” those items would not be moved to the New
Server. (Id. ¶ 5.) Spruill stated that, to preserve ESI that would be lost in the transfer, the Old
Server should have been—but was not—backed up before the data transfer. (Id. ¶ 6.)
DeRouen acknowledged that he had not transferred any deleted ESI. (Apr. 26, 2010 Hr’g
Tr. 101:5-20 (DeRouen Test.).) Nonetheless, he testified that the deleted ESI was preserved
because it still existed on the Old Server, which was sent to Plaintiff.

(Id. at 101:5-20.)

However, VSI did not receive the Old Server immediately; VSI and the ESI litigation
consultants, Turner and Spruill, did not even learn that there had been a server exchange until
June 29, 2007, when DeRouen was deposed. (Def.’s Resp. to Pl.’s Second Set of Interrog. #11,
Pl.’s Mot. Ex. 92, ECF No. 341-92; Dec. 2, 2009 Hr’g Tr. 29:21-25, 83:10-25, 142:18-24
(Turner Test.).) By the time VSI received the Old Server, it had become corrupted and could not
be searched, and Spruill had to rely instead on an image that Turner made of the Old Server on
July 13, 2007. (Apr. 26, 2010 Hr’g Tr. 153:16-20, 155:11-16 (Spruill Test.); Dec. 2, 2009 Hr’g
Tr. 85:3 – 86:4, 105:15 – 107:22 (Turner Test.).)
The completeness of Turner’s image of the Old Server, like the completeness of her
image of the New Server, is questionable. In her February 9, 2009 report, Turner stated that the
Old Server “was not responsive to the imaging process,” so she created a targeted collection
instead of imaging it in its entirety, and the targeted collection did not include the unallocated
spaces where deleted files would be stored. (Feb. 9, 2009 Turner Report 3.) Notably, Pappas
testified that he stored files in a deleted state; all files in a deleted state when Turner imaged the
Older Server would have been excluded. And, according to Spruill, the Old Server had been
purged before Turner had the opportunity to image it, such that she could not have captured the
deleted files if she had tried. (Apr. 26, 2010 Hr’g Tr. 153:24 – 154:20.)
30
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folder containing some—but not all—of the files deleted on January 31, 2007, inexplicably
“reappeared” on the New Server, and ESI deleted on January 17, 2007 was recovered from a
backup tape and produced for Plaintiff, that backup tape was the most recent backup tape
produced for the Old Server. Therefore, other than those files in the folder that “reappeared,”
Defendants failed to preserve any ESI deleted between January 18, 2007 and April 21, 2007,
when the Old Server was replaced. The relevance of some of the files—those that were deleted
permanently

on

“bollardcad8.doc,”

January

31,

2007—is

“China-6.zip,”

evident

from

“nancadsamples.zip,”

their

names,

which

include

“UBBENCHCAD.doc,”

“victor.zip,” as discussed above. (Ninth Slaughenhoupt Aff. ¶ 33.)

and

Although the contents,

quantity, and relevance of the other lost files are unknown, Defendants have failed to
demonstrate that what was not preserved was irrelevant, or its loss benign.

The events

surrounding the switch from the Old to New Server, viewed in the context of everything else that
occurred, convince me that what was lost included relevant evidence, the absence of which
prejudices Plaintiff.
9. The Court Repeatedly Ordered the Production of ESI, and Pappas Used Programs
Called Easy Cleaner and CCleaner to Delete It
On August 1, 2007, August 30, 2007, September 21, 2007, and October 3, 2007, I
ordered Defendants to “produce all relevant, non-privileged ESI” to Plaintiff’s counsel. (ECF
Nos. 131, 145, 149, and 164.) Nonetheless, at the December 1, 2009 hearing, Plaintiff offered
evidence that someone at CPI used a program called Easy Cleaner to “scrub” or delete data from
Defendants’ computers and another called CCleaner “to clear up file content in specific areas,
and . . . to go through the registry . . and clear out . . . dead registry entries” from the New Server
in July 2008 and August 2009, months after my series of orders, and over a year after my two
31
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initial preservation orders. (Dec. 1, 2009 Hr’g Tr. 118:6 – 119:14, 120:18-22 (Spruill Test.);
Dec. 2, 2009 Hr’g Tr. 63:13-20 (Turner Test.).)

DeRouen, Defendants’ computer consultant

over the past six years, admitted that he used the programs “for maintenance with all [of his]
clients,” and he acknowledged that he had “installed CCleaner and Easy Cleaner on the New CPI
server,” even though he knew that litigation was ongoing and that both programs would
eliminate files like internet history files and temporary internet files. (DeRouen Aff. ¶ 14; April
26, 2010 Hr’g Tr. 112:2-25 (DeRouen Test.).)
Spruill testified that the only purpose for using the Easy Cleaner was “to permanently
destroy data,” and that “[t]here’s absolutely no reason whatsoever” for a business under a
preservation order to run a “scrubbing program” such as Easy Cleaner. (April 26, 2010 Hr’g Tr.
119:1 – 121:14.) Spruill added that it was extremely difficult to perform a forensic examination
of any computer system after Easy Cleaner had been used on it. (Id. at 120:5-6.)

DeRouen

testified that CCleaner may have run “automatically” in July and that he did not “know why” it
was run in August. (Apr. 26, 2010 Hr’g Tr. 107:20 – 110:6, 111:20-23.) Pappas stated that
CCleaner was run in August “without any instruction from [him] and without [his] knowledge.”
(Feb. 16, 2010 Pappas Aff. ¶ 13.) However, neither Pappas nor DeRouen provided credible
testimony. Instead, I accept as credible Spruill’s version of the events. Regardless of the “spin”
Defendants attempt to put on it, following a series of ESI preservation and production orders by
the Court, Defendants allowed their computer consultant to run programs that eliminated
temporary internet files. (Apr. 26, 2010 Hr’g Tr. 113:1-24 (DeRouen Test.).) It cannot be
ignored that this occurred in a case the essence of which involves surreptitious entry to Plaintiff’s
website for the purposes of downloading design drawings that Defendants then pirated and
misrepresented to be their own in order to compete with Plaintiff. It is no coincidence that the
32
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deleted files included those showing the internet site that Defendants had accessed. I am
persuaded that these files were relevant, and that their loss caused prejudice to Plaintiff.
10. Plaintiff Moves for Spoliation Sanctions
Plaintiff filed its fourth motion for sanctions, the subject of this Memorandum, Order and
Recommendation, alleging “CPI and Pappas’ destruction of the key evidence and other forms of
misconduct” and seeking a default judgment as “the only effective method to punish such
egregious conduct, deter others, and fully mitigate the prejudice to VSI and the judicial process.”
(Pl.’s Mot. 45.) Plaintiff also seeks a civil fine and a “referral for criminal prosecution against
Pappas”; and attorney’s fees and costs, including costs related to all of Plaintiff’s ESI motions
and efforts to “uncover[] Defendants’ discovery abuses.” (Id. at 97-98.) Alternatively, Plaintiff
seeks leave to amend its Rule 26 disclosures and reports, and asks the court to reopen discovery
and “to enter a permanent injunction against Pappas and CPI as requested in the Verified
Complaint.” (Id. at 98.)
In their Opposition, Defendants admit that “certain CPI ESI was deleted by Pappas and
CPI’s Computer Engineer Evan DeRouen and/or others after CPI was served with the lawsuit
and after a preservation order was issued,” although they “deny that the deletions were done for
the purpose of withholding ESI from VSI.” (Defs.’ Opp’n 2.) Defendants also admit that fifteen
CPI products were based on VSI designs. (Defs.’ Surreply 5.) Defendants state that they “are
willing to accept as a sanction . . . a consent judgment on liability for copyright infringement and
a consent injunction on Plaintiff’s copyright claim.”

(Defs.’ Opp’n 29.)

In their view,

“[c]opyright infringement has always been the heart of [VSI’s] case.” (Defs.’ Surreply 1.)
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As will be discussed in greater detail below, assessing appropriate sanctions for proven
failure to preserve evidence, whether ESI or not, is a complex task, made so in large part by the
need to evaluate the relevance of the evidence lost and the prejudice to the party claiming injury
because of the spoliation. In the sections above I have described eight ways in which Defendants
willfully and permanently destroyed evidence related to this lawsuit, as well as their failed
attempts to destroy evidence that later was recovered. In each section I have explained the
relevance of the evidence lost and why the loss caused prejudice to Plaintiff in prosecuting its
case.

Taken individually, each section demonstrates intentional misconduct done with the

purpose of concealing or destroying evidence. Collectively, they constitute the single most
egregious example of spoliation that I have encountered in any case that I have handled or in any
case described in the legion of spoliation cases I have read in nearly fourteen years on the bench.
When reading other spoliation cases, it appears that frequently the Court finds culpable conduct,
often gross negligence or intentional wrongdoing, but there is really no convincing showing that
what was lost was harmful or that, despite the obvious frustration and considerable expense of
chasing down the facts to prove the spoliation, the party that proved the spoliation was actually
handicapped in proving its case in any significant way. In Rimkus Consulting Group, Inc. v.
Cammarata, 688 F. Supp. 2d 598, 607-08 (S.D. Tex. 2010), for example, the defendants were
found to have committed intentional destruction of ESI, but what was lost included evidence
helpful to the spoliators, as well as harmful. Faced with bad conduct but minimal prejudice,
courts are understandably reluctant to impose the most severe sanctions, especially casedispositive ones.
But this case is in an entirely different posture. Plaintiff has proved grave misconduct
that was undertaken for the purpose of thwarting Plaintiff’s ability to prove its case and for the
34
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express purpose of hamstringing this Court’s ability to effect a just, speedy, and inexpensive
resolution of a serious commercial tort. The prejudice to Plaintiff is clear and has been described
in each of the sections above. It is helpful, but of little comfort, that Defendants themselves
agree with my assessment that the lost or destroyed ESI was relevant, and its absence as
evidence prejudicial to Plaintiff. At the hearing held on June 25, 2010, counsel for Defendants
stated:
[W]e’ve given up on prejudice . . . . [with regard to Plaintiff’s copyright claim]
which I think was the appropriate thing to do. We gave up on the issue of
relevance, and so I would think that the Court would decide what the profits
should be from those 15 products, and then the Court . . . would determine what
would be the appropriate attorneys’ fees . . . .
(June 25, 2010 Hr’g Tr. 3:16-22.) Having chronicled what happened and the effect that it had on
Plaintiff’s ability to prosecute its claims and the Court’s ability to ensure a fair trial, I will turn
now to a discussion of the law governing where we go from here, given what we know.
II.

DISCUSSION
Plaintiff asks the Court to sanction Defendants for their23 spoliation of evidence, which is

“the destruction or material alteration of evidence or . . . the failure to preserve property for

23

VSI alleges that “Defendants’ misconduct and their three year evasion of their [prior]
discovery obligations have been further aided and abetted by questionable conduct by their
[former] counsel at various times and by DeRouen.” Pl.’s Mot. 73. Insofar as Plaintiff alleges
spoliation by the attorneys who represented Defendants earlier in this litigation, Defendants’
previous attorneys acted as Defendants’ agents. See Link v. Wabash R.R., 370 U.S. 626, 633-34
(1962) (stating that attorney is a “freely selected agent” such that there was “no merit to the
contention that dismissal of petitioner's claim because of his counsel's unexcused conduct
imposes an unjust penalty on the client”); Rouse v. Lee, 339 F.3d 238, 249 (4th Cir. 2003)
(“Former counsel's errors are attributable to [plaintiff] not because he participated in, ratified, or
condoned their decisions, but because they were his agents, and their actions were attributable to
him under standard principles of agency.”). Therefore, any such spoliation is attributable to
Defendants. See Goodman v. Praxair Servs., LLC, 632 F. Supp. 2d 494, 522 n.16 (D. Md. 2009)
(“A party may be held responsible for the spoliation of relevant evidence done by its agents. See
N.J. Mfrs. Ins. Co. v. Hearth & Home Techs., Inc., No. 3:06-CV-2234, 2008 WL 2571227, at *7
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another's use as evidence in pending or reasonably foreseeable litigation.” Silvestri v. Gen.
Motors Corp., 271 F.3d 583, 590 (4th Cir. 2001); see Goodman v. Praxair Servs., Inc., 632 F.
Supp. 2d 494, 505 (D. Md. 2009); Sampson v. City of Cambridge, 251 F.R.D. 172, 179 (D. Md.
2008); Broccoli v. Echostar Commc’ns Corp., 229 F.R.D. 506, 510 (D. Md. 2005); Thompson v.
U.S. Dep’t of Hous. & Urban Dev., 219 F.R.D. 93, 100 (D. Md. 2003); THE SEDONA
CONFERENCE, THE SEDONA CONFERENCE GLOSSARY: E-DISCOVERY & DIGITAL INFORMATION
MANAGEMENT 48 (2d ed. 2007), available at http://www.thesedonaconference.org/content/
miscFiles/TSCGlossary_12_07.pdf (“SEDONA CONFERENCE GLOSSARY”) (“Spoliation is the
destruction of records or properties, such as metadata, that may be relevant to ongoing or
anticipated litigation, government investigation or audit.”).
Motions seeking sanctions for spoliation stem from alleged destruction of or failure to
preserve potentially relevant evidence. When the spoliation involves ESI, the related issues of
whether a party properly preserved relevant ESI and, if not, what spoliation sanctions are
appropriate, have proven to be one of the most challenging tasks for judges, lawyers, and clients.
Recent decisions, discussed below, have generated concern throughout the country among
lawyers and institutional clients regarding the lack of a uniform national standard governing

(M.D. Pa. June 25, 2008) (‘A party to a law suit, and its agents, have an affirmative
responsibility to preserve relevant evidence. A [party] ... is not relieved of this responsibility
merely because the [party] did not itself act in bad faith and a third party to whom [the party]
entrusted the evidence was the one who discarded or lost it.’) (citations omitted). Thus, agency
law is directly applicable to a spoliation motion, and the level of culpability of the agent can be
imputed to the master. See, e.g., Nucor Corp. v. Bell, 251 F.R.D. 191, 198-99 (D.S.C. 2008)
(agent's willful ‘alteration or destruction of relevant data’ on laptop was directly attributable to
defendant); Connor v. Sun Trust Bank, 546 F. Supp. 2d 1360 (N.D. Ga. 2008) (agent's bad faith
destruction of email was attributable to defendant).”); accord Silvestri v. Gen. Motors Corp., 271
F.3d 583, 592 (4th Cir. 2001) (concluding that later-discharged attorney’s actions could be
imputed to plaintiff). Because Defendants’ previous attorneys and DeRouen, Defendants’
computer consultant, are not parties to this action, any claims against them as individuals, rather
than agents of Defendants, would have to be brought as a separate action.
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when the duty to preserve potentially relevant evidence commences, the level of culpability
required to justify sanctions, the nature and severity of appropriate sanctions, and the scope of
the duty to preserve evidence and whether it is tempered by the same principles of
proportionality that Fed. R. Civ. P. 26(b)(2)(C) applies to all discovery in civil cases.24
Moreover, concern has been expressed by some commentators that court decisions finding
spoliation and imposing sanctions have, in some instances, imposed standards approaching strict
liability for loss of evidence, without adequately taking into account the difficulty—if not
impossibility—of preserving all ESI that may be relevant to a lawsuit, the reasonableness of the
measures that were taken to try to preserve relevant ESI, or whether the costs that would be
incurred by more complete preservation would be disproportionately great when compared to
what is at issue in the case.25 The lack of a national standard, or even a consensus among courts
in different jurisdictions about what standards should govern preservation/spoliation issues,
appears to have exacerbated this problem. It is not an exaggeration to say that many lawyers, as
well as institutional, organizational, or governmental litigants, view preservation obligations as

24

See Lawyers for Civil Justice, et al., Reshaping the Rules of Civil Procedure for the 21st
Century: The Need for Clear, Concise, and Meaningful Amendments to Key Rules of Civil
Procedure (2010 Conf. on Civil Litig., May 2, 2010); Dan H. Willoughby, Jr. & Rose Hunter
Jones, Sanctions for E-Discovery Violations: By the Numbers (2010 Conf. on Civil Litig., May
2010); Thomas Y. Allman, Amending the Federal Rules: The Path to an Effective Duty To
Preserve 5 (2010 Conf. on Civil Litig., June 15, 2010); Paul W. Grimm, Michael D. Berman,
Conor R. Crowley, Leslie Wharton, Proportionality in the Post-Hoc Analysis of Pre-Litigation
Preservation Decisions, 37 U. Balt. L. Rev. 381, 388 (2008). The 2010 Conference on Civil
Litigation
papers
are
available
on
the
Conference’s
website
at
http://civilconference.uscourts.gov/LotusQuickr/dcc/Main.nsf/h_RoomHome/4df38292d748069
d0525670800167212/?OpenDocument, under the links for Papers and Empirical Research.
25

See Robert E. Shapiro, Conclusion Assumed, 36 LITIG. 59 (ABA Spring 2010).
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one of the greatest contributors to the cost of litigation being disproportionately expensive in
cases where ESI will play an evidentiary role.26
Nothing in this memorandum should add to this collective anxiety. Defendants do not
dispute that spoliation took place, relevant evidence was lost, and Plaintiff was prejudiced
accordingly; that Defendants’ misconduct was sufficiently egregious to warrant sanctions; and
that the sanctions warranted are serious. Nor is this a case where Defendants have claimed or
demonstrated that what they did was reasonable and involved effort and expense that were
proportionate to what is at stake in the litigation. In such an instance, the Court could be excused
for simply acknowledging Defendants’ concessions and applying the applicable law of the
Fourth Circuit without considering the broader legal context in which preservation/spoliation
issues are playing out in litigation across the country. While justified, such a narrow analysis
would be of little use to lawyers and their clients who are forced, on a daily basis, to make
important decisions in their cases regarding preservation/spoliation issues, and for whom a more
expansive examination of the broader issue might be of some assistance. Accordingly, I will
attempt to synthesize not only the law of this District and Circuit, but also to put it within the
context of the state of the law in other circuits as well. I hope that this analysis will provide
counsel with an analytical framework that may enable them to resolve preservation/spoliation
issues with a greater level of comfort that their actions will not expose them to disproportionate
costs or unpredictable outcomes of spoliation motions.27

26

See articles cited at note 24, supra.

27

In this regard, I have attached as an appendix to this memorandum a chart that contains
citations to cases discussing preservation and spoliation in each of the circuits and attempts to
break them down into discrete sub-issues to facilitate comparison of the positions taken by the
circuits, and where applicable, districts within a particular circuit.
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A. The Court’s Authority to Impose Spoliation Sanctions
To resolve the issue of appropriate sanctions for spoliation, the court must consider the
source and nature of its authority to impose such sanctions. Two “main” sources supply the
court with authority to impose sanctions against a party for spoliation of evidence. Goodman,
632 F. Supp. 2d at 505.
First, there is the “court's inherent power to control the judicial process and
litigation, a power that is necessary to redress conduct ‘which abuses the judicial
process.’” United Med. Supply Co. v. United States, 77 Fed. Cl. 257, 263-64
(2007) (quoting Chambers v. NASCO, Inc., 501 U.S. 32, 45-46, 111 S. Ct. 2123,
115 L. Ed. 2d 27 (1991)); accord Thompson, 219 F.R.D. at 100 (quoting Silvestri,
271 F.3d at 590); see also Adkins v. Wolever, 554 F.3d 650, 652 (6th Cir. 2009);
Leon v. IDX Sys. Corp., 464 F.3d 951, 958 (9th Cir. 2006); Flury v. Daimler
Chrysler Corp., 427 F.3d 939, 944 (11th Cir. 2005); In re NTL, Inc. Secs. Litig.,
244 F.R.D. 179, 191 (S.D.N.Y. 2007). Second, if the spoliation violates a specific
court order or disrupts the court's discovery plan, sanctions also may be imposed
under Fed. R. Civ. P. 37. United Med. Supply Co., 77 Fed. Cl. at 264, cited in
Sampson, 251 F.R.D. at 178.
Id. at 505-06 (some citations omitted).
The court’s inherent authority arises “when a party deceives a court or abuses the process
at a level that is utterly inconsistent with the orderly administration of justice or undermines the
integrity of the process.” United States v. Shaffer Equip. Co., 11 F.3d 450, 462 (4th Cir. 1993).
For almost two centuries, it has been established that “[c]ertain implied powers must necessarily
result to our Courts of justice from the nature of their institution. . . . because they are necessary
to the exercise of all others” and they enable courts “to preserve [their] own existence and
promote the end and object of [their] creation.” United States v. Hudson, 11 U.S. (7 Cranch) 32,
33-34 (1812); see Chambers v. NASCO, Inc., 501 U.S. 32, 43 (1991) (quoting Hudson, 7 Cranch
at 34); Roadway Exp., Inc. v. Piper, 447 U.S. 752, 764 (1980) (same), superseded on other
grounds by statute as stated in Morris v. Adams-Millis Corp., 758 F.2d 1352, 1357 n.7 (10th Cir.
1985); Shaffer Equip. Co., 11 F.3d at 462 (“This power is organic, without need of a statute or
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rule for its definition, and it is necessary to the exercise of all other powers.”).

Thus,

undergirding this authority “is the need to preserve the integrity of the judicial process in order to
retain confidence that the process works to uncover the truth.” Pension Comm. of Univ. of
Montreal Pension Plan v. Banc of Am. Sec., 685 F. Supp. 2d 456, 465 (S.D.N.Y. 2010).
Pursuant to their inherent authority, courts may impose fines or prison sentences for
contempt and enforce “the observance of order.” Hudson, 7 Cranch at 34. Additionally, they
may “prevent undue delays in the disposition of pending cases and . . . avoid congestion in the
calendars of the District Courts,” such as by dismissing a case. Roadway Exp., 447 U.S. at 765
(discussing inherent authority of court to dismiss case for failure to prosecute); see Link v.
Wabash R.R., 370 U.S. 626, 629-30 (1962) (same); see also Shaffer Equip. Co., 11 F.3d at 462
(noting court’s authority to dismiss for abuse of judicial process). And, the courts may “impose
order, respect, decorum, silence, and compliance with lawful mandates.” Shaffer Equip. Co., 11
F.3d at 461.
However, the court’s inherent authority only may be exercised to sanction “bad-faith
conduct,” Chambers, 501 U.S. at 50, and “must be exercised with restraint and discretion,” id. at
44; see Shaffer Equip. Co., 11 F.3d at 461-62 (the court’s inherent power “must be exercised
with the greatest restraint and caution, and then only to the extent necessary”). “‘[I]ts reach is
limited by its ultimate source—the court’s need to orderly and expeditiously perform its duties.’”
Rimkus Consulting Group, Inc. v. Cammarata, 688 F. Supp. 2d 598, 611 (S.D. Tex. 2010)
(quoting Newby v. Enron Corp., 302 F.3d 295, 302 (5th Cir. 2002). Thus, the court relies instead
on statutory authority or rules when applicable. Id. at 611-12.
Rule 37(b)(2), pertaining to sanctions for failure to comply with a court order, provides:
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(A) For Not Obeying a Discovery Order. If a party or a party's officer,
director, or managing agent—or a witness designated under Rule 30(b)(6) or
31(a)(4)—fails to obey an order to provide or permit discovery, including an
order under Rule 26(f), 35, or 37(a), the court where the action is pending may
issue further just orders. They may include the following:
(i) directing that the matters embraced in the order or other
designated facts be taken as established for purposes of the action, as the
prevailing party claims;
(ii) prohibiting the disobedient party from supporting or opposing
designated claims or defenses, or from introducing designated matters in
evidence;
(iii) striking pleadings in whole or in part;
(iv) staying further proceedings until the order is obeyed;
(v) dismissing the action or proceeding in whole or in part;
(vi) rendering a default judgment against the disobedient party; or
(vii) treating as contempt of court the failure to obey any order
except an order to submit to a physical or mental examination.
....
(C) Payment of Expenses. Instead of or in addition to the orders above, the
court must order the disobedient party, the attorney advising that party, or both to
pay the reasonable expenses, including attorney's fees, caused by the failure,
unless the failure was substantially justified or other circumstances make an
award of expenses unjust.
In this case, I issued a series of orders to preserve evidence, including ESI, and another
series of orders to produce ESI evidence, all of which were violated. As discussed above, after
each of them, Pappas and CPI destroyed ESI evidence:
1.

On December 22, 2006, I issued an order staying discovery until after a discovery
hearing scheduled for January 18, 2007, and included in it an admonition that the parties
had a duty to preserve evidence, including ESI.

ECF No. 41.

Pappas had actual

knowledge of the order and understood its import. Between the issuance of my order and
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the hearing, Pappas deleted 9,282 files from his work computer, most of them on the eve
of the discovery hearing. 28
2. On February 1, 2007, I orally admonished counsel of their clients’ duty to preserve
relevant ESI, and ordered counsel to explain this duty to their clients. I followed this up
the same day with a written preservation order, ECF No. 56, which Pappas knew had
been issued. Between February 2 and 23, 2007, Pappas ran or caused to be run a Disk
Cleanup program on his work computer, deleted files, entered his computer’s Registry
Editor, and ran the system’s Disk Defragmenter program on the computer. This occurred
shortly before the scheduled imaging of Pappas’s work computer.29
3. I issued orders on the following dates to produce or permit discovery: August 1 and 30,
September 21, and October 3, 2007. ECF Nos. 131, 145, 149, and 164. After those
orders were issued, between July 2008 and August 2009, Pappas or DeRouen ran the
CCleaner and Easy Cleaner programs on CPI’s New Server and scrubbed (deleted) ESI.30
While it is clear that I have authority pursuant to Rule 37(b)(2)(A) to impose sanctions
for the violation of my four orders to produce discovery, it must be determined whether I have
authority to do so for violation of my three preservation orders, in which I ordered that ESI be
preserved, but did not at that time order its actual production. For the reasons that follow, I
conclude that I do.
On its face, Rule 37(b)(2) permits sanctions for disobedience of “an order to provide or
permit discovery, including an order under Rule 26(f), 35, or 37(a).” (Emphasis added.) The
28

See discussion, supra, in Section I.6, at pages 21-24.

29

See discussion, supra, in Section I.7, at pages 24-28.

30

See discussion, supra, in Section I.9, at pages 31-32.
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rule does not define what is meant by “provide or permit” discovery, but the advisory
committee’s notes to Rule 37 reflect that subsection (b) was amended in 1970 to broaden the
ability of a court to sanction for a violation of discovery.

Fed. R. Civ. P. 37 advisory

committee’s note to the 1970 amendment to subdiv. (b). The Advisory Committee observed that
“[v]arious rules authorize orders for discovery—e.g., Rule 35(b)(1), Rule 26(c) as revised, Rule
37(d). Rule 37(b)(2) should provide comprehensively for enforcement of all these orders.” Id.
The advisory committee’s note following the 1980 amendment to Rule 37 refers to newlyenacted Rule 26(f), which governs discovery conferences, and states that Rule 26(f) requires “an
order respecting the subsequent conduct of discovery” following such a meeting. Fed. R. Civ. P.
37 advisory committee’s note to the 1980 amendment to subdiv. (b)(2). This reference is
particularly important because, as amended in 2006, Rule 26(f) specifically contemplates that
when the parties meet and confer to discuss discovery, they must, inter alia, “discuss any issues
about preserving discoverable information.” Thus, it cannot seriously be questioned that a court
order to preserve information, including ESI, has as its core purpose the objective of ensuring
that the ESI can be “provided” during discovery, and is intended to “permit” that discovery. It
would clearly violate the purpose of Rule 37(b) if a court were unable to sanction a party for
violating the court’s order to preserve evidence simply because that order did not also order the
production of the evidence. As will be discussed below, the duty to preserve relevant evidence is
a common law duty, not a rule-based duty. It therefore is no surprise that Rule 37(b)(2) does not
specifically refer to court orders to “preserve” evidence. The reference to Rule 26(f), however,
which does specifically refer to preservation obligations, makes it clear that court orders issued
to enforce discovery plans agreed to by the parties, which include preservation obligations,
would be enforceable by Rule 37(b)(2) sanctions. If so, then it is equally compelling that a
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preservation order issued by the court sua sponte, and designed to govern the discovery process
by ensuring that the evidence to be preserved, if within the scope of discoverable information,
may be provided in response to an appropriate discovery request, also is an order to “permit
discovery.” To reach a contrary conclusion would be to exalt form over substance.
Moreover, it is clear that courts have broadly interpreted the authority granted by Rule
37(b)(2) to permit sanctions for failures to obey a wide variety of orders intended to “permit
discovery.” See, e.g., Hathcock v. Navistar Int’l Transp. Co., 53 F.3d 36, 40 (4th Cir. 1995)
(holding that a trial court had the authority to impose a default judgment as a sanction for
violating a Rule 16 scheduling order, pursuant to Rule 37(b)(2); stating “we agree with the basic
premise that a default sanction can, under certain circumstances, be an appropriate response to a
violation of a Rule 16 order. After all, the express terms of Rule 37 permit a trial court to impose
sanctions when a party fails to obey an order to provide or permit discovery”); Quela v. PaycoGen. Am. Creditas, Inc., No. 99-C-1904, 2000 WL 656681, at *6 (N.D. Ill. May 18, 2000)
(“Although the language of Rule 37 requires violation of a judicial order in order to impose
sanctions, a formal, written order to comply with discovery is not required. Courts can broadly
interpret what constitutes an order for purposes of imposing sanctions.”) (citing Brandt v.
Vulcan, Inc., 30 F.3d 752, 756 n.7 (7th Cir. 1994) (“While courts have only applied Rule
37(b)(2) where parties have violated a court order, courts have broadly interpreted what
constitutes an “order” for purposes of imposing sanctions.”)); REP MCR Realty, L.L.C. v. Lynch,
363 F. Supp. 2d 984, 998 (N.D. Ill. 2005) (quoting Quela, 2000 WL 656681, at *6), aff’d, 200
Fed. App’x 592 (7th Cir. 2006). Indeed, courts have stated summarily that Rule 37(b)(2)
sanctions may stem from failure to comply with a preservation order, or operated under that
assumption. See Pitney Bowes Gov’t Solutions, Inc. v. United States, 93 Fed. Cl. 327, 336 (2010)
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(“Spoliation may result in sanctions . . . grounded in contravention of specific discovery or
document-preservation orders.”) (emphasis added); United Med. Supply Co. v. United States, 77
Fed. Cl. 257, 271 (2007) (ordering sanctions for spoliation pursuant to court’s inherent authority,
for spoliation predating court’s first preservation order, and Rule 37(b), for spoliation following
the date on which “the court ordered defendant to be prepared to specify the steps that would be
taken to prevent further spoliation, or, at the latest, December 5, 2005, when, as described in
greater detail below, the court warned defendant that any further document destruction would
lead to sanctions”); Treppel v. Biovail Corp., 249 F.R.D. 111, 119-20 (S.D.N.Y. 2008) (“‘Where
a party violates an order to preserve evidence or fails to comply with an order compelling
discovery because it has destroyed the evidence in question, it is subject to sanctions under Rule
37(b) of the Federal Rules of Civil Procedure for failure to comply with a court order.’”)
(quoting In re WRT Energy Sec. Litig., 246 F.R.D. 185, 194 (S.D.N.Y. 2007); Wm. T. Thompson
Co. v. Gen. Nutrition Corp., 104 F.R.D. 119, 121 (C.D. Cal. 1985) (concluding that “oral
document preservation order” that later “was reduced to writing and filed” was an order “to
provide or permit discovery . . . upon which monetary sanctions may be awarded under Rule
37(b)”). For these reasons, I conclude that this Court has the authority to impose Rule 37(b)(2)
sanctions, if otherwise appropriate, for violations of a Court-issued preservation order, even if
that order does not actually order the actual production of the evidence to be preserved.
Additionally, of course, the Court’s authority to impose Rule 37(b)(2) sanctions for violation of
its serial orders to actually produce ESI, is equally clear.
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B. Proof of Sanction-Worthy Spoliation
In the Fourth Circuit, to prove spoliation that warrants a sanction, a party must show:
“(1) [T]he party having control over the evidence had an obligation to preserve it
when it was destroyed or altered; (2) the destruction or loss was accompanied by a
“culpable state of mind;” and (3) the evidence that was destroyed or altered was
“relevant” to the claims or defenses of the party that sought the discovery of the
spoliated evidence, to the extent that a reasonable factfinder could conclude that
the lost evidence would have supported the claims or defenses of the party that
sought it.”
Goodman, 632 F. Supp. 2d at 509 (quoting Thompson, 219 F.R.D. at 101). District courts in the
Second, Fifth, Sixth, Seventh, and Ninth Circuits have identified the same factors for sanctionworthy spoliation.31 See Jones v. Bremen High Sch. Dist. 228, No. 08-C-3548, 2010 WL
2106640, at *5 (N.D. Ill. May 25, 2010); In re Global Technovations, Inc., 431 B.R. 739, 778
(Bankr. E.D. Mich. 2010); Pension Comm., 685 F. Supp. 2d at 467; Rimkus, 688 F. Supp. 2d at
615-16; Melendres v. Arpaio, No. CV-07-2513-PHX-GMS, 2010 WL 582189, at *4 (D. Ariz.
Feb. 12, 2010). The first element involves both the duty to preserve and the breach of that duty
through the destruction or alteration of the evidence. See Jones, 2010 WL 2106640, at *5 (“To

31

The same factors can be culled from the case law in most other circuits. See, e.g., D’Onofrio v.
SFX Sports Grp., Inc., No. 06-687 (JDB/JMF), 2010 WL 3324964, at *5 (D.D.C. Aug. 24, 2010)
(stating the same factors in the context of an adverse inference specifically); Managed Care
Solutions, Inc. v. Essent Healthcare, Inc., No. 09-60351-CIV, 2010 WL 3368654, at *4 (S.D.
Fla. Aug. 23, 2010) (also requiring that lost evidence have been “crucial to the movant being
able to prove its prima facie case or defense”). However, some courts address the factors in the
context of two separate issues: was there spoliation, and if so, what sanctions are appropriate,
with state of mind only figuring into the second issue. See, e.g., Turner v. Pub. Serv. Co. of
Colo., 563 F.3d 1136, 1149 (10th Cir. 2009); Wright v. City of Salisbury, No. 2:07CV0056
AGF, 2010 WL 126011, at *2 (E.D. Mo. Jan. 7, 2010); Bensel v. Allied Pilots Ass'n, 263 F.R.D.
150, 152 (D.N.J. 2009); Velez v. Marriott PR Mgmt., Inc., 590 F. Supp. 2d 235, 258 (D.P.R.
2008); Hofer v. Gap, Inc., 516, F. Supp. 2d 161, 170 (D. Mass. 2007). The Federal Circuit
“applies the law of the regional circuit from which the case arose” when reviewing sanction
orders. Monsanto Co. v. Ralph, 382 F.3d 1374, 1380 (Fed. Cir. 2004).
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find that sanctions for spoliation are appropriate, the Court must find the following: 1) that there
was a duty to preserve the specific documents and/or evidence, 2) that the duty was breached, 3)
that the other party was harmed by the breach, and 4) that the breach was caused by the
breaching party's wilfulness, bad faith, or fault.”) (emphasis added).
1. Duty to Preserve Evidence and Breach of that Duty
The first consideration is whether the alleged spoliator had a duty to preserve the lost
evidence and breached that duty. “Absent some countervailing factor, there is no general duty to
preserve documents, things, or information, whether electronically stored or otherwise.” Paul W.
Grimm, Michael D. Berman, Conor R. Crowley, Leslie Wharton, Proportionality in the PostHoc Analysis of Pre-Litigation Preservation Decisions, 37 U. BALT. L. REV. 381, 388 (2008).
Yet, it is well established that “[a] formal discovery request is not necessary to trigger the duty to
preserve evidence.” Krumwiede v. Brighton Assocs., L.L.C., No. 05-C-3003, 2006 WL 1308629,
at *8 (N.D. Ill. May 8, 2006). Rather, the duty “may arise from statutes, regulations, ethical
rules, court orders, or the common law. . . . , a contract, or another special circumstance.”
Grimm, 37 U. BALT. L. REV. at 390. Thus, any preservation order that the Court may issue
obligates the parties to preserve evidence, and the Court has the authority to enforce that
obligation under Rule 37, as discussed supra. But, the obligation existed prior to the order; only
its mechanism of enforcement changes with the Court order.
The common law imposes the obligation to preserve evidence from the moment that
litigation is reasonably anticipated. See Silvestri, 271 F.3d at 591 (“The duty to preserve material
evidence arises not only during litigation but also extends to that period before the litigation
when a party reasonably should know that the evidence may be relevant to anticipated
litigation.”); Goodman, 632 F. Supp. 2d at 509 (same); Pension Comm., 685 F. Supp. 2d at 466
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(same); Grimm, U. BALT. L. REV. at 390 n.38 (“‘All circuits recognize the duty to preserve
information relevant to anticipated or existing litigation.’”) (citation omitted); see also Leon v.
IDX Sys. Corp., 464 F.3d 951, 959 (9th Cir. 2006) (duty to preserve exists when party had
“‘some notice that the documents were potentially relevant to the litigation before they were
destroyed’”) (citation omitted). Moreover, “this duty arises at the point in time when litigation is
reasonably anticipated whether the organization is the initiator or the target of litigation.” THE
SEDONA CONFERENCE, THE SEDONA CONFERENCE COMMENTARY
TRIGGER

AND

THE

PROCESS

3

(public

cmt.

ed.

Aug.

ON

LEGAL HOLDS: THE

2007),

available

http://www.thesedonaconference.org/content/miscFiles/Legal_holds.pdf (“Legal Holds”).

at
For

example, in Sampson, 251 F.R.D. at 181, the defendant’s duty arose no later than the date when
plaintiff’s counsel, prior to filing the complaint, asked the defendant by letter to preserve relevant
evidence. However, a future litigant is not required to make such a request, “and a failure to do
so does not vitiate the independent obligation of an adverse party to preserve such information”
if the adverse party knows or should know of impending litigation. Thompson, 219 F.R.D. at
100. Thus, the duty exists, for a defendant, at the latest, when the defendant is served with the
complaint. See Nucor Corp. v. Bell, 251 F.R.D. 191, 197 (D.S.C. 2009) (stating that “defendants
each had a duty to preserve the data beginning no later than those dates” on which plaintiff
served the complaint on each defendant); see also Cache La Poudre Feeds, LLC v. Land
O’Lakes, Inc., 244 F.R.D. 614, 621 (D. Colo. 2007) (“In most cases, the duty to preserve
evidence is triggered by the filing of a lawsuit.”); Krumwiede, 2006 WL 1308629, at *8 (“The
filing of a complaint may alert a party that certain information is relevant and likely to be sought
in discovery.”).
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The duty to preserve evidence “includes an obligation to identify, locate, and maintain,
information that is relevant to specific, predictable, and identifiable litigation.” Legal Holds,
supra, at 3. It is well established that the duty pertains only to relevant documents. See Pension
Comm., 685 F. Supp. 2d at 464. Relevant documents include:
[A]ny documents or tangible things (as defined by [Fed. R. Civ. P. 34(a))] made
by individuals “likely to have discoverable information that the disclosing party
may use to support its claims or defenses.” The duty also includes documents
prepared for those individuals, to the extent those documents can be readily
identified (e.g., from the “to” field in e-mails). The duty also extends to
information that is relevant to the claims or defenses of any party, or which is
“relevant to the subject matter involved in the action.” Thus, the duty to preserve
extends to those employees likely to have relevant information-the “key players”
in the case.
Zubulake v. UBS Warburg LLC (Zubulake IV), 220 F.R.D. 212, 217-18 (S.D.N.Y. 2003)
(footnotes omitted); see Broccoli, 229 F.R.D. at 510 (“The duty to preserve encompasses any
documents or tangible items authored or made by individuals likely to have discoverable
information that the disclosing party may use to support its claim or defenses.”).
Beyond these basics, the duty to preserve evidence should not be analyzed in absolute
terms; it requires nuance, because the duty “‘cannot be defined with precision.’” Grimm, 37 U.
BALT. L. REV. at 393 (quoting SHIRA A. SCHEINDLIN, MOORE’S FEDERAL PRACTICE EDISCOVERY: THE NEWLY AMENDED FEDERAL RULES

OF

CIVIL PROCEDURE 7 n.28 (2006)).

Proper analysis requires the Court to determine reasonableness under the circumstances—
“reasonable and good faith efforts to retain information that may be relevant to pending or
threatened litigation.” THE SEDONA CONFERENCE, THE SEDONA PRINCIPLES: BEST PRACTICES
RECOMMENDATIONS & PRINCIPLES FOR ADDRESSING ELECTRONIC DOCUMENT PRODUCTION ii (2d
ed. 2007), available at http://www.thesedonaconference.org/content/miscFiles/ (follow link); see
Jones, 2010 WL 2106640, at *5. It “is neither absolute, nor intended to cripple organizations.”
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Grimm, 37 U. BALT. L. REV. at 385. Thus, “[w]hether preservation or discovery conduct is
acceptable in a case depends on what is reasonable, and that in turn depends on whether what
was done—or not done—was proportional to that case and consistent with clearly established
applicable standards.” Rimkus, 688 F. Supp. 2d at 613 (emphasis in Rimkus); see Legal Holds,
supra, at 3 (“In determining the scope of information that should be preserved, the nature of the
issues raised in the matter, experience in similar circumstances and the amount in controversy
are factors that may be considered.”). Put another way, “the scope of preservation should
somehow be proportional to the amount in controversy and the costs and burdens of
preservation.” Grimm, 37 U. BALT. L. REV. at 405. Although, with few exceptions, such as the
recent and highly instructive Rimkus decision,32 courts have tended to overlook the importance of
proportionality in determining whether a party has complied with its duty to preserve evidence in
a particular case, this should not be the case because Fed. R. Civ. P. 26(b)(2)(C) cautions that all
permissible discovery must be measured against the yardstick of proportionality. See Procter &
Gamble Co. v. Haugen, 427 F.3d 727, 739 n.8 (10th Cir. 2005) (requiring district court to
consider Rule 26(b)(2)(C)(iii) before ordering spoliation sanctions to ensure against “‘the burden
or expense of the proposed discovery outweigh[ing] its likely benefit’”) (quoting Rule).
Moreover, the permissible scope of discovery as set forth in Rule 26(b) includes a
proportionality component of sorts with respect to discovery of ESI, because Rule 26(b)(2)(B)
permits a party to refuse to produce ESI if it is not reasonably accessible without undue burden
and expense. Similarly, Rule 26(g)(1)(B)(iii) requires all parties seeking discovery to certify that
32

See also Canton v. Kmart Corp., No. 1:05-cv-143, 2009 WL 2058908, at *3 (D.V.I. July 13,
2009) (Conduct is culpable if a “‘party [with] notice that evidence is relevant to an action . . .
either proceeds to destroy that evidence or allows it to be destroyed by failing to take reasonable
precautions’” (quoting Mosaid Techs., Inc. v. Samsung Elecs. Co., 348 F. Supp. 2d 332, 338
(D.N.J. 2004)) (emphasis added).
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the request is “neither unreasonable nor unduly burdensome or expensive, considering the needs
of the case, the amount in controversy, and the importance of the issues at stake in the action.”
Thus, assessment of reasonableness and proportionality should be at the forefront of all inquiries
into whether a party has fulfilled its duty to preserve relevant evidence. Jones, 2010 WL
2106640, at *6-7 (“[R]easonableness is the key to determining whether or not a party breached
its duty to preserve evidence.”).
Case law has developed guidelines for what the preservation duty entails. Unfortunately,
in terms of what a party must do to preserve potentially relevant evidence, case law is not
consistent across the circuits, or even within individual districts. This is what causes such
concern and anxiety, particularly to institutional clients such as corporations, businesses or
governments, because their activities—and vulnerability to being sued—often extend to multiple
jurisdictions, yet they cannot look to any single standard to measure the appropriateness of their
preservation activities, or their exposure or potential liability for failure to fulfill their
preservation duties. A national corporation cannot have a different preservation policy for each
federal circuit and state in which it operates.

How then do such corporations develop

preservation policies? The only “safe” way to do so is to design one that complies with the most
demanding requirements of the toughest court to have spoken on the issue, despite the fact that
the highest standard may impose burdens and expenses that are far greater than what is required
in most other jurisdictions in which they do business or conduct activities.
For example, as noted, parties must preserve potentially relevant evidence under their
“control,” and in the Fourth Circuit and the Second Circuit, “‘documents are considered to be
under a party’s control when that party has the right, authority, or practical ability to obtain the
documents from a non-party to the action.’” Goodman, 632 F. Supp. 2d at 515 (quoting In re
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NTL, Inc. Sec. Litig., 244 F.R.D. 179, 195 (S.D.N.Y. 2007)). And, in this circuit, as well as the
First and Sixth Circuits, the preservation duty applies not only when the evidence is in the
party’s control; there is also a duty to notify the opposing party of evidence in the hands of third
parties. See Silvestri, 271 F.3d at 590; Velez v. Marriott PR Mgmt., Inc., 590 F. Supp. 2d 235,
258 (D.P.R. 2008); Jain v. Memphis Shelby Airport Auth., No. 08-2119-STA-dkv, 2010 WL
711328, at *2 (W.D. Tenn. Feb. 25, 2010). In contrast, district courts in the Third, Fifth, and
Ninth Circuits have held that the preservation duty exists only when the party controls the
evidence, without extending that duty to evidence controlled by third parties. Bensel v. Allied
Pilots Ass’n, 263 F.R.D. 150, 152 (D.N.J. 2009); Rimkus, 688 F. Supp. 2d at 615-16; Melendres,
2010 WL 582189, at *4. So, what should a company that conducts business in the First, Second,
Third, Fourth, Fifth, Sixth, and Ninth Circuits do to develop a preservation policy that complies
with the inconsistent obligations imposed by these circuits? This is the question for which a
suitable answer has proven elusive.
It generally is recognized that when a company or organization has a document retention
or destruction policy, it “is obligated to suspend” that policy and “implement a ‘litigation hold’
to ensure the preservation of relevant documents” once the preservation duty has been triggered.
Goodman, 632 F. Supp. 2d at 511 (quoting Thompson, 219 F.R.D. at 100 (quoting Zubulake IV,
220 F.R.D. at 218)); see Pension Comm., 685 F. Supp. 2d at 466 (same); School-Link Tech., Inc.
v. Applied Res., Inc., No. 05-2088-JWL, 2007 WL 677647, at *3 (D. Kan. Feb. 28, 2007) (same).
But, a litigation hold might not be necessary under certain circumstances, and reasonableness is
still a consideration. Jones, 2010 WL 2106640, at *7; see Thomas Y. Allman, Amending the
Federal Rules: The Path to an Effective Duty To Preserve 5 (2010 Conf. on Civil Litig., June
15, 2010), http://civilconference.uscourts.gov/LotusQuickr/dcc/Main.nsf/h_Toc/47B91A2AC603
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E0340525670800167201/?OpenDocument (“Allman, Amending the Rules”) (suggesting that “if
a litigation hold process is employed, that fact should be treated as prima facie evidence that
reasonable steps were undertaken to notify relevant custodians of preservation obligations” and
that “intervention in routine operations [should be] unnecessary unless the failure to do so [was]
intended to deprive another of the use of relevant evidence”) (emphasis added); Legal Holds,
supra, Guidelines 2-3 (stating that conduct that “demonstrates reasonableness and good faith in
meeting preservation obligations” includes “adoption and consistent implementation of a policy
defining a document retention decision-making process” and the “use of established procedures
for the reporting of information relating to a potential threat of litigation to a responsible decision
maker”). However, as discussed in detail below, courts differ in the fault they assign when a
party fails to implement a litigation hold. Compare Pension Comm., 685 F. Supp. 2d at 466
(stating that failure to implement a written litigation hold is gross negligence per se) with Haynes
v. Dart, No. 08 C 4834, 2010 WL 140387, at *4 (N.D. Ill. Jan. 11, 2010) (“The failure to
institute a document retention policy, in the form of a litigation hold, is relevant to the court's
consideration, but it is not per se evidence of sanctionable conduct.”) (citation omitted).
Although it is well established that there is no obligation to “‘preserve every shred of
paper, every e-mail or electronic document, and every backup tape,’” Consol. Edison Co. of N.Y.,
Inc. v. United States, 90 Fed. Cl. 228, 256 (Fed. Cl. 2009) (quoting Zubulake IV, 220 F.R.D. at
217), in some circumstances, “[t]he general duty to preserve may also include deleted data, data
in slack spaces, backup tapes, legacy systems, and metadata.” Grimm, 37 U. BALT. L. REV. at
410 (emphasis added).

Unlike most courts, which have not addressed directly retention

requirements for multiple copies or backup tapes specifically, the United States District Court for
the Southern District of New York has provided an in-depth discussion of the topic. See
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Zubulake IV, 220 F.R.D. 220. In Zubulake IV, the court explained that the duty is to preserve
“unique, relevant evidence that might be useful to an adversary.” Id. at 217. It stated that
although “[a] party or anticipated party must retain all relevant documents,” it need not “preserve
all backup tapes even when it reasonably anticipates litigation” or retain “multiple identical
copies.” Id. at 217-18. The parties may decide how to select among multiple identical copies,
id. at 218:
[A] litigant could choose to retain all then-existing backup tapes for the relevant
personnel (if such tapes store data by individual or the contents can be identified
in good faith and through reasonable effort), and to catalog any later-created
documents in a separate electronic file. That, along with a mirror-image of the
computer system taken at the time the duty to preserve attaches (to preserve
documents in the state they existed at that time), creates a complete set of relevant
documents.
District courts in the Fifth and Sixth Circuits have relied on Zubulake IV’s discussion of backup
tape preservation. See Maggette v. BL Devel. Corp., Nos. 2:07CV181-M-A, 2:07CV182-M-A,
2009 WL 4346062, at *2 (N.D. Miss. Nov. 24, 2009); Forest Labs., Inc. v. Caraco Pharm., No.
06-CV-13143, 2009 WL 998402, at *4-5 (E.D. Mich. April 14, 2009); Toth v. Calcasieu Parish,
No. 06-998, 2009 WL 528245, at *2 (W.D. La. Mar. 2, 2009).

However, because such

discrepancies exist among circuits on other topics, it is not clear for litigants how uniformly the
Zubulake IV opinion will be applied.
Breach of the preservation duty, also, is premised on reasonableness: A party breaches
its duty to preserve relevant evidence if it fails to act reasonably by taking “positive action to
preserve material evidence.”

See Jones, 2010 WL 2106640, at *6.

The action must be

“‘reasonably calculated to ensure that relevant materials will be preserved,’ such as giving out
specific criteria on what should or should not be saved for litigation.” Id. (quoting Danis v. USN
Commc’ns, Inc., No. 98 C 7482, 2000 WL 1694325, at *38 (N.D. Ill. 2000)).
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Before turning to the remaining elements of a spoliation claim, it is helpful in analyzing
the existence of the duty to preserve evidence and its breach to keep in mind the entity to whom
that duty is owed, because this is important in determining an appropriate sanction when
spoliation is found. What heretofore usually has been implicit—but seldom stated—in opinions
concerning spoliation is that, with the exception of a few jurisdictions that consider spoliation to
be an actionable tort,33 the duty to preserve evidence relevant to litigation of a claim is a duty
owed to the court, not to a party’s adversary. E.g., Nat’l Ass’n of Radiation Survivors v.
Turnage, 115 F.R.D. 543, 556 (N.D. Cal. 1987) (ordering, in addition to costs and fees,
defendant’s payment of “$15,000.00 to the clerk of this court for the unnecessary consumption of
the court’s time and resources,” after noting that “the defendant employed an unconscionably
careless procedure to handle discovery matters, suggesting a callous disregard for its obligations
as a litigant” and that defendant had a “profound disrespect for its responsibilities in this
litigation”) (emphasis added); see also, e.g., Metro. Opera Ass’n v. Local 100, Hotel Employees
& Rest. Employees Int’l Union, 212 F.R.D. 178, 228 (S.D.N.Y. 2003) (quoting Turnage, 115
F.R.D. at 556); Krumwiede, 2006 WL 1308629, at *11 (concluding that default judgment on
33

See Foster v. Lawrence Mem’l Hosp., 809 F. Supp. 831, 836 (D. Kan. 1992) (stating the
Kansas recognizes torts of negligent and intentional spoliation); Hazen v. Municipality of
Anchorage, 718 P.2d 456, 463 (Alaska 1986) (In Alaska, there exists “a common-law cause of
action in tort for intentional interference with prospective civil action by spoilation [sic] of
evidence.”); Rodgers v. St. Mary's Hosp. of Decatur, 597 N.E.2d 616, 620 (Ill. 1992)
(concluding that private cause of action existed in Illinois for spoliation under statute requiring
preservation of x-rays when hospital was notified of relevant pending litigation); Thompson ex
rel. Thompson v. Owensby, 704 N.E.2d 134, 139 (Ind. Ct. App. 1998) (stating that cause of
action existed in Indiana for “negligent failure to maintain evidence”); Hirsch v. Gen. Motors
Corp., 628 A.2d 1108, 1115 (N.J. Law Div. 1993) (stating that “New Jersey recognizes a tort
analogous to intentional spoliation of evidence” called “fraudulent concealment of evidence”)
(modified on other grounds by Rosenblit v. Zimmerman, 766 A.2d 749 (N.J. 2001)); Henry v.
Deen, 310 S.E.2d 326, 334-35 (N.C. 1984) (stating that there is a cause of action for spoliation of
evidence in North Carolina); Smith v. Howard Johnson Co., Inc., 615 N.E.2d 1037, 1038 (Ohio
1993) (In Ohio, “[a] cause of action exists in tort for interference with or destruction of
evidence.”).
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defendant’s counterclaims was the only remedy for plaintiff’s spoliation and perjury, which
showed “blatant contempt for th[e] Court and a fundamental disregard for the judicial process”).
See generally Quela, 2000 WL 656681, at *7 (“‘[P]arties who wish to use the judicial system to
settle disputes have certain obligations and responsibilities.’”) (quoting Rodriguez v. M &
M/Mars, No. 96 C 1231, 1997 WL 349989, at *2 (N.D. Ill. June 23, 1997)). For the judicial
process to function properly, the court must rely “in large part on the good faith and diligence of
counsel and the parties in abiding by these rules [of discovery] and conducting themselves and
their judicial business honestly.” Metro. Opera Ass’n, 212 F.R.D. at 181 (emphasis added). The
court’s inherent authority to impose sanctions for spoliation of evidence is a means of preserving
“the integrity of the judicial process” so that litigants do not lose “confidence that the process
works to uncover the truth.” Silvestri, 271 F.3d at 590.
The civil justice system is designed for courts to decide cases on their merits, and to do
so, the fact-finder must review the facts to discern the truth. See Barnhill v. United States, 11
F.3d 1360, 1367 (7th Cir. 1993) (“In the normal course of events, justice is dispensed by the
hearing of cases on their merits.”); Metro. Opera Ass’n, 212 F.R.D. at 181 (“‘A lawsuit is
supposed to be a search for the truth.’”) (quoting Miller v. Time-Warner Commc’ns, Inc., No. 97
Civ. 7286, 1999 WL 739528, at *1 (S.D.N.Y. Sept. 22, 1999)). While the fact-finder can review
only the documents that the parties produce, and production and preservation are not
synonymous, production is possible only if documents are preserved. See generally Richard
Marcus, Only Yesterday: Reflections on Rulemaking Responses to E-discovery, 73 FORDHAM L.
REV. 1, 14 (2004) (noting that the duty to preserve does not mean that all preserved information
must be produced, but it “ensure[s] that a judge will be able to make that determination” about
what should be produced). Thus, the truth cannot be uncovered if information is not preserved.
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That the duty is owed to the court, and not to the party’s adversary is a subtle, but
consequential, distinction. A proper appreciation of the distinction informs the Court’s decision
regarding appropriate spoliation sanctions.

Where intentionally egregious conduct leads to

spoliation of evidence but causes no prejudice because the evidence destroyed was not relevant,
or was merely cumulative to readily available evidence, or because the same evidence could be
obtained from other sources, then the integrity of the judicial system has been injured far less
than if simple negligence results in the total loss of evidence essential for an adversary to
prosecute or defend against a claim. In the former instance, the appropriateness of a casedispositive sanction is questionable despite the magnitude of the culpability, because the harm to
the truth-finding process is slight, and lesser sanctions such as monetary ones will suffice. In
contrast, a sympathetic though negligent party whose want of diligence eliminates the ability of
an adversary to prove its case may warrant case-dispositive sanctions, because the damage to the
truth-seeking process is absolute. Similarly, certain sanctions make no logical sense when
applied to particular breaches of the duty to preserve. For example, an adverse inference
instruction makes little logical sense if given as a sanction for negligent breach of the duty to
preserve, because the inference that a party failed to preserve evidence because it believed that
the evidence was harmful to its case does not flow from mere negligence—particularly if the
destruction was of ESI and was caused by the automatic deletion function of a program that the
party negligently failed to disable once the duty to preserve was triggered. The more logical
inference is that the party was disorganized, or distracted, or technically challenged, or
overextended, not that it failed to preserve evidence because of an awareness that it was harmful.
In short, matching the appropriate sanction to the spoliating conduct is aided by remembering to
whom the duty to preserve is owed.
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Failures to preserve evidence also cause another, less widely discussed, injury to the civil
justice system. “When spoliation issues are litigated, ‘more attention is focused on e-discovery
than on the merits, with a motion for sanctions an increasingly common filing.’” Allman,
Amending the Rules 1) (quoting Dan H. Willoughby, Jr. & Rose Hunter Jones, Sanctions for EDiscovery Violations: By the Numbers (2010 Conf. on Civil Litig., May 2010), available at
http://civilconference.uscourts.gov/LotusQuickr/dcc/Main.nsf/h_RoomHome/4df38292d748069
d0525670800167212/?OpenDocument, under the links for Papers and Empirical Research); see
Rimkus, 688 F. Supp. 2d at 607 (“Spoliation allegations and sanctions motions distract from the
merits of a case, add costs to discovery, and delay resolution.”). Allegations of spoliation and
the motions practice that ensues interfere with the court’s administration of justice in general by
crowding its docket and delaying the resolution of cases. See, e.g., Leon v. IDX Sys. Corp., 464
F.3d 951, 958 n.5 (9th Cir. 2006) (noting that plaintiff’s “destruction of 2,200 files on his
employer-issued computer ‘greatly impeded resolution of the case’ by obscuring the factual
predicate of the case and consuming months of sanction-related litigation” and concluding that
“there was ample evidence of the time and resources spent in investigating and resolving the
spoliation issues,” which supported dismissal of the case); Pension Comm., 685 F. Supp. 2d at
471 n.56 (“I, together with two of my law clerks, have spent an inordinate amount of time on this
motion. We estimate that collectively we have spent close to three hundred hours resolving this
motion. I note, in passing, that our blended hourly rate is approximately thirty dollars per hour (!)
well below that of the most inexperienced paralegal, let alone lawyer, appearing in this case. My
point is only that sanctions motions, and the behavior that caused them to be made, divert court
time from other important duties—namely deciding cases on the merits.”); State Farm Fire &
Cas. Co. v. Broan Mfg. Co., 523 F. Supp. 2d 992, 997 (D. Ariz. 2007) (noting that the fact that
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“the Court has spent significant resources investigating and resolving the spoliation issues”
supported dismissal); Gutman v. Klein, No. 03 Civ. 1570 (BMC), 2009 WL 3296072, at *8
(E.D.N.Y. Oct. 13, 2009) (noting that, with regard to spoliation sanctions, “defendants have
raised pettifogging objections at nearly every stage of the litigation, trying the court’s
patience . . .”); Zubulake v. UBS Warburg LLC (Zubulake V), 229 F.R.D. 422, 440 (S.D.N.Y.
2004) (stating that “[t]he tedious and difficult fact finding encompassed in this opinion
[regarding the duty to reserve ESI] and others like it is a great burden on a court’s limited
resources”). Interestingly, this burden is the same regardless of whether the culpability
underlying the spoliation was negligent, grossly negligent, or intentional.
What frustrates courts is the inability to fashion an effective sanction to address the drain
on their resources caused by having to wade through voluminous filings, hold lengthy hearings,
and then spend dozens, if not hundreds, of hours painstakingly setting forth the underlying facts
before turning to a legal analysis that is multi-factored and involved.

Adverse inference

instructions do not compensate for the expenditure of court resources to resolve a spoliation
dispute, nor do awards of attorney’s fees and costs to the prevailing party in the dispute. Further,
dispositive sanctions, the appellate courts tell us, are only appropriate where lesser sanctions will
not suffice. Silvestri, 271 F.3d at 590 (4th Cir. 2001); West v. Goodyear Tire & Rubber Co., 167
F.3d 776, 779 (2d Cir. 1999). Indeed, it is questionable whether the interests of justice truly are
served if a court imposes case-dispositive sanctions for clearly culpable conduct resulting in
spoliation of evidence absent a finding that the failure to preserve evidence resulted in the loss of
evidence that was relevant, or caused prejudice to the spoliating party’s adversary,
notwithstanding the amount of time it took the court to resolve the spoliation issue, or the
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concomitant “opportunity cost” to the court occasioned by its inability to work on other pressing
matters because of the need to resolve the spoliation motion.
While some trial courts have ordered the payment of money to the clerk of the court as a
sanction for unnecessarily prolonging and increasing litigation expense, or as a fine for
unnecessarily consuming court resources, e.g., Pinstripe, Inc. v. Manpower, Inc., No. 07-cv-620GKF-PJC, 2009 WL 2252131, at *4 (N.D. Okla. July 29, 2009); Claredi v. Seebeyond Tech.
Corp., No. 4:04CV1304 RWS, 2007 WL 735018, at *4 (E.D. Mo. Mar. 8, 2007); Wachtel v.
Health Net, Inc., 239 F.R.D. 81, 111 (D.N.J. 2006); Turnage, 115 F.R.D. at 559, those rulings
were from trial courts and were not appealed. It is far from clear that, had they been appealed,
they would have been affirmed. See Bradley v. Am. Household, Inc., 378 F.3d 373, 377-79 (4th
Cir. 2004) (vacating and remanding district court order that imposed substantial monetary fine
against defendant ($200,000) and attorney ($100,000) for discovery violations including failure
to preserve and produce evidence; concluding that the fines were criminal because (a) they were
payable to the court rather than to the complaining party; (b) they were not conditioned on
compliance with a court order; (c) they were not tailored to compensate the complaining party;
and (d) they were imposed for punitive purposes); Buffington v. Baltimore Cnty., Md., 913 F.2d
113, 133 (4th Cir. 1990) (vacating sanctions imposed by trial court as “civil contempt” for
violation of discovery obligations; observing that fines were ordered payable to the court, rather
than to the complaining party; concluding that the fines were a form of criminal contempt, which
could not be imposed without compliance with due process procedures required for criminal
contempt proceedings); Law v. Nat’l Collegiate Athletic Ass’n, 134 F.3d 1438, 1442-44 (10th
Cir. 1998) (holding that 25% surcharge added to fees that otherwise would be compensatory was
a criminal contempt sanction, even though it was payable to the adverse party and not to the
60

Case 8:06-cv-02662-MJG Document 377

Filed 09/09/10 Page 61 of 89

court; reversing order for sanctions because court did not follow procedural requirements for
criminal contempt).
The bottom line is that resolution of spoliation motions takes a toll on the court, separate
from that extracted from the litigants, for which there is no satisfactory remedy short of criminal
contempt proceedings, which are unlikely to be initiated absent extraordinary circumstances. In
fact, research has revealed only one instance to date in which a court has initiated criminal
contempt proceedings against a party for spoliation of ESI in a civil case. See SonoMedica, Inc.
v. Mohler, No. 1:08-cv-230 (GBL), 2009 WL 2371507, at *1 (E.D. Va. July 28, 2009) (“The
Court further holds that this case will be referred to the United States Attorney to investigate
criminal contempt proceedings because the Court finds that the [third party witnesses] willfully
violated a court order by failing to produce documents in accordance with the court order, [one
of the third party witnesses] failed to tell the truth during [a] deposition and for spoliation of
certain files on their computer which were subject to production under the [court’s] Order to
Compel.”). Courts should not shy away from their authority to initiate criminal contempt
proceedings when the circumstances warrant such measures. However, in reaching this decision,
they cannot ignore the fact that doing so involves compliance with Fed. R. Crim. P. 42, which
requires various procedural safeguards, such as referral to the United States Attorney, notice, and
a hearing, as discussed below. It seems clear that courts, even those faced with cases involving
serious spoliation of evidence, will be reluctant to proceed with criminal contempt proceedings
in most instances.
In this case, as the discussions above on pages 7 and 46-48 shows, Defendants clearly
were under a duty to preserve ESI relevant to Plaintiff’s claims on October 14, 2006, if not
earlier, and that, in an unabated destruction continuing for years, failed to comply with that duty.
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While I have acknowledged that courts must consider issues of proportionality and
reasonableness of the alleged spoliator’s conduct in determining whether there has been a breach
of the preservation duty, neither is at issue in this case.
Proportionality and reasonableness are not at issue because Defendants have never
alleged that it would have been an undue burden for them to preserve the ESI they destroyed.
Neither is this a case where a hapless party took objectively reasonable steps to preserve ESI, but
it nonetheless was destroyed or lost. Defendants candidly admit that “certain CPI ESI was
deleted by Pappas and CPI’s Computer Engineer Evan DeRouen and/or others after CPI was
served with the lawsuit and after a preservation order was issued,” and they “take responsibility”
for those deletions. Defs.’ Opp’n 2. Defendants admit that “between October 14, 2006 and
February 17, 2007 thousands of files were deleted from Pappas’ laptop computer,” id. at 5; that
“Pappas made deletions on his laptop” on February 16 and 17, 2007, id. at 2, 7; and that,
consistent with Pappas’s testimony, “he would put e-mails into a ‘Deleted Items’ folder on his
laptop” for what Defendants characterized as “storage purposes,” id. at 8 (citation omitted).
Acknowledging that the EHD “should not have been disposed of since it was in existence after
the lawsuit had been filed,” id. at 5, they “take responsibility for . . . the failure to preserve files
on the SimpleDrive [EHD],” id. at 2. Defendants also “recognize[] that there has been . . .
contradictory testimony about its computer stores, and contradictory testimony about the use of
the name Fred Bass.” Defs.’ Surreply 19. Thus, in this case, the issue is not whether the
preservation duty was triggered, or whether Defendants took reasonable and proportional steps to
preserve it, or whether the duty was breached. The issue is what sanctions are appropriate, given
the nature of Defendants’ conduct, the relevance of the ESI that was lost or destroyed, and the
prejudice suffered by Plaintiff. See Goodman, 632 F. Supp. 2d at 509.
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2. Culpable State of Mind
The second consideration for resolving a spoliation motion is to determine whether the
alleged spoliator acted culpably. “Each case will turn on its own facts and the varieties of efforts
and failures is infinite.” Pension Comm., 685 F. Supp. 2d at 465. The information may have
been lost or destroyed inadvertently, “for reasons unrelated to the litigation,” or the loss may
result from intentional acts, calculated to prevent the other party from accessing the evidence.
Rimkus, 688 F. Supp. 2d at 613. Therefore, it has been suggested that the court must rely on its
“gut reaction based on years of experience as to whether a litigant has complied with its
discovery obligations and how hard it worked to comply.” Pension Comm., 685 F. Supp. 2d at
471. As with the elements of duty and breach, the variety of standards employed by courts
throughout the United States and the lack of a uniform or consistent approach have caused
considerable concern among lawyers and clients regarding what is required, and the risks and
consequences of noncompliance.
“Courts differ in their interpretation of the level of intent required before sanctions may
be warranted.” SEDONA CONFERENCE GLOSSARY, supra, at 48. In United Medical Supply Co. v.
United States, 77 Fed. Cl. 257, 266 (Fed. Cl. 2007), the court noted that a “distinct minority” of
courts “require a showing of bad faith before any form of sanction is applied”; some courts
require a showing of bad faith, but only “for the imposition of certain more serious sanctions”;
some do not require bad faith for sanctions, but require more than negligence; and others
“require merely that there be a showing of fault.” In the Fourth Circuit, for a court to impose
some form of sanctions for spoliation, any fault—be it bad faith, willfulness, gross negligence, or
ordinary negligence—is a sufficiently culpable mindset. Goodman, 632 F. Supp. 2d at 518, 520;
Thompson, F.R.D. at 101; see Pandora Jewelry, LLC v. Chamilia, LLC, No. CCB-06-3041, 2008
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WL 4533902, at *9 (D. Md. Sept. 30, 2008). Under existing case law, the nuanced, fact-specific
differences among these states of mind become significant in determining what sanctions are
appropriate, as discussed infra. See Sampson, 251 F.R.D. at 179 (“Although, some courts
require a showing of bad faith before imposing sanctions, the Fourth Circuit requires only a
showing of fault, with the degree of fault impacting the severity of sanctions.”) (citing Silvestri,
271 F.3d at 590).
Negligence, or “culpable carelessness,” is “[t]he failure to exercise the standard of care
that a reasonably prudent person would have exercised in a similar situation[.]”Black’s Law
Dictionary 846 (Bryan A. Garner ed., abridged 7th ed., West 2000). Negligence is contrasted
with “conduct that is intentionally, wantonly, or willfully disregardful of others’ rights.” Id.
With regard to preservation of evidence, if either the failure to collect or preserve evidence or the
sloppiness of the review of evidence causes the loss or destruction of relevant information, the
spoliator’s actions may amount to negligence, gross negligence, or even intentional misconduct.
See Pension Comm., 685 F. Supp. 2d at 464 (stating that such acts are “surely” negligence, if not
more); Jones, 2010 WL 2106640, at *6 (stating that failure to implement a litigation hold is not
negligence per se; reasonableness must be considered). Failure “to assess the accuracy and
validity of selected search terms” also could be negligence. See Pension Comm., 685 F. Supp.
2d at 465 (citing Victor Stanley, Inc. v. Creative Pipe, Inc., 250 F.R.D. 251, 259-62 (D. Md.
2008), in which the Court discussed reasonableness of a search to identify and withhold
privileged documents).
Gross negligence, which is something more than carelessness, “‘differs from ordinary
negligence only in degree, and not in kind.’” Pension Comm., 685 F. Supp. 2d at 464 (quoting
Prosser & Keeton on Torts § 34 at 212 (citations omitted)). In Jones, 2010 WL 2106640, at *9,
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the defendant “did not reasonably prevent employees from destroying [relevant] documents” and
“failed to adequately supervise those employees who were asked to preserve documents, such
that documents were “probably” lost. The United States District Court for the Northern District
of Illinois, emphasizing reasonableness in its analysis in Jones, concluded that the defendant was
grossly negligent. Id. The court said that its conclusion did not rise above gross negligence
because there was no evidence of “deliberate attempts to ‘wipe’ hard drives or to destroy
relevant evidence by other technological or manual means.” Id. In Pandora Jewelry, 2008 WL
4533902, at *8-9, this Court concluded that it was grossly negligent of the defendants to
exchange servers during litigation and to fail to institute a litigation hold even though their
emails were automatically archived or deleted after ninety days. This Court in Sampson, 251
F.R.D. at 181-82, concluded that the defendant was negligent, but not grossly negligent, when it
failed to implement a litigation hold, because it instructed the employees most involved in the
litigation to retain documents. In marked contrast, the United States District Court for the
Southern District of New York has concluded that conduct such as the failure to issue a written
litigation hold amounts to gross negligence per se. Pension Comm., 685 F. Supp. 2d at 471
(stating that “the following failures support a finding of gross negligence, when the duty to
preserve has attached: to issue a written litigation hold; to identify all of the key players and to
ensure that their electronic and paper records are preserved; to cease the deletion of email or to
preserve the records of former employees that are in a party's possession, custody, or control; and
to preserve backup tapes when they are the sole source of relevant information or when they
relate to key players, if the relevant information maintained by those players is not obtainable
from readily accessible sources”).
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Willfulness is equivalent to intentional, purposeful, or deliberate conduct. Buckley v.
Mukasey, 538 F.3d 306, 323 (4th Cir. 2008). In Goodman, 632 F. Supp. 2d at 523, this Court
held that the defendant “willfully destroyed evidence that it knew to be relevant” because its
chief executive officer deleted her emails, and the defendant destroyed the officer’s computer.
Conduct that is in bad faith must be willful, but conduct that is willful need not rise to bad faith
actions. See Buckley, 538 F.3d at 323; Vodusek v. Bayliner Marine Corp., 71 F.3d 148, 156 (4th
Cir. 1995); Goodman, 632 F. Supp. 2d at 520. While bad faith requires “destruction for the
purpose of depriving the adversary of the evidence,” Powell v. Town of Sharpsburg, 591 F. Supp.
2d 814, 820 (E.D.N.C. 2008), for willfulness, it is sufficient that the actor intended to destroy the
evidence. See Goodman, 632 F. Supp. 2d at 520; see also United Med. Supply Co., 77 Fed. Cl. at
268 (distinguishing bad faith and willfulness).
Nevertheless, courts often combine their analysis of willfulness and bad faith. E.g.,
Metro. Opera Ass’n, 212 F.R.D. at 224-25; Rimkus, 688 F. Supp. 2d at 644; Krumwiede, 2006
WL 1308629, at *9-10. Thus, the following factors supported a finding of intentionality and bad
faith in the Fifth Circuit:
[t]he evidence that the defendants knew about the litigation with Rimkus when
they deleted the emails; the inconsistencies in the explanations for deleting the
emails; the failure to disclose information about personal email accounts that were
later revealed as having been used to obtain and disseminate information from
Rimkus; and the fact that some of the emails reveal what the defendants had
previously denied.
Rimkus, 688 F. Supp. 2d at 644. And, in the Second Circuit, the following facts lead the district
court to the same conclusion: defendants “failed to comply with several court orders”; destroyed
evidence; failed to search for and produce documents; and lied about “simple but material factual
matters.” Metro. Opera Ass’n, 212 F.R.D. at 224-25.
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In Krumwiede, 2006 WL 1308629, at *9-10, the United States District Court for the
Northern District of Illinois found “willful and bad faith spoliation of evidence.” Notably,
immediately after the defendant in that case sent a preservation letter to Krumwiede’s attorney,
referring in particular to a laptop in Kruwiede’s possession, and again after the court ordered
Krumwiede to return the laptop, the laptop “experienced a spike in activity . . . that resulted in
the alteration, modification, or destruction of thousands of potentially relevant files and their
metadata.” Id. at *9. Also, “Krumwiede lied to th[e] Court when he testified that he did not
receive notice of the September 15, 2005 order until September 16, 2005,” and “continued [to]
obstruct[] discovery even after relinquishing control of [the] laptop.” Id. at *9-10. The court
reached its conclusion based on “the volume and timing of Krumwiede’s activities.” Id.
Here, the parties disagree about Defendants’ level of culpability. Plaintiff characterizes
Pappas’ behavior as “egregious” and perjurous, and it insists that “Pappas has exhibited a pattern
of litigation abuse and a persistent disrespect for the judicial process.” Pl.’s Mot. 56, 69.
According to Plaintiff, “the record is replete with multiple conscious and affirmative acts by
Pappas that led to the deliberate destruction of relevant evidence. Pl.’s Reply 1. Defendants
acknowledge wrongdoing but insist that their “culpable state of mind was negligence.” Defs.’
Opp’n 25.

Moreover, according to Defendants, Pappas’s September 27, 2007 Rule 37

certification was not false because he was not aware that his production was incomplete. Id. at
9-10. They insist that Plaintiff’s allegations that Defendants “manufactured evidence” and
removed data instead of producing all ESI are “unfounded.” Id. at 14-16. I disagree.
I find the circumstances of this case to be indistinguishable from other cases in which the
spoliating party was found to have acted in bad faith. The discussion supra at Sections I.1–I.9
convincingly demonstrates that Pappas, and through him CPI, directly and with the aid of
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DeRouen and “Federico,” set out to delete, destroy, or hide thousands of files containing highly
relevant ESI pertaining to Plaintiff’s claims. Suffice it also to say that in both Krumwiede, 2006
WL 1308629, at *9-10, and Rimkus, 688 F. Supp. 2d at 607, 629, 644, as well as in this case, the
spoliating parties lied about their ESI production; obstructed the discovery process; and
intentionally destroyed evidence when they were aware of the lawsuit. As in Rimkus, 688 F.
Supp. 2d 598, Pappas disposed of an entire hard drive, despite his knowledge of the lawsuit, and
provided wildly inconsistent explanations of his ESI deletions.

Id. at 607, 644.

As in

Krumwiede, 2006 WL 1308629, at *9-10, “the volume and timing” of Defendants’ spoliation is
telling: Defendants deleted thousands of files and ran programs to ensure their permanent loss
immediately following preservation requests and orders, and immediately before scheduled
discovery efforts. And, as in Metropolitan Opera Ass’n, 212 F.R.D. at 224-25, Defendants’
destruction of evidence was compounded by their failure to comply with numerous court orders.
In sum, Defendants took repeated, deliberate measures to prevent the discovery of relevant ESI,
clearly acting in bad faith, and if affidavits, depositions, and in open court, Pappas nonchalantly
lied about what he had done.
3. Relevance of Lost Evidence and Resulting Prejudice
The third consideration is the relevance of the lost evidence. In the context of spoliation,
lost or destroyed evidence is “relevant” if “a reasonable trier of fact could conclude that the lost
evidence would have supported the claims or defenses of the party that sought it.” Thompson,
219 F.R.D. at 101; see Goodman, 632 F. Supp. 2d at 509 (same). It is not enough for the
evidence to have been “sufficiently probative to satisfy Rule 401 of the Federal Rules of
Evidence,” i.e., to have ‘any tendency to make the existence of any fact that is of consequence to
the determination of the action more probable or less probable than it would be without the
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evidence.’” Pension Comm., 685 F. Supp. 2d at 467 (quoting Fed. R. Evid. 401). Moreover, for
the court to issue sanctions, the absence of the evidence must be prejudicial to the party alleging
spoliation of evidence. Id.; see Consol. Aluminum Corp. v. Alcoa, Inc., 244 F.R.D. 335, 346
(M.D. La. 2006) (noting that, in determining whether an adverse inference is warranted, the
“‘relevance’ factor” involves not only relevance but also “whether the non-destroying party has
suffered prejudice from the destruction of the evidence”); see also Rimkus, 688 F. Supp. 2d at
616 (quoting Consol. Aluminum Corp., 244 F.R.D. at 346). Put another way, a finding of
“relevance” for purposes of spoliation sanctions is a two-pronged finding of relevance and
prejudice.
Spoliation of evidence causes prejudice when, as a result of the spoliation, the party
claiming spoliation cannot present “evidence essential to its underlying claim.” Krumwiede,
2006 WL 1308629, at *10 (noting that even if the files were only modified and not deleted, “the
changes to the file metadata call the authenticity of the files and their content into question and
make it impossible for [the defendant] to rely on them”).

“Prejudice can range along a

continuum from an inability to prove claims or defenses to little or no impact on the presentation
of proof.” Rimkus, 688 F. Supp. 2d at 613. Generally, courts find prejudice where a party’s
ability to present its case or to defend is compromised. E.g., Silvestri, 271 F.3d at 593-94
(significant prejudice resulted when plaintiff’s failure to preserve vehicle after accident giving
rise to litigation “substantially denied the defendant the ability to defend the claim”). However,
at least one court has found that the delayed production of evidence causes prejudice. See Jones,
2010 WL 2106640, at *8-9 (noting that the defendant’s one-year delay in producing documents
caused prejudice to the plaintiff). The court considers prejudice to the party and “prejudice to
the judicial system.” Krumwiede, 2006 WL 1308629, at *11.
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When the party alleging spoliation shows that the other party acted willfully in failing to
preserve evidence, the relevance of that evidence is presumed in the Fourth Circuit. Sampson,
251 F.R.D. at 179; Thompson, 219 F.R.D. at 101. Negligent or even grossly negligent conduct is
not sufficient to give rise to the presumption; in the absence of intentional loss or destruction of
evidence, the party “must establish that the lost documents were relevant to her case.” Sampson,
251 F.R.D. at 179; see Thompson, 219 F.R.D. at 101. Similarly, in the Seventh Circuit,
unintentional conduct is insufficient for a presumption of relevance. In re Kmart Corp., 371
B.R. 823, 853-54 (Bankr. N.D. Ill. 2007). However, in the Second Circuit, in the court’s
discretion, “[r]elevance and prejudice may be presumed when the spoliating party acted in bad
faith or in a grossly negligent manner.”34 Pension Comm., 685 F. Supp. 2d at 467 (emphasis
added).

Also, “[t]he Fifth Circuit has not explicitly addressed whether even bad-faith

destruction of evidence allows a court to presume that the destroyed evidence was relevant or its
loss prejudicial.” Rimkus, 688 F. Supp. 2d at 617-18. Where there is a presumption, the
spoliating party may rebut this presumption by showing “that the innocent party has not been
prejudiced by the absence of the missing information.” Pension Comm., 685 F. Supp. 2d at 468.
If the spoliating party makes such a showing, “the innocent party, of course, may offer evidence
to counter that proof.” Id. As with the other elements, the lack of a uniform standard regarding
the level of culpability required to warrant spoliation sanctions has created uncertainty and added
to the concern that institutional and organizational entities have expressed regarding how to
conduct themselves in a way that will comply with multiple, inconsistent standards.

34

This distinction is all the more significant because, as noted, in the Second Circuit, certain
conduct is considered gross negligence per se. Pension Comm., 685 F. Supp. 2d at 471. Thus,
for example, if a party fails to issue a written litigation hold, the court finds that it is grossly
negligent, in which case relevance and prejudice are presumed. Point. Game. Match.
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Here, Plaintiff alleges that “Defendants’ massive and intentional destruction of emails
and documents has substantially prejudiced, to various degrees, its ability to prove all of its
claims, both in terms of liability and the extent of damages.” Pl.’s Reply 43. According to
Plaintiff, Defendants’ actions caused prejudice because the ESI that Defendants “irretrievably
deleted, destroyed and spoliated . . . contained the very information and ‘fingerprints’ that would
establish all or most of the elements of Counts I, II, VII, and VIII.” Pl.’s Mot. 76. Although
Plaintiff concedes that “many of the known deletions . . . were eventually recovered in whole or
in part,” id., significant numbers of files were permanently destroyed. On the record before me,
the evidence of prejudice to Plaintiff is manifest.
Defendants’ willful, bad faith conduct allows this Court to presume relevance and
prejudice.

Defendants utterly fail to rebut this presumption through their inconsistent and

incredible explanations for their destruction of ESI. Moreover, as painstakingly discussed in
Sections I.2–I.9, supra, it is obvious that the permanent loss of thousands of relevant files that
proved that Defendants improperly accessed and used Plaintiff’s proprietary information is
prejudicial, because, even if the files were cumulative to some extent, Plaintiff’s case against
Defendants is weaker when it cannot present the overwhelming quantity of evidence it otherwise
would have had to support its case. Defendants themselves cannot seriously believe that their
willful misconduct did not cause prejudice, because they acquiesced to the entry of a default
judgment on Count I, Plaintiff’s core claim, a clear concession that the spoliated documents were
relevant to that claim and their destruction caused prejudice. And, lest there be any doubt,
Defendants affirmatively stated with regard to the copyright claim: ““[W]e’ve given up on
prejudice . . . . which I think was the appropriate thing to do. We gave up on the issue of
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relevance . . . .” June 25, 2010 Hr’g Tr. 3:16-22. Thus, the loss of ESI deprived Plaintiff of
relevant evidence, and this loss was prejudicial.
C. Sanctions
In determining what sanctions are appropriate, the Court must consider the extent of
prejudice, if any, along with the degree of culpability, and, as with the other elements, possible
sanctions vary by jurisdiction. See Nucor Corp. v. Bell, 251 F.R.D. 191, 201 (D.S.C. 2009);
Rimkus, 688 F. Supp. 2d at 613-15. The harshest sanctions may apply not only when both severe
prejudice and bad faith are present, but also when, for example, culpability is minimally present,
if there is a considerable showing of prejudice, or, alternatively, the prejudice is minimal but the
culpability is great, as discussed infra. For example, in some, but not all, circuits, conduct that
does not rise above ordinary negligence may be sanctioned by dismissal if the resulting prejudice
is great. Silvestri, 271 F.3d at 593 (stating that dismissal may be an appropriate sanction for
negligent conduct “if the prejudice to the defendant is extraordinary, denying it the ability to
adequately defend its case” and dismissing case without concluding whether plaintiff’s conduct
rose above negligence); see Rimkus, 688 F. Supp. 2d at 614-15 (“The First, Fourth, and Ninth
Circuits hold that bad faith is not essential to imposing severe sanctions if there is severe
prejudice, although the cases often emphasize the presence of bad faith. In the Third Circuit, the
courts balance the degree of fault and prejudice.”) (footnotes omitted). Conversely, absence of
either intentional conduct or significant prejudice may lessen the potential appropriate sanctions.
In the Fifth and Eleventh Circuits, for example, courts may not impose severe sanctions absent
evidence of bad faith. See Rimkus, 688 F. Supp. 2d at 614; Managed Care Solutions, Inc. v.
Essent Healthcare, Inc., No. 09-60351-CIV, 2010 WL 3368654, at *12-13 (S.D. Fla. Aug. 23,
2010). The different approaches among the Circuits regarding the level of culpability that must
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be shown to warrant imposition of severe sanctions for spoliation is another reason why
commentators have expressed such concern about the lack of a consensus standard and the
uncertainty it causes.
Sanctions that a federal court may impose for spoliation include assessing attorney’s fees
and costs, giving the jury an adverse inference instruction, precluding evidence, or imposing the
harsh, case-dispositive sanctions of dismissal or judgment by default. Goodman, 632 F. Supp. 2d
at 506; In re NTL, Inc. Secs. Litig., 244 F.R.D. at 191. The court may also “treat[] as contempt
of court the failure to obey” a court order to provide or permit discovery of ESI evidence. See
Fed. R. Civ. P. 37(b)(2)(A)(vii). “While a district court has broad discretion in choosing an
appropriate sanction for spoliation, ‘the applicable sanction should be molded to serve the
prophylactic, punitive, and remedial rationales underlying the spoliation doctrine.’” Silvestri,
271 F.3d at 590 (quoting West, 167 F.3d at 779). Put another way, appropriate sanctions should
“(1) deter parties from engaging in spoliation; (2) place the risk of an erroneous judgment on the
party who wrongfully created the risk; and (3) restore ‘the prejudiced party to the same position
he would have been in absent the wrongful destruction of evidence by the opposing party.’”
Thus, the range of available sanctions serve both normative—designed to punish culpable
conduct and deter it in others—and compensatory—designed to put the party adversely affected
by the spoliation in a position that is as close to what it would have been in had the spoliation not
occurred—functions. Because, as noted above, the duty to preserve relevant evidence is owed to
the court, it is also appropriate for a court to consider whether the sanctions it imposes will
“prevent abuses of the judicial system” and “promote the efficient administration of justice.”
Jones, 2010 WL 2106640, at *5. The court must “impose the least harsh sanction that can
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provide an adequate remedy.” Pension Comm., 685 F. Supp. 2d at 469; see Rimkus, 688 F.
Supp. 2d at 618.
In this case, Plaintiff has urged this Court to impose the most severe of sanctions,
including entry of a default judgment as to all remaining counts—Counts I (copyright
infringment), II (unfair competition), VII (Lanham Act violations, namely false advertising and
reverse palming off), and VIII (patent violations)—for both liability and damages; assessment of
attorney’s fees and costs for what likely will amount to most of the litigation costs that Plaintiff
has incurred; assessment of a civil fine; and referral of the matter to the United States Attorney
for initiation of criminal proceedings against Pappas for “criminal contempt of Court, obstruction
of justice, and perjury.” Pl.’s Mot. 97, 98, 99. On the record before me, Plaintiff hardly can be
blamed for taking such an extreme position.

Indeed, as exhaustively inventoried above,

Defendants’ willful misconduct has had a considerable adverse impact on the Court’s pretrial
schedule, imposed substantial burden on two judges of this Court and their staffs, and Pappas has
essentially thumbed his nose at the Court’s efforts to oversee a pretrial process that would
facilitate a fair and timely resolution of this case on its merits. Nonetheless, in fashioning
spoliation sanctions, Courts must strive to issue orders that generate light, rather than heat, and
without ignoring the magnitude of willful misconduct and prejudice, must fashion remedies that
strike the appropriate balance between those that are normative and those that are compensatory.
With this in mind, I will turn to what sanctions are appropriate in this case.
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1. Dismissal or Default Judgment35
Courts may order a default judgment or dismissal to “send a strong message to other
litigants, who scheme to abuse the discovery process and lie to the Court, that this behavior will
not be tolerated and will be severely sanctioned.” Krumwiede, 2006 WL 1308629, at *11. In the
Fourth Circuit, to order these harshest sanctions, the court must “‘“be able to conclude either (1)
that the spoliator’s conduct was so egregious as to amount to a forfeiture of his claim, or (2) that
the effect of the spoliator's conduct was so prejudicial that it substantially denied the defendant
the ability to defend the claim.”’” Goodman, 632 F. Supp. 2d at 519 (quoting Sampson, 251
F.R.D. at 180 (quoting Silvestri, 271 F.3d at 593)) (emphasis in Goodman). To conclude that the
second prong was met, i.e., that there was sufficient prejudice to warrant dismissal or a default
judgment, “the Court must examine the record that remains to determine whether it contain[ed]
enough data” for the aggrieved party to build its case or defense, and “the Court must decide
whether a lesser sanction than dismissal [or default judgment] would level the playing field.”
Erie Ins. Exch. v. Davenport Insulation, Inc., 659 F. Supp. 2d 701, 707 (D. Md. 2009); see
Sampson, 251 F.R.D. at 180 (stating that second prong requires proof that “plaintiff was highly
prejudiced and denied the only means to establish her case.”).

35

As this Court noted in Sampson, 251 F.R.D. at 180 n.11:
Most of the Fourth Circuit cases involving sanctions for spoliation of
evidence arise in the context of a defendant asking for dismissal of a plaintiff's
claims because of destruction of evidence by the plaintiff. As the Fifth Circuit has
noted, “[b]ecause ... rendering default judgment is equally as harsh a sanction as
dismissing the case of a plaintiff with prejudice, we cite cases involving these
sanctions interchangeably.” Pressey [v. Patterson, 898 F.2d 1018, 1021 n.2 (5th
Cir. 1990)]. The court here cites cases involving requests for default judgment and
for dismissal interchangeably.
75

Case 8:06-cv-02662-MJG Document 377

Filed 09/09/10 Page 76 of 89

Although “Silvestri posits an either/or test,” Erie Ins. Exch., 659 F. Supp. 2d at 707,
indicating two distinct means of justifying severe sanctions, this Court has not terminated a case
where a spoliator acted in bad faith, absent a showing of substantial prejudice.36 Elsewhere,
dispositive or potentially dispositive sanctions are impermissible without bad faith, even if there
is considerable prejudice. See Rimkus, 688 F. Supp. 2d at 614 (In the Seventh, Eighth, Tenth,
Eleventh, and D.C. Circuits, “the severe sanctions of granting default judgment, striking
pleadings, or giving adverse inference instructions may not be imposed unless there is evidence
of ‘bad faith.’”); see also the Appendix to this Memorandum, Order and Recommendation
36

VSI cites various cases in which the Fourth Circuit has affirmed default or dismissal as a
sanction for spoliation, but in many cases the court found irreparable prejudice. See Pl.’s Mot.
53 (citing King v. Am. Power Conversion Corp., 181 Fed. App’x 373, 374 (4th Cir. 2006)
(affirming dismissal as sanction when plaintiff’s negligence caused irreparable prejudice);
Silvestri, 271 F.3d 583 (same); PVD Plast. Mould Indus., Ltd. v. Polymer Grp., 31 Fed. App’x
210, 211 (4th Cir. 2002) (same)). In other cases, the issue concerned a party’s failure to produce
discovery (not its failure to preserve ESI) and, in any event, there was substantial prejudice. See
Pl.’s Mot. 53 (citing Anderson v. Found. for Advancement, Educ. & Emp’t of Am. Indians, 155
F.3d 500, 504-05 (4th Cir. 1998) (affirming default judgment “as a last-resort sanction” where
defendant in bad faith “stonewalled on discovery from the inception of the lawsuit,” failing to
comply with court orders to produce documents, and the delayed production caused prejudice
because plaintiff’s “claim became junior to that of another claimant suing the Foundation”);
Zornes v. Specialty Indus., Inc., No. 97-2337, 1998 WL 886997 (4th Cir. Dec. 21, 1998)
(affirming dismissal where plaintiffs in bad faith failed to comply with court orders to answer
interrogatories, and the delayed production caused “substantial prejudice”). In Zaczek v.
Fauquier County, 764 F. Supp. 1071 (E.D. Va. 1991), aff’d, 16 F.3d 414 (4th Cir. 1993), the
district court dismissed a prisoner’s case for failure to comply with rules of procedure.
In its own research, which has been considerable, the Court has identified only one
case—in a different circuit—that was terminated based solely on a party’s bad faith spoliation of
evidence. In Miller v. Time-Warner Communications, Inc., No. 97 Civ. 7286, 1999 WL 739528,
at *2 (S.D.N.Y. Sept. 22, 1999), the plaintiff tried unsuccessfully to erase handwritten notes on
documents produced and then lied about it. Reasoning that the plaintiff’s spoliation of evidence
was willful and in bad faith and, significantly, she committed “repeated instances of perjury,” the
court concluded that although there was no prejudice whatsoever, “the only appropriate sanction
[was] to dismiss the complaint.” Id. It noted that, had the plaintiff not committed perjury, the
“lesser sanction of requiring plaintiff to pay all the defendant's attorneys fees incurred as a result
of the spoliation might [have] be[en] appropriate.” Id. Accordingly, lofty discussions about the
truth-seeking purpose of a lawsuit and the need to deter conduct that interferes with it aside, it
does not appear that courts have imposed ultimate case-ending sanctions in many cases where
there has not also been a showing of extreme prejudice.
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(identifying requirements by jurisdiction). And, in the Fifth Circuit, “[a] severe sanction such as
a default judgment or an adverse inference instruction requires bad faith and prejudice.” Id. at
642 (emphasis added). The sheer variety of formulae used by various courts to determine
whether case-dispositive sanctions are appropriate also contributes to the difficulty that lawyers
and clients experience in attempting to evaluate the risks and consequences of failing to preserve
evidence.
2. Adverse Inference and Other Adverse Jury Instructions
In its discretion, the court may order an adverse inference instruction, which informs a
jury that it may “draw adverse inferences from . . . the loss of evidence, or the destruction of
evidence,” by assuming that failure to preserve was because the spoliator was aware that the
evidence would have been detrimental. Vodusek, 71 F.3d at 156. Because such a definitive
inference is not always warranted, courts have crafted various levels of adverse inference jury
instructions: The court may instruct the jury that “certain facts are deemed admitted and must be
accepted as true”; impose a mandatory, yet rebuttable, presumption; or “permit[] (but . . . not
require) a jury to presume that the lost evidence is both relevant and favorable to the innocent
party.” Pension Comm., 685 F. Supp. 2d at 470-71; see examples cited in the Appendix to this
Memorandum, Order and Recommendation.

In this Circuit, to impose an adverse jury

instruction, the court “must only find that the spoliator acted willfully in the destruction of
evidence.” Goodman, 632 F. Supp. 2d at 519 (citing Vodusek, 71 F.3d 148, and noting at
footnote 15 that “in the Fourth Circuit, the Vodusek standard detailing the requirements for an
adverse jury instruction remains applicable,” rather than the oft-cited Zubulake IV standard from
the Southern District of New York, because although it “remains insightful,” the Zubulake IV
standard “could be read to limit the availability of sanctions” in this Circuit); see Sampson, 251
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F.R.D. at 181. But see Pension Comm., 685 F. Supp. 2d at 478-79 (stating that an adverse jury
instruction was warranted for the grossly negligent, but unintentional, conduct).37

While

negligence or even gross negligence is not sufficient in this Circuit, the conduct need not rise to
the level of bad faith. Goodman, 632 F. Supp. 2d at 519. But see Rimkus, 688 F. Supp. 2d at 617
(stating that “the severe sanctions of . . . giving adverse inference instructions may not be
imposed unless there is evidence of ‘bad faith.’”); see also Faas v. Sears, Roebuck & Co., 532
F.3d 633, 644 (7th Cir. 2008) (same); Johnson v. Avco Corp., 702 F. Supp. 2d 1093, 1110 (E.D.
Mo. 2010) (same); Stevenson v. Union Pac. R.R., 354 F.3d 739, 745, 747 (8th Cir. 2004) (stating
that if spoliation occurs before litigation commences, there must be evidence of bad faith for the
court to impose an adverse inference instruction, but if spoliation occurs during litigation, the
court may impose an adverse inference instruction “even absent an explicit bad faith finding”).
The court must also consider relevance and prejudice. Pension Comm., 685 F. Supp. 2d at 467;
see Vodusek, 71 F.3d at 156 (“To draw an adverse inference from the absence, loss or destruction
of evidence, it would have to appear that the evidence would have been relevant to an issue at
trial and otherwise would naturally have been introduced into evidence.”). Once again, the
approaches taken by courts vary widely, making predictability difficult for parties who are trying
to determine what they must preserve, and what can happen if they do not.

37

Again, the significance of this departure comes to light when it is viewed in the context of the
chain reaction spurred by considering certain conduct gross negligence per se. If, for example, a
court adopts the position of Pension Committee, 685 F. Supp. 2d at 471, that a failure to institute
a written litigation hold is gross negligence per se, and therefore presumes relevance and
prejudice, it is inexorably poised to give an adverse jury instruction without further analysis.
This approach is not consistent with Fourth Circuit precedent.
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3. Attorney’s Fees, Costs, and Fines
Less severe sanctions include costs, attorney’s fees, and fines, which not only
compensate the prejudiced party but also “punish the offending party for its actions” and “deter
the litigant’s conduct, sending the message that egregious conduct will not be tolerated.” See
Pension Comm., 685 F. Supp. 2d at 467, 471; Goodman, 632 F. Supp. 2d at 506. (citations and
quotation marks omitted).

The court’s “inquiry focuses more on the conduct of the spoliating

party than on whether documents were lost, and, if so, whether those documents were relevant
and resulted in prejudice to the innocent party.” Pension Comm., 685 F. Supp. 2d at 467. This
Court will award costs or fees in conjunction with a spoliation motion as an alternative to a
harsher sanction; if further discovery is necessary due to the spoliation; or in addition to another
sanction, in which case the award may be for “reasonable expenses incurred in making the
motion, including attorney’s fees,” or also for the cost of investigating the spoliator’s conduct.
Goodman, 632 F. Supp. 2d at 524. Additionally, a few courts have ordered the spoliating party
to pay a fine to the clerk of court or a bar association for prolonging litigation and wasting the
court’s time and resources. E.g., Pinstripe, Inc. v. Manpower, Inc., No. 07-CV-620-GKF-PJC,
2009 WL 2252131, at *4 (N.D. Okla. July 29, 2009); Claredi v. Seebeyond Tech. Corp., No.
4:04CV1304 RWS, 2007 WL 735018, at *4 (E.D. Mo. Mar. 8, 2007); Wachtel v. Health Net,
Inc., 239 F.R.D. 81, 111 (D.N.J. 2006); Turnage, 115 F.R.D. at 559. However, as stated supra at
page 59, it is unclear whether these unappealed trial court holdings would withstand appellate
review, because in similar cases the Fourth and Tenth Circuits have vacated discovery sanctions
ordering the payment of money to the Clerk of the Court, deeming them to be criminal contempt
sanctions, which are unavailable without the enhanced due process procedure requirements
criminal contempt proceedings require. Bradley v. Am. Household, Inc., 378 F.3d 373, 377-79
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(4th Cir. 2004); Buffington v. Baltimore Cnty., Md., 913 F.2d 113, 133 (4th Cir. 1990); Law v.
Nat’l Collegiate Athletic Ass’n, 134 F.3d 1438, 1442-44 (10th Cir. 1998).
4. Contempt of Court
Fed. R. Civ. P. 37(b)(2)(A)(vii) provides that the court may “treat[] as contempt of court
the failure to obey” a court order to provide or permit discovery of ESI evidence. Similarly,
pursuant to its inherent authority, the court may impose fines or prison sentences for contempt
and enforce “the observance of order.” United States v. Hudson, 11 U.S. (7 Cranch) 32, 34
(1812). Contempt sanctions may be civil or criminal. Buffington, 913 F.2d at 133-34.
When the nature of the relief and the purpose for which the contempt sanction is
imposed is remedial and intended to coerce the contemnor into compliance with
court orders or to compensate the complainant for losses sustained, the contempt
is civil; if, on the other hand, the relief seeks to vindicate the authority of the court
by punishing the contemnor and deterring future litigants' misconduct, the
contempt is criminal. . . .
If the relief provided is a sentence of imprisonment, it is remedial
if “the defendant stands committed unless and until he performs
the affirmative act required by the court's order,” and is punitive if
“the sentence is limited to imprisonment for a definite period.” If
the relief provided is a fine, it is remedial when it is paid to the
complainant, and punitive when it is paid to the court, though a
fine that would be payable to the court is also remedial when the
defendant can avoid paying the fine simply by performing the
affirmative act required by the court's order.
Id. (quoting Hicks v. Feiock, 485 U.S. 624, 631-32 (1988) (citations omitted)); see also Int’l
Union, United Mine Workers of Am. v. Bagwell, 512 U.S. 821, 828, (1994) (“The paradigmatic
coercive, civil contempt sanction . . . involves confining a contemnor indefinitely until he
complies with an affirmative command such as an order ‘to pay alimony, or to surrender
property ordered to be turned over to a receiver, or to make a conveyance.’” (quoting Gompers v.
Bucks Cnty. Stove & Range Co., 221 U.S. 418 (1911)); Bradley, 378 F.3d at 378 (discussing the
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“basic difference between civil and criminal contempt sanctions” and quoting Buffington, 913
F.2d at 133).
“Criminal contempt is a crime in the ordinary sense,” Bloom v. Illinois, 391 U.S. 194,
201 (1968), requiring the procedural protections of notice and a hearing. Bradley, 378 F.3d at
379. Therefore, to treat a party’s failure to comply with a court order as criminal contempt, the
court must refer the matter to the United States Attorney for prosecution. Fed. R. Crim. P.
42(a)(2). If that office declines to accept the case (a highly probable outcome in most instances),
then the court must appoint a private prosecutor to bring the criminal contempt case. Fed. R.
Crim. P. 42(a)(2); Young v. United States ex rel. Vuitton et Fils S.A., 481 U.S. 787, 793 (1987)
(concluding that federal courts possess inherent authority to initiate “contempt proceedings for
disobedience of their orders, authority which necessarily encompasses the ability to appoint a
private attorney to prosecute the contempt”); Buffington, 913 F.2d at 132 (vacating order
imposing criminal contempt sanctions without required procedural protections; noting that
district court, “following the procedure outlined in Young [481 U.S. at 801] initially referred the
matter to the United States Attorney” and “[a]fter the U.S. Attorney declined to prosecute, the
court, citing Young, appointed a private prosecutor,” but ultimately improperly imposed fines
payable to the clerk of the court as civil contempt sanctions). If brought, the burden of proof is
beyond a reasonable doubt. Gompers, 221 U.S. at 444; Bradley, 378 F.3d at 379. Additionally,
the defendant is entitled to a jury trial if the sentence will be longer than six months. Fed. R.
Crim. P. 42(a)(3); Cheff v. Schnackenberg, 384 U.S. 373, 380 (1966) (“[S]entences exceeding six
months for criminal contempt may not be imposed by federal courts absent a jury trial or waiver
thereof.”). Recently, another court in the Fourth Circuit referred a case to the United States
Attorney for criminal contempt proceedings against a party for spoliation of ESI in a civil case.
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See SonoMedica, Inc. v. Mohler, No. 1:08-cv-230 (GBL), 2009 WL 2371507, at *1 (E.D. Va.
July 28, 2009).
To hold a party in civil contempt, the court must find that four elements have been
established by clear and convincing evidence:
“(1) the existence of a valid decree of which the alleged contemnor had actual or
constructive knowledge; (2) that the decree was in the movant's ‘favor’; (3) that
the alleged contemnor by its conduct violated the terms of the decree, and had
knowledge (at least constructive knowledge) of such violation; and (4) that [the]
movant suffered harm as a result.”
Id. at *3 (quoting Ashcraft v. Conoco, Inc., 218 F.3d 288, 301 (4th Cir. 2000)).
5. Appropriate Sanctions for Defendants
a. Default judgment as to liability on copyright claim only
Plaintiff argues that “only the severest forms of sanctions” would be “effective” against
Defendants. Pl.’s Mot. 90-91. As Plaintiff sees it, “[i]f this Court finds that Defendants’
misconduct was egregious enough to have justified a forfeiture of their defenses, then it need not
also determine whether Defendants’ misconduct denied VSI the ability to prove all its claims.”
Pl.’s Reply 5-6. See Erie Ins. Exch., 659 F. Supp. 2d at 707. Defendants contend that here,
unlike in the cases in which courts have sanctioned the spoliating party through a default
judgment or dismissal, “the lost evidence is not the sole evidence at issue on liability,” such that
a default judgment on the copyright claim, the unfair competition claim, the alleged Lanham Act
violations, and the alleged patent violation, i.e., all remaining counts, is not appropriate. Defs.’
Opp’n 45. Moreover, as Defendants see it, a court may impose a default judgment “on only
those claims that make a cause of action and not on those to which the defendant possessed a
viable legal defense.” Defs.’ Surreply 3.
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As noted, Defendants admit spoliation, relevance, and prejudice, and consent to a default
judgment on liability for Count I, the copyright claim. Further, the facts amply demonstrate the
intentional, bad faith permanent destruction of a significant quantity of relevant evidence, to the
Plaintiff’s detriment. Thus, it is clearly appropriate that the spoliation consequences include a
judgment finding CPI and Pappas liable on Count I.38
It is far less certain, however, whether Plaintiff has demonstrated that a default judgment
as to all the remaining counts alleged against Defendants is required, or that a default judgment
as to damages for all counts, including Count I, is warranted. The copyright claim always has
been Plaintiff’s primary claim, and it is easy to see how the evidence that was destroyed
prejudiced Plaintiff’s efforts to prove it. The same cannot be said about the remaining counts for
unfair competition (Count II), Lanham Act violations, namely false advertising and reverse
palming off (Count VII), and patent violations (Count VIII)—for both liability and damages; at
least not at this time and on this record. While it may be correct that evidence that would be
relevant to prove the copyright claim might also be relevant to proving the others, Plaintiff has
not yet made the necessary showing of irreparable or substantial prejudice.

38

Therefore,

Defendants indulge in a little verbal legerdemain in characterizing their position regarding
Count I. They acquiesce to the entry of a “consent” judgment, rather than the entry by the Court
of a default judgment. While the end result is the same under either characterization, the latter
makes it unambiguous that the outcome is as a severe sanction for egregious misconduct; the
former implies a form of agreement without the pejorative classification, similar to settling a
claim without admitting liability. It would be inappropriate for the Court to indulge Defendants
in this face-saving effort. Defendants cannot have their cake and eat it too. They cannot admit
to breach of the duty to preserve and acknowledge (or, more accurately, capitulate) on the issues
of prejudice and relevance, but attempt to sanitize the result by labeling it something other than
what it is—a sanction. Accordingly, the appropriate sanction is the entry of a default judgment
as to liability for Count I, copyright infringement, pursuant to Fed. R. Civ. P. 37(b)(2)(A)(vi).
Because this is a dispositive outcome, I am recommending that Judge Garbis impose it, rather
than doing so myself, although there can be no doubt that this result is warranted on this record.
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dispositive sanctions are inappropriate with regard to those counts. See Silvestri, 271 F.3d at
593; Goodman, 632 F. Supp. 2d at 519; Sampson, 251 F.R.D. at 180.
Similarly, with the exception of the remedy of the entry of a permanent injunction as to
the copyright claim, which Defendants do not oppose, Defs.’ Opp’n 29 & Ex. 11, it is not clear
that Plaintiff has demonstrated an inability to prove monetary damages for any of the counts
alleged. The debate all these years has focused on liability, not damages. While Plaintiff
ultimately may be able to make this showing, it has not done so yet. Accordingly, entry of a
default judgment as to monetary damages is denied, without prejudice. Rather, it is appropriate
for the court to schedule a trial on the issues of liability for Counts II (unfair competition), VII
(Lanham Act violations), and VIII (Patent Act violations), and money damages for all counts.
Counsel have informed the Court that they do not seek a jury trial on these issues. (June 25,
2010 Hr’g Tr. 5:19 – 6:11.) Accordingly, these issued will be tried to the Court. I recommend
that Plaintiff be permitted to proceed, but that if in the future of this litigation Plaintiff is able to
demonstrate with greater particularity than it has to date that it cannot meet its burden of proof as
to liability for Counts II (unfair competition), VII (Lanham Act violations), and VIII (Patent Act
violations), or money damages as to all counts, because of Defendants’ spoliation, then the Court
should revisit at that time whether additional sanctions, such as the entry of an order pursuant to
Fed. R. Civ. P. 37(b)(2)(A)(ii) prohibiting Defendants from supporting their defenses to liability
on Counts II, VII, and VIII, or money damages; or prohibiting them from opposing Plaintiff’s
proof of money damages; or finding Defendants liable for the counts other than copyright.
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b. Permanent injunction on the copyright claim
As for the permanent injunction on the copyright count, which Plaintiff requests and
Defendants do not oppose, Defs.’ Opp’n 29 & Ex. 11, I am recommending that Judge Garbis
grant this as a sanction.
c. Attorney’s fees, costs, and civil, but not criminal, contempt
As the prevailing party, Plaintiff is entitled to reasonable attorney’s fees and costs. See
Fed. R. Civ. P. 37(b)(2)(C) (For failure to comply with a court order to provide or permit
discovery, “the court must order the disobedient party, the attorney advising that party, or both to
pay the reasonable expenses, including attorney’s fees, caused by the failure, unless the failure
was substantially justified or other circumstances make an award of expenses unjust.”). Here, the
failure was not substantially justified, and there are no circumstances making such an award
unjust. Indeed, Defendants conceded that a fee award would be appropriate when Defense
counsel stated that “the Court . . . would determine what would be the appropriate attorneys’
fees.” (June 25, 2010 Hr’g Tr. 3:16-22.) Thus, spoliation sanctions shall include costs and legal
fees allocable to spoliation. Specifically, as Plaintiff requested, the Court shall award attorney’s
fees and costs, including costs related to uncovering Defendants’ discovery abuses; preparing,
filing, and arguing all of Plaintiff’s ESI motions; and retaining Guidance Software and Andreas
Spruill.

To that end, Plaintiff shall submit a bill of costs within thirty (30) days of this

Memorandum, Order and Recommendation, with Defendants’ response, if any, to be submitted
within thirty (30) days thereafter.
Plaintiff also has asked the Court to refer this case to the United States Attorney to
evaluate whether perjury or other criminal charges should be brought against Pappas. Pl.’s Mot.
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98. Such action is unusual and extreme for spoliation cases, but not unheard of. See, e.g.,
SonoMedica Inc., 2009 WL 2371507. I have given serious thought to doing this, because I have
concluded that Pappas, and through him, CPI, engaged in multiple willful acts of destruction of
evidence and lied under oath in affidavits, deposition testimony, and before the Court during the
hearings it held. Knowing, however, the existing demands on the U.S. Attorney’s office to
prosecute very serious crimes, as well as their available resources, I do not think it probable that
they would agree to initiate a criminal case arising out of a factually-complicated civil case
involving an inordinately voluminous record, and concerning highly technical issues that will
necessitate expert testimony.
It is true that, if the U.S. Attorney declined to initiate a criminal prosecution against
Pappas for contempt of court, this court could appoint a private prosecutor to do so, pursuant to
Fed. R. Crim. P. 42(a)(2). See Young, 481 U.S. at 793 (describing process for appointing a
private attorney for contempt proceedings). However, commencement of a new proceeding
would require proof beyond a reasonable doubt, and Pappas would be entitled to a jury trial,
involving considerable expenses and time. I seriously question whether this would be the best
manner of dealing with Pappas’s misconduct. This dispute has been pending for far too long,
been far too expensive, and, quite frankly, consumed far too much of this Court’s resources to
warrant initiating a criminal proceeding that unavoidably will go over the same ground, and
likely involve yet another judge.
This is not to say, however, that referral for criminal contempt proceedings is the extent
of what this Court can do to address Pappas’s egregious behavior.

After all, Rule

37(b)(2)(A)(vii) permits the Court to treat “as contempt of court the failure to obey any order
except an order to submit to a physical or mental examination.” This sanction has the obvious
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benefit of being warranted on the existing record, without need for initiating new proceedings.
As noted, there must exist “‘valid decrees of which the alleged contemnor [i.e., Pappas] had
actual or constructive knowledge’”; those decrees must have been in Plaintiff’s favor; Pappas, by
his conduct, must have “‘violated the terms of the decree, and had knowledge (at least
constructive knowledge) of such violation’”; and VSI must have suffered harm as a result of
Pappas’s conduct. See SonoMedica, Inc., 2009 WL 2371507, at *3 (quoting Ashcraft, 218 F.3d
at 301). As detailed above at Sections I.2-9, I have found that Pappas violated both preservation
orders and production orders that this Court issued in Plaintiff’s favor, and the above discussion
manifestly establishes the factual record to show that he knew of the orders and acted willfully to
thwart those orders, thereby causing harm to Plaintiff.39 Therefore, Pappas’s civil contempt is
established by clear and convincing evidence.
For such clearly contemptuous behavior, a very serious sanction is required.
Accordingly, I order that Pappas’s acts of spoliation be treated as contempt of this court, and that
as a sanction, he be imprisoned for a period not to exceed two years, unless and until he pays to

39

To summarize briefly, on December 22, 2006, I stated: “[B]oth parties are reminded of their
substantive duty to preserve evidence, including electronic evidence, that is relevant to the case.”
ECF No. 41. On February 1, 2007, I issued a written Preservation Order that stated that the
parties had been admonished at the February 1, 2007 hearing of their “substantive duty to
preserve evidence potentially relevant to the case, and . . . ordered to do so by the Court.” (Feb.
1, 2007 Order 2, ECF No. 56.) The language of the Court’s preservation orders was crystal
clear. Pappas testified that he understood both orders. (Oct. 29, 2009 Hr’g Tr. 117:18 – 118:2,
139:10 – 140:19.) Even if the language of the first order and the Court’s oral order on February
1, 2007 left anything to doubt, the clarity of the February 1, 2007 order is undeniable. Indeed, in
Pappas’s own words, the Court’s February 1, 2007 preservation order “was very clear.” (Id.
139:10 – 140:19.) Pappas deleted thousands of files following these orders. Separate and apart
from these preservation orders, civil contempt sanctions are warranted for Defendants’ violations
of the Court’s August 1 and 30, September 21, and October 3, 2007 production orders, which
stated clearly that Defendants were to “produce all relevant, non-privileged ESI” to Plaintiff’s
counsel. (ECF Nos. 131, 145, 149, and 164.) Pappas stated in a sworn affidavit that he produced
all such ESI, demonstrating that he had knowledge of the orders, yet his ESI production was not
complete.
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Plaintiff the attorney’s fees and costs that will be awarded after Plaintiff has submitted an
itemized accounting of the attorney’s fees and costs associated not only with filing this motion,
but also with respect to all efforts expended throughout this case to demonstrate the nature and
effect of Pappas’s spoliation. These costs and fees likely will amount to a significant figure, and
that will properly vindicate this Court’s ability to enforce its discovery orders.

The

commencement of Pappas’s confinement will be determined at the conclusion of the proceedings
to quantify the amount of attorney’s fees and costs.
Despite the fact that, if Pappas refuses to pay the attorney’s fees and costs ordered by the
Court, he will be imprisoned for two years, it is quite clear that this is a civil—not a criminal—
contempt sanction, because the relief is compensatory and the sanction will be imposed to coerce
Pappas’s compliance with this Court’s order to pay attorney’s fees and costs to Plaintiff; Pappas
can avoid imprisonment by promptly paying the fees and costs. See Hicks v. Feiock, 485 U.S. at
631-32; Int’l Union, United Mine Workers of Am., 512 U.S. at 828; Bradley, 378 F.3d at 378 (4th
Cir. 2004); Buffington, 913 F.2d at 133-34. This result is absolutely essential as a civil contempt
sanction because, without it, I am convinced that Pappas will do all that he can to avoid paying
any money judgment or award of attorney’s fees that is in the form of a civil judgment alone.
Without the threat of jail time, Pappas’s future conduct would be predicted by his past, and
Plaintiff will receive a paper judgment that does not enable it to recover its considerable out-ofpocket losses caused by Pappas’s spoliation. To avoid jail time, all that is required of Pappas is
to pay Plaintiff the attorney’s fees and costs that will be awarded to Plaintiff for prevailing on
this motion. Because this sanction is not case-dispositive, I have the authority to order it
directly, pursuant to Rule 37(b)(2)(A)(vii). Should Judge Garbis disagree, I request that he treat
this as a recommendation, pursuant to 28 U.S.C. § 636(b)(1).
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A separate Order follows.
Dated: September 9, 2010

_______/S/________
Paul W. Grimm
Chief United States Magistrate Judge
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Spoliation Sanctions by Circuit

Scope of Duty
to Preserve

First

It is a duty to
preserve
potentially
relevant
evidence a party
owns or
controls and
also a duty to
notify the
opposing party
of evidence in
the hands of
third parties.
Velez v.
Marriott PR
Mgmt., Inc.,
590 F. Supp. 2d
235, 258
(D.P.R. 2008).

Can conduct be
culpable per se
without
consideration of
reasonableness?
This specific issue
has not been
addressed.
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Culpability and prejudice requirements
For sanctions
in general

for dispositive
sanctions

“The measure
of the
appropriate
sanctions will
depend on the
severity of the
prejudice
suffered.” Velez
v. Marriott PR
Mgmt., Inc.,
590 F. Supp. 2d
235, 259
(D.P.R. 2008).

“severe prejudice
or egregious
conduct”
Driggin v. Am. Sec.
Alarm Co., 141 F.
Supp. 2d 113, 123
(D. Me. 2000).

“[C]arelessness
is enough for a
district court to
consider
imposing
sanctions.”
Driggin v. Am.
Sec. Alarm Co.,
141 F. Supp. 2d
113, 123 (D.
Me. 2000).

for adverse
inference
instruction

for a rebuttable
presumption of
relevance

“does not require
bad faith or
comparable bad
motive”
Trull v.
Volkswagon of
Am., Inc., 187 F.3d
88, 95 (1st Cir.
1999); Oxley v.
Penobscot County,
No. CV-09-21JAW, 2010 WL
3154975 (D. Me.
2010).

Whether relevance
can be presumed has
not been addressed.

What constitutes
prejudice

When spoliation
substantially denies
a party the ability to
support or defend
the claim
Velez v. Marriott PR
Mgmt., Inc., 590 F.
Supp. 2d 235, 259
(D.P.R. 2008).

Culpability and
corresponding
jury
instructions
Intentional
spoliation;
permissive
adverse
inference if the
jury finds that
the spoliator
knew of the
lawsuit and the
documents’
relevance when
it destroyed
them
Testa v. WalMart Stores,
Inc., 144 F.3d
173, 178 (1st
Cir. 1998).
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Second

Documents that
are potentially
relevant to
likely litigation
“are considered
to be under a
party’s control,”
such that the
party has a duty
to preserve
them, “when
that party has
the right,
authority, or
practical ability
to obtain the
documents from
a non-party to
the action.”
In re NTL, Inc.
Sec. Litig., 244
F.R.D. 179, 195
(S.D.N.Y.
2007).

Yes; specific
actions, such as the
failure “to issue a
written litigation
hold,” constitute
gross negligence
per se.
Pension Comm. of
the Univ. of
Montreal Pension
Plan v. Banc of
Am. Sec., 685 F.
Supp. 2d 456, 471
(S.D.N.Y. 2010).

“[D]iscovery
sanctions . . .
may be imposed
upon a party
that has
breached a
discovery
obligation not
only through
bad faith or
gross
negligence, but
also through
ordinary
negligence.”
Residential
Funding Corp.
v. DeGeorge
Fin. Corp., 306
F.3d 99, 113
(2d Cir. 2002).

“‘willfulness, bad
faith, or fault on
the part of the
sanctioned party’”
Dahoda v. John
Deere Co., 216
Fed. App’x 124,
125, 2007 WL
491846, at *1 (2d
Cir. 2007) (quoting
West v. Goodyear
Tire & Rubber Co.,
167 F.3d 776, 779
(2d Cir. 1999)).
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Gross negligence
Pension Comm. of
the Univ. of
Montreal Pension
Plan v. Banc of
Am. Sec., 685 F.
Supp. 2d 456, 47879 (S.D.N.Y.
2010).
Negligence
Residential
Funding Corp. v.
DeGeorge Fin.
Corp., 306 F.3d 99,
108 (2d Cir. 2002).
Intentional conduct
In re Terrorist
Bombings of U.S.
Embassies in East
Africa, 552 F.3d
93, 148 (2d Cir.
2008).

The duty
extends to key
players.
Zubulake v.
UBS Warburg
LLC, 220
F.R.D. 212, 217
(S.D.N.Y.
2003).

2

Bad faith or gross
negligence
Pension Comm. of
the Univ. of Montreal
Pension Plan v. Banc
of Am. Sec., 685 F.
Supp. 2d 456, 467
(S.D.N.Y. 2010).

When spoliation
substantially denies
a party the ability to
support or defend
the claim
Pension Comm. of
the Univ. of
Montreal Pension
Plan v. Banc of Am.
Sec., 685 F. Supp.
2d 456, 479
(S.D.N.Y. 2010).

Grossly
negligent
conduct;
permissible
inference of
“the relevance
of the missing
documents and
resulting
prejudice to the
. . . Defendants,
subject to the
plaintiffs’
ability to rebut
the presumption
to the
satisfaction of
the trier of
fact.” Pension
Comm. of the
Univ. of
Montreal
Pension Plan v.
Banc of Am.
Sec., 685 F.
Supp. 2d 456,
478 (S.D.N.Y.
2010).
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Third

Potentially
relevant
evidence; “‘it is
essential that
the evidence in
question be
within the
party's
control.’”
Canton v.
Kmart Corp.,
No. 1:05-CV143, 2009 WL
2058908, at *2
(D.V.I. July 13,
2009) (quoting
Brewer v.
Quaker State
Oil Refining
Corp., 72 F.3d
326, 334 (3d
Cir. 1995))

No; conduct is
culpable if “party
[with] notice that
evidence is
relevant to an
action . . . either
proceeds to destroy
that evidence or
allows it to be
destroyed by
failing to take
reasonable
precautions”
Canton v. Kmart
Corp., No. 1:05CV-143, 2009 WL
2058908, at *3
(D.V.I. July 13,
2009) (quoting
Mosaid Techs., Inc.
v. Samsung Elecs.
Co., 348 F. Supp.
2d 332, 338 (D.N.J.
2004)) (emphasis
added).

Bad faith
Bensel v. Allied
Pilots Ass'n,
263 F.R.D. 150,
152 (D.N.J.
2009).

The degree of fault
is considered, and
dispositive
sanctions “should
only be imposed in
the most
extraordinary of
circumstances,” see
Mosaid Techs., Inc.
v. Samsung Elecs.
Co., 348 F. Supp.
2d 332, 335 (D.N.J.
2004), but a
minimum degree of
culpability has not
been identified.

3
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Negligence
Canton v. Kmart
Corp., No. 1:05CV-143, 2009 WL
2058908, at *2-3
(D.V.I. July 13,
2009).
Intentional conduct
Brewer v. Quaker
State Oil Refining
Corp., 72 F.3d 326,
334 (3d Cir. 1995).

Whether relevance
can be presumed has
not been addressed.

Spoliation of
evidence that would
have helped a
party’s case
In re Hechinger Inv.
Co. of Del., Inc.,
489 F.3d 568, 579
(3d Cir. 2007).

Intentional
spoliation;
permissible
inference
Mosaid Techs.,
Inc. v. Samsung
Elecs. Co., 348
F. Supp. 2d
332, 334
(D.N.J. 2004).
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Documents that
are potentially
relevant to
likely litigation
“are considered
to be under a
party’s control,”
such that the
party has a duty
to preserve
them, “when
that party has
‘the right,
authority, or
practical ability
to obtain the
documents from
a non-party to
the action.’”
Goodman v.
Praxair Servs.,
Inc., 632 F.
Supp. 2d 494,
515 (D. Md.
2009) (citation
omitted).

Fourth

It is also a duty
to notify the
opposing party
of evidence in
the hands of
third parties.
Silvestri v. Gen.
Motors Corp.,
271 F.3d 583,
590 (4th Cir.
2001).
Duty extends to
key players.
Goodman, 632
F. Supp. 2d at
512

The U.S. District
Court for the
District of
Maryland has
quoted Zubulake
IV, 220 F.R.D. at
220 (“Once the
duty to preserve
attaches, any
destruction of
documents is, at a
minimum,
negligent.”). See
Sampson v. City of
Cambridge, No.
WDQ-06-1819,
2008 WL 7514364,
at *8 (D. Md. May
1, 2008) (finding
defendant’s
conduct negligent);
Pandora Jewelry,
LLC v. Chamilia,
LLC, No. CCB-063041, 2008 WL
4533902, at *9 (D.
Md. Sept. 30,
2008) (finding
defendant’s
conduct grossly
negligent); cf.
Goodman, 632 F.
Supp. 2d at 522
(stating that
defendant, “much
like the defendants
in Sampson and
Pandora, was
clearly negligent”
because it failed to
implement a
litigation hold, but
also explaining
why such action
was negligent).

“only a
showing of
fault, with the
degree of fault
impacting the
severity of
sanctions”
Sampson v. City
of Cambridge,
251 F.R.D. 172,
179 (D. Md.
2008) (using
“fault” to
describe
conduct ranging
from bad faith
destruction to
ordinary
negligence).

The court must “be
able to conclude
either (1) that the
spoliator’s conduct
was so egregious as
to amount to a
forfeiture of his
claim, or (2) that
the effect of the
spoliator's conduct
was so prejudicial
that it substantially
denied the
defendant the
ability to defend
the claim.”
Silvestri v. Gen.
Motors Corp., 271
F.3d 583, 593 (4th
Cir. 2001).

4
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The court “must
only find that
spoliator acted
willfully in the
destruction of
evidence.”
Goodman v.
Praxair Servs.,
Inc., 632 F. Supp.
2d 494, 519 (D.
Md. 2009).

Willful behavior
Sampson v. City of
Cambridge, 251
F.R.D. 172, 179 (D.
Md. 2008).

When spoliation
substantially denies
a party the ability to
support or defend
the claim
Goodman v. Praxair
Servs., Inc., 632 F.
Supp. 2d 494, 519
(D. Md. 2009);
Sampson v. City of
Cambridge, 251
F.R.D. 172, 180 (D.
Md. 2008).

Willful
spoliation;
adverse jury
instruction, but
not the “series
of fact-specific
adverse jury
instructions”
that the plaintiff
requested
Goodman v.
Praxair Servs.,
Inc., 632 F.
Supp. 2d 494,
523 (D. Md.
2009).

Fifth
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Party with
control over
potentially
relevant
evidence has a
duty to preserve
it; scope
includes
evidence in
possession of
“employees
likely to have
relevant
information,
i.e., ‘the key
players’”
Tango Transp.,
LLC v. Transp.
Int’l Pool, Inc.,
No. 5:08-CV0559, 2009 WL
3254882, at *3
(W.D. La. Oct.
8, 2009).

No: “Whether
preservation or
discovery conduct
is acceptable in a
case depends on
what is reasonable,
and that in turn
depends on
whether what was
done-or not donewas proportional to
that case and
consistent with
clearly established
applicable
standards.” Rimkus
Consulting Group,
Inc. v. Cammarata,
688 F. Supp. 2d
598, 613 (S.D. Tex.
2010).

“some degree of
culpability”
Rimkus
Consulting
Group, Inc. v.
Cammarata,
688 F. Supp. 2d
598, 613 (S.D.
Tex. 2010).

Bad faith (and
prejudice)
Rimkus Consulting
Group, Inc. v.
Cammarata, 688 F.
Supp. 2d 598, 614
(S.D. Tex. 2010).

5
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Bad faith
Rimkus Consulting
Group, Inc. v.
Cammarata, 688 F.
Supp. 2d 598, 617
(S.D. Tex. 2010).

“The Fifth Circuit has
not explicitly
addressed whether
even bad-faith
destruction of
evidence allows a
court to presume that
the destroyed
evidence was
relevant or its loss
prejudicial.”
Rimkus Consulting
Group, Inc. v.
Cammarata, 688 F.
Supp. 2d 598, 617-18
(S.D. Tex. 2010).

When spoliation
substantially denies
a party the ability to
support or defend
the claim
Rimkus Consulting
Group, Inc. v.
Cammarata, 688 F.
Supp. 2d 598, 613
(S.D. Tex. 2010).

Willful
spoliation; jury
instruction
would “ask the
jury to decide
whether the
defendants
intentionally
deleted emails
and attachments
to prevent their
use in
litigation.”
Rimkus
Consulting
Group, Inc. v.
Cammarata,
688 F. Supp. 2d
598, 620, 646
(S.D. Tex.
2010).
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Sixth

It is a duty to
preserve
potentially
relevant
evidence that a
party owns or
controls and to
notify the
opposing party
of evidence in
the hands of
third parties.
Jain v.
Memphis
Shelby Airport
Auth., No. 082119-STA-dkv,
2010 WL
711328, at *2
(W.D. Tenn.
Feb. 25, 2010).
Duty extends to
key players
In re Nat’l
Century Fin.
Enters., Inc.
Fin. Inv. Litig.,
No. 2:03-md1565, 2009 WL
2169174, at *11
(S.D. Ohio July
16, 2009).

This specific issue
has not been
addressed. In
BancorpSouth
Bank v. Herter, 643
F. Supp. 2d 1041,
1061 (W.D. Tenn.
2009), the court
quoted Zubulake
IV, 220 F.R.D. at
220 (“Once the
duty to preserve
attaches, any
destruction of
documents is, at a
minimum,
negligent.”), but it
also analyzed the
defendant’s
conduct to make
the finding that it
was “more than
negligent.”

Bad faith
(intentional)
destruction,
gross
negligence, or
ordinary
negligence
In re Global
Technovations,
Inc., 431 B.R.
739, 780
(Bankr. E.D.
Mich. 2010)
(equating
intentional and
bad faith
conduct).

willfulness, bad
faith, or fault
In re Global
Technovations,
Inc., 431 B.R. 739,
779 (Bankr. E.D.
Mich. 2010) (using
“fault” to describe
conduct ranging
from intentional
conduct to ordinary
negligence).
Other cases in
circuit define
“fault” as
“objectively
unreasonable
behavior.” E.g.,
BancorpSouth
Bank v. Herter, 643
F. Supp. 2d 1041,
1060 (W.D. Tenn.
2009); Jain v.
Memphis Shelby
Airport Auth., No.
08-2119-STA-dkv,
2010 WL 711328,
at *3 (W.D. Tenn.
Feb. 25, 2010).

6
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Bad faith
In re Global
Technovations,
Inc., 431 B.R. 739,
782 (Bankr. E.D.
Mich. 2010).
Bad faith not
required
Miller v. Home
Depot USA, Inc.,
No. 3-08-0281,
2010 WL 373860,
at *1 (M.D. Tenn.
Jan. 28, 2010).
Ordinary
negligence
Jain v. Memphis
Shelby Airport
Auth., No. 082119-STA-dkv,
2010 WL 711328,
at *3 (W.D. Tenn.
Feb. 25, 2010);
Forest Labs., Inc.
v. Caraco Pharm.
Labs., Ltd., No. 06CV-13143, 2009
WL 998402, at *56 (E.D. Mich. Apr.
14, 2009).

“The spoliating party
bears the burden of
establishing lack of
prejudice to the
opposing party, a
burden the Sixth
Circuit has described
as ‘an uphill battle.’”
Jain v. Memphis
Shelby Airport Auth.,
No. 08-2119-STAdkv, 2010 WL
711328, at *2 (W.D.
Tenn. Feb. 25, 2010).

When spoliation
substantially denies
a party the ability to
support or defend
the claim
Jain v. Memphis
Shelby Airport
Auth., No. 08-2119STA-dkv, 2010 WL
711328, at *4 (W.D.
Tenn. Feb. 25,
2010).

Unintentional
conduct;
permissible
inference
Jain v.
Memphis
Shelby Airport
Auth., No. 082119-STA-dkv,
2010 WL
711328, at *4-5
(W.D. Tenn.
Feb. 25, 2010).
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Seventh

Duty to
preserve
potentially
relevant
evidence party
has control over
Jones v.
Bremen High
Sch. Dist. 228,
No. 08-C-3548,
2010 WL
2106640, at *5
(N.D. Ill. May
25, 2010).

No: Breach is
failure to act
reasonably under
the circumstances
Jones v. Bremen
High Sch. Dist.
228, No. 08-C3548, 2010 WL
2106640, at *6-7
(N.D. Ill. May 25,
2010).
“The failure to
institute a
document retention
policy, in the form
of a litigation hold,
is relevant to the
court's
consideration, but
it is not per se
evidence of
sanctionable
conduct.”
Haynes v. Dart,
No. 08 C 4834,
2010 WL 140387,
at *4 (N.D. Ill. Jan.
11, 2010).

Willfulness, bad
faith, or fault
Jones v.
Bremen High
Sch. Dist. 228,
No. 08-C-3548,
2010 WL
2106640, at *5
(N.D. Ill. May
25, 2010)
(stating that
fault is based on
the
reasonableness
of the party’s
conduct).

Willfulness, bad
faith, or fault
In re Kmart Corp.,
371 B.R. 823, 840
(Bankr. N.D. Ill.
2007) (noting that
fault, while based
on reasonableness,
is more than a
“‘slight error in
judgment’”)
(citation omitted)
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Bad faith
Faas v. Sears,
Roebuck & Co.,
532 F.3d 633, 644
(7th Cir. 2008).

Unintentional
conduct is
insufficient for
presumption of
relevance
In re Kmart Corp.,
371 B.R. 823, 853-54
(Bankr. N.D. Ill.
2007).

When spoliation
substantially denies
a party the ability to
support or defend
the claim
Krumwiede v.
Brighton Assocs.,
L.L.C., No. 05-C3003, 2006 WL
1308629, at *10
(N.D. Ill. May 8,
2006).
When spoliation
substantially denies
a party the ability to
support or defend
the claim
OR delays
production of
evidence
Jones v. Bremen
High Sch. Dist. 228,
No. 08-C-3548,
2010 WL 2106640,
at *8-9 (N.D. Ill.
May 25, 2010).

Bad faith
BP Amoco
Chemical Co. v.
Flint Hills
Resources,
LLC, No. 05 C
5, 2010 WL
1131660, at *24
(N.D. Ill. Mar.
25, 2010).

7

Grossly
negligent
conduct; jury
instruction to
inform the jury
of the
defendant’s
duty and breach
thereof
Jones v.
Bremen High
Sch. Dist. 228,
No. 08-C-3548,
2010 WL
2106640, at *10
(N.D. Ill. May
25, 2010).
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Courts in the
Eighth Circuit have
not found conduct
culpable without
analyzing the facts,
although
reasonableness is
not discussed.

Bad faith
Wright v. City
of Salisbury,
No.
2:07CV0056
AGF, 2010 WL
126011, at *2
(E.D. Mo. Apr.
6, 2010).

Bad faith
Johnson v. Avco
Corp., No. 4:07CV
1695 CDP, 2010
WL 1329361, at
*13 (E.D. Mo.
2010); Menz v.
New Holland N.
Am., Inc., 440 F.3d
1002, 1006 (8th
Cir. 2006).

Bad faith
Greyhound Lines,
Inc. v. Wade, 485
F.3d 1032, 1035
(8th Cir. 2007);
Menz v. New
Holland N. Am.,
Inc., 440 F.3d
1002, 1006 (8th
Cir. 2006);
Stevenson v. Union
Pac. RR, 354 F.3d
739, 747 (8th Cir.
2004) (bad faith
required if
spoliation happens
pre-litigation)
Bad faith is not
required to
sanction for “the
ongoing
destruction of
records during
litigation and
discovery.”
Stevenson, 354
F.3d at 750;
MeccaTech, Inc. v.
Kiser, 2008 WL
6010937, at *8 (D.
Neb. 2008) (same),
adopted in part,
No. 8:05CV570,
2009 WL 1152267
(D. Neb. Apr. 23,
2009).

Eighth

Duty to
preserve
potentially
relevant
documents in
party’s
possession
Dillon v. Nissan
Motor Co., 986
F.2d 263, 267
(8th Cir. 1993).
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This issue has not
been addressed, but it
has been stated that
there is no
presumption of
irrelevance of
intentionally
destroyed documents.
Alexander v. Nat’l
Farmers Org., 687
F.2d 1173, 1205 (8th
Cir. 1982).

Destruction of
evidence that “may
have [been] helpful”
Dillon v. Nissan
Motor Co., 986 F.2d
263, 268 (8th Cir.
1993).
“irreparable injury
to plaintiffs’ claims”
Monsanto Co. v.
Woods, 250 F.R.D.
411, 414 (E.D. Mo.
2008).

“destruction
was not
‘willful’ or
malicious,’” but
plaintiffs’
counsel should
have known to
preserve the
evidence; jury
was instructed
that “an adverse
inference may
be drawn from
plaintiffs’
failure to
preserve the
vehicle” Bass
v. Gen. Motors
Corp., 929 F.
Supp. 1287,
1290 (W.D.
Mo. 1996),
aff’d on this
ground, 150
F.3d 842, 851
(8th Cir. 1998).
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Duty to
preserve
potentially
relevant
evidence in
party’s
possession
Leon v. IDX
Systems Corp.,
2004 WL
5571412, at *3
(W.D. Wash.
2004), aff’d,
464 F.3d 951
(9th Cir. 2006).

Ninth

Duty extends to
key players.
Hous. Rights
Ctr. v. Sterling,
2005 WL
3320739, at *3
(C.D. Cal. Mar.
2, 2005).

In Hous. Rights
Ctr. v. Sterling,
2005 WL 3320739,
at *3 (C.D. Cal.
Mar. 2, 2005), the
court quoted
Zubulake IV, 220
F.R.D. at 220
(“Once the duty to
preserve attaches,
any destruction of
documents is, at a
minimum,
negligent.”), and
found that
defendants’
“[d]estruction of
documents during
ongoing litigation
was, at a minimum,
negligent.”

Bad faith not
required
Dae Kon Kwon
v. Costco
Wholesale
Corp., No. CIV.
08-360
JMSBMK,
2010 WL
571941, at *2
(D. Hawai‘i
2010); Carl
Zeiss Vision
Intern. GmbH v.
Signet
Armorlite, Inc.,
No. 07CV0894
DMS(POR),
2010 WL
743792, at *15
(S.D. Cal. Mar.
1, 2010),
amended on
other grounds,
2010 WL
1626071 (S.D.
Cal. Apr 21,
2010).

Willfulness, bad
faith, or fault
Dae Kon Kwon v.
Costco Wholesale
Corp., No. CIV.
08-360 JMSBMK,
2010 WL 571941,
at *2 (D. Hawai‘i
2010) (requiring
that party “engaged
deliberately in
deceptive
practices”)
“‘[D]isobedient
conduct not shown
to be outside the
control of the
litigant’ is all that
is required to
demonstrate
willfulness, bad
faith, or fault.”
Henry v. Gill
Indus., 983 F.2d
943, 948 (9th Cir.
1993).

9
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Bad faith or gross
negligence
Karnazes v. County
of San Mateo, No.
09-0767 MMC
(MEJ), 2010 WL
2672003, at *2
(N.D. Cal. July 2,
2010).
Bad faith not
required
Otsuka v. Polo
Ralph Lauren
Corp., No. C 0702780 SI, 2010
WL 366653, at *3
(N.D. Cal. Jan. 25,
2010).

This issue has not
been addressed.

When spoliation
substantially denies
a party the ability to
support or defend
the claim
Henry v. Gill Indus.,
983 F.2d 943, 948
(9th Cir. 1993).

The Court’s
research has not
located case in
which the court
granted an
adverse
inference
instruction and
stated what the
instruction
would be.
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Tenth

Duty extends to
key players
Pinstripe, Inc.
v. Manpower,
Inc., No. 07CV-620-GKFPJC, 2009 WL
2252131, at *1
(N.D. Okla.
July 29, 2009).
A party with
possession of
potentially
relevant
evidence has a
duty to preserve
it; even if the
party
relinquishes
ownership or
custody, it must
contact the new
custodian to
preserve the
evidence.
Jordan F.
Miller Corp. v.
Mid-Continent
Aircraft Serv.,
139 F.3d 912,
1998 WL
68879, at *5-6
(10th Cir.
1998).

No.
Procter & Gamble
Co. v. Haugen, 427
F.3d 727, 739 n.8
(10th Cir. 2005)
(stating that district
court must consider
Rule
26(b)(2)[(C)](iii),
which requires the
court to limit
discovery if “the
burden or expense
of the proposed
discovery
outweighs its likely
benefit”).

Bad faith not
required
Hatfield v. WalMart Stores,
Inc., 335 Fed.
App’x 796, 804
(10th Cir.
2009).
Negligence
Pipes v. UPS,
Inc., No.
CIV.A.07-1762,
2009 WL
2214990, at *1
(W.D. La. July
22, 2009).

“willfulness, bad
faith, or [some]
fault”
Procter & Gamble
Co. v. Haugen, 427
F.3d 727, 738 (10th
Cir. 2005) (using
language originally
in Societe
Internationale v.
Rogers, 357 U.S.
197, 212 (1958),
which
distinguished
“fault” from a
party’s inability to
act otherwise).

10
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Bad faith
Turner v. Pub.
Serv. Co. of Colo.,
563 F.3d 1136,
1149 (10th Cir.
2009).
Neither bad faith
nor intentionality
required
Hatfield v. WalMart Stores, Inc.,
335 Fed. App’x
796, 804 (10th Cir.
2009);
Schrieber v. Fed.
Ex. Corp., No. 09CV-128-JHP-PJC,
2010 WL 1078463
(N.D. Okla. March
18, 2010).

Although this
specific issue has not
been addressed, the
court declined to
“create a presumption
in favor of spoliation
whenever a moving
party can prove that
records that might
have contained
relevant evidence
have been destroyed”
in Crandall v. City &
County of Denver,
Colo., No. 05-CV00242-MSK-MEH,
2006 WL 2683754, at
*2 (D. Colo. Sept. 19,
2006).

Spoliation that
impairs a party’s
ability to support a
claim or defense.
Pinstripe, Inc. v.
Manpower, Inc., No.
07-CV-620-GKFPJC, 2009 WL
2252131, at *2
(N.D. Okla. July 29,
2009).

Bad faith;
adverse
inference
instruction
Smith v. Slifer
Smith &
Frampton/Vail
Assocs. Real
Estate, LLC,
No. CIVA
06CV02206JLK, 2009 WL
482603, at *13
(D. Colo. Feb.
25, 2009).
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Eleventh

Duty to
preserve
potentially
relevant
evidence that
party has
“access to and
control over”
Nat’l Grange
Mut. Ins. Co. v.
Hearth &
Home, Inc., No.
CIV.A.
2:06CV54WCO
, 2006 WL
5157694 at * 5
(N.D. Ga. Dec.
19, 2006).

Courts in the
Eleventh Circuit
have not found
conduct culpable
without analyzing
the facts, although
reasonableness is
not discussed.

Bad faith
Managed Care
Solutions, Inc.
v. Essent
Healthcare,
Inc., No. 0960351-CIV,
2010 WL
3368654, at *4
(S.D. Fla. Aug.
23, 2010).

Bad faith
Managed Care
Solutions, Inc. v.
Essent Healthcare,
Inc., No. 09-60351CIV, 2010 WL
3368654, at *12
(S.D. Fla. Aug. 23,
2010).

Degree of
culpability is
weighed against
prejudice
caused by
spoliation
Flury v.
Daimler
Chrysler Corp.,
427 F.3d 939,
945 (11th Cir.
2005); Brown v.
Chertoff, 563 F.
Supp. 2d 1372,
1381 (S.D. Ga.
2008).

11
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Bad faith
Penalty Kick
Mgmt. Ltd. v. Coca
Cola Co., 318 F.3d
1284, 1294 (11th
Cir. 2003);
Managed Care
Solutions, Inc. v.
Essent Healthcare,
Inc., No. 09-60351CIV, 2010 WL
3368654, at *13
(S.D. Fla. Aug. 23,
2010).

This issue has not
been addressed.

Spoliation of
evidence that was
not just relevant but
“crucial” to a claim
or defense
Managed Care
Solutions, Inc. v.
Essent Healthcare,
Inc., No. 09-60351CIV, 2010 WL
3368654, at *8 (S.D.
Fla. Aug. 23, 2010).

Negligence;
jury to be
instructed that
the destruction
raises a
rebuttable
inference that
the evidence
supported
plaintiff’s claim
Brown v.
Chertoff, 563 F.
Supp. 2d 1372,
1381 (S.D. Ga.
2008) (but other
courts in
Eleventh
Circuit will not
order any
sanctions
without bad
faith)
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Courts in the D.C.
Circuit have not
found conduct
culpable without
analyzing the facts,
although
reasonableness is
not discussed.

Case law
addresses
specific
sanctions, rather
than sanctions
generally.

Bad faith
Shepherd v. Am.
Broad Cos., 62
F.3d 1469, 1477
(D.C. Cir. 1995);
D’Onofrio v. SFX
Sports Group, Inc.,
No. 06-687
(JDB/JMF), 2010
WL 3324964, at *5
(D.D.C. Aug. 24,
2010).

Federal

D.C.

Duty to
preserve
potentially
relevant
evidence
“within the
ability of the
defendant to
produce it”
Friends for All
Children v.
Lockheed
Aircraft Corp.,
587 F. Supp.
180, 189
(D.D.C.),
modified, 593 F.
Supp. 388
(D.D.C.), aff’d,
746 F.2d 816
(D.C. Cir.
1984).
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Negligent or
deliberate
Mazloum v. D.C.
Metro. Police
Dep’t, 530 F. Supp.
2d 282, 292
(D.D.C. 2008);
More v. Snow, 480
F. Supp. 2d 257,
274-75 (D.D.C.
2007); D’Onofrio
v. SFX Sports
Group, Inc., No.
06-687 (JDB/JMF),
2010 WL 3324964,
at *10 (D.D.C.
Aug. 24, 2010) (not
for mere
negligence unless
“the interests in
righting the
evidentiary balance
and in the deterring
of others trumps
the lacuna that a
logician would
detect in the logic
of giving such an
instruction”).

This issue has not
been addressed.

Case law states that
the spoliated
evidence must have
been relevant, i.e.,
information that
would have
supported a claim or
defense, but it does
not address
prejudice.

“[A]ny adverse
inference
instruction
grounded in
negligence
would be
considerably
weaker in both
language and
probative force
than an
instruction
regarding
deliberate
destruction.”
Mazloum v.
D.C. Metro.
Police Dep’t,
530 F. Supp. 2d
282, 293
(D.D.C. 2008).

“In reviewing sanction orders, [the Federal Circuit] applies the law of the regional circuit from which the case arose.” Monsanto Co. v. Ralph, 382 F.3d 1374, 1380 (Fed.
Cir. 2004). In Consolidated Edison Co. of N.Y., Inc. v. United States, 90 Fed. Cl. 228, 255 n.20 (Fed. Cl. 2009), the United States Court of Federal Claims observed that
“the United States Court of Appeals for the Federal Circuit, has not definitively addressed whether a finding of bad faith is required before a court can find spoliation or
impose an adverse inference or other sanction. Because many of the spoliation cases decided to date by the Federal Circuit have been patent cases in which the Federal
Circuit applies the law of the relevant regional circuit, the Federal Circuit has not had the opportunity to announce a position binding on this court as to a possible ‘bad
faith’ or other standard to trigger a spoliation of evidence sanction. Consequently, judges of the United States Court of Federal Claims have taken differing positions on
the “bad faith” requirement. Compare [United Med. Supply Co. v. United States, 77 Fed. Cl. 257, 268 (2007)] (‘[A]n injured party need not demonstrate bad faith in order
for the court to impose, under its inherent authority, spoliation sanctions.’), with Columbia First Bank, FSB v. United States, 54 Fed. Cl. 693, 703 (2002) (noting findings
of bad faith are required before the court can determine that there was spoliation).” (Citation omitted.)
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Legal Hold and Data Preservation Management Solution
An Affordable, Quickly Deployable, and Lawyer-friendly
Legal Hold and Document/Data Preservation Solution
for Mid-sized Businesses

INTRODUCTION
This white paper describes a trial lawyer’s wish
list for a legal hold and preservation management
solution suitable for mid-sized businesses. The
central, non-negotiable requirements for this
solution are that it be legally defensible1 and
court-ready. But to be feasible for many businesses, the Wish List Solution must be affordable,
quickly deployable and lawyer-friendly. The solution should additionally suit multiple situations—
a long-term preservation compliance choice, an
interim solution for businesses still surveying the
market and an emergency answer for the business
that finds itself in litigation without any preservation solution.
The Wish List Solution tackles two of commercial litigation’s current challenges—imposing
and managing court-mandated document and
data preservation programs while meeting aggressive electronic discovery schedules. Faced with
these challenges, even sophisticated litigants often
stumble at the outset of litigation, and to right
themselves can be both chaotic and unnecessarily
expensive.
The court-imposed duty to preserve records is
real, and courts will impose equally real sanctions
on those who fail to preserve relevant records.
Judge Shira Scheindlin, one of the nation’s leading eDiscovery jurists, emphasized this preservation duty in her January 2010 Pension Committee2
opinion:

…the courts have a right to expect that litigants
and counsel will take the necessary steps to
ensure that relevant records are preserved when
litigation is reasonably anticipated, and that such
records are collected, reviewed and produced…
The judge continued,
By now, it should be abundantly clear that the duty
to preserve means what it says and that a failure to
preserve records—paper or electronic—and to search
in the right places for those records, will inevitably
result in the spoliation of evidence.
Courts also expect litigants to provide electronic discovery early in litigation. The 2006
eDiscovery amendments to the Federal Rules of
Civil Procedure—as well as many state rules—now
require formal preservation programs, early discovery conferences and comprehensive discovery
plans with periodic reporting. In many jurisdictions,
parties are directed to produce documents and
electronically stored information within 60 days
of Complaint filing.
The blunt message from the courts is that
litigants must implement legal hold solutions
that include meaningful and effective preservation steps, and they must position themselves for
nimble production of electronic records. The courts,
however, stop well short of a practical description
of how businesses may comply. A fair translation
of the court mandates into real-world practices

1

The system tracks the requirements for a legally sound hold program as presented in the Commentary on Legal Holds: The Trigger
and the Process, a paper published in August 2007 by the Sedona Conference (available at www.thesedonaconference.org).

2

The Pension Committee of the University of Montreal Pension Plan. v. Banc of America Securities, LLC. — F.R.D. — (SDNY 2010)
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minimally means that businesses should acquire
or develop the processes, including the necessary
software tools, to design and implement legal hold
and preservation programs, and to manage those
programs throughout their lifecycles.
Far too many businesses currently reply on
‘paper and prayer’ solutions, or worse yet, rudimentary plans and unimplemented programs. From a
trial lawyer’s perspective, this situation is not only
untenable, but completely unnecessary. With modest planning and effort supported by appropriate
tools, businesses can change course.
To be clear, the described Wish List Solution is
not a substitute for an Electronic Content Management or Records Management system. The solution’s purpose is to provide the processes, supported by the necessary tools, for businesses and their
eDiscovery counsel, to (1) comply with the duty to
preserve relevant records when litigation is at hand,

when litigation is reasonably anticipated or when
regulation or statute requires preservation, and (2)
be positioned for eDiscovery when matters cross
into litigation.

WISH LIST SOLUTION OVERVIEW
A workable legal hold and preservation program
(referred to in the literature as a “Hold Program,”
and discussed below) consists of a set of tasks for
plan implementation and then lifecycle management from inception through to eventual shutdown. The Wish List Solution, shown in the diagram
below, provides the process and tools for designing,
implementing and managing a Hold Program.
The eDiscovery Counsel stands as an essential
player in the solution. The multiple decisions in the
design, implementation and lifecycle management
of a Hold Program, while in part IT decisions, are

DIAGRAM NO. 1
WISH LIST SOLUTION OVERVIEW
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DIAGRAM NO. 2
SOFTWARE-AS-A-SERVICE MODEL

WEB APPLICATIONS

INTERNET

SQL DATABASES
Client
The SaaS Model delivers:
n
n
n

Lower over all costs.
Enhanced security options.
Quick initial deployment
and setup.

Third party hosting vendors,
such as RackSpace and
SunGuard, provide secure
access via high-speed internet
connections.

eDiscovery Counsel

intertwined with legal issues best handled in ongoing consultation with an attorney who fully appreciates eDiscovery issues and maintains an in-depth
understanding of the Client’s data storage architecture and available preservation capabilities.
The overall solution has three parts: (1) a
third-party Software as a Service (“SaaS”) system,
HOLD•PRESERVE•COMPLY from WebApps4Law.
com, Inc., (2) the Client’s Preservation Infrastructure and (3) a collaborative site—most likely a
SharePoint® site—for the regular communications
between and among eDiscovery Counsel, the Client
and various trial counsel. This paper discusses the
HOLD•PRESERVE•COMPLY system.

THE HOLD•PRESERVE•COMPLY SYSTEM
HOLD•PRESERVE• COMPLY provides the processes and tools—principally the Hold Program design
tool, referred to as the designGRID, and the software components to design, implement, manage
and audit the matter-specific Hold Programs that
the Wish List Solution employs.

Hold • Preserve • Comply

Client

1. Software as a Service (SaaS)
HOLD•PRESERVE•COMPLY is Software as a
Service. That is, it is software deployed over the
internet. A third-party vendor hosts the servers
which support the designGRID and which run the
Web application software modules. Users access
the system by secure Internet access. An underlying SQL database, also on the hosted servers,
maintains all data associated with the system.
The SaaS model (above) helps contain costs
and simplifies initial setup. Clients pay a periodic
subscription fee—there are no required software
licenses. Basic system setup for a Client involves
entry of a business profile, assignment of usernames and passwords, and development of a first
set of design TaskBlocks (TaskBlocks are discussed
on page 7 and shown in Diagram No. 4). This quick
deployment capability makes HOLD•PRESERVE•
COMPLY attractive when a business finds itself
facing litigation without any preservation solution
in place.

5

HOLD • PRESERVE • COMPLY
DIAGRAM NO. 3
HOLD•PRESERVE•COMPLY designGRID

The designGRID becomes
a visual data map showing
the company’s data storage
systems.
Offers 70–120 administrative and collection task
options organized under
15–25 category headings.
n Tracks computer and data
storage systems unique to
each company.
n Updates to reflect changes
in the underlying computer
and data storage systems.
n

Think of the designGRID as a visual data map on steroids.

2. System Elements
The HOLD•PRESERVE•COMPLY system is based
on three essentials:
(1) The designGRID, the primary design tool,
(2) TaskBlocks, the basic building blocks for
the designGRID, and
(3) The Hold Program, the set of tasks that
comprises the hold and preservation plan
for a specific matter.
a. designGRID
Think of the HOLD•PRESERVE•COMPLY designGRID as a visual data map on steroids.
The designGRID (Diagram No. 3) presents the
information from a business’ processes and data

6

map as a series of discrete administrative, review
and data preservation tasks. The designGRID
includes a series of Categories, and within each Category is a set of TaskBlocks. Since the designGRID
describes the processes and data storage network
for a single business, it will be unique for each business. eDiscovery Counsel, working with the Client
legal department and IT staff, constructs and then
maintains the custom designGRID.
The sample designGRID3 above includes 63
TaskBlocks organized under twelve Categories
(e.g., Custodian Interview, Email, Enterprise Databases, SharePoint Sites and Websites). While the
system can accommodate an unlimited number of
Categories, in practice a typical business will require
15–25 Categories and 70–120 TaskBlocks to present
its processes and data storage systems.

Legal Hold/Preservation Management Solution
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DIAGRAM NO. 4
HOLD PROGRAM: ALL TASK REPORT

The building blocks for the designGRID are individual, seven-field TaskBlocks.
b. TaskBlocks
The building blocks for the designGRID are individual, seven-field TaskBlocks. Each identifies all
aspects of a single task. For example, the Database
4.0 TaskBlock4 is the discrete task for capturing
data from a business’ in-house CRM database using
a SELECT statement. The TaskBlock includes the
task name, description, current status, and most
importantly, the complete instructions for executing the task. In the example, the TaskBlock instructions specify the elements of the SELECT statement and include directions on where the resulting
*.dbf file should be stored.
A different example might cover a series of
closely related TaskBlocks to cover an entire
Category such as a business’ SharePoint® Sites.

The Sedona Conference’s Commentary on Legal
Holds at Guideline 8(d) advises that a Hold Program
is most effective when it…“[c]learly defines what
information is to be preserved and how the preservation is to be undertaken.” The TaskBlock design
include the detailed task instructions, but if clear
instructions require more than a paragraph or two,
eDiscovery Counsel can embed a link to an instructional video in the TaskBlock details.5
eDiscovery Counsel builds the designGRID
beginning with a core set of TaskBlocks. This
“starter” set will specify administrative and review
procedures plus the procedures for handling e-mail
and desktop application documents. As the business encounters new requirements, eDiscovery
Counsel and the Client add additional categories

4

The system follows a standard numbering convention for TaskBlocks—Database 4.0 is the first statement of the TaskBlock;
a revision of the TaskBlock will be identified as Database 4.1. Database 5.0 is a completely separate TaskBlock.
5
Preparation of instructional videos is now a simple, inexpensive exercise with Camtasia Studio 7 software for PCs and MACs.
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DIAGRAM NO. 5 — FOUR-STEP
HOLD IMPLEMENTATION PROCESS
Step One: 1
New Matter

and TaskBlocks as needed. For instance, when a
legal hold requires capturing data from an ERP or
CRM system, the detailed procedures associated
with retrieval of relevant data from those databases
will be added. Or, if the business introduces an
email archive, the archive capabilities will be integrated into the TaskBlocks. Similarly, as the business’ computer systems and applications change,
the designGRID specifications will be updated and
modified to stay with the systems.
c. Matter-Specific Hold Programs

Step Two: Hold v No Hold Decision

Step Three: Hold Design

Step Four: Hold Tasks Assignments

In HOLD•PRESERVE•COMPLY, a Hold Program
consists of the multiple tasks for the hold and preservation plan for a specific matter. The tasks are
selected from the designGRID.
A Hold Program is constructed and managed
in stages. The initial design stage includes the tasks
for implementing the program and setting the
periodic monitoring and review steps. After an early
review, the Hold Program may need to be amended
in a second stage, and then supplemented or modified six months later, and so on. Even a relatively
straightforward matter may progress through 12 to
15 stages in its lifecycle, where some stages are as
simple as an addition of a single Review task while
others might involve a total redesign of the Hold
Program.
Available tasks for different types of matters
can be pre-assembled as templates, referred to
as Components and Protocols. Components are
collections of TaskBlocks covering specific functions—for instance, the TaskBlocks for all the email
preservation Tasks in a specific situation. Protocols
are collections of tasks and Components, and may
cover an entire matter—all tasks for an EEO Termination Claim, for example.

3. System Functionality
The HOLD•PRESERVE•COMPLY software modules
provide implementation and life-cycle management capabilities.
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DIAGRAM NO. 6
TASK ASSIGNMENTS FORM

Multiple dropdown menus
guide the User through Task
Assignments. The menus
present:
Client’s support personnel
individually.
n Client’s personnel as
Matter Teams and Task
Teams.
n Original data locations
from Data Map/designGRID.
n Preserved Data locations
from the Preservation
Infrastructure.
n

a. Hold Program Implementation
Every matter tracks a set, auditable implementation path, as shown in Diagram No. 5. The system
implementation segment employs a four-step
process that begins with basic fact identification
and registration of the matter in the system,
moves to the Hold v. No Hold Decision, and then,
if the decision is to implement a hold, proceeds
through the processes of Hold Design and Task
Assignment.
In the Hold Design process, the User selects
tasks from the designGRID (using the designGRID itself, Category Pages, Components and
Protocols). In a second pass, the user assigns
the selected tasks using the Task Assignments
Form (see Diagram No. 6). This form applies four

Client-specific dropdown menus—Client Personnel,
Client Task Teams, Original Storage Locations,
and Preserved Data Locations.
The culmination of this four-step process is
a fully-designed Hold Program where all initial
tasks are identified and assigned. Since entries at
each step are written to the system’s underlying
Microsoft SQL 2008 database, the task assignments can be communicated by email notification
with instructions to login to the system and retrieve
assignment details. The system relies on email only
for general notification. The assignment details
of a task and the reporting on progress are handled
through the SQL database, with the necessary
records maintained entirely in the database.

See Zubulake v. UBS Warburg LLC (“Zubulake IV”), 220 F.R.D. 212 (SDNY 2003) and Zubulake v. UBS Warburg LLC (“Zubulake V”),
229 F.R.D. 422 (SDNY 2004).

6
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DIAGRAM NO. 7
THREE-LEVEL DASHBOARD REPORTING

t All Matters Report

p All Tasks Report

(for specific Matter)

t Task Details Form

b. Life Cycle Management and Reporting
n Periodic Monitoring and Review
Judge Scheindlin’s Zubulake IV and V opinions6
instruct Counsel that Hold Programs requires
regular monitoring and periodic reviews. The
Sedona Commentary on Legal Holds, in Guideline
8(e), similarly emphasizes that Hold Programs
“should be periodically reviewed and, when necessary, reissued in either its original or an amended
form.” Indeed, a program lifecycle spans multiple
years, especially in complex matters where the
program will understandably change over time.
To assist with the process, HOLD•PRESERVE•
COMPLY incorporates periodic monitoring and
review processes through a series of Review
TaskBlocks. The specific review plans and frequency
are designated by eDiscovery Counsel and the
Client. Reviews are preferably accomplished in
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matter groups or a cluster where the user assembles a Review Queue of matters scheduled for
review and then completes the review process on
a matter-by-matter basis using the Review Form
shown above. Alternatively, a user can conduct a
Single-Matter Review at any time.
n Management Reports
The Management Reports include a four-tab Hold
Summary for any specific matter and three sets
of tiered reports. The primary report provides
the Client with a dashboard view of every matter
in the system. The report can be filtered and sorted
as required. The tiered structure permits the Client
to examine all tasks in a selected matter and also
allows viewing the Task Details for any single Task.
The primary Management Reports are the threelevel Reports shown in Diagram No. 7.
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The HOLD•PRESERVE•COMPLY management
reports are designed as court-ready reports. That is,
the reports are crafted to serve as pleading attachments and courtroom exhibits.
The HOLD•PRESERVE•COMPLY system additionally tracks the Client’s preserved data by matter
and by preservation location.
Consequently, eDiscovery Counsel or the Client
can at any time query the system for a Preserved
Data report on a specific matter (see Diagram 8).
This critical report serves as the starting point for
commencing eDiscovery when a matter advances
to litigation.

4. Audit Capabilities
A Sedona specification, included as Guideline 9
of the Commentary on Legal Holds, states that
the legal hold policy and the process of implementing the legal hold in a specific case “should

be documented considering that both the policy
and the process may be subject to scrutiny by
the opposing party and review by the court.” The
HOLD•PRESERVE•COMPLY system satisfies this
specification and more.
When faced with a situation where relevant
electronic data has been lost, a litigant will defend
against spoliation claims and sanctions based, in
great part, on the legal hold and data preservation
processes followed. The system design includes
the capability to produce the documentation to
prove, if necessary, the complete processes followed for a specific matter. Towards this end, all
activity on the system is captured and stored in
four logs in the underlying SQL database. The
individuals logs capture information by Matter,
Client, User and designGRID. The activity information can be retrieved in one of several formats,
including as *.xls and *.dbf files, to produce the
requisite audit trail.

DIAGRAM NO. 8
PRESERVED DATA (BY MATTER) REPORT

At any time, eDiscovery Counsel or the Client can query the system for a Preserved Data report on a
specific matter. This critical report serves as the starting point for commencing eDiscovery when a matter
advances to litigation.
Hold • Preserve • Comply
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SUMMARY
The trial lawyer’s Wish List Solution described in
this paper is designed for mid-size businesses that
have sufficient litigation exposure to justify a hold
and preservation solution, but to date have been
reluctant buyers because of solution complexities
and high price tags.
The situation for many businesses may well
have changed. On one side, the courts have ratcheted upwards the requirement that litigants have
in place either before litigation or in the very early
stages a hold and preservation solution—indeed,
Judge Scheindlin’s 2010 Pension Committee opinion
suggests that the courts’ patience has expired. On
the other side, the described solution answers the
practical concerns—the solution offers a legally
defensible, yet economically attractive and quickly
deployable solution. The interfaces, principally the
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designGRID and the several information forms,
are designed for attorneys and paralegals, the
system users.
The Wish List Solution, built in part on the
HOLD•PRESERVE•COMPLY system, is the allpurpose legal hold and preservation solution for
mid-sized businesses—a long-term choice, an
interim solution for businesses still surveying the
market and an emergency answer for the business
that finds itself in litigation.
For additional information, please contact:
Redmon, Peyton & Braswell LLP
James Kurz | jkurz@rpb-law.com
510 King Street, Suite 301
Alexandria, VA 22314
tel: 703-684-2000 | www.rpb-law.com
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eDiscovery at Cozen O'Connor
Our eDiscovery team starts with accountability, responsibility, and dedication to remaining
ahead of the curve as to cutting-edge technology and ever-evolving case law covering the
innumerable facets of eDiscovery-related trends and technological awareness. We are
structured to interface with our colleagues and with our clients, ensuring that our active
participation in the eDiscovery community and understanding of developments in the law and
technology are most effectively and appropriately communicated. Some firms may view
eDiscovery knowledge as a commodity. We view our experience and knowledge in the sector
as a privilege. It is no secret that technology evolves quicker than the law. It is also not
surprising. But we are prideful knowing that we keep ourselves, our colleagues, and our clients
ahead of the curve at all times. We at Cozen O’Connor have vast experience leveraging our
knowledge of eDiscovery in all types of complex litigation. Our experience enables us both to
strategically negotiate discovery protocols at the outset of litigation and to handle eDiscovery
issues that often come up during the course of litigation. We understand the high stakes
associated with eDiscovery-related disputes and the depth of our knowledge enables us to
immediately and effectively address any challenges that may arise. Clients value our
experience this area and often seek our counseling to ensure continued compliance with best
practices; we regularly draft and revise records management policies, discovery protocols and
other mandates at our clients’ request, and frequently conduct training sessions on these
subjects for our clients’ legal and business teams.

