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Overview of Regulatory
Environment
 DOJ/SEC Focus on FCPA Enforcement
 Maturation of UK Bribery Act
 Increasing Cooperation in Global AntiCorruption Enforcement
 Continuing Focus By DOJ on Encouraging
Voluntary Disclosures, Cooperation and
Remediation
 Collateral Risks of Corruption Scandals
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Brief Overview of FCPA AntiBribery Provision
Anti-bribery provision:
• Prohibits the payment, offer or authorization to pay
money or “anything of value” to any “foreign official”
for purposes of influencing any act or decision of such
foreign official in order to obtain or retain business
• Prohibits the payment, offer or authorization to pay
“anything of value” to a third party while “knowing”
that all or a portion will be offered or given to a
“foreign official” for unauthorized purposes
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Brief Overview of FCPA AntiBribery Provision
 DOJ/SEC have interpreted the definition of a “foreign
official” under the FCPA very broadly
 The concept of “anything of value” includes travel,
gifts, favors and other non-monetary benefits
 The risk of liability based on third-party conduct can
be based on “willful blindness” of red flags or
awareness that a violation is “highly probable”
 The “facilitating payment” and other
defenses/exceptions have been interpreted very
narrowly by U.S. enforcement authorities
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Brief Overview of FCPA
Accounting Provisions
 Maintain Books, Records and Accounts that, in
Reasonable Detail, Accurately Reflect Transactions and
the Disposition of Assets
 Maintain a System of Internal Accounting Controls
Sufficient to Provide Reasonable Assurance That:
– Transactions Executed as Authorized
– Transactions Recorded to Permit Preparation of GAAP
Statements and to Maintain Accountability for Assets
– Access to Assets Is Restricted
– Assets Are Examined Periodically
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Potential Penalties for
Violating the FCPA
 Individuals face up to 5 years imprisonment and a
$250,000 criminal fine per violation of the anti-bribery
provision
 Companies face up to $2 million in criminal fines per
violation of anti-bribery provision or alternative fines equal
to twice the amount of total profit
 Companies also face civil penalties including injunctions
against future violations, civil monetary penalties and
serious collateral consequences (e.g., debarment, deferred
or non-prosecution agreements, corporate monitors,
disgorgement of profits, reputational damage, stock price
drop and collateral litigation risk)
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DOJ Guidance Relating to
Risk Assessments
 US Sentencing Guidelines
 DOJ/SEC Resource Guide
 DOJ Evaluation of Corporate
Compliance Programs
– Risk Management Process
– Information Gathering and Analysis
– Manifested Risks

 DOJ Settlements
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DOJ Settlement Obligations
 DPA with Keppel Offshore & Marine Ltd.

– Periodic Risk-Based Review
• “The Company will develop [its] compliance policies and
procedures on the basis of a periodic risk assessment
addressing the individual circumstances of the company,
in particular the foreign bribery risks facing the Company
including…its geographical organization, interactions
with various types and levels of government officials,
industrial sectors of operation, involvement in joint
venture arrangements, importance of licenses and
permits in the Company’s operations, degree of
governmental oversight and inspection, and volume and
importance of goods and personnel clearing through
customs and immigration.”
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DOJ Settlement Obligations
 Keppel DPA (cont.)
– Periodic Risk-Based Review
• “The Company shall review its anti-corruption
policies and procedures no less than annually and
update them as appropriate to ensure their
continued effectiveness, taking into account
relevant developments in the field and evolving
international and industry standards.”
– Monitoring and Testing
• “The Company will conduct periodic reviews and
testing of its anti-corruption compliance code,
policies and procedures designed to evaluate and
improve their effectiveness in preventing and
detecting violations of the anti-corruption laws and
the Company’s anti-corruption code, policies and
procedures…”
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Other Considerations
Dodd-Frank Whistleblower
Provisions
Increased Scrutiny From
Independent Audit Firms Under
SOX 404
Good Corporate Governance
Continuing Emergence of Global
Anti-Corruption Laws
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U.K. Bribery Act

• Prohibits all forms of bribery: foreign, domestic, private, public, active and passive
o No exception for “facilitation payments,” i.e. payments made to government officials to
facilitate or speed up the performance of routine, non-discretionary government action.

• Creates a “strict liability” corporate offense for acts of corruption committed by
“associated persons” acting on a company’s behalf absent adequate procedures
o Companies are automatically considered liable for corrupt acts performed on their behalf by
employees, third party agents, joint venture partners, and others unless they can
demonstrate that they had in place “Adequate Procedures” (i.e., an effective compliance
program”) to prevent the corrupt acts

• Broad jurisdictional reach: Applies to any entity that “carries on a business” in the
UK, irrespective of its nationality or where the acts or omissions occurred
o Having a UK joint venture partner or other activities in the UK may be sufficient to fall within
the scope of the UKBA

Hughes Hubbard & Reed LLP ●
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Ministry of Justice Guidance on “Adequate Procedures”

• In The Bribery Act 2010 – Guidance, the Ministry enumerates six principles
for an adequate bribery prevention procedure:
1.

Principle 1 – Proportionate procedures

2.

Principle 2 – Top-level commitment

3.

Principle 3 – Risk assessment

4.

Principle 4 – Due diligence

5.

Principle 5 – Communication
(including training)

6.

Principle 6 – Monitoring and review

Hughes Hubbard & Reed LLP ●
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Ministry of Justice Guidance on “Adequate Procedures”
(Cont.)
• As a general guide, the Ministry advises that “bribery prevention
procedures should be proportionate to risk.”
• Despite developing six principles for adequate bribery prevention
procedures, the Ministry recognizes that each company’s needs are
different:
o “These principles are not prescriptive. They are intended to be flexible and
outcome focused, allowing for the huge variety of circumstances that commercial
organizations find themselves in. . . . Accordingly, the detail of how organizations
might apply these principles, taken as a whole, will vary, but the outcome should
always be robust and effective anti-bribery procedures.”

Hughes Hubbard & Reed LLP ●
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United Kingdom Enforcement Environment

• The Serious Fraud Office continues to investigate
and prosecute violations of the Bribery Act
o Prosecution and convictions of companies
and individuals (F.H. Bertling Ltd., Securency
PTY Ltd.)
o Announced investigations of Rio Tinto and
British American Tobacco

• First ever DPA (November 2015)
o ICBC Standard Bank’s failure to implement adequate controls against bribery at
its Tanzanian subsidiary
o USD 33 million in restitution, fines, costs, and disgorgement
o Hire a compliance monitor to report as agreed by SFO over a three-year period

• Additional DPAs (Rolls-Royce PLC in January 2017 (over £500 million)
and Tesco Stores Ltd. in March 2017 (over £130 million))
Hughes Hubbard & Reed LLP ●
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III. Conducting the Risk Assessment

John F. Wood
Hughes Hubbard & Reed LLP
P: (202) 721-4720
john.wood@hugheshubbard.com

Hughes Hubbard & Reed LLP ●

U.K. Ministry of Justice Consultation

• The U.K. Ministry of Justice defines a “Risk Assessment” as follows: “this is
about knowing and keeping up to date with the bribery risks you face in
your sector and market.”
• “What constitutes adequate risk assessment procedures will vary
enormously depending on the size of an organisation, its activities, its
customers and the markets in which it operates . . . .”
– U.K. Ministry of Justice: Consultation on Guidance
About Commercial Organizations Preventing Bribery
(Section 9 of the Bribery Act 2010)

Hughes Hubbard & Reed LLP ●
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U.K. Ministry of Justice Guidance

• The Ministry’s Guidance identifies several characteristics of successful risk
assessment procedures:
o Oversight of the risk assessment by top
level management
o Appropriate resourcing
o Identification of the internal and external
information sources that will enable risk
to be assessed and reviewed
o Due diligence enquires
o Accurate and appropriate documentation
of the risk assessment and its conclusions

Hughes Hubbard & Reed LLP ●
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U.S. Sentencing Guidelines Chapter 8

• An organization shall “[a]ssess periodically the
risk that criminal conduct will occur.”
Application Note 7.
• “[T]he individual(s) with day-to-day operational
responsibility for the program typically should,
no less than annually, give [the Board of
Directors] or a subgroup thereof information on
the implementation and effectiveness of the
compliance and ethics program.” Application
Note 3.

Hughes Hubbard & Reed LLP ●
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DOJ/SEC Resource Guide

• The Resource Guide describes risk assessments as “fundamental to
developing a strong compliance program, and is another factor DOJ and
SEC evaluate when assessing a company’s compliance program.”
• Risk assessments allow for companies to develop tailored and effective
compliance programs.
o “One-size-fits-all compliance programs are
generally ill-conceived and ineffective
because resources are inevitably spread too
thin, with too much focus on low-risk markets
and transactions to the detriment of high-risk
areas.”
o Conversely, “DOJ and SEC will give meaningful
credit to a company that implements in good
faith a comprehensive, risk-based compliance
program, even if that program does not prevent
an infraction in a low risk area because greater
attention and resources had been devoted to a
higher risk area.”
Hughes Hubbard & Reed LLP ●
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Who Conducts a Risk Assessment?

• Internal compliance personnel

• Auditors
• Outside counsel/compliance experts

Hughes Hubbard & Reed LLP ●
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Establishing Scope

• Before conducting an assessment, the company must decide which
activities, relationships, or areas should be assessed
• Companies must always look to areas where they have encountered
problems in the past

Hughes Hubbard & Reed LLP ●
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Establishing a Work Plan

• An effective risk assessment should include, but not be limited to:
o Review of written policies and procedures
o Review of policy communication
o Review of business operations (including changes in operations since last risk
assessment)

Hughes Hubbard & Reed LLP ●
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Review of Business Operations to Identify Risks

• Review of business operations should include, among other things:
1. The nature of the industry

5. Other interactions with government
officials (e.g., regulatory approvals,
licensing, customs)
2. Locations in which the company has
operations, sales, or other activities
6. Use of third parties (e.g., agents,
distributors, joint ventures)
3. Corporate history
4. Nature of customers (e.g.,
government-owned or controlled)

7. Mergers & Acquisitions activity
8. Books & Records

Hughes Hubbard & Reed LLP ●
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Assessing Identified Risks

• Evaluate relevant risks of particular activities or relationships (e.g., hiring of
a particular agent)
• Use risk criteria to categorize activity (e.g., descriptively or numerically)
• The evaluation of risks will help you determine what additional compliance
steps are necessary
• The amount of resources devoted to compliance for each task or
relationship will depend on its risk category

Hughes Hubbard & Reed LLP ●
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Tailoring Risk Assessment Criteria
Example: Use of Agent
• Source of agent

• Qualifications of the agent

• Location of agent’s activities

• Nature of ownership

• Frequency and nature of
interactions with government
officials

• Payment location and method

• When company retained agent

Hughes Hubbard & Reed LLP ●

• Tasks to be performed by agent
• Amount and structure of payments
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How to Handle the Results

• Considerations:
1.

Attorney-client privilege

2.

Disclosure within company

3.

Scoping of separate investigations

Hughes Hubbard & Reed LLP ●
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DOJ’s FCPA Corporate Enforcement Policy
• Announced by Deputy Attorney General Rod Rosenstein on November 29,
2017

• Makes permanent the FCPA “Pilot Program” on voluntary disclosures
• Creates a presumption that DOJ will decline to bring enforcement actions
when companies self-disclose, fully cooperate, remediate, and disgorge,
provided there are no other aggravating circumstances that make a
declination inappropriate
• Even when there are aggravating circumstances (except recidivism), DOJ
will accord a 50% reduction off the bottom of the USSG fine range if the
company otherwise meets the conditions of the policy
• Requires companies to conduct a “root cause” analysis as part of
remediation
• When assessing a company’s compliance program as part of the
remediation analysis, DOJ will look to the “effectiveness of the company’s
risk assessment” and the extent to which the compliance program has
been tailored based on the results of the risk assessment
Hughes Hubbard & Reed LLP ●
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Alignment of Scope and Risk
 Any business with overseas operations will
face significant risks under the FCPA
 Companies subject to the UK Bribery Act must
also mitigate the risk of commercial bribery
 The extensive use of third party agents
increases the risk profile significantly
 The threshold consideration before
commencing an anti-corruption risk
assessment is the proper alignment of scope
and risk
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High-Level Anti-Corruption
Risk Assessment
• Objective: to conduct an effective review of the
most significant anti-corruption risks faced by the
organization (from both a severity and likelihood
perspective) in a cost effective and timely manner
• Methodology: can use both formal and informal
methods of assessing risk, as long as the
methods reasonably relate to the risks faced by
the organization
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Common Scoping Challenges
 The initial scope of the risk assessment needs to be
well-defined at the outset to avoid “scope creep”
 The workplan should include a clear description of
objectives, responsibilities and expected deliverables
 Many organizations will adopt a phased approach to
risk assessments, focusing initially on the highest risk
countries or business operations (e.g. those sectors of
the business that rely heavily on third party agents in
high-risk jurisdictions)
 The risk assessment can be modified/refined in later
phases to account for new or emerging risks that are
identified during the process
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Overcoming Resource
Challenges
 Comprehensive anti-corruption risk assessments
in a multinational company can be very expensive
 Goal should be to conduct an effective and
thorough risk assessment in a cost-effective
manner
 Strategies for conducting a cost-effective risk
assessment include using the right combination of
internal and external resources (depending on
competencies), developing a reasonable budget
in connection with the initial workplan, and
maintaining reasonable expectations and
objectives
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Importance of Internal/External
Cooperation
 High-level management support is critical for
conducting an effective risk assessment
 Management needs to appreciate the potential risks of
criminal conduct and the importance of periodically
assessing those risks
 An anti-corruption risk assessment will have ancillary
compliance benefits (e.g. may shed additional light on
permanent establishment/tax issues, customs
practices, and sufficiency of financial controls)
 The cooperation of third-party agents (and support
from internal business people that interface with those
agents) is a key factor in ensuring effectiveness of the
risk assessment
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Possible Restrictions on
Access
 EU privacy law restrictions may complicate efforts to
review e-mails and engage in risk-based transaction
testing without consent of data recipients
 Failure of internal business people or third parties to
cooperate in providing access to information will
complicate efforts
– With respect to internal personnel, clearly explain
objectives of the risk assessment and their
obligation to cooperate
– With respect to third parties, ensure that any
contractual audit rights are invoked and use any
leverage from a commercial perspective
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Dealing with the Results of a Risk
Assessment
 To the extent that any problematic
practices are discovered as a result of the
risk assessment, a separate internal
investigation of those practices may be
necessary
– This needs to be handled carefully in light
of the whistleblower incentive provisions
– The conduct should be examined even
before the risk assessment is completed
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Dealing with the Results of a
Risk Assessment
 Another possible outcome of the risk assessment is
the identification of various potential internal control
weaknesses that the organization should remediate
upon completion of the assessment
– The failure to act upon any of these internal control
problems defeats the purpose of the risk
assessment
– Prior to beginning the risk assessment, there
needs to be senior management support for
remediating any internal control issues during the
process
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QUESTIONS?
 Contact:
Ed Fishman
Nossaman LLP
1666 K Street N.W.
Washington, D.C. 20006
(202)887-1410 (direct)
efishman@nossaman.com
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