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I. Social-Media Legal Ethics Risks
• A. Introduction, Confidentiality & Competence
• B. Attorney Advertising
• C. Client Solicitation

• D. Unauthorized communication and inadvertent practice of law
• E. Positional Conflict
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I. Legal Ethics Risks A. Introduction
• 1. Overview of Ethical Duties of Confidentiality/Competence
• Duty of Confidentiality often broader than attorney-client privilege
–

Giesel, The Difference Between Confidentiality
and the Attorney-Client Privilege (3/19/15)

• ABA Model Rule 1.6 – Confidentiality of Client Info.
• 1.6(a) – Must protect & not disclose confidential client info. unless:
–

Implied authorization

–

Client consents

–

Another exception applies
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I(A)(1). Confidentiality & Competence
• ABA Model Rule 1.6 (c’t’d)
– 1.6(c) – Must make reasonable efforts to prevent:
• Inadvertent or unauthorized disclosure of client information
• Unauthorized access to information re: client representation

– Rule 1.6(c) added in 2012 and adopted in > 21 states
• Peter Norman, BCC’ing Your Clients: Not Just
A Bad Idea, But Unethical? ReplyToSome (6/6/16)
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I(A)(1). Confidentiality & Competence
• 1.6(c), Comment 18:
•
•

As to unauthorized access or disclosure:
“reasonable” factors include info’s sensitivity
As to transmission of communications:“[a]
client may require the lawyer to implement
special security measures”

• 1.6(c), Comment 19:
•

beyond our scope in this talk: potential
additional steps under state and federal
privacy laws
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I(A)(1). Confidentiality & Competence
• ABA, Model Rule 1.1 (2012) – Attorney Competence
• ABA, Model Rule 1.1 Comment 8
– “keep abreast of changes . . . ., including the benefits
and risks associated with relevant technology”

• > 31 states’ ethics rules (@ 3/15/18) address technology competence
– Robert Ambrogi, 13 15 17 18 20 21 23 24 25 26 27 28 29 30 31 States
Have Adopted Ethical Duty of Technology Competence, LawSites (3/8/17)
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I(A)(1). Confidentiality & Competence
• Cal. Ex. of duty of competence includes re: technology –
COPRAC, Formal Op. No. 2010-179 (12/16/10)
– To act competently, must take “appropriate steps” to ensure:
• Use of technology does not subject confidential information
to undue risk of unauthorized disclosure
• Security measures are sufficient to protect client confidentiality
• Attorney must continue to monitor sufficiency of security measures
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I(A)(1). Confidentiality & Competence
• NEW in 2018! Data Breaches opinion
– Formal Op. 483 (10/17/18) (“Lawyers’
Obligations After an Electronic Data Breach
or Cyberattack”), as discussed in:
• Gwenn Barney, ABA Issues New Cybersecurity Ethics
Rules for Lawyers, Cyber News: Cyber Law News and
Bytes (10/23/18)
• Compare Opinion #220 (“Cyberattack and Data Breach:
The Ethics of Prevention and Response”) Main Prof.
Ethics Comm. (4/11/19)
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I(A). Intro – 2. “Cloud” Drill-Down . . .
• “Reasonable care”
– Resources
• Nicole Black, Lawyers And Cloud Computing: It’s Not So
Complicated Anymore, Evolve The Law (4/4/19) (“[c]loud
computing is now an accepted, trusted technology”)
• ABA, Cloud Computing / Software as a Service [SaaS] for Lawyers
• AbacusNext, THE CLOUD: Helping Attorneys Meet Ethical
Duties Associated with Technology (8/22/18)
• Dennis Kennedy, 2017 Cloud Computing, ABA (12/1/17)
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I(A)(2). “Cloud” – Reasonable Care – Diligence Duty
•

•

NYSBA
–

NYSBA Comm. on Prof. Ethics, Op. 1019 (8/6/14)
(“Confidentiality; Remote Access to Firm's Electronic Files”)

–

NYSBA Comm. on Prof. Ethics, Op. 1020
(9/12/14)(“Confidentiality; use of cloud
storage for purposes of a transaction”)

–

Black, NY bar on ethics of cloud
computing – again, LLRX (11/10/14)

Redux
–

Use of cloud computing in law has become commonplace

–

State bars permit cloud use comporting with ethical duties

–

Lawyers should exercise reasonable care as to duties of
confidentiality, competence (incl. tech.) and supervision
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I(A)(2). “Cloud” – Duty of Supervision
• State Bar of Cal., COPRAC, Formal Op. No.
2012-184 (Virtual Law Office, a/k/a VLO)
– Special diligence required during the selection of
[SaaS/Cloud] vendor:
•

Credentials of vendor

•

Data Security

•

Ability of vendor to transmit info. across jurisdictional
boundaries

•

Ability of attorney to supervise vendor

•

Vendor’s Terms of Service

•

Continued diligence throughout relationship (regular
reassessments)

•

Appropriate disclosures to the client
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I(A)(2). “Cloud”– Data Security
• NOT per se unethical to store sensitive information
– See above re: Attorney-Client Privilege

• Permitted to store data with third-party cloud service

• NO ethical obligation to ensure system would be invulnerable
• Agreement with cloud service should contain provisions as to
maintaining confidentiality and security
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I(A). Intro – 3. Social Media
• Sedona Conference, Primer on Social Media (2d ed.
Feb. 2019) (free registration required to use link)
• GREAT Cal. State Bar resource page at this link
(linking to California & non-California opinions)
• NEW! NYSBA SOCIAL MEDIA ETHICS GUIDELINES (4th ed. 6/20/19)
• Brownstone Bibliographies and Slides at:
– <https://tinyurl.com/SocialMediaEthicsLatestFWLPP>
(lit.-focused; incl. judges section)
– <https://tinyurl.com/SocialMediaeDiscoLatestFWLPP>
– <https://tinyurl.com/Social-Med-eDiscovery-10-15-19>

• See generally this 3/19/19 Brownstone Tech Ethics slide deck
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I(A)(3). Social Media
NYSBA SOCIAL MEDIA ETHICS GUIDELINES (4th ed. 6/20/19):
• 1. ATTORNEY COMPETENCE
– Guideline No. 1.A: Attorneys’ Social Media Competence

• 2. ATTORNEY

ADVERTISING

– Guideline No. 2.A: Applicability of Advertising Rules
– Guideline No. 2.B: Prohibited use of Term “Specialists” on Social Media
– Guideline No. 2.C: Lawyer’s Responsibility to Monitor or Remove
Social Media Content by Others on a Lawyer’s Social Media Page
– Guideline No. 2.D: Attorney Endorsements
– Guideline No. 2.E: Positional Conflicts in Attorney Advertising

19

I(B). and I(C).Ethical Rules Implicated by
Attorney Advertising and Client Solicitation
•

Rule 7.1 (Communications Concerning A Lawyer's Services): “A lawyer shall
not make a false or misleading communication about the lawyer or the
lawyer's services. A communication is false or misleading if it contains a
material misrepresentation of fact or law, or omits a fact necessary to make
the statement considered as a whole not materially misleading.”

•

Rule 7.2 (Advertising): “[A] lawyer may advertise services through written,
recorded or electronic communication, including public media.”

•

Rule 7.3(c) (Solicitation of Clients): “Every written, recorded or electronic
communication from a lawyer soliciting professional employment from anyone
known to be in need of legal services in a particular matter shall include the
words ‘Advertising Material’ on the outside envelope, if any, and at the
beginning and ending of any recorded or electronic communication, unless
the recipient of the communication is to another lawyer or family member.”
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Ethical Rules Implicated by
Attorney Advertising and Client Solicitation
•

Illinois Rules of Professional Conduct Rule 7.4 (Communication of Fields of Practice and
Specialization:

(a) A lawyer may communicate the fact that the lawyer does or does not practice in particular fields
of law.
(b) The Supreme Court of Illinois does not recognize certifications of specialties in the practice of law,
nor does it recognize certifications of expertise in any phase of the practice of law by any agency,
governmental or private, or by any group, organization or association. A lawyer admitted to engage
in patent practice before the United States Patent and Trademark Office may use the designation
“Patent Attorney” or a substantially similar designation.
(c) Except when identifying certificates, awards or recognitions issued to him or her by an agency or
organization, a lawyer may not use the terms “certified,’’ “specialist,’’ “expert,’’ or any other, similar
terms to describe his qualifications as a lawyer or his qualifications in any subspecialty of the law. If
such terms are used to identify any certificates, awards or recognitions issued by any agency,
governmental or private, or by any group, organization or association, the reference must meet the
following requirements: (1) the reference must be truthful and verifiable and may not be misleading
in violation of Rule 7.1; (2) the reference must state that the Supreme Court of Illinois does not
recognize certifications of specialties in the practice of law and that the certificate, award or
recognition is not a requirement to practice law in Illinois.
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Social Media and Ethics
and Attorney Advertising: Fact Pattern
•

You limit your practice to criminal law in trial courts, but a friend has
“endorsed” you on LinkedIn for your expertise in “Appellate Practice.”

•

Do you have an affirmative obligation to remove the endorsement?
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Social Media and Ethics
and Attorney Advertising
•

An ethics committee that considered this issue said “yes.”
– “[T]he attorney has a duty to remove or correct the inaccurate endorsement on the
LinkedIn page. This obligation exists regardless of whether the information was
posted by the attorney, by a client, or by a third party.” PA Eth. Op. 2014-300.

•

An attorney may generally solicit or permit clients to post positive reviews so
long as the review is truthful and accurate.

•

Can a lawyer respond to negative reviews?
– Responding to a negative review may be tempting, but lawyers must be careful not
to reveal confidential information.
– Rule 3.6 prohibits lawyers from making extrajudicial statements that may prejudice
an ongoing proceeding.
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Social Media and Ethics
and Attorney Advertising: Fact Pattern
•

You are a member of a group called “Attorney Referrals” on LinkedIn that
includes non-lawyers. You plan to post a message to the group that highlights
your litigation experience and your successful result in a recent class action.

•

Is this communication “attorney advertising” that must comply with the rules
regarding this type of material?
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Applying Attorney Advertising Rules to Social Media
•

The answer is “probably.”

•

2015 Ethics Opinion from the New York State Bar
Association focused on LinkedIn.

•

Why?
– LinkedIn is the “most popular online networking and marketing tool for
individual attorneys over the past few years.”
– 99% of large firms, 97% of midsized firms, 94% of small firms and 93% of
solo practitioners have a LinkedIn profile. (ABA’s 2014 Legal Technology
Survey Report).
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Two Issues
•

What type of social media content constitutes attorney advertising?

•

If certain social media content is considered attorney advertising, what must
attorneys do to comply with the advertising regulations concerning such
content?
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Four-Part Test
•

The communication must be “made by or on behalf of the lawyer.”
– “Endorsements” and “Recommendations” on LinkedIn constitute communications
made “by or on behalf of the lawyer.”

•

The communication’s primary purpose must be for the retention of the lawyer
by new clients for economic gain.
– The opinion recognized that many communications on LinkedIn may be for reasons
other than retaining paying clients (e.g., networking with current and former clients,
tracking career development of friends and colleagues, job searching, having a
digital substitute for a traditional business card).

•

The LinkedIn content must relate to the legal services offered by the lawyer.
– Biographical information is not enough; must have in-depth description of the
lawyer’s practices and services offered.

•

The intended audience for the communication is new clients.
– What type of groups does the lawyer belong to; who are the lawyer’s “Connections.”

27

Ethical Obligations
If Your LinkedIn Page Satisfies the Four-Part Test
•

LinkedIn attorney advertisments must include the words “Advertising Material.”
– Lawyers should use “reasonable judgment” in deciding whether to put their work
experience on their LinkedIn profile (N.Y. Eth. Op. 2015-7).

•

Name and principal office address (some rules require telephone numbers,
too).
– Model Rule 7.2(c).

•

Some ethical rules require that advertising material be maintained for a certain
amount of time.
– E.g., New York Rule of Professional Conduct 7.1(k) (requires three years).

•

The advertising material must not contain false, deceptive or misleading
statements.
– Model Rule 7.1.
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Social Media and Ethics
and Attorney Advertising
•

Another risk of advertising:
– It could run afoul of bar rules, such as Illinois Rule 7.4(c) and NY Rule 7.4(a), that
prohibit attorneys from claiming they are “specialists” or “experts” in a certain field,
unless they have been awarded a specific certificate.
• E.g., Certified Information Privacy Professional (CIPP).
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I. Legal Ethics Risks
D.

Unauthorized communication and inadvertent practice of law
1.

Avoid Vicarious Liability and Legal Advice

See, e.g., NYSBA Guideline 3 (“FURNISHING OF LEGAL ADVICE THROUGH SOCIAL MEDIA”)
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I(D). Unauthorized and Inadvertent
2. Communications with Others
– See generally Social Angst, Law360 (9/19/16)
– a. Adversary Litigant, Witness, etc. – cannot do anything
forbidden in some other mode (i.e., if represented).
– No friend requests??
• Different if person represented as opposed to unrepresented
• No deception/pretext re: unrepresented

– Ore. Bar, Formal Op. No. 2013-189 (Feb. 2013)

31

I(D)(2). Lawyers’Comms.
• Different views re: unrepresented person:
– OK if no deception; need not disclose reason
• N.Y. Guideline 4.B Comment (citing ABCNY Formal Op. 2010-2)

– Must disclose reason, i.e. litigation connection
• Mass. Bar, Op. 2014-5 (potential adverse party) (citing
Phila. Bar Ass’n, Op. 2009-2; S.D. Cty. Bar Ass’n, Op. 2011-2)
• N.H. Bar Association Ethics Comm., Advisory Op. No.
2012-13/05 (6/20/13) (honesty re: potential witness)
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I(D)(2). Lawyers’Comms.
Re: LinkedIn – BE VERY CAREFUL
– NO = transparent profile surfing/searching
– "Who's Viewed Your Profile" (& linked pages)
– Bottom line:
• anonymize ’self; and maybe also (to play safe) . . . .
• only surf without being logged in
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I(D)(2). Lawyers’ Comms.
• Why be careful?
– Compare: NYCLA COPF, Op. No. 743
(5/18/11); and ABCNY, Formal Op. 2012-2
(“Jury Research and Social Media”) (6/4/12)
with . . . .
– ABA, Formal Op. 466 (4/23/14)

• Judges and Jurors . . . See Section III below
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I(E). Legal Ethics and Positional Conflicts of Interest
•

What is a Positional Conflict of Interest?
–

When a lawyer represents one client in a matter in which the client’s interest regarding a substantive
legal issue are directly adverse to a position the lawyer (or law firm) is advocating on behalf of another
client on a same or similar issue.
• ABA Formal Opinion 93-377

–

Rule 1.7: Conflict of Interest: Current Clients
Client-Lawyer Relationship
(a) Except as provided in paragraph (b), a lawyer shall not represent a client if the representation
involves a concurrent conflict of interest. A concurrent conflict of interest exists if: (1) the representation
of one client will be directly adverse to another client; or (2) there is a significant risk that the
representation of one or more clients will be materially limited by the lawyer's responsibilities to another
client, a former client or a third person or by a personal interest of the lawyer

–

(b) Notwithstanding the existence of a concurrent conflict of interest under paragraph (a), a lawyer may
represent a client if: (1) the lawyer reasonably believes that the lawyer will be able to provide competent
and diligent representation to each affected client; (2) the representation is not prohibited by law; (3)
the representation does not involve the assertion of a claim by one client against another client
represented by the lawyer in the same litigation or other proceeding before a tribunal; and (4) each
affected client gives informed consent, confirmed in writing.
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Fact Pattern:
•

A law firm partner is representing a client in an appeal in the Seventh Circuit.
The client is a party in an international arbitration. The client is arguing that a
federal statute permits it to subpoena a non-party in the United States to seek
discovery.
Another law firm partner is representing a client in the North District of Illinois.
That client is a non-party and it is seeking to quash a subpoena that seeks
discovery for the purposes of an international arbitration. The non-party is
arguing that the same federal statute described above does not permit
discovery from a non-party in the United States.
Both matters are pending at the same time.
Can the same law firm ethically represent both parties?
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Comment to Rule 1.7
You probably should not without the consent of both clients:
“Ordinarily a lawyer may take inconsistent legal positions in different tribunals at different times on
behalf of different clients. The mere fact that advocating a legal position on behalf of one client might
create precedent adverse to the interests of a client represented by the lawyer in an unrelated matter
does not create a conflict of interest. A conflict of interest exists, however, if there is a significant
risk that a lawyer's action on behalf of one client will materially limit the lawyer's effectiveness
in representing another client in a different case; for example, when a decision favoring one
client will create a precedent likely to seriously weaken the position taken on behalf of the other
client.”

“Factors relevant in determining whether the clients need to be advised of the risk include:”
where the cases are pending,
whether the issue is substantive or procedural
the temporal relationship between the matters,
the significance of the issue to the immediate
the long-term interests of the clients involved
the clients' reasonable expectations in retaining the lawyer.
“If there is significant risk of material limitation, then absent informed consent of the affected clients,
the lawyer must refuse one of the representations or withdraw from one or both matters.”

37

II. Evidence Preservation and Spoliation . . .
• Deactivation Decisions, incl.
– Crowe v. Marquette Transp., 2015 U.S. Dist. LEXIS
9198 (E.D. La. 1/20/15) (deactivation vs. deletion)
– Chapman v. Hiland Operating, 2014 WL
2434775 (D. N.D. 5/29/14) (deactivation)
– Gatto v. United Airlines, 2013 WL 1285285 (D.
N.J. 3/25/13) (adverse inference)

• “Clean up”
– Lester v. Allied Concrete (Va. Cir. Ct. 2011), linked
from p. 3 of above Ethics Biblio
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II. Evidence Preservation and Spoliation
• Deletions (texts too):
– Painter v. Atwood, 2014 WL 1089694 (D. Nev. 3/18/14)

• Entities too:
– Congregation Rabbinical College of Tartikov v. Village of Pomona,
188 F. Supp. 3d 333 (S.D.N.Y. 5/25/16) (Facebook post and texts deleted)
– Tyler Beas, Don’t delete that post! . . . (11/29/12)
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I(D). Recent developments in social media and in
state legal ethics rules and court opinions
•

Interacting with Judges

•

Interacting with Jurors

•

Investigation in Litigation

40

Social Media and Ethics
when Interacting with Judges

41

Ethical Rules Implicated when Interacting with Judges and Jurors
•

Rule 3.5 (Impartiality & Decorum of the Tribunal): “A lawyer shall not: (a)
seek to influence a judge, juror, prospective juror or other official by means
prohibited by law” or “(b) communicate ex parte with such a person during the
proceeding unless authorized to do so by law or court order.”

•

Rule 8.2 (Judicial & Legal Officials): “(a) A lawyer shall not make a statement
that the lawyer knows to be false or with reckless disregard as to its truth or
falsity concerning the qualifications or integrity of a judge.”

•

Canon 2.9 of Code of Judicial Conduct, cmt. 4 (Ex Parte Communications):
With limited exceptions, “[a] judge shall not initiate, permit, or consider ex
parte communications, or consider other communications made to the judge
outside the presence of the parties or their lawyers.”
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Social Media and Ethics
when Interacting with Judges: Fact Pattern
•

The judge in a pending lawsuit that you are litigating has been an
acquaintance for over 15 years. You notice that LinkedIn has identified the
judge as “Someone That You Might Know.”

•

Should you attempt to connect with the judge on Linkedln?
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Social Media and Ethics
when Interacting with Judges: Connecting
•

In most jurisdictions, attorneys may connect with judges on social media,
provided that the purpose is not to influence the judge, and reasonable efforts
are taken to assure that there is no ex parte or other prohibited
communication.
– E.g., Penn. Bar Op. 2014-300; Ky Op. JE-119 (2010); Ohio Op. 2010-7.

•

But NOT in Florida, Op. 2009-20.
– A judge cannot lend the prestige of office to advance the private interests of others
or convey an impression that some are in a special position of influence.
• But see Law Offices of Herssein & Herssein v. U.S. Automobile Ass’n, 229 So. 3d 408 (Fla. 3
Dist. 10/2/17), affirmed, 271 So. 3d 889 (12/12/18) (affirming non- recusal because “degree
of intimacy among Facebook ‘friends’ varies greatly”
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Social Media and Ethics
when Interacting with Judges: Interacting
•

Disparaging judges is a frequent theme (“Judge Clueless,” “Evil,” “Unfair Witch”
by a Florida attorney).

•

Some ethical rules (e.g., Florida Rules 8.2 and 8.4) prohibit attorneys from
making false or reckless statements about the judiciary or taking actions that
prejudice the administration of justice.

•

ABA Journal reported on an attorney who sought a continuance because of
the death of her father...
– But the judge checked the attorney’s Facebook page and learned that during that
time the attorney had a busy social schedule to which to attend—not a funeral.
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Social Media and Ethics
when Interacting with Jurors
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Social Media and Ethics
when Interacting with Jurors: Fact Pattern
•

You would like to review a potential juror’s private Facebook page before jury
selection so you ask your investigator to send the potential juror a friend
request.

•

Is this ethical?
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Social Media and Ethics
when Interacting with Jurors
•

No. During jury selection and trial, an attorney may access the public portion
of a juror’s social media site but may not attempt or request to access the
private portions of the website.
– To do so would constitute an ex parte communication forbidden by Rule 3.5(b).

•

ABA Op. 466 (Apr. 24, 2014)
– “A lawyer may not, either personally or through another, send an access request to a
juror’s electronic social media. An access request is a communication to a juror
asking the juror for information that the juror has not made public and that would
be the type of ex parte communication prohibited by Model Rule 3.5(b).”
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Social Media and Ethics
in Investigations and Litigation
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Social Media and Ethics
in Investigations and Litigation: Fact Pattern
•

An employee of a corporate client in litigation has informed you that he
discussed the merits of the case that you are litigating on his Facebook page
and that some of what he said may be damaging to his company’s position in
the case; his page is not privacy-protected:
– Can you advise about the appropriate contents of his page?
– Can you advise the client to change his privacy settings?
– Can you advise the client to destroy the damaging material?
– Should this material be produced during discovery?

50

Social Media and Ethics
in Investigations and Litigation
•

A lawyer may advise a client regarding what content is appropriate to maintain
on her social media account, as well as what content may be “taken down” or
removed.

•

A lawyer may advise a client to change the privacy settings on her social
media page.
– An appropriate record of the information must be preserved where there is current
or potential litigation.

•

A lawyer may not advise a client to post false or misleading information on a
social media site nor may an attorney offer evidence from a social media site
that the attorney knows is false.

•

PA Eth. Op. 2014-300; Social Media Ethics Guidelines, N.Y. State Bar
Association; N.C. 2014 Formal Ethics Op. 5
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Social Media and Ethics
in Investigations and Litigation: Fact Pattern
•

You learned through an investigator that a percipient witness for whom you
have been searching for a year has a Facebook page. Can you reach out to
that person by using the name and photo of one of her former
classmates? You know that she is not represented by counsel.
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Social Media and Ethics
in Investigations and Litigation:
•

No. Connecting with an unrepresented person through social media is
permissible if the attorney clearly identifies herself and her purpose for
contacting the unrepresented person.
– An attorney may not use a pretextual basis when attempting to contact the
unrepresented person (e.g., an attorney may not use another person’s name or
online identity).
– In Ohio, a former prosecutor was fired for “unethical behavior” after he posed as a
woman on a fake Facebook account in order to influence an accused killer's alibi
witnesses to change their testimony.
– http://www.foxnews.com/us/2013/06/07/ohio-prosecutor-fired-after-posing-asaccused-killer-girlfriend-on-facebook.html
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Social Media and Ethics
in Investigations and Litigation: Fact Pattern
•

An unrepresented potential witness in a lawsuit has a private LinkedIn page.
Your investigator (at your direction) sends the witness a request to connect
using the investigator’s real name and identity, which the witness accepts.
Certain background information on the LinkedIn page contradicts the
allegations in the complaint.

•

Can you use the LinkedIn page in the lawsuit?
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Social Media and Ethics
in Investigations and Litigation:
•

Yes. If a lawyer obtains information from social media, that information may
be used in a lawsuit, provided that the information was obtained ethically and
consistent with the principles we have already discussed.
– E.g., PA Eth. Op. 2014-300

•

Courts now regularly permit social media information to be used in litigation:
– In McMillen v. Hummingbird Speedway, the Pennsylvania court granted a motion to
compel discovery of the private portions of a litigant's Facebook profile after the
opposing party produced evidence that the litigant may have misrepresented the
extent of his injuries.
– In Romano v. Steelcase, the New York court granted a defendant’s request for access
to a plaintiff’s social media account because public portions of the account showed
that it may be inconsistent with the plaintiff’s claims of loss of enjoyment of life and
physical injuries.
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Social Media and Ethics
in Investigations and Litigation:
•

Other issues?
– Improper contact with a represented party. See, e.g., Model Rule 4.2 (“In
representing a client, a lawyer shall not communicate about the subject of the
representation with a person the lawyer knows to be represented by another lawyer
in the matter, unless the lawyer has the consent of the other lawyer or is authorized
to do so by law or a court order”).

•

San Diego County Bar Op. 2011-02 (May 24, 2011)
– Plaintiff’s lawyer sends a “friend” request to high-ranking employees at client’s
former employer. Looked at attorney’s motive in seeking to be “friends.” Analogous
to asking, “plaintiff wants to have access to information you are sharing on your
page,” and it’s about the subject of the representation.

•

PA Eth. Op. 2014-300 (cannot contact represented person).
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Social Media and Ethics
in Investigations and Litigation:
•

Be careful when engaged in interactive social media; with whom are you
communicating?

•

What if it is with a party with an adverse interest to one of your clients (Model
Rule 4.2) and you learn non-public information from the communication?

•

Moreover, your possession of that confidential information could lead to your
disqualification with respect to the representation of an existing client who
would have an interest in knowing that information. ABA Formal Op. 10-457.
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IV. Best Practices for . . . .
• . . . minimizing legal ethics pitfalls when marketing legal services
• Top Takeaways
– Robert . . .
– Charles . . .
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CONCLUSION/QUESTIONS – Let’s be careful out there . . .

• Q&A
Robert D. Brownstone, Esq.

Charles E. Harris, Esq.

Fenwick & West LLP
rbrownstone@fenwick.com

Mayer | Brown
charris@mayerbrown.com

https://tinyurl.com/BobBrownstone-Bio

https://www.mayerbrown.com/
en/people/h/harris-ii-charlese?tab=overview

www.ITLawToday.com

THESE MATERIALS ARE MEANT TO ASSIST IN A GENERAL UNDERSTANDING OF CURRENT LAW AND PRACTICES. THEY
ARE NOT TO BE REGARDED AS LEGAL ADVICE. THOSE WITH PARTICULAR QUESTIONS SHOULD SEEK ADVICE OF COUNSEL.
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