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1. Update on GDPR
Guidance and
Enforcement Action
William Long, Sidley
wlong@sidley.com

Recent Statistics 2018
2) International Transfers

46%

$1 M

49%

of respondents subject to the
GDPR are concerned about
how it will conflict with national
law

the average privacy budget for
2018 – a drop from $2.1
million in 2017

of respondents are not at all
compliant with the GDPR

63%

25%

51%

of respondents have a vendor
management program (as
compared to 70% in 2017)

of respondents have changed
vendors in response to the
GDPR

of DPOs have no dedicated staff

75%

19%

89%

of respondents have
appointed a Data Protection
Officer (and 45% have more
than one DPO)

of respondents feel full GDPR
compliance is impossible
(nearly 1 in 5)

the percentage of respondents
who rely on SCCs

<IAPP-EY Annual Privacy Governance Report 2018>
SIDLEY AUSTIN LLP
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GDPR: Who does it impact?
Wide scope and extra territorial effect
Data controllers and data processors
A data controller determines the purposes and means of
the processing of personal data
A data processor processes personal data on behalf of a
data controller
The GDPR will directly impose obligations on data
controllers AND processors

All industries affected
Financial services, tech companies, life sciences,
retail etc.

Extra territorial affect
The GDPR will apply to almost all companies
established in the EU. The GDPR will also apply to
companies processing the personal data of EUbased individuals, even where the company is not
established in the EU (e.g., in the U.S.) if they are
offering individual in the EU goods or services or
monitoring them.

All types of personal data

Employee data
Client data

Multinational companies and small businesses

Vendor data
Claimant data

SIDLEY AUSTIN LLP
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GDPR: A Status Update
GDPR came into force on 25 May 2018
National Implementation:
• Enacted: 23 EU Member States and the 3 EEA States
• Draft (including Bill): 5 EU Member States

What has been published to date?
Article 29 Working Party (“WP29”) has published final
guidelines on:
• Privacy Impact Assessments
• Data Protection Officers
• The Lead Supervisory Authority
• Data Portability
• Administrative Fines
• Profiling and Automated Decision-Making
• Breach Notification
• Consent
• Transparency

What are we waiting for?

We await EDPB guidance on the following topics:
• Codes of Conduct
• Data Transfer Tools - Update

EDPB has published final guidelines on Derogations
Applicable to International Transfers and draft guidelines
on:
• Certification
• Territorial Scope

Member State Data Protection Authorities (“DPAs”) continue to publish national guidance on various GDPR topics.
SIDLEY AUSTIN LLP
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Member State Derogations
The GDPR includes more than 60 potential derogations. A Member State must implement supplemental legislation to take
advantage of a derogation.
Member State

DPA Notification

Processing of
Special Category
Data

Denmark

Derogation

Derogation

Derogation

France

Derogation

Derogation

Germany

In accordance
with the GDPR

Poland

UK

SIDLEY AUSTIN LLP

Breach
Notification

DPO
Appointment

Right to Erasure

Scientific
Research (Art.
89)

Derogation

In accordance with
the GDPR

In accordance with
the GDPR

In accordance with
the GDPR

Derogation

Derogation

Derogation

Derogation

Derogation

Derogation

Derogation

Derogation

In accordance
with the GDPR

Derogation

In accordance with
the GDPR

In accordance with
the GDPR
*Note: sectoral
laws

Derogation

Derogation

Derogation

Derogation

In accordance with
the GDPR

In accordance with
the GDPR

Derogation

Derogation
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ePrivacy Regulation
•
•

Regulation on Privacy and Electronic Comminications proposed by the European Commission to update current rules to technical
developments and to adapt them to the GDPR
Main objective is to reinforce trust and security in the Digital Single Market

Key Points

Benefits

• A Regulation, not a Directive
• Widening of the territorial, personal and material
scope
• New business opportunities (when consent is
obtained)
• Simpler rules on ‘cookies’
• Broader protection against Spam
• EU-wide harmonization and enforcement
• Increased fines

• Replaces the current directive (Privacy and
Electronic Communications Directive 2002) to
provide one single set of rules across the EU
• Cookies and tracking for online advertisement
remain lawful, but will be governed by clearer rules
giving choices to users from the outset when
setting their settings
• Traditional telecommunications services given new
opportunities to process metadata to provide
additional services
• To be enforced by independent supervisory
authorities that are competent to enforce the
GDPR, ensuring their uniform application across
the EU

The European Council has published a revised proposal on 20 October 2018. The European
Commission, the European Parliament and a few Member States hopes to start trialogue
negotiations with the European Parliament as soon as possible, and have a text adopted
prior to the European elections in May 2019.
SIDLEY AUSTIN LLP
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Key Issues
1) Consent, Accountability and Data Subject Rights
• Consents
– Higher standards for consent under the GDPR (e.g, must be unambiguous, granular and involve a clear affirmative
action)
– Existing Consents: many current consents are unlikely to be valid under the GDPR
– Notices: the GDPR requires additional information to be provided in privacy notices AND that the notices are
“concise, transparent and easily accessible”

• Compliance with Accountability Principles
– Data protection officer (DPO) – must be appointed where:
•

the processing requires regular and systematic monitoring of individuals on a large scale; or

•

where processing sensitive personal data on a large scale

– Privacy impact assessments: must be carried out where data processing uses new technologies and results in high
risk to individuals (e.g., profiling)
– Privacy by design and by default: implement technical and organisational measures to ensure privacy (e.g.,
encryption) AND by default only the minimum amount of personal data are processed

• Right to Erasure and Right to be Forgotten
– Individuals can request access to, or the removal of, their own personal data from banks without the need for any
outside authorisation.
– Financial institutions may keep some data to ensure compliance with other regulations, but in all other circumstances
where there is no valid justification, the individual’s right to be forgotten applies.
SIDLEY AUSTIN LLP
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Key Issues
2) Vendor Management and Big Data
• Vendor Management
– Mandatory terms: contracts with data processors must contain the contract terms specified in Article 28 of the GDPR
– Article 28: the processor must:
•

assist the controller with data subjects’ rights requests;

•

notify the controller of data breaches;

•

assist the controller with privacy impact assessments;

•

flow down data processing obligations to sub-contractors; and

•

at the controller’s request delete or return all personal data processed on the controller’s behalf at the end of the
processing activities

• Big Data & Profiling
– Big Data, i.e., the processing of large datasets obtained from multiple sources – “a catalyst for economic growth,
innovation and digitisation” – European Commission
– Profiling: “any form of automated processing of personal data consisting of the use of personal data to evaluate
certain personal aspects relating to a natural person!”
– Restrictions: new restrictions on business carrying out solely automated profiling that produces legal effects or
significantly affects an individual, subject to limited exceptions (e.g., credit scoring and fraud prevention may be
affected)
– Exceptions: can only take place if: (i) necessary for the performance of a contract, (ii) authorised by Union or
Member State law or (iii) based on consent
SIDLEY AUSTIN LLP
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International Transfers
2) International Transfers
• UK and Brexit:
– On exit from the EU (i.e., on March 29, 2019), the UK will be considered a third country
– Determination of adequacy?
– UK government publishes guidance on data protection in the event of a “No Deal Brexit” and recommends standard
contractual clauses as the most relevant alternative legal basis in absence of an adequacy decision
– Companies need to consider what actions to take on assumption of a hard Brexit

• EU-US Privacy Shield
– European Parliament calls for suspension of the agreement: 5 July 2018
– Ombudsperson and three new members of the Privacy and Civil Liberties Oversight Board (PCLOB) appointed:
October 2018
– Second Annual Review: October 2018

• EU Standard Contractual Clauses
– Irish High Court refers Schrems 2.0 to the CJEU

SIDLEY AUSTIN LLP
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Enforcement & Litigation
1) DPA Enforcement
• Since 25 May 2018:
– More than 42,230 complaints filed to DPAs across Europe
– 5,992 data breach notifications since 25 May 2018 in the UK alone

• Examples:
– Czech Republic (UOOU): Launches investigation into the lawfulness of users' location data processing by Google
– France (CNIL): Issued fine against Assistance Centre D'Appels, for illegally setting up a biometric fingerprint collection
system, in order to monitor the hours of employees without prior authorisation of CNIL
– France (CNIL): Issued €50m fine against Google for failing to obtain adequate consent from users when processing
their data for the purpose of personalised advertising and for failing to provide clear and easily accessible information
to consumers about how their information is collected and held
– Germany (BSI): Launches investigation into large exposed collection of personal data (approximately 773 million
email addresses and 21 million passwords in plain text)
– The Netherlands (AP): Issued a suspended penalty of up to €900,000, to Uitvoeringsinstituut
Werknemersverzekeringen ('UWV') for inadequately securing its employers' portal
– The Netherlands (AP): requested 30 private organisations to provide information on their data processing agreements
– UK (ICO): Issued an enforcement notice to AggregateIQ Data Services Ltd, a Canadian company, for its use of data
analytics in political campaigning.
– UK (ICO): Secured first ever prison sentence under the UK Computer Misuse Act 1990 for unauthorised access of
personal data
SIDLEY AUSTIN LLP
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Enforcement & Litigation
2) Privacy Litigation
• Threat of litigation:
– Art. 80 provides data subjects the right to mandate a consumer protection body to exercise rights and bring claims on
their behalf
– Art. 82(1): provides the right to receive compensation from the controller or processor to any person who has suffered
"material or non-material damage" as a result of a breach of GDPR

• Examples:
– Schrems v Google
– Various Claimants v WM Morrisons Supermarket
– British Airways
– ICANN V EPAG

SIDLEY AUSTIN LLP
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2. How Are US Companies Subject
to GDPR?
Diletta De Cicco
Associate, Brussels
+32 2 551 5974
ddecicco@mayerbrown.com

Reminder: GDPR Has Extraterritorial Reach

European Data Protection Directive 95/46 applies General Data Protection Regulation 2016/679
to
applies to
A data controller where it is established in an EU
Member State and the data is processed in the
context of that establishment

The processing of personal data in the context of
the activities of a data controller or data processor
established in the EU, irrespective of where the
processing takes place

A data controller where it is not established in an
EU Member State but is using equipment in an EU
Member State for processing data other than for
the purposes of transit through that Member
State

The processing of personal data of data subjects
who are in the EU by a data controller or data
processor not established in the EU, where the
processing activities are related to:
• The offering of goods or services to those data
subjects; or
• The monitoring of their behaviour in the EU

17

How to Apply the GDPR Nexus?

Case 1: An e-commerce website operated by a company based in the US
processes personal data in the US (e.g., cookies tracking IP addresses). It
uses its EU office in Paris to lead and implement commercial prospecting
and marketing campaigns towards EU-based customers

GDPR Nexus?
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How to Apply the GDPR Nexus?

• In assessing whether or not processing of personal data is taking place in

the context of the activities of a data controller or data processor
established in the EU, consider:
› The breadth and nature of the activities performed in the EU
› The “stable” nature of the arrangements (from pre-GDPR case law and guidelines, even one
EU-located employee or agent may qualify)

› That the processing is done in the context of the activities of such EU establishment (even if
the EU establishment is not doing any data processing activities itself)
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How to Apply the GDPR Nexus?

Case 2: A CRO with a head office in Stockholm is using its branch office in California
to process personal data of EU patients in relation to clinical trials it is performing
in the context of a cross-border trial. The head office determines the purposes and
means of the data processing carried out on its behalf by its branch (i.e., not a
distinct legal entity)

GDPR Nexus?
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How to Apply the GDPR Nexus?

• The Nexus analysis requires companies to assess the processing activities:

› Are (EU) personal data processed?
› Is there a link between the activity for which the personal data are being processed and the
activities of any presence of the organisation in the EU?

› Is the link inextricable?
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How to Apply the GDPR Nexus?

Case 1: A US citizen travels to Europe over the Xmas holidays. While in
Europe, he wants to feel back at home and downloads and uses a new app
developed by the City of New York, listing and advising on upcoming
Broadway shows. You need to enter a US address to get access to the app.

GDPR Nexus?
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How to Apply the GDPR Nexus?

• In assessing whether or not one offers goods or services to data subjects

who are in the EU, consider whether you direct commercial activities to the
EU
• Offering supposes a manifest intention to establish a commercial
relationship with EU customers
• The fact that EU-located data subjects are required to pay a fee (for
downloading the app, for registering to events, etc.) is not relevant
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How to Apply the GDPR Nexus?

Case 2: A US-based marketing company advises a shopping mall in
Italy on retail layout. It is tracking movements of the customers
within the mall through the use of Wi-Fi spots spread around the
alleys of the mall

GDPR Nexus?
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How to Apply the GDPR Nexus?

• In order to assess if monitoring is taking place, need to look at the purposes of the

processing
• Monitoring include:
• Behavioral advertisement
• Geo-localisation activities,
• Online tracking through the use of cookies
• CCTV
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Nexus, So What?

GDPR Requirements

Controller

Implement appropriate technical and organizational measures, including security (Art. 24,
28, 32)
Set of policies and procedures, including a register of processing activities (Art. 30)
Appoint a DPO/EU representative (Art. 37, 27)
Cooperate with supervisory authority (Art. 31)
Identify suitable legal basis for processing, comply with requirements (Art. 6 – 10)
Inform data subjects, dealing with SARs (Art. 12 – 22)
DPIA, privacy by design and by default (Art. 35, 25)
Data breaches (notify DPA, communicate to data subject – Art. 33-34)
Agreement with processors (Art. 28)
Assistance to controllers (Art. 28)
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Processor

Is This For Real?

• Supervisory authorities across the EU have enforced GDPR against non-EU

based companies
• AIQ case
› AggregateIQ (‘AIQ’) is based in Vancouver, Canada
› During the EU Referendum campaign, AIQ used personal data to place ads on social media
which micro-targeted Brexit voters

›
›
›
›

On 31 May 2018, ICO discovered that the personal data had not been deleted
The retention of this data was an unlawful processing of personal data
ICO relied on Art. 3(2)(b) GDPR: AIQ was monitoring the behavior of individuals in the EU
On 26 July 2018 it served an Enforcement Notice on AIQ’s offices in Canada and ordered
AIQ to delete all personal data related to individuals in the UK

27

3. Performing due
diligence on existing
technology vendor
agreements for GDPR
compliance
William Long, Sidley
wlong@sidley.com

Vendor Management
Requirements
Mandatory terms – contracts with data processors
must contain the contract terms specified in Article 28
of the GDPR
Article 28 provisions include – the processor’s
obligation to:
• assist the controller with data subjects’ rights
requests;
• notify the controller of data breaches;
• assist the controller with privacy impact
assessments;
• flow down data processing obligations to subcontractors; and
• at the controller’s request delete or return all
personal data processed on the controller’s behalf
at the end of the processing activities

Actions to comply
Scope – identify the universe of in-scope GDPR
contracts and prioritise Key vendor contracts
Templates – prepare GDPR compliant data
processing provisions
Propose – appropriate templates to vendors and
negotiate GDPR compliant amendments
favourable to your business

Flow down – data processors must flow down the
obligations to sub-data processors

SIDLEY AUSTIN LLP
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Vendor Due Diligence
Requirements
Implement appropriate technical and organizational
measures to protect personal data

Bound by written GDPR-compliant data processing
provisions

Actions to comply
Implement a business-wide vendor management
program and incorporate into it a requirement to
implement appropriate data processing
agreements with the vendors and the
development and implementation of a
minimum set of vendor security requirements
Ensure vendor risk assessment questionnaires
have been completed by the vendor
Ensure contract contains a detailed description
of data processing
Review vendor’s process to ensure it is in
compliance with GDPR obligations
Ensure the vendor will allow audits of the
processors compliance
Review vendor’s information security measures
and what standards are used

SIDLEY AUSTIN LLP
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Vendor Management – Information Security
Requirements

Actions to comply

No formal security standard specified by GDPR

Ensure vendor has the ability to restore access to
data in a timely manner after a security breach

Implement appropriate technical and organisational
measures to ensure a level of security appropriate
to the risk

Ensure vendor has the ability to ensure the
ongoing confidentiality, integrity, availability
and resilience of processing systems and
services

ISO 27001, ISO 27002 or the US NIST framework
may be good indicators of appropriate information
security measures

Ensure vendor conducts a regular testing of
technical and organisational measures
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Key Steps with Vendor Management
Use of templates and prioritizing vendor contracts

Step 1:
Prepare vendor
contract templates

Step 2:
Identify in-scope
vendor contracts

• GDPR: Pro-controller, pro-processor, and “middle of the
road” templates
• Other regulatory laws: e.g., financial services
outsourcing rules
• IP and contracts: e.g., ownership of “resultant” data
• Liability: indemnities, exclusions and limits on liability

• Does contract involve the “processing” of EU-originating
“personal data”?

Step 3:
Propose correct
amendment template to
vendor

SIDLEY AUSTIN LLP

• Determine whether you are a controller or processor
• E.g., if a controller, then propose pro-controller template
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Key Steps with Vendor Management
Vendor contract amendment mechanisms

Step 4:
Negotiate amendments
with vendors

Step 5:
International transfer
mechanisms

• Develop negotiation “cheat sheets” for the legal or
procurement team
• Ensure other contract terms are consistent with
amendment (e.g., general confidentiality terms)
• Ensure contracts assigns responsibility for costs of
compliance (e.g., for changes in law, data portability)
• Consider liability caps and indemnities

• Determine data flows with vendor
• Assess data transfer solution for transfers out of EU
(e.g., Model Contracts, BCR, Privacy Shield)
• Consider transfers to sub-contracts

Step 6:
Ensure vendor
management part of
wider GDPR
compliance strategy

SIDLEY AUSTIN LLP

• Vendor contracts only a portion of GDPR compliance
• In turn, consider GDPR within a broader “data” legal
ecosystem – regulatory and commercialization -- project
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4. Updating Your Vendor Contracts
for GDPR
Diletta De Cicco
Associate, Brussels
+32 2 551 5974
ddecicco@mayerbrown.com

Updating Vendor Contracts

• Processing by a processor shall be governed by a contract or other legal act

of Union or Member State law and satisfies Article 28 (3) GDPR
1

GDPR Article
Art. 28 (3)

Requirements
Information on subject-matter, duration, nature and purpose of the processing, type of personal data and categories of data subjects

2

Art. 28 (3) (a)

Processor to act only on documented instructions from the controller

3

Art. 28 (3) (b)

Processor ensures that persons authorized to process the personal data have committed themselves to confidentiality

4

Art. 28 (3) (c)

Processor has taken all measures required pursuant to Article 32 GDPR (related to security of processing)

5

Art. 28 (3) (d)

Processor respects the conditions referred to in Article 28(2) and 28(4) for engaging another processor: (i) need of prior specific or general written
authorisation of the controller; (ii) where a processor engages another processor for carrying out specific processing activities on behalf of the
controller, the same data protection obligations as set out in the contract between the controller and the processor shall be imposed on that other
processor

6

Art. 28 (3) (e)

Processor assists the controller by appropriate technical and organizational measures to respond to requests for exercising the data subject's rights

7

Art. 28 (3) (f)

8

Art. 28 (3) (g)

Processor, at the choice of the controller, deletes or returns all the personal data to the controller after the end of the provision of services

9

Art. 28 (3) (h)

Processor makes available to the controller all information necessary to demonstrate compliance with its obligations and allow for audits

Processor assists the controller in ensuring compliance with the obligations in Article 32 to 36 GDPR, namely (i) security of processing; (ii) notification
of breach to the supervisory authority; (iii) communication of a breach to the data subject; (iv) data protection impact assessment; (v) prior consultation
of supervisory authority
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Updating Vendor Contracts

• Remediation trend: deal with GDPR compliance in a separate data

processing addendum
• For today’s presentation, focus on 7 topics:
› Role of the Parties
› Assistance obligations of the processor
› Sub-processors
› Data retention/deletion
› Audits rights
› Liabilities cap
› SCCs
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1. Role of the Parties

Reminder:
• Under GDPR, controllers and processors have different obligations

In any DPA, watch for:
• Mixed-qualification cases (e.g., a processor performing for some processing activities the role of
controller), as they are bringing their own challenges
• Any too generic language listing the duties of the processor and the controller without
identifying the contracting party it applies to

Tips / Recommendations:
• Perform your own assessment as to the role of the parties and resist signing DPAs including
vague language in that respect
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2. Assistance’ Obligations of the Processor

Reminder:
• Processors are required to provide assistance to controllers with regard to specific obligations, e.g.,
conducting DPIAs, responding to data subjects requests, etc.
• In many cases, the controller’s ability to comply with its obligations will depend on the level of
assistance provided by the vendor

In any DPA, watch for:
• Clauses describing the assistance that will be provided by the vendor that are not detailed or limit
assistance to specific circumstances

Tips / recommendations:
• Resist signing agreements that do not provide an adequate level of details with regard to how the
processor will comply in practice with its obligations
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2. Assistance’ Obligations of the Processor

Reminder:
• When a personal data breach happens, it is the controller’s responsibility to inform the relevant
supervisory authority without undue delay and in any case within 72 hours and, if needed, communicate
to the data subjects

In any DPA, watch for:
• The obligation to notify the controller of a data breach involving personal data processed on its behalf, in
order to ensure that the processor obligations are as detailed as possible

Tips / Recommendations:
• It is recommended to include a deadline for the notification of the breach (e.g., 24 hours) and to be clear
as to the type of information that the processor will provide to the controller in case of a breach
• However, deadlines for data breach notification should not be unreasonably short to avoid false positives
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3. List of Sub-Processors

Reminder:
• Controllers should be provided with information with regard to sub-processors used by their vendors
• Controllers should authorize the use of sub-processors and have the right to object to them

In any DPA, watch for:
• DPAs that do not include clear information on sub-processors used by the vendor
• DPAs that refer to a list available on the vendor's website or include the list in an appendix

Tips / recommendations:
• Make sure that the DPA includes: (i) a right for the controller to be able to review the agreements the
vendor has in place with the sub-processors or (ii) clauses that seek to impose on sub-processors
similar/equivalent requirements to the ones included in the DPA between the processor and controller
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4. Deletion of Data

Reminder:
• Controllers have the right to choose whether they prefer personal data to be returned or deleted at the
end of the agreement with the processor

In any DPA, watch for:
• Clauses that do not clearly state that personal data will be deleted/returned at the end of the principal
agreement

Tips / Recommendations:
• Depending on whether or not the data is available within the controller, ensure that the DPA includes ad
hoc election (i.e., return of data when not available, deletion of data when those are available within the
controller)
• Technical impediments cannot be ignored in practice (and should be addressed)
• If deletion is required, ensure that the processor notifies the controller of the deletion within a specific
deadline
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5. Audit Rights

Reminder:
• Controllers have the right to conduct audits on the processing activities carried out on
their behalf
• The controller should be in a position to carry out inspections at the processor's
premises and require the relevant documentation

In any DPA, watch for:
• Clauses that limit the controller’s right to audit with regard to timing, modalities, etc.

Tips / recommendations:
• Resist clauses that undermine the right to audit
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6. Liabilities Caps

Reminder:
• Article 28 GDPR does not include any requirement for a DPA to include provisions in
relation to liability (even more for clauses seeking liability caps)

In any DPA, watch for:
• Processor-drafted DPA that includes clauses seeking to limit their liabilities for breaching
the DPA or EU data protection laws

Tips / Recommendations:
• Resist clauses, as they are not Art. 28 GDPR related
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7. SCCs

Reminder:
• When the vendor is located outside of the European Economic Area ("EEA"), the DPA
might include Standard Contractual Clauses ("SCC") for the transfer of personal data
• SCCs are typically provided as appendices in DPAs

In any DPA, watch for:
• SCCs that include information about the processing activities that are not consistent with
the one provided in the DPA

Tips / Recommendations:
• Make sure that both SCCs and DPAs describe processing activities as granularly as possible
and that they are consistent with each other
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You don’t need our consent!
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Diletta De Cicco
Associate (Brussels)
T: +32 (0) 2 551 59 74
E:Ddecicco@mayerbrown.com
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Disclaimer

The material in this presentation is provided for informational purposes only and does not constitute legal or
other professional advice. You should not and may not rely upon any information in this presentation without
seeking the advice of a suitably qualified attorney who is familiar with your particular circumstances. Mayer
Brown Practices assumes no responsibility for information provided in this presentation or its accuracy or
completeness and disclaims all liability in respect of such information.
Mayer Brown Practices is, unless otherwise stated, the owner of copyright of this presentation and its
contents. No part of this presentation may be published, distributed, extracted, reutilized or reproduced in
any material form (including photocopying or storing it in any medium by electronic means and whether or
not transiently or incidentally to some other use of this publication) except if previously authorized in writing.
Mayer Brown is a global services provider comprising associated legal practices that are separate entities,
including Mayer Brown LLP (Illinois, USA), Mayer Brown International LLP (England), Mayer Brown (a
Hong Kong partnership) and Tauil & Chequer Advogados (a Brazilian law partnership) (collectively the
“Mayer Brown Practices”) and non-legal service providers, which provide consultancy services (the “Mayer
Brown Consultancies”). The Mayer Brown Practices and Mayer Brown Consultancies are established in
various jurisdictions and may be a legal person or a partnership. Details of the individual Mayer Brown
Practices and Mayer Brown Consultancies can be found in the Legal Notices section of our website.
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