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Introduction
Men who are moderating spaces, because of the
tone that they use, they can easily navigate their
rooms and people will have this respect for them.
[.... But] when women moderate, you can tell
that men [ ... ] usually don’t know how to sub-
mit to the person that is running the room. [ ... ].
You can hear their ideals of what they feel that
women should be doing. And that’s been a lot
of basically the war of the sexes, the battle of the
sexes happening live. (Clubhouse Moderator 1)*

Moderators are often positioned as protectors of
online communities, tasked with ensuring respectful

This work discusses harms experienced by moderators. Profanity or
potentially triggering words, as shared by our participants, have been replaced
with high-level descriptions of the event. Additionally, quotes have been edited
to remove hedging language.
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interactions, mitigating conflicts, and upholding com-
munity norms. Traditionally, text-based platforms
allowed moderators to interact anonymously, often
shielding their identities from users. However, with the
rise of social audio and virtual reality (VR) platforms,
moderators’ voices, avatars, and behavioral patterns can
provide more visible identity cues, making it easier for
users to infer demographic characteristics such as gen-
der, race, disability, or sexual identity. This ease could
introduce new challenges to moderation, including
harassment or resistance moderators might face tied to
assumptions about their identity.

In social audio platforms, such as Clubhouse or X"
Spaces, moderators manage real-time voice discussions,
guiding conversations, resolving disputes, and removing
harmful or disruptive participants. Similarly, in VR spaces
like Horizon Worlds or VRChat, moderators oversee
virtual environments, where they manage interactions
not only through voice but also through avatars, often

bFormerly Twitter.
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I GENDER AND SEXUALITY IN ONLINE SAFETY

facilitating or regulating virtual events. Their tasks are
demanding as they must act quickly to address inappro-
priate behavior or content in an ephemeral, fast-moving
setting, requiring a balance of authority, diplomacy, and
sometimes rapid decision making to protect the commu-
nity while ensuring fair treatment for all participants.!

The quote displayed at the beginning of this work
showcases one example of the types of challenges mod-
erators of social audio platforms such as Clubhouse
could face because of their gender. This experience was
extracted from a set of interviews conducted with vol-
unteer social audio and VR moderators. This dataset,
previously published in Sabri et al,! explored modera-
tion practices and challenges. A challenge that emerged
through these interviews was moderators discussing
instances in which they were directly attacked (i.e., vir-
tually or verbally) by participants of the event. Another
moderator, of a social VR space, discussed how “after sev-
eral years of hosting [this event], L had discovered that 'm
genderfluid. And I made a few adjustments ... [to] how
Ilook and the title and everything to better reflect [who
I am]” (AltspaceVR Moderator 1). Despite the modera-
tor’s happiness with their updated appearance, their audi-
ence did not respond well. In the next event they hosted,
aregular member came up to them and said, “What hap-
pened to your mustache? You look like [an antigay slur]”
(AltspaceVR Moderator 1). The participant expressed
how the shock of this comment rendered them incapable
of taking action and that other moderators in the space
needed to step in to remove the offending user.

Another moderator of social VR shared an experi-
ence in which, based on their perceived gender, they
were targeted for sexual harassment. They described an
event in which they noticed a user moving around the
space oddly, in difficult to predict ways. The moderator
noted that “because your avatar has a really limited per-
spective view,” multiple users can work in tandem to pro-
vide distraction, obstruction, and interference “almost
like a real world Snatch and Grab [...] it’s coordinated
[...] they’ll come in and they’ll distract someone”
(AltspaceVR Moderator 2). As a result of this distrac-
tion, the moderator could not see that another user had
approached them from behind. Their team observed
this user “[coming] up behind me and started stroking
my avatar and grabbing my avatar” (AltspaceVR Moder-
ator 2). While they expressed that “I couldn’t feel it and
I couldn’t see it,” they described how their avatar had
been sexually harassed and assaulted. Again, it was team
members who, after observing this behavior, removed
the offending user from the event.

Mentions of these instances came up naturally
when moderators discussed negative experiences on
these platforms more broadly. Interviewees were not
prompted to discuss how aspects of their identity (e.g.
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gender) affected their experiences.c Nevertheless, these
instances showcase that moderators often face targeted
attacks and biases based on their perceived identity,
affecting both their authority and the overall modera-
tion process. In the remainder of this work, we discuss
future areas of work that could look into this issue and
investigate strategies that could be used to manage such
incidents. This study contributes to the understanding
ofhow identity visibility shapes the dynamics of moder-
ation and highlights the need for further understanding
of the issue, as well as the design of interventions to sup-
port moderators in these evolving digital environments.

Ephemeral Content Moderation

Ephemeral Social Media Platforms

We consider ephemeral social media interactions to be
those that disappear immediately after they are experi-
enced. Some examples of ephemeral interactions include
1. live-streamed content on platforms such as Instagram,
YouTube, or Twitch; 2. real-time audio discussions on
platforms such as Clubhouse, Discord, or X Spaces; 3.
real-time immersive interactions on social VR platforms
such as Horizon Worlds and VRChat; and 4. real-time
video conversation on platforms like Zoom and Slack
Huddles. These platforms allow users to engage with
others through voice and gestures in real time.

Social audio platforms such as Clubhouse and X
Spaces allow users to create events, where they can
engage in real-time audio-only conversations with other
users. On some platforms, like Clubhouse, the creator
of an event is automatically assigned as a moderator and
expected to manage the overall progress and health of the
conversation. Typical activities a moderator engages in
include: setting the agenda for the conversation, manag-
ing participation (e.g., granting or taking away speaking
privileges), and dealing with conflicts and harms. The
event creator can assign others as comoderators. Partici-
pants in events might be able to communicate with others
through chat messages or speak with others, depending
on the settings of features and privileges. It is worth not-
ing that even though this design means most events are
often short (i.e., less than two hours), we have observed
events that use the help of multiple moderators to carry
on for significant amounts of time (e.g., 24 hours).®

However, not all ephemeral spaces are designed
with the same requirement for moderator presence. For

“The full list of interview questions is provided in the supplementary material
of the published work,! available here: https://dl.acm.org/doi/full/10.1145/
3544548.3581329#supplementary-materials

9Different platforms have different terminology for these spaces, including channels
(e.g, Discord), rooms (e.g,, Clubhouse), and worlds (e.g., Horizon Worlds).
€Longer events are achieved through assignment of comoderators, allowing the
original event creator to leave the event without ending the event.
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example, Horizon Worlds events can take the form of
persistent virtual worlds that are accessible to users dur-
ing all hours of the day and do not require moderators to
be present. While these spaces are not consistently mod-
erated, some world creators elect to host events in their
spaces. During these events, a team of hosts and mod-
erators is present in the space, managing the event and
moderating behavior. Participants can engage in these
spaces using verbal contributions, gestures, and move-
ment. Social VR moderators can also choose to remove
speaking privileges if they wish to do so. VR spaces can
be designed to look like anything (e.g., nature, house, or
outer space), but in our prior work, we found that physi-
cal obstructions can prevent effective moderation (i.e.,
by blocking bad behaviors from view).!

Interactions on these voice and VR platforms are
often informal and unscripted.! Volunteer moderators
on the majority of these ephemeral platforms take on
the tasks of both content moderation and content cre-
ation. This often means that moderators are involved
in the content and share their personal opinions and
thoughts in the events.! The social dynamics of these
spaces (e.g, increasing one’s number of followers) seem
to play a stronger role in motivating users to host or par-
ticipate in events on some platforms (e.g., Clubhouse)
than on others. In cases where higher participation is
desired, moderators have been observed to engage in
highly contentious topics or encourage conflicts.

Content Moderation

Alongside the prosocial content shared online, some
users share harmful, detrimental, or objectionable
content or harass others.> A large body of research has
investigated the moderation needs and challenges asso-
ciated with online spaces and offered tools and tech-
niques to address them.>3*° Content moderation,
defined as “the governance mechanisms that structure
participation in a community to facilitate cooperation
and prevent abuse,”® is conducted by all platforms.*
When platforms have limited their moderation, they
have faced negative consequences, including removal
from app stores, loss of hosting services, restricted pay-
ment processing, and advertiser withdrawals, as com-
panies seek to distance themselves from unmoderated
harmful content. Platforms often engage in content
moderation through a mix of automated detection and
flagging of content by users.”> Once a potentially harm-
ful piece of content has been identified, a decision is
made either automatically or by human moderators,
who can inspect the content manually and determine

whether it violates the terms of service.®

fIt is worth noting that Elon Musk has hosted interviews with politicians on X
spaces before, and these spaces can also be used for work functions.
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The aforementioned mechanisms of content mod-
eration view it from the “policy and platform” perspec-
tive,® assigning the responsibility of moderation to the
platform. Recent work introduced a “communities per-
spective” as a new view of the task, which focuses on
self-organization, through volunteer moderators as a way
to address community governance.> These moderators
are members of the community who “are responsible for
building communities, often from their inception, and
guiding them toward positive cultures of social interac-
tion,” often with no monetary gain. Reddit is one of
the biggest social media platforms that heavily relies on
volunteer moderators for its day-to-day operations. The
majority of events on social audio and VR platforms are
currently moderated by volunteer moderators.

Users of platforms that incorporate ephemerality
engage in real-time interactions through voice and/or
VR, and user-generated “content” on such platforms is
no longer in the form of static text or images but instead
takes the form of real-time conversations or actions.
Given these differences, the moderation process on
these platforms has also changed. Studies on volunteer
moderation in ephemeral spaces have highlighted the
need for immediate intervention as moderators must
address misconduct in real time to prevent harm and
maintain order.! This need for immediate intervention
arises for two key reasons: 1. because content in ephem-
eral spaces disappears, volunteer moderators lack evi-
dence of misconduct after it occurs, requiring them
to act in real time, and 2. if left unaddressed, harmful
behavior can disrupt the remainder of the event.

Identity, Bias, and Psychological Burden
in Moderation
Given that human decision making is a major compo-
nent of the moderation process, it introduces a number of
challenges. One of these challenges is that it can lead to
considerable psychological burdens for the moderators.
Through interviews with Facebook moderators, prior
work has shown how repeated exposure to the worst types
of conduct made possible through these online spaces can
have negative effects on moderators’ mental health.®
Prior work has also examined how biases in this
human judgment could result in unfair decisions with
regard to content posted by members of marginalized

communities.’

For instance, political conservatives,
Transgender people, and Black people have been shown
to experience content and account removals at higher fre-
quencies compared with others.” While these examina-
tions of how the identity of the user/poster could impact
content moderation have been done,” to the best of our
knowledge, little attention has been paid to how the iden-
tity of the moderator could impact how they are treated
and how effectively they are able to conduct their work.
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Since moderators of ephemeral social media interact
with other members of the community using voice and
their virtual presence, they end up revealing aspects of
their identity. Traditionally, in text-based spaces, mod-
erators were able to hide their identities as either they
did not need to directly interact with the user or their
interactions were done fully through text. An author’s
gender identity can sometimes be inferred or assumed
based on their writing style or word choices,® but these
inferences are not always straightforward and can often
be minimized through the use of brief or automated
responses. However, even in text-based spaces, limited
studies have shown examples of how gender could affect
how moderators are treated. For instance, a female mod-
erator who worked on the comment section of a web-
site received messages filled with profanity and threats
of physical and sexual violence once commenters found
out they were a woman.® This study expands on this
prior work, exploring how the additional visibility of
moderators’ identities could impact their work.

Challenges Ahead

Unlike text-based interactions, where identity can often
remain less salient, social audio and social VR commu-
nication platforms make it harder for users to control
which aspects of their identity are disclosed. Voice, ava-
tar choice, and behavioral patterns can be used to make
assumptions about different aspects of a user’s identity,
such as gender, race, disability status, and sexuality. For
instance, some social VR platforms allow users to design
avatars that use wheelchairs, thus revealing one type of
account holder disability. Voice features, such as pitch,
can also be used by listeners to make assumptions about

speakers’ gender, race, or even sexuality.”!0
p ) )

Self-Presentation and Signaling of Identity

In everyday face-to-face interactions, characteristics such
as age, gender, or height are observable, although not
always accurately perceived (e.g., estimating someone’s age
incorrectly). In online spaces, however, users might rely
on signals, defined in prior work as “a perceivable action
[... that indicates] an otherwise imperceivable quality
about the signaler or the signaler’s environment,”*! to infer
these characteristics. For instance, a user’s word choices,
voice, or avatar design can signal different aspects of the
user’s identity. The reliability of signals is proportional to
the strength of incentives for honesty, goals behind signal-
ing, and imposed costs. For instance, people might not
have much incentive to use deceptive bumper stickers but
might instead have an incentive to signal a different gender
in online gaming platforms because it might mean they are
disturbed less frequently.!! The privacy concerns associ-
ated with social video, audio, and VR environments could
be an important cost to consider when thinking about
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signaling in these online platforms. Sharing one’s voice
or visual representation online can expose moderators to
unwanted scrutiny or identification. This risk is especially
pronounced in discussions of stigmatized topics (e.g,
mental health) or politically divisive issues, where mod-
erators’ identities may make them targets of harassment or
discrimination. These concerns could result in additional
incentives for unreliable signaling by moderators.

It is worth noting that even in everyday interactions,
whether intentionally or habitually, people are putting
on performances. Goffman’s The Presentation of Self in
Everyday Life'® discusses how these performances might
be done with the goal of impression management and
portraying a specific public image. These concepts of
signaling and self-presentation strategies closely relate
to topics of identity inference we have discussed, such
as avatar selection.

Self-presentation of users in social VR has been
explored in the human—computer interaction literature.'?
The moderators, whose experiences were presented in
the “Introduction” section, used human-like avatars with
features corresponding to their real-world identities. That
is not always the case, however. Users have discussed
“switching the gender” of their avatar to experience the
fun of cross-gender play.'? The ability to use nonhuman
avatars (e.g., animals) is also provided on some social VR
platforms (e.g., VRChat), which is being used by some
users due to the feelings of freedom and creativity they
promote.!? Prior work has discussed how avatar selec-
tion could be platform-specific, reflecting the norms and
atmosphere of the platform.'? While there is some work
on the topic of avatar selection, to the best of our knowl-
edge, this work is done from the perspective of everyday
users and participants, not moderators. However, mod-
erators face unique challenges related to self-presentation,
authority signaling, and identity management. Unlike reg-
ular users, moderators must balance approachability with
authority, and their avatar choices may influence how they
are perceived and treated by participants. Additionally,
visibility of identity markers (e.g., gender, race, or cultural
cues in avatar design) may shape interactions, potentially
exposing moderators to bias, harassment, or challenges
to their authority. Future research could explore how
moderators navigate these issues and whether specific
self-presentation strategies enhance their effectiveness in
maintaining order and engagement.

Understanding New Identity-Based Harms

The ability to make assumptions about a moderator’s
identity can lead to prejudicial treatment and harass-
ment, as demonstrated by the experiences shared by
two of the moderators in the “Introduction” section.
For instance, we discussed how a female social VR mod-
erator had been sexually assaulted or how a genderfluid
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social VR moderator was targeted with hate speech
due to their avatar’s presentation. While we offered
some motivating examples for the potential existence
of identity-based discrimination against moderators
in social audio and VR platforms, future work should
explore this issue in more depth. Future studies could
conduct more interviews with moderators to create a
taxonomy of the types of harm targeted toward mod-
erators, when these types of harm occur, and how the
moderator’s conduct could reduce such instances.

Challenges to Authority
Prior work has pointed out how identity factors such as
gender identity, race, and ethnicity can result in discrimi-
natory behavior with regard to authority.'® This discrimi-
nation can occur both on the path to authority and at the
point of authority. In other words, minorities are given less
access to skill development opportunities (e.g.,, courses
and mentorship) to be able to reach leadership roles
and are also supported less when they express interest in
applying for promotions (termed “path to authority”).
Additionally, research suggests that they are also treated
differently when they are given the position of author-
ity (point of authority) and what their experience is like
(ie.,, how they will be treated and evaluated). Our moti-
vating examples presented in the “Introduction” section
reflected the existence of such issues as well. For instance,
we discussed how the female Clubhouse moderator had
observed that her authority was often undermined by
male users simply because of her gender. Prior work has
indicated that when leaders are displaying stereotypi-
cally masculine behavior, male leaders are evaluated as
more effective.'> When leaders are displaying stereotypi-
cally feminine behaviors, there is mixed evidence on their
evaluation, with some suggesting women are favored over
male leaders.'® Similar differences based on the type of
conduct could be present in moderation. Future direc-
tions for research include understanding the ways that
moderators’ authority is challenged, how instances of dis-
regard or dismissal differ based on perceived identity, and
how moderators experience and respond to these events.
The backlash effect, defined as experiencing repri-
sals or backlash for acting in counterstereotypical
ways, is another issue discussed in the literature.'® For
instance, when women assert their agency, they are
often perceived as unlikable, which can reduce their
chances of being hired for leadership positions.'® Back-
lash effects are observed across political spheres and
racial lines.!® Future work could investigate whether
this effect is experienced by moderators as well.

Challenges to Onboarding and Retention
In the “Challenges to Authority” section, we described
how women and racial minorities could face discrimi-
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nation on their path to authority. These challenges can
include lower chances of being hired for or promoted
to positions. Future work could investigate how recruit-
ing decisions of volunteer or commercial content mod-
erators are made and if the challenges suggested by our
examples influence the hiring or onboarding process.
Additionally, future research could investigate challeng-
es to the retention of hired minorities given the addi-
tional chances of harassment they might face in social
audio and VR platforms. As one of our motivating ex-
amples showed, moderators can be targeted by sexual
harassment, hate speech, and other harmful experienc-
es, and when they are targeted, it can interfere with their
ability to carry out moderation, as with one individual
who shared how they froze and needed to be helped by
other moderators. Studies could examine strategies that
are implemented or that could be put in place to help
relieve some of the stress put on moderators due to at-
tacks or harassment and improve the chances ofkeeping
them on the team for longer.

Anonymization

Anonymization and the ability to make anonymous
contributions online could be one of the future direc-
tions that are explored with the hope of giving people
greater identity-preserving measures.'* The majority
of text-based social media platforms offer this ano-
nymization by allowing users to select usernames that
are not associated with their real identity, the ability to
have accounts with nonhuman profile pictures, and so
on. On social audio or VR platforms, where individuals
need to make the majority of their contributions using
spoken language, that is no longer the case.

A number of studies have begun looking into voice
anonymization techniques for online voice-based discus-
sions.'*!> These studies of anonymization have focused
on making modifications to the user’s audio/voice. It
is important to note that the efforts thus far are being
explored from the perspective of users and conversation
participants, not moderators. Considering the distinct
needs and roles of the two groups might reveal the need
for different methods of anonymization. For instance,
given that moderators on social audio platforms do not
only address harms but also facilitate and participate in the
conversation, they might want to have more than one per-
sona. They might want to contribute to the conversation
using their own voice or an anonymous voice that cor-
responds with their gender identity. On the other hand,
they might prefer to perform moderation duties using an
anonymous voice from another gender or with specific
teatures. Thus, one could imagine assigning a moderator
two identities, one they could use to contribute to the dis-
cussion and another they could use to perform the mod-
eration tasks others might be less receptive to.
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It is important to note a considerable concern with
such an approach: a concern about the balance between
mitigating harm and protecting expression. While allow-
ing moderators to change their voice so it more closely
aligns with assumptions about a different gender might
reduce harm due to a lack of authority or gender-based
harassment, it could also lead to more underrepresenta-
tion of minorities as moderators on these platforms.

Teamwork and Human-Artificial Intelligence
Cooperation to Address Challenges

Within our results, we showcased that in all three sce-
narios, delegation and teamwork were at the heart of
the solution moderators devised for the challenges they
faced. This approach is fundamentally a form of help
seeking, where moderators reach out to others within
their moderation team to address situations they could
not resolve alone. Help seeking in this context serves as
a strategic response to mitigate the emotional and psy-
chological toll of harassment while ensuring effective
community management. Having multiple volunteer
moderators within an event who had different genders
or sexual identities allowed moderators to respond to
the challenge by switching who was responding to par-
ticipants. Future work can look into the different team-
work strategies employed by moderators to address
identity-based harms.

Artificial intelligence (AI)-based automated sup-
port could be another potential solution to address
these challenges. Future work could explore the devel-
opment of Al-driven moderation tools that can iden-
tify potentially biased or identity-targeted interactions
and provide context-sensitive intervention options.
For example, automated models could be trained to
detect disrespectful tone, discriminatory language, or
behaviors specifically aimed at undermining a modera-
tor’s authority based on inferred identity markers such
as gender, race, or sexuality. These tools could analyze
real-time voice data, patterns of interaction, or even
avatar-based behaviors to recognize subtle forms of
harassment that might otherwise be overlooked. Impor-
tantly, Al tools could assist moderators in maintaining
control without forcing them to repeatedly engage with
hostile or disrespectful individuals, reducing emotional
labor and mental strain.

Integrating Al-driven moderation support could
serve as a complement to human moderators, empow-
ering them to carry out their roles more effectively
while minimizing the risks associated with the visibility
of their identities. Future research could examine how
such tools can be designed to balance automation with
human discretion, ensuring that moderators retain con-
trol over final decisions while benefiting from the effi-
ciency and consistency offered by Al systems.
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his work discussed the impacts of visible gender,

racial, and sexual identity on the effectiveness
of volunteer moderators in social audio and social VR
platforms. Motivated by interviews with moderators,
we hypothesized that visible identity markers can lead
to targeted verbal attacks and reduced authority in mod-
eration roles. We then connected these issues to other
literature on identity, authority, and aggression. We con-
cluded by discussing future areas of work and potential
issues to explore in future work.
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