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“Sir, this is not a comfortable topic for me,” began the  
Director of Security. “I am going to have to step outside  
the usual scope of my weekly security update.”

The CEO’s office included only them. The door was shut. 
The secretary had pushed a key meeting back by 10 minutes  
to give the Director a brief, if unplanned, window.

“It’s about your younger son. The report we commissioned  
to assess security to you as Chairman and CEO included a 
review of social media posts referencing you. Earlier this  
week, we identified several posts by your son of a private  
and personal nature.”

“By themselves, these are problematic, especially since these 
were controversial statements made on a public page. Much more 
seriously, however, several other users have posted aggressive 
responses in return, identifying you as CEO, leaking your home 
address and calling your son ‘a sick and deranged little rich boy.’ 
One of them is an explicit threat to ‘expose you and take out  
your entire family’.”

Following further discussions with the CEO, the department 
and company began to take hurried steps up a new path that 
would wind its way from a threat investigation to an assessment 
of the individual’s potential for violence.

Electronic Threat, Physical Risk

This was the first time a threat to company personnel had surfaced 
on social media — and it challenged the Security Director, who 
would have preferred to keep clear lines of distinction between 
security issues impacting the corporation and those involving 
personal issues for the CEO or any other executive. It was also the 
first time the company had formally reviewed open-source and 
social media platforms for risks to its executives, workforce, assets 
or operations. 

KEY MESSAGES FOR 
EXECUTIVES AT RISK

What does a Director of Security —  
or a Family Office Director, for that  
matter — say to a principal at risk?  
Here are some suggestions.

1. “Your affluence and corporate 
position make you a more  
attractive target.” 
Online harassment is just one  
avenue of exposure. Safer social 
media practices can lower risks 
ranging from identity theft and 
stalking to fraud and extortion.

2. “Your children drive the lion’s 
share of the risk.” 
They’re far more likely to be  
online — and to use social media 
and other internet platforms to 
connect with other people and 
express themselves. If someone 
is targeting an executive, their 
children may represent the  
weakest link in their security.

3. “It’s not just your posting habits,  
it’s those of your family and friends.” 
Privacy settings are only as strong  
as the settings of the family and 
friends the principal engages 
online. On Facebook, commenting 
on a friend’s timeline or photo 
shared publicly by the friend 
will override whatever personal  
privacy restrictions are in place.

4. “Your digital footprint will  
follow you your entire life.” 
Bad holiday party speeches may 
be forgotten. But inappropriate  
posts about political issues, 
emotional states, former partners  
and sordid details about the 
principal’s personal life may prove 
indelible marks on reputation.

Executives and high-profile 
individuals are more 
likely to encounter online 
harassment than others. 
If you are responsible for 
their security, know how 
to protect their personal 
privacy online. 
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Guidelines for High-Profile Individuals on  
Protecting their Personal Privacy Online 

PRIVACY SETTINGS

Maximize these on your personal social media sites 
and platforms. Privacy policies at popular sites like 
Facebook and Twitter change frequently. Audit 
these regularly, since profile settings originally 
thought to be maximally restrictive may now allow 
unknown and unintentional disclosure of personal 
information.

PERSONAL DISCLOSURES

Limit disclosures on social media, even if you are 
only connected to people you trust. Establish 
protocols among family members and friends that 
online communications exclude home addresses, 
phone numbers, upcoming travel plans or insight 
into your specific location.

 PROFESSIONAL INFORMATION

Separate personal and professional social media 
profiles. For personal ones, avoid details that reveal 
information such as your work history and education. 
Since profile photos are often public even when the 
profile is not, use a generic photo (e.g., landscape) 
that doesn’t divulge much about you. Professionally, 
use your full name only. For professional profiles, 
do not post photos associated with any personal 
profiles or usernames.

LOCATION SPECIFICS

Avoid sharing details about your whereabouts or 
posting geo-tagged social media that reveals insight 
into your daily regimens, vacation locations or 
jogging routes. Opt out of location tagging and avoid 
posting photos that identify your real-time location.

VIGILANCE

Be aware of content posted on your friends’ 
social media pages that is associated with you  
and may be publicly viewable.

MONITORING

Monitor social and open-source media to identify 
content which may represent a security or 
reputational concern. Look for fake accounts in 
your name and take immediate action to have 
these deleted. Identify people you are linked to 
on social media who you do not know personally 
or to whom you no longer need to be connected — 
and delete the link.

HANDLES + USERNAMES

Do not use the same handles across personal 
and professional social media networks or online 
profiles. It is very easy to reverse-engineer a person’s 
identity with very little information, such as a 
username, if the username is used in multiple places.
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Our series of executive briefings covers a  
wide range of critical and emerging issues 
at the forefront of best-in-class security 
risk management practices today.

Practical Tips for Execution

1. Ensure any security risk assessment you undertake includes a review of open-source information, 
especially social media 
If you are having an assessment conducted of security-related risks to executives and 
organizations or high net worth individuals, require that it include a careful inventory of 
open-source and social media activity and the posting practices of the principal and thier immediate 
family. 

2. Consider undertaking regular weekly monitoring of open-source and social media platforms 
This should be conducted on an established schedule for any executive or individual at high risk for 
reasons such as wealth, a senior corporate position, prominence in an industry with exposure to 
controversy, or outspoken religious, political or social views. 

3. Help the protectee make an informed choice  
Regular monitoring of open-source intelligence for threats is just one prevention-oriented tactic in 
a coordinated, layered and integrated protective or security risk management strategy. Choosing 
to use this tactic should be weighed in the context of its strengths and limitations, as well as its role 
in a broader approach to balancing priorities across security, privacy, risk tolerance and personal 
convenience.
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