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Building a Threat 
Management Team

“Here’s what we know,” the HR Director said to the head 
of Corporate Security and the company’s CEO, as the  
hastily convened call began.

It was 8 p.m. on Sunday evening, 48 hours after a  
50-year-old employee in the IT department had erupted 
in anger at the young, newly appointed department 
supervisor — and thrown a chair across the room.

The incident had occurred on Friday evening. Hours later, 
HR was contacted about the event and alerted Corporate 
Security. The security team immediately interviewed the 
employee’s supervisor and learned that the subject had 
threatened to “take you all out” as he left the premises.  
Two of the subject’s coworkers in the IT function mentioned 
his belligerent behavior during an after-hours office outing 
a few months earlier, information never shared with either 
Security or HR personnel.

The police were alerted. But since no crime had occurred,  
the agency was unable — unless the matter escalated — 
to respond. With no digital records available, an HR  
manager had been dispatched to the office on Saturday 
to track down physical records related to the individual’s 
personnel file and pre-employment background investigation.

By Sunday evening, the three leaders were still struggling 
to piece together information from different sources —  
and clearly aware that they weren’t prepared for a crisis  
like this. “In 12 hours, our company doors open to all 
employees, and a new week begins,” the HR Director  
reminded them. “Talk about this kind of incident spreads  
like wildfire. So let’s try and outline our options.”

Thirty minutes later, the CEO brought the meeting to 
a close. “Ok. I’m not 100% convinced we’ve got the  
right plan — but it’s the best we can come up with  
on short notice,” she said. “But I will say that it’s crystal 
clear to me that once this matter has been resolved,  
we must do three things. First, formalize an in-house  
threat management team.

Second, determine its membership. Third, specify exactly 
what each member will be responsible for. We’d be in a  
far better position today had we done this last year.”
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STRENGTHENING WORKPLACE 
VIOLENCE PREVENTION THROUGH 
A COORDINATED TEAM APPROACH 
TO THREAT ASSESSMENT + 
MANAGEMENT

Organizations have a legal responsibility 
to take reasonable steps to respond 
and intervene when they are made 
aware of an employee or other 
individual who exhibits warning 
signs that they may be on a path to 
violence. With a multi-disciplinary 
Threat Management Team (TMT) 
in place, these steps become part 
of an established protocol.

Pressures rise at an exponential rate 
when you, or a select few, are left to 
confront a critical set of questions in 
real time. “What needs to be done?” 
“Is this an actual threat?” “If we don’t 
do something now, will this escalate 
quickly and become an acute safety 
and security concern?” “Do we need 
to alert law enforcement?” The cross-
functional capabilities of a threat 
management team allow for quick 
answers that lead to effective — 
potentially life-saving outcomes.

As the risks and 
liability implications 
of workplace 
violence escalate, 
many businesses are 
bringing together 
their Security, HR 
and Legal teams 
to help prevent or 
respond to incidents.



THREAT MANAGEMENT TEAMS DRAW FROM A DIVERSE GROUP OF EXPERTS. PERSONNEL FROM 
SECURITY, HR AND LEGAL FORM THE CORE + CAN INCLUDE OTHER EMPLOYEES, SPECIALISTS  
AND SUPPORTING ORGANIZATIONS

The Security Department

Plays a principal role, and sometimes the lead one, 
in the activation of the Threat Management Team 
from the launch of the gathering and evaluation  
stage — including background investigations, 
interviews, statement gathering and evidence 
retention — through the close of a case.

 + Identifies and implements immediate  
measures to ensure safety while an  
investigation is occurring

 + Documents team meetings, action plans 
and reports

 + Maintains incident data and statistics

Human Resources

Plays a leadership role, if the Security team does 
not have this responsibility, in the activation of 
the team.

 + Organizes TMT meetings
 + Advocates for all concerned employees, 

understands and presents performance issues 
and ensures a fair and consistent process

 + Provides background on employees involved  
(e.g., personnel files, timelines, observed behavior)

Legal Counsel

Plays a vital role in threat case management — with 
respect to legal rights, compliance and obligations.

 + Recommends appropriate documenting of  
team activities

 + Provides guidance in situations involving 
mandatory Employee Assistance Program referrals

 Ad Hoc Members

Based on the event and who’s impacted, Threat 
Management Teams should leverage the critical 
input and participation from others:

 + Senior leaders of impacted areas can be valuable 
for ensuring a management plan is feasible for 
specific work environments

 + Local law enforcement provide insight into possible 
options and response

 + Employee Assistance Program liaison provide mental 
health support as well as assistance with interventions

 + Labor unions have a mutual vested interest in the 
safety of the workplace and a duty to protect their 
members

 + Threat assessment experts and licensed clinical 
psychologists manage situations that are beyond 
a representative from the TMT

 + An Occupational Safety and Health Administration 
(OSHA) representative should be on the list if an 
incident occurs 

 + A public relations/communications representative 
can help craft a message to the workforce that will 
provide assurance that the issue is being managed 
by professionals with an acute focus on prevention 
and workplace safety

SIX KEY STEPS EVERY THREAT MANAGEMENT 
TEAM SHOULD TAKE

1. Ensure safety

2. Investigate and assess

3. Engage support

4. Take action

5. Establish interventions

6. Resolve and document
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Practical Tips for Execution

1. Define and communicate the responsibilities of the team as a whole. 
Collectively, the team must promptly and effectively address situations involving potential violence 
in the workplace.

It must also:

 +  Gather the facts of each situation
 +  Ensure the workplace remains safe
 +  Oversee an impartial, fair and objective review
 +  Determine a course of action in a timely manner

 +  Maintain a uniform and consistent application 
of policies

 +  Review procedures and processes
 +  Provide recommendations for program 

improvement

2. Determine the team structure. 
Decide who will serve as the team leader, how this person will be selected and how long their term 
of service will be. Determine how new members of the team will be selected and any minimum 
qualifications they should have. Consider designating backups for individuals representing key 
disciplines or departments.

3. Establish schedules for regular meetings — and a process for emergency meetings. 
Require team members to meet on a regularly scheduled basis. This will help build relationships and 
familiarity among team members who may not otherwise interact daily. Establish a plan of action in 
case a situation requires the team to convene on an emergency basis. 

Our series of executive briefings covers a  
wide range of critical and emerging issues 
at the forefront of best-in-class security 
risk management practices today.
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