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“Better now than later,” began the industrial 
manufacturer’s Chief Executive Officer. 
Conversation in the boardroom ceased. 
“It’s about time we take a much more strategic 
tack on these security expenditures.”

Heads nodded around the table. Over the last 
year, the board’s agenda had been sidelined 
by a series of security and investigative crises. 
And the costs associated with urgent responses 
and a flurry of point solutions were mounting.

“Do we really know our greatest risks?” challenged 
the CEO. “And exactly how we should be aligning 
our growing security expenditures with these 
risks as well as our business objectives?”

For years, the NYSE-traded entity had been 
addressing security in a reactive manner.  
As a global manufacturer, it had been relying 
on a long-standing, factory-centric approach  
to security. With an intensive focus on OSHA- 
driven compliance requirements in the U.S. 
and factory floor safety protocols worldwide,  
the company found itself ill-prepared to deal with 
a wave of incidents that began in the year prior. 

ESCALATION IN RISK

The first was a threat of violence against the CEO 
by a mid-level manager who had just been fired. 
Then, six months after commissioning a residential 
security assessment of the CEO’s homes and 
initiating continuous open-source monitoring 

for threats against the senior management team,  
the entity’s senior security manager — an enthusiastic 
30-something director — confronted two new 
challenges. One was the shooting death of an 
employee by her husband in the parking lot of the 
company’s Tennessee plant. The other involved 
whistleblower allegations of FCPA violations 
related to its subsidiary’s operations in China.

A COMMON PREDICAMENT

The CEO pressed his point. “There are at least five 
major factors driving our need to find and engage a 
strategic advisor on security,” he pointed out. “And 
we pop the clock on every one of them.” He ticked 
off the vulnerabilities on his fingers. “Constant change 
in our market and competitive environment. New 
threats every month. Expanding complexity in how 
these risks interact. The high costs we’re stuck with 
paying when a preventable event explodes into a 
crisis. And the need for expertise across many more 
domains than a highly qualified Chief Security Officer 
and a limited corporate security team can provide.”

MULTIPLE VENDORS OR  
ON-DEMAND SUPPORT

TRUSTED SECURITY  
ADVISOR MODEL

OBJECTIVE Short-term transactional goals Long-term business value creation

RELATIONSHIP STYLE Directive Collaborative, discussion-based

SCOPE OF FOCUS Project-centric Cross-functional, cross-enterprise

MOST VALUED  
VENDOR ATTRIBUTE Domain expertise Intimate knowledge of company’s 

security function and business

DRIVER OF NEED Single event or crisis Complex challenges with 
multiple interdependencies

RETURN OF INVESTMENT Linear Exponential

Tapping an independent 
perspective on strategic 
security can create 
enormous business value. 
But it requires shifting 
from a transaction- 
driven mindset to a 
relationship-based model 
founded on credibility, 
transparency and trust.
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A Continuum of Value

As corporations escalate their approach to security from an operational cost center to a board-level 
priority, many begin to change how they tap independent security expertise and capture business value 
from their investments in security. Four scenarios are common:

 + Multiple vendors. Tactical, transactional focus. Little visibility or transparency across projects.  
Weak alignment with corporate goals.

 + On-demand support from a single provider. Greater integration across several high-priority areas of need. 
Growing pressure to formalize strategic planning and resource allocation.

 + Outsourced CSO. Effective planning and execution of 100% of the function. Improved risk management. 
Often used as transitional strategy prior to engagement of in-house CSO and adoption of a formal security 
strategy.

 + Trusted Security Advisor. Ongoing, collaborative relationship with external advisor comparable to General 
Counsel or HR leader. Requires superior expertise and credibility, intimate and strategic cross-enterprise 
knowledge, and high levels of trust and transparency. 

Trusted 
Security
Advisor

On-Demand
Support

Multiple
Vendors

RELATIONSHIP WITH SECURITY VENDOR

Travel Risk Management + 24-Hour On-Call Support

Day-to-Day Integration of Security Priorities

+

Due Diligence + Background Screening

Threat Assessment + Violence Prevention
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Practical Tips for Execution

1. Build the relationship early  
Waiting until a crisis occurs ties you to the high costs, limited options and disruptive operational 
impacts associated with mounting a poorly planned response. Get to know your advisor early 
— and let trust grow naturally over time through good work, sound judgment and evidence of 
concrete business value creation.

2. Do your homework 
Make sure your advisor has experience in global security operations equal or comparable 
to those of a seasoned CSO. The firm must have a deep, culturally grounded understanding 
of the importance of a prevention-oriented approach and how to address the risks, threats 
and vulnerabilities confronting your organization. 

3. Seek out a business advisor, not just a security expert 
Your independent experts must not only have an intimate understanding of your business — 
but also be very experienced in how the security department needs to collaborate with  
every major function or business line across the enterprise. These include, for example, 
human resources; IT; supply chain operations; compliance; marketing, sales and client service; 
vendor and facility management; and enterprise risk management, among many other 
divisions and departments.

Our series of executive briefings covers a  
wide range of critical and emerging issues 
at the forefront of best-in-class security 
risk management practices today.
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