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The Family Office Director finished his coffee slowly, wishing 
he didn’t have to make this call. Then he picked up the phone 
and hit speed-dial. “Ted,” he said when the family patriarch 
answered, “I just got back from meeting with the bank manager. 
They’re going to refund about 25 percent of the loss. But the  
rest of the $48,000 — the total of all five wire transfers — 
is not recoverable.” 

The head of the family took the news in stride. “I can’t blame the 
kids for leaving their passwords on notes in plain sight,” he admitted. 
“Marnie and I essentially do the same thing. What galls me most  
is that this housekeeper has been with us for almost 20 years. 
It’s a real betrayal. How could we have ever seen this coming?”

Two months ago, when this midwestern family’s son turned 18, 
a family trust set up by his grandfather before he passed away 
made a $60,000 one-time distribution to the young man’s 
checking account. He had immediately withdrawn $12,000 
for a down payment on his first car, leaving the balance in 
the account. That same week, the Slovakian housekeeper had 
suddenly returned to her country to ‘care for her ill mother.’

Last Wednesday, after making an ATM transaction, the young 
man had been shocked to find the bulk of the funds gone. Analysis 
of the bank’s electronic records confirmed a series of transfers, 
all under $10,000, over the course of five days at a time when the 
young man was ‘off the grid’ at a lacrosse camp in Florida. 

“These transfers were to a single account in Eastern Europe,” the 
bank manager explained. “We do have established notification  
and fraud-prevention protocols in place and we’re looking into 
why these didn’t prevent the transaction or whether they worked 
properly and alerts simply weren’t acted upon by your client’s son.” 

Online attacks dominate the headlines 

Ransomware. Identity theft. Cyber stalking 
and bullying. These are just a few of the 
pervasive threats in our digital lives today. 
Wealth attracts criminal elements in 
cyberspace just as it has in just as it has in 
affluent individuals’ private lives and homes.

Families of means are more aware,  
but also more vulnerable

According to a study by the Alliance 
Security Council, leaders of family offices 
and wealth management firms have voiced 
increasing concerns about the security 
risks to their client families. About 75 percent 
of these wealth firms said that incidents 
involving families they serve have grown, 
with almost 25 percent saying the spike was 
major. By far, identity theft and cyber fraud 
were cited as the greatest risks facing clients.

Wealth has always 
attracted trouble.  
As the edges of your 
physical and digital  
lives blur — and your 
children grow up in  
an electronic world —  
it is critical to keep  
your family protected. 
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FOUR TYPES OF RISKS CONFRONTING FAMILIES + CHILDREN ONLINE

Although risks to online users take multiple forms — and are constantly changing — most fall into one 
or several of the following:

1. Financial: Cyber attackers use tactics such as phishing, spear phishing and ransomware to gain access 
to bank and other critical personal account information.

2. Reputational: Compromised social media accounts are hijacked by attackers looking to misrepresent  
and erode the personal and professional reputation of their target.

3. Emotional/Psychological: Cyber bullies and so-called ‘trolls’ bait and manipulate their targets through 
relentless, often highly coordinated verbal attack campaigns.

4. Physical/Personal Safety: Online attackers use information found publicly on social media to determine 
their targets’ whereabouts. This is how online harassment can cross the line from verbal aggression to 
physical, potentially violent confrontation.

QUESTIONS EVERY PARENT SHOULD CONSIDER ASKING

Take the opportunity to seek out guidance and resources that provide insight on actions you should consider 
taking as a parent to begin educating your children about online safety. We have provided some suggestions 
on the next page. Key questions parents should ask themselves include the following: 

 +  How do we teach our kids about the safety of social media?
 +  How do we make them aware that their digital footprint is growing by the minute and will follow them 

their entire lives?
 +  How do we manage the delicate balancing act of monitoring their safety and giving them individual freedom? 
 + Is my child being cyberbullied, or perhaps taking part in cyberbullying? If so, what steps should we take?

STAY INVOLVED IN YOUR CHILDREN’S DIGITAL LIVES

As responsible parents, create your own social media accounts and educate yourself on the content your 
children are sharing and the interactions they are having online. Understand:

 + What types of individuals are engaging your children in conversations within these social media applications
 + What are the expectations of your children as passive or active participants
 + What is actually being conveyed in the conversation

By understanding and actually using these social media apps, you will be able to have authentic, healthy 
conversations with your children and teach them how to protect themselves against online and offline predators.
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Practical Tips for Execution

1. Develop a ‘Family Social Media Policy’ 
You would never let your kids use their ‘Show and Tell’ time to share your family’s finances, vacation 
plans or home security system code. While we’re all fairly well informed about risks in our physical 
environments, we tend to be woefully exposed to comparable risks in the ultimate show-and-tell 
forum of our digital worlds. Have all family members agree on basic social media sharing protocols 
regarding any information that can compromise the family.

2. Weigh the Benefits of Public Sharing with the Risks — Always 
Next time you share something publicly — as an individual or a family, or as a corporate team —  
think about the potential risks. Would you put a big sign in front of your house alerting neighbors  
and passersby that your family is taking a two-week vacation abroad? Probably not, so don’t post 
it to your Facebook page either.

3. Know Your Resources for Protecting Your Kids 
Many organizations — the National Center for Missing and Exploited Children (NCMEC), the Federal 
Bureau of Investigation (FBI) and most federal, state and local law enforcement agencies — work  
tirelessly to protect our children from online predators. These efforts are also supported by religious 
organizations like the National Catholic Risk Retention Group (NCRRG). Below are links to helpful  
guides from some of the popular sites for pre-teens, tweens and teens:

 + Instagram: https://help.instagram.com/ addresses the basics of the app, FAQs and privacy, and safety

 + Instagram Tips for Parents: https://help.instagram.com/154475974694511

 + Snapchat: https://support.snapchat.com/en-US/ includes info on app basics, along with How to’s and tutorials

 +  Snapchat Safety Tips and Resources: https://support.snapchat.com/en-US/article/safety-tips-resources

 +  TikTok’s Safety Center: https://www.tiktok.com/safety/resources/for-parents?lang=en tips and tricks,  
answers common questions and gives safety tips
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