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Several years ago, during the opening ceremony  
of the winter Olympics, a mentally ill man with a 
homemade security pass — and a fixation — was able 
to get within a few feet of the U.S. Vice President.  
Two female plainclothes Canadian Mounties protecting 
the Vice President decided that they felt the man  
“just didn’t fit in.” So they intercepted him. Within 
moments, they determined that his credentials were 
invalid — either faked or forged — and began escorting  
him back up the aisle. At which point he began to run.

There are two key lessons here. First, leveraging state-of-
the-art technology for credentials such as badges or passes 
is enormously important. This is true if your job is ensuring 
the security of a nation’s leader. Or safeguarding a leading 
pharmaceutical research lab. Or managing the security 
supporting an international, month-long, 10-stadium 
sports event with three million attendees.

But take note of the second lesson here — proper 
credentialing, no matter how sophisticated its underlying 
technology might be, is only as effective as the many  
other critical facets within a highly integrated, layered 
approach to security.

Like what? Multiple perimeters of security. Critical process 
redundancies. And specialized training for security 
personnel, including knowledge of behavioral threat 
assessment techniques, to name just a few. Each of these 
played a role that day during the Olympics and, taken 
together, successfully prevented a possible attack on the 
U.S. Vice President.

The 5 most common ways credentials 
are compromised: 

1. Theft 
Genuine credentials or raw materials 
used in the production process such 
as seals, specialized stock papers 
and blank identification cards may 
be stolen. Documents may also be 
stolen before delivery to the holder 
(e.g., in the mail) or afterwards 
(e.g., from an office).

2. Unauthorized release of  
authentic documents 
It’s called collusion. An “insider” 
illegally issues a valid ticket or 
credential to an unauthorized person. 
Or illegally produces a genuine 
document — bypassing established 
controls and procedures — and sells 
it to unauthorized parties.

3. Post-production alteration 
This refers to changing or replacing 
information on a credential, such 
as switching a photo, removing 
legitimate information or adding  
false identifiers.

4. Counterfeiting 
Someone develops an exact replica 
of an original document or a similar 
reproduction. Sometimes, fictitious 
counterfeits are created that bear  
no resemblance to the original.

5. Social engineering 
Someone with malicious intent 
convinces an “insider” to let down 
their guard and reveal information 
that permits unauthorized physical  
or electronic access. 

Ensure that your 
credentialing strategy 
isn’t compromised 
by counterfeiting, 
theft, alteration 
or unauthorized 
issuance. And take  
an integrated, layered 
approach to security.
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How Should Credentials Be Selected, Designed + Managed?
The answers depend on the security program goals and the best means of cost-effectively aligning strategy, 
budget and other resources to achieve the required security outcomes, including:

 + Protecting document integrity. It is important to make alteration difficult, inhibit transferability from one 
user to another and preserve evidence of tampering.

 + Tying the credential tightly to the individual authorized to carry it. The credential should capture unique 
information identifying the person to whom it was issued and sufficiently indicating the authorized level 
of access.

 + Enabling proper screening and fraud discovery. Security personnel should be able to quickly —  
either manually or automatically — interpret any codes used on the credential without difficulty.

 + Facilitating intervention and reporting. In some cases, design elements can facilitate real-time alerts, 
information sharing and location tracking as well as post-breach auditing and process improvement.

 + Complying with regulations and guidelines. In the U.S., for example, FIPS 201 (Federal Information 
Processing Standards Publication 201) is a government standard that specifies Personal Identity 
Verification (PIV) requirements for federal employees and contractors.

One-time and multi-use credentials should have a combination of the following security features embedded 
in their construction — from substrate to document printing.

Overt Security Components include easily identifiable visual or tactile features that permit inspection and 
examination without tools or aids.

Covert Security Components support inspection and examination without attracting much attention or 
inconveniencing authorized bearers.

Forensic Security Components help prove credential genuineness, sometimes through destruction. 
Typically this involves expert analysis and laboratory processes that evaluate a sophisticated set of  
security features known only to a few — a strategy often engaged by justice and law enforcement 
personnel for court use.

CREDENTIALING TECHNOLOGIES 

A Rapidly Evolving Spectrum of Choices
Basic

 + Magnetic stripes
 + Barcodes
 + Security threads
 + Ultraviolet features
 + Holograms
 + Microprinting
 + Watermarks
 + Digital photos

Advanced

 + Heat-sensitive paper
 + Color-shifting ink visible only 

under proprietary equipment
 + Magnetic ink
 + Handheld credential screening 

devices
 + Proximity software

Emerging

 + Smart chips
 + Cryptographic credentials  

such as x.509 certificates
 + Biometric data such as 

fingerprints, facial recognition, 
retinal scans, and voice and 
hand geometry
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Practical Tips for Execution

1. Match the technology to the mission 
Before committing to a particular type of credential or determining which features are 
important, understand exactly how your credentialing strategy will be integrated with 
other key facets of your security. In addition, look at your costs over time and whether 
the system can scale and evolve as new credentialing technologies emerge. Though  
compliance mandates may apply — such as those applicable to the U.S. TSA Transportation 
Worker Identification Credential — be prepared to build in greater security if your risk 
management priorities require it.

2. Ensure that proper security controls are in place over every single phase of the credential lifecycle 
This should include original production and sourcing for specialized raw materials as well 
as storage, delivery to authorized bearer, recovery and destruction. To safeguard the 
storage location, for example, ensure that intrusion detection, closed-circuit television and 
automated access control systems are in place.

3. Pay particularly close attention to screening protocols 
“Screen the screeners” both before and during employment. Make training a priority. 
Help security personnel understand the importance of both validating a credential  
and authenticating a person’s identity — two very different, mutually supporting tasks. 
Consider training screeners to identify potential risk-related behavioral indicators and  
how to address these factors safely, effectively and legally.
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