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Security leaders are charged with protecting 
their organizations’ employees and assets, and 
this involves acknowledging the potential for 
civil unrest. The U.S. has always been home 
to protests. They serve as markers for critical 
moments in history, from the Boston Tea Party in 
1773 to Dr. Martin Luther King, Jr.’s famed march 
across the Edmund Pettus Bridge in 1965. 

In recent years, protests have continued to 
grow in number and strength as Americans respond 
to socio-political tensions and public health crises. 
In summer 2020 alone, upwards of 26 million 
people participated in Black Lives Matter protests, 
making it arguably largest social justice movement 
in U.S. history. (Buchanan, Bui, & Patel, 2020) 

Fortunately, most protests and demonstrations 
of civil disobedience are peaceful in nature. But 
as we have seen, civil unrest is not uncommon. 
Property damage, injuries and even death have 
resulted from incidents of civil unrest. Security  
and risk management leaders are expected to step 
in and guide a company through events whenever 
there is a risk of injury to people, damage to property 
or business interruptions. By understanding the 
environments that fuel civil unrest, these leaders are 
better able to shape corporate security programs 
which mitigate the negative impact of civil 
unrest on employees and business operations. 

UNDERSTANDING CIVIL UNREST 

Civil unrest is defined as an activity arising from a 
mass act of civil disobedience in which actors at 
the scene become hostile and potentially violent 
toward others. To prepare for civil unrest, we must 
consider why individuals participate in protests — 
peaceful or not. Their agendas give us insight as 
to why civil unrest occurs at certain times and in 
certain places. Recently, a handful of causes have 
emerged as drivers of civil unrest in the U.S. 

 + Political motivations (e.g., election cycle,  
policy changes)

 + Religious beliefs 
 +  Racial tensions 
 + Economic struggle and disparity
 +  Public health crises (e.g., COVID-19 pandemic)

HOW PEACEFUL DEMONSTRATIONS  
CAN TURN HOSTILE

Although many demonstrations are peaceful 
gatherings, they can evolve into hostility, leading  
to violence that can be dangerous and destructive. 
Now that we understand protesters’ motivation, 
we can combine that knowledge with 
their potential tactics to anticipate when 
a demonstration may turn violent.

PROTEST TACTICS 

 +  Peaceful Marches – Agitators can infiltrate 
peaceful protests so security leaders must  
stay alert to any type of demonstration that 
might occur near their facilities, even if the  
intent is peaceful.

 + Rallies – A rally is typically the designated 
beginning or endpoint of a walking or mass 
march event. A large rally requiring the use of 
sound amplifying devices or rallies at certain 
designated parks or plazas often — but not 
always — require permits so you may know of 
these in advance. If advance notice is possible, 
security leaders should inform staff members 
of march routes and rally locations.

 + Nonviolent Direct Action – This nonviolent 
approach, also known as passive resistance,  
can include hunger strikes, boycotts, blocking 
major roadways, sit-ins or refusal to comply 
with laws or orders issued by the government. 
It is distinguished from other protest tactics 
by actors’ choice to abstain from a violent 
response even in the face of violent aggression.   

 +  Violent Direct Action – As the name states, 
this form of protest involves physical force 
against people or property. It can include rioting, 
terrorism, interference with police actions, armed 
insurrection, destruction of property or looting.

The public can use many forms of nonviolent 
protest to enact social change. Unfortunately, 
each protest is susceptible to devolving into 
violent direct action if certain aspects of the 
protest escalate. For some groups, intimidation 
and violence are central to their protest agenda. 
Once you know of a planned protest, research the 
primary group involved so you can evaluate the 
likelihood that an event might turn destructive.  
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THE RISE OF EXTREMISM

“Among domestic violent extremists, racially  
and ethnically motivated violent extremists — specifically 
white supremacist Extremists — will remain the most 
persistent and lethal threat in the Homeland.” 

 – U.S. Department of Homeland Security, 2020

A surge in racist and ethnocentric extremism 
has direct correlations to civil unrest and 
violence. Not every perpetrator of criminal 
or violent behavior in a civil unrest incident 
is a domestic violent extremist or white 
supremacist, but the Department of Homeland 
Security (DHS) has identified these individuals 
as the most persistent threat in the U.S. today.

This data aligns with other organizations’ findings 
that track extremist violence. In its latest report, the 
U.S. Secret Service identified that nearly one-third 
of mass attackers in 2019 demonstrated bias toward 
nonwhite residents and purposefully targeted them. 
(U.S. Secret Service, 2020) The Federal Bureau 
of Investigation (FBI) reported that hate crimes 
reached their highest level since 2008, with hate  
crimes against Hispanic and Jewish residents rising.  
(Federal Bureau of Investigation, 2020) 

2019
The most lethal year for domestic violent extremism 
in the United States since the Oklahoma City bombing 
in 1995. The DHS is still analyzing events in 2020. 
(U.S. Department of Homeland Security, 2020)

55.8%
The portion of hate crimes motivated by 
race, ethnicity or ancestry bias in 2019. 
(Federal Bureau of Investigation, 2020)

THE LINK BETWEEN CIVIL UNREST 
+ CORPORATE SECURITY

“The worst case is that riots begin in major metropolitan areas 
to the degree that it disrupts a functioning society … [and] 
prevent banks and financial institutions — and all businesses 
really — from operating as ‘business as usual.’ It’s a scenario 
that is not at all far-fetched and could take some time to resolve.” 

– Ray Fournier, CFE, Corporate Head of Security (Briscoe, 2020)

Security professionals have always considered civil 
unrest as a potential risk, and it often pops up as 
a scenario in emergency action plans (EAP). The 
Occupational Safety and Health Administration  
(OSHA) requires businesses with more than 10 
on-site employees to have an EAP but the frequency 
with which businesses update these plans to reflect 
the changing nature of both the business and the 
risk environment is questionable. An EAP guides 
the actions that employees and employers take 
during workplace emergencies, including evacuation 
procedures, communications strategies or even 
medical duties should injuries occur during an 
emergency. Because of this, corporate security 
leaders must review and update these plans regularly.

Security leaders should give particular consideration  
to the likelihood of civil unrest in the area where a  
business is located. Organizations with facilities located 
in a major city, financial district or governmental hub 
would need to pay closer attention to the specific 
procedures that pertain to an incident of civil unrest 
than a facility located in a suburban office park. This 
fact also reinforces the need for site-specific EAPs. 

Most importantly, these plans should prescribe 
a proactive approach to preparing facilities and 
employees for the risk of civil unrest. This issue-specific 
preparation enables businesses to protect workers 
and build resiliency that can lead to faster recovery.
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SAFETY PLANNING FOR CIVIL UNREST

Properly managing the risks associated with civil 
unrest requires specific actions before, during and 
after a mass gathering event that may create a 
dangerous situation for your employees or facility. 

BEFORE AN EVENT

Meet with first responders before any  
emergency arises

 + A best practice in emergency planning is 
to meet with first responders before an 
emergency. Establish a relationship with  
the local police and fire departments and  
invite them to your facility for a tour and 
to learn about your operations 

 + Take the time to share your emergency 
response plan so they understand your 
expectations of them

 + Determine if the local first responders  
have an emergency communication platform  
(e.g., Nixle) they use to reach the community. 
If so, subscribe to that platform so you can  
be notified of pertinent information impacting  
the community, such as a protest

 + Review the EAP with your employees,  
in particular leadership who will guide and  
direct employee response to the emergency

Gather intelligence on targeted threats 
Public safety agencies typically gather  
up-to-date and accurate information about  
potential protests in their local areas, which is 
critical to preparing for civil unrest. If you have 
concerns that potential protests may target your 
organization, you can employ similar tactics 
for threat-specific monitoring. By monitoring 
publicly available information sources, often 
referred to as open source intelligence 
monitoring (OSINT), you can uncover chatter 
regarding demonstrations, protests or threats 
that could lead to civil unrest targeting a specific 
company or institution. OSINT analysts, either 
within your organization or contracted through 
a third party, can act as a veritable ‘ear to the 
ground’ and notify you if they identify a viable 
risk. A skilled analyst can sift through what will 
likely be hundreds — or even thousands — of 
data points to determine actual threats.

Establish and revise incident management plans 
Procedures for a civil unrest or protest incident 
should be codified in policy, whether that be an 
emergency preparedness plan, business continuity 
plan or other incident management-related 
documents. These documents provide leadership 
and employees with critical information regarding 
how to respond to a protest or an act of civil unrest. 
In the following section regarding what to do  
during an incident, we cover some of the 
topics these plans should highlight. 

Review your physical and technical security 
If you learn of a planned protest near your facility,  
your first thought may be to release employees 
from work before the event begins, if possible. Your 
second consideration should be ensuring the facility 
is protected from potential vandalism and looting by 
assessing the physical and technical security measures.

Routine assessments of the security measures are a 
best practice and particularly important if information 
suggests a large and potentially unruly crowd may 
be near of the facility. Some critical components 
to review are included on below. 

 + Review and reinforce door security 
measures. Test credentialed access  
and conduct key control. Conduct audits 
of key issuance. Review usage reports to 
confirm only staff can access restricted 
areas. Check locking mechanism to ensure 
proper function.

 + Make restricted entry point access 
clear by adding signage prohibiting 
unauthorized entry.

 + Ensure entry points include adequate 
exterior and interior lighting, intrusion 
alarms and surveillance cameras. Video 
feeds should be clear enough to identify 
facial features of individuals who may 
appear on camera. 

 +  Trim nearby foliage that may restrict the 
views of cameras and security personnel. 
Minimize minimize areas of concealment 
and check that vegetation does not block 
light or cast shadows near entrances.

 + Schedule regular, preventative maintenance 
for alarm systems and perform walk tests to 
make sure systems are functioning properly. 
At minimum, conduct annual drills with staff  
to ensure they know how to respond 
to alarms, particularly during a time of 
heightened civil unrest.
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WHAT IF CIVIL UNREST COMES TO YOUR 
FRONT DOOR: DURING AN EVENT

Centralize your communications and security 
monitoring 
Communications during any crisis is key. 
Ensure incident management plans include a 
communication plan to provide critical information 
to leadership, security personnel, employees and 
external entities, where applicable. A security 
operations center (SOC) is beneficial during a 
crisis such as a civil unrest incident. Use the SOC 
as a hub for monitoring the incident through 
technology at the scene, communications and 
information sharing. A SOC is typically inside the 
facility but when the potential for civil unrest exists, 
leadership may consider establishing a monitoring 
center at a safe location away from the incident. 

Respond in the moment — even with minimal planning 
It is always possible that an incident may thrust 
your facility into a protest’s orbit — with little 
to no advance notice. In these instances, the 
incident management plan is critical. Leadership 
and security personnel should work quickly to 
ensure the facility is secure, that employees are 
notified of the situation and provided with 
instructions, and that the steps described in 
the incident management plan are followed. 

If the situation indicates the potential 
for violence, take the following steps to 
protect employees and the facility: 

 + Release non-essential employees from the site  
if  they can safely leave the area. If not, 
employees should be sheltered in place

 + Shelter employees in the inner-most areas of the 
facility away from exterior windows and doors 

 +  Close curtains or cover windows to limit 
views of the facility’s interior

 +  Remove items around the facility’s exterior 
that can be picked up and thrown through 
the windows (e.g., benches, drop boxes, small 
signs, landscaping rocks) 

 + If the facility has large glass-pane windows, 
tape the glass and cover them with boards  
or cardboard, if possible

 + Close and lock as many doors as possible 
 +  Ensure restricted areas are secured and 

log off or shut down computer systems to 
prevent a potential data breach if unauthorized 
persons gain entry

If unauthorized individuals gain entry, do not confront 
them. Remain sheltered. A mob will typically move 
through a facility quickly. They may vandalize the 
facility and take items that can easily be removed and 
move to the next facility. Individuals in this environment 
tend to limit their time in any one facility to avoid being 
apprehended by law enforcement and to create as 
much damage in as many places as possible. 

Conduct ongoing open source intelligence analysis 
OSINT shouldn’t be relegated to the planning phase 
but rather embraced every step of the way. Ongoing 
monitoring of social media and other information 
channels is critical during a protest because it is often 
where the first reports of civil unrest will emerge. 
These sources often reflect signs of when a protest 
may turn violent, which typically involves the presence 
of outside agitators and extremist groups who seek  
to use the protest as a stage for acts of violence. 

AFTER-ACTION REPORTING: AFTER AN EVENT

Capture lessons learned 
Security risk management is a cyclical process in  
which incident security leaders analyze the response 
to recent events to inform the actions taken during  
future events. At the earliest opportunity, you should 
convene leadership, the security team, and designated 
supervisors and employees to discuss the incident. 
This process, typically referred to as an after-action 
review, provides opportunities for key stakeholders  
to discuss challenges, issues and successes that  
inform any changes to the emergency response plan. 

Implement your recovery plan 
An incident action plan for civil unrest should include 
your recovery plan and identify team members 
responsible for restoring the facility and business lines 
to full operational status. This should include a list of 
contractors that have been previously designated 
to address facility repairs, not just from civil unrest 
but following a disaster, fire or structural failure.

FINAL THOUGHTS

Civil unrest is an increasingly common risk for 
organizations. What was once considered a low 
priority on the emergency response list, has become 
a highly anticipated event that may leave security 
leaders feeling unprepared for the possibility of 
a peaceful demonstration turning violent. The 
good news is that with a little tweaking, your 
existing approach to security risk and emergency 
management can apply to protecting against and 
mitigating the effects of a civil unrest incident.
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