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Security Application Exclusions – Version 9.5 
Version History   
Date Version Change 
November 17, 2023 9.0 Fortrafied 
November 20, 2023  Add Windows example for RSA Netwitness 
December 21, 2023  Update Avecto example for Windows 
December 21, 2023  Ivanti (was Juniper pulse) 
February 5, 2024  Windows 8.0 + missing DLLs 
March 5, 2024 9.1 Exclusions for Fortra Lookout 
March 11, 2024 9.2 Note for third party web security products that need to monitor 

dgwip.exe 
April 30, 2024  Fix Nessus dirctl entries 
May 8, 2024  Sentinel One changed company name 
May 8, 2024  Fortinet company name removed 
May 8, 2024  Eliminated PR, see below: 
May 8, 2024  Tidied up Sophos flags 
May 8, 2024  Tidied up AppSense flags 
May 8, 2024  Tidied up ARES flags 
May 8, 2024  Tidied up Bitlocker flags 
May 8, 2024  Tidied up Bluecoat flags 
May 8, 2024  Tidied up Bromium flags 
May 8, 2024  Tidied up Carbon Black flags 
May 8, 2024  Tidied up Cisco AMP flags 
May 8, 2024  Tidied up Crowdstrike flags 
May 8, 2024  Tidied up CyberArc flags 
May 8, 2024  Revised Cyberhaven flags 
May 8, 2024  Revised Cylance flags 
May 8, 2024  Tidied up Deep Instinct flags 
May 8, 2024  Revised Dell Data Protection flags 
May 8, 2024  Tidied up Fireeye flags 
May 8, 2024  Revised Forcepoint One flags 
May 8, 2024  Tidied up Intel Security flags 
May 8, 2024  Tidied up Pulse flags 
May 8, 2024  Revised Kaspersky flags 
May 8, 2024  Tidied up Malwarebytes flags 
May 8, 2024  Tidied up MS EMET flags 
May 8, 2024  Revised MIP flags 
May 8, 2024  Revised N-Able flags 
May 8, 2024  Revised PGP Encryption flags 
May 8, 2024  Revised Qualys flags 
May 8, 2024  Revised Rapid 7 flags 
May 8, 2024  Tidied up Symantec flags 
May 8, 2024  Revised Tanium flags 
May 8, 2024  Tidied up Nessus flags 
May 8, 2024  Revised Trellix flags 
May 8, 2024  Tidied up Viper flags 
May 8, 2024  Tidied up Websense flags 
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May 8, 2024  Tidied up Windows Defender flags 
May 15, 2024 9.3 Remove reference to a McAfee article 
June 11, 2024  New processes for Tanium 
June 21, 2024 9.4 Critical updates to Trend Micro 
June 27, 2024  Tidied up Tanium flags for Mac 
July 1, 2024  Added F-Secure flags for Mac 
July 16, 2024 9.5 Tidied up process names that would not be matched once Agent 

version 8.2 is released. Impacts: 
Cisco AMP 
Trellix 
Sophos 

July 31, 2024  Removed reg.exe from ARES examples 
October 24, 2024  New process for Checkpoint  
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SECURITY APPLICATION EXCLUSIONS 
To reduce the likelihood of an impact or incompatibility between your organizations existing security applications 
and antivirus (AV) products and the Digital Guardian (DG) Agent running on machines, Digital Guardian requires 
the following exclusions be incorporated into your security applications configurations to prevent them from 
scanning or injecting the DG files and folders.  Impacts vary from overall slowness, hangs through BSODs. 
 
Care should be taken though with web security products that need to inspect traffic after DG Web Inspection Proxy 
(DG WIP) are not set to ignore that traffic. This may mean that while an AV should not inspect dgwip.exe, this does 
not mean that the web inspection agent should ignore network traffic coming from dgwip.exe. 
 
Note that while we use drive letter "C:" below, other drive letters could be used, and it is possible that other 
products are using physical address paths when detecting DG Agent processes. See the explanation about physical 
address paths below. 
 
Windows 
 
Folder level exclusions: 
%programfiles%\dgagent\  ( for example C:\Program Files\DGAgent) 
%SYSTEMROOT%\Temp\acit\ ( for example C:\Windows\TEMP\acit) (Up to version 7.8.0) 
%programdata%\dgagent\ ( for example C:\ProgramData\DGAgent) 
 
Services to exclude: 
Usage History Monitor 
Usage History Scanning Monitor 
 
File level exclusions: 
Drivers: 
C:\WINDOWS\system32\drivers\dgdmk.sys 
C:\WINDOWS\system32\drivers\DgDmkDisk.sys 
C:\WINDOWS\system32\drivers\dgfs.sys 
C:\WINDOWS\system32\drivers\dglfs.sys 
C:\WINDOWS\system32\drivers\DGMaster.sys 
C:\WINDOWS\system32\drivers\DGMinFlt.sys 
 
Processes: 
C:\Windows\SysWOW64\DgDecrypt.exe 
C:\Program Files\DGAgent\crashpad_handler.exe (7.9.0 and above) 
C:\Program Files\DGAgent \dg_UsrEncrProvider.exe 
C:\Program Files\DGAgent\DG-Diag.exe 
C:\Program Files\DGAgent\DgAdmin.exe 
C:\Program Files\DGAgent\DgAgent.exe 
C:\Program Files\DGAgent\dgc.exe  (8.0 and above) 
C:\Program Files\DGAgent\DGCipher.exe 
C:\Program Files\DGAgent\DGFolderScan.exe 
C:\Program Files\DGAgent\DgProbe.exe 
C:\Program Files\DGAgent\DgPrompt.exe 
C:\Program Files\DGAgent\DgScan.exe 
C:\Program Files\DGAgent\DgService.exe 
C:\Program Files\DGAgent\DgUpdate.exe 
C:\Program Files\DGAgent\DgWip.exe  (except network monitoring applications) 
C:\Program Files\DGAgent\iftest.exe 
C:\Program Files\DGAgent\DgUpdate\DgUpdate.exe 
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C:\Program Files\DGAgent\Verity\kv\_nti40\bin\filtertestdotnet.exe   (7.9.0 and above) 
C:\Program Files\DGAgent\Verity\kv\_nti40\bin\filtertest.exe    (7.9.0 and above) 
C:\Program Files\DGAgent\Verity\kv\_nti40\bin\filter.exe    (7.9.0 and above) 
C:\Program Files\DGAgent\Verity\kv\_nti40\bin\kvoop.exe 
C:\Program Files\DGAgent\Verity\kv\_nti40\bin\tstxtract.exe    (7.9.0 and above) 
C:\Program Files\DGAgent\Verity\miniIdol\IDOL\agentstoremini\agentstore.exe 
 
DLLs: 
C:\windows\system32\dgapi.dll   (Up to version 7.4.2) 
C:\windows\system32\dgapi64.dll 
C:\windows\system32\DGShlExt.dll 
C:\Windows\SysWOW64\DgApi.dll 
C:\Program Files\DGAgent \dgadminlib.dll 
C:\Program Files\DGAgent\DGCI2.dll 
C:\Program Files\DGAgent\DGCIVrfy.dll 
C:\Program Files\DGAgent\DGClassify.dll 
C:\Program Files\DGAgent\DgClient.dll 
C:\Program Files\DGAgent\DGImager.dll 
C:\Program Files\DGAgent\DGImager64.dll 
C:\Program Files\DGAgent \libulysses.dll 
C:\Program Files\DGAgent\msvcp71.dll 
C:\Program Files\DGAgent\msvcr71.dll 
C:\Program Files\DGAgent \XceedBen.dll 
C:\Program Files\DGAgent \XceedBenX64.dll 
C:\Program Files\DGAgent\XceedZip.dll 
C:\Program Files\DGAgent\XceedZipX64.dll 
C:\Program Files\DGAgent\dgdc\DGDownloaderClient.dll 
C:\Program Files\DGAgent\mip\*.dll 
C:\Program Files\DGAgent\plugins\09D849B6-32D3-4a40-85EE-6B84BA29E35B\AE_Agent_Plugin.dll (Up to version 7.4.2) 
C:\Program Files\DGAgent\plugins\09D849B6-32D3-4a40-85EE-6B84BA29E35B\AE_Agent_Plugin64.dll 
C:\Program Files\DGAgent\plugins\09D849B6-32D3-4a40-85EE-6B84BA29E35B\AE_MailSensor_Plugin.dll 
C:\Program Files\DGAgent\plugins\09D849B6-32D3-4a40-85EE-6B84BA29E35B\AE_MailSensor_Plugin64.dll 
C:\Program Files\DGAgent\plugins\09D849B6-32D3-4a40-85EE-6B84BA29E35B\AME_NotesSensor.dll 
C:\Program Files\DGAgent\plugins\09D849B6-32D3-4a40-85EE-6B84BA29E35B\AME_NotesSensor64.dll 
C:\Program Files\DGAgent\plugins\09D849B6-32D3-4a40-85EE-6B84BA29E35B\AME_OutlookSensor.dll 
C:\Program Files\DGAgent\plugins\09D849B6-32D3-4a40-85EE-6B84BA29E35B\AME_OutlookSensor64.dll 
C:\Program Files\DGAgent\plugins\09D849B6-32D3-4a40-85EE-6B84BA29E35B\AME_SmtpSensor.dll 
C:\Program Files\DGAgent\plugins\09D849B6-32D3-4a40-85EE-6B84BA29E35B\AME_SmtpSensor64.dll 
C:\Program Files\DGAgent\plugins\09D849B6-32D3-4a40-85EE-6B84BA29E35B\XceedBen.dll 
C:\Program Files\DGAgent\plugins\09D849B6-32D3-4a40-85EE-6B84BA29E35B\XceedBenX64.dll 
C:\Program Files\DGAgent\plugins\09D849B6-32D3-4a40-85EE-6B84BA29E35B\XceedZip.dll 
C:\Program Files\DGAgent\plugins\09D849B6-32D3-4a40-85EE-6B84BA29E35B\XceedZipX64.dll 
C:\Program Files\DGAgent\plugins\8B13081C-AF44-458e-80E9-642D6A755D77\AFE_Agent_Plugin.dll 
C:\Program Files\DGAgent\plugins\8E4EA70A-6128-4B57-BD3F-8E9E0F0DA6BB\COM_Sensor.dll 
C:\Program Files\DGAgent\plugins\8E4EA70A-6128-4B57-BD3F-8E9E0F0DA6BB\COM_Sensor64.dll 
C:\Program Files\DGAgent\plugins\8E4EA70A-6128-4B57-BD3F-8E9E0F0DA6BB\COM_SensorMetro.dll 
C:\Program Files\DGAgent\plugins\8E4EA70A-6128-4B57-BD3F-8E9E0F0DA6BB\COM_SensorMetro64.dll 
C:\Program Files\DGAgent\plugins\8E4EA70A-6128-4B57-BD3F-8E9E0F0DA6BB\OS_Plugin.dll 
C:\Program Files\DGAgent\plugins\8E4EA70A-6128-4B57-BD3F-8E9E0F0DA6BB\OS_Plugin64.dll 
C:\Program Files\DGAgent\plugins\F4B0439E-E8E0-452F-95B6-06BBFAC8C668\IM_Agent_Plugin.dll 
C:\Program Files\DGAgent\plugins\F4B0439E-E8E0-452F-95B6-06BBFAC8C668\IM_Agent_Plugin64.dll 
C:\Program Files\DGAgent\plugins\F4B0439E-E8E0-452F-95B6-06BBFAC8C668\IM_Sensor.dll 
C:\Program Files\DGAgent\plugins\F4B0439E-E8E0-452F-95B6-06BBFAC8C668\IM_Sensor64.dll 
C:\Program Files\DGAgent\Verity\k2\_nti40\bin\edk.dll 
C:\Program Files\DGAgent\Verity\k2\_nti40\bin\libgcc_s_seh-1.dll 
C:\Program Files\DGAgent\Verity\k2\_nti40\bin\libstdc++-6.dll 
C:\Program Files\DGAgent\Verity\k2\_nti40\bin\libwinpthread-1.dll 
C:\Program Files\DGAgent\Verity\k2\_nti40\bin\lua5.3.dll 
C:\Program Files\DGAgent\Verity\kv\_nti40\bin\*.dll 
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Note that the C:\Program Files\DGAgent\plugins\F4B0439E-E8E0-452F-95B6-06BBFAC8C668 is only present if the 
Investigation Module feature is deployed.  
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Physical Address Paths 
On Windows 10 and 11 some security products may also access and block files via physical 
device paths, e.g. 

\Device\HarddiskVolume2\Windows\SysWOW64\DgApi.dll 
\Device\HarddiskVolume2\Windows\System32\DgApi64.dll 

If a problem persists after applying the exceptions based on the system drive (usually C: ) then 
apply exclusions to the security application based on the drive path format also. 
 
Using MD5 and SHA Hashes 
If you prefer to use the MD5 hash or the SHA-1 hash of the executables, these will depend on 
the version or build of the Agent actually deployed. You can calculate the hashes with each 
separate deployed build using the certutil  command from a command prompt: 
certutil -hashfile <file path> <digest> 
e.g. 
certutil -hashfile “c:\Program Files\dgagent\dgwip.exe” SHA1 
 
Note that when upgrading Agents from one build to another or testing a specific build you need 
to have the hashes for all deployed versions excluded by your Anti-Virus or security application. 
 
Using Company Name in Windows Process Flags 
When configuring the process flags to stop the Agent from monitoring other security products 
it is a good idea to include the company name, to avoid that the Agent inadvertently also 
ignores processes of the same name that are part of another application that could be a 
potential risk. 
In some of the example process flags for Windows below we have provided the company name, 
in others we have not, because we do not have the exact values available. The value used must 
be an exact match to how Windows sees the company name, including special characters. Also 
note that these names can change without warning. So if the value already exists in an example 
then check it matches the value that you see on your system. If there is no value then you can 
add it. 
The value used will normally be shown as the Copywrite attribute when you look at the 
properties of the executable under the Details tab. You can also see it in a Sysinternals procmon 
trace that can see the process running. 
 
MIP Integration and WIP Configuration 
The process flag examples that follow assume that you are not using MIP integration with 
Agent version 7.7.0 or above and that you have not configured the wipThirdPartyProxyExec 
setting with one of the executables of the other security product. 
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Mac OSX 
Anti-Malware Exclusions,  Real-time protection, Scan and Start-up Exclusions 
/usr/local/dgagent/*.* 
Application Protection Exclusions 
/usr/local/dgagent/DGCIApp.app 
/usr/local/dgagent/ACI/edk/edktool 
/usr/local/dgagent/ACI/grmcmp.sh 
/usr/local/dgagent/ACI/kv/kvoop 
/usr/local/dgagent/ACI/kv/filter 
/usr/local/dgagent/ciphers/DGCipher.app 
/usr/local/dgagent/DGCLSCleaner 
/usr/local/dgagent/DGCLSUpgrade 
/usr/local/dgagent/DgAdmin   (version 7.7.0 and above) 
/usr/local/dgagent/RME.app   (version 8.4.0 and above) 
/usr/local/dgagent/RMEUI.app   (version 8.4.0 and above) 
/usr/local/dgagent/dgagent_update 
/usr/local/dgagent/dgctl 
/usr/local/dgagent/dgdaemon.app   (version 7.7.0 and above) 
/usr/local/dgagent/dgesc.app   (version 8.0.0 and above) 
/usr/local/dgagent/dgmac_getinfo.sh 
/usr/local/dgagent/dgwipd   (version 7.5.1 and above) 

(except network monitoring applications) 
 
/usr/local/dgagent/eda_scan 
/usr/local/dgagent/fuse-rme   (up to version 7.8.7) 
/usr/local/dgagent/gui_prompter.app 
/usr/local/dgagent/impl_comp 
/usr/local/dgagent/pcmp 
/usr/local/dgagent/uninst_helper 
/Applications/DGNetopsFilter.app   (version 8.3 and above) 
/Applications/DGCIApp.app 
 
/usr/local/dgagent/uspace_consts_64  (up to version 7.8.7) 
/Library/Filesystems/osxfuse.fs    (up to version 7.8.7 with OSX 10.13 and above) 
/usr/lib/libpreload.dylib    (up to version 7.8.7) 
 
For any additional configurations related to your specific AV/antimalware solution, please reach 
out to the vendor or Digital Guardian for further guidance. 
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Linux 
 
Anti-Malware Exclusions/ Real-time protection/ Scan/ Start-up Exclusions: 
/dgagent/* 
Execute Exclusions: 
/dgagent/dgciapp 
/dgagent/ACI/edk/edktool 
/dgagent/ACI/grmcmp.sh 
/dgagent/ACI/kv/kvoop 
/dgagent/ACI/kv/filter 
/dgagent/dgagent_update 
/dgagent/dgc 
/dgagent/dgctl 
/dgagent/dgdaemon 
/dgagent/dg_getinfo.sh 
/dgagent/dgidx 
/dgagent/dgload 
/dgagent/dgsmon 
/dgagent/dgstart 
/dgagnet/dgreinit 
/dgagent/dgreinit_client 
/dgagent/dgwipd   (version 7.2.0 and above) 
    (except network monitoring applications) 
/dgagent/eda_scan 
/dgagent/ffinst_helper 
/dgagent/firefox_helper/* 
/dgagent/fuse-rme 
/dgagent/passwd-helper 
/dgagent/prompter  
/dgagent/uninst_helper 
 
Read/Write Exclusions: 
/dgagent/bundles/* 
/dgagent/dg.log 
/dgagent/dgwip/* 
/dgagent/data/* 
/dgagent/skd/* 
 
For any additional configurations related to your specific AV/antimalware solution, please reach 
out to the vendor or Digital Guardian for further guidance. 
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Process Flag File Exclusions for Mac 
The default prcsflgs.dat resource file shipped with the current Mac Workstation includes process flags for the 

following products: 

BitDefender (also see below) 
Carbon Black (also see below) 
Cylance 

Crowdstrike Falcon (also see below) 

ESET Cyber Security 
Kaspersky 

McAfee (also see below) 
Microsoft Endpoint Protection (also see below) 

Sophos 

Symantec (also see below) 
Trend Micro (also see below) 

Additional exclusions for Bitdefender 

# Bitdefender 
/Library/Bitdefender/.*,0,TR+TRC 
/Applications/Bitdefender/EndpointSecurityforMacUninstaller\.app/.*,0,SK+TRC 
/Applications/Bitdefender/SecurityNetworkInstallerApp\.app/.*,0,SK+TRC 
 

Additional exclusions for Carbon Black 

# Carbon Black, includes the Carbon Black OSX sensor and es-loader 
/Applications/VMware\ Carbon\ Black\ Cloud/VMware\ CBCloud\.app.*,0,SK+TRC 
/Applications/VMware\ Carbon\ Black\ EDR\.app/.*,0,SK+TRC 
/Library/Application\ Support/com.vmware.carbonblack.cloud/.*,0,SK+TRC 
/Library/LaunchDaemons/com.vmware.carbonblack.cloud.daemon.plist/.*,0,SK+TRC 
/Library/LaunchDaemons/com.vmware.carbonblack.cloud.ui.plist/.*,0,SK+TRC 
/Library/SystemExtensions/.*/com.carbonblack.es-loader.es-extension/.*,0,SK+TRC  
/var/lib/cb/.*,0,SK+TRC 
 

Example exclusions for Cortex 
 

#Cortex 
/Applications/Cortex\ XDR.app/Contents/MacOS/Cortex\ XDR,0,SK+TRC 
/Library/Application\ Support/PaloAltoNetworks/Traps/bin/pmd,0,SK+TRC 
/Library/Application\ Support/PaloAltoNetworks/Traps/bin/authorized,0,SK+TRC 
/Library/Application\ Support/PaloAltoNetworks/Traps/bin/Cortex\XDR\Agent\.app/Contents/MacOS/Cortex\ 
XDR\ Agent,0,SK+TRC 
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Additional exclusions for Crowdstrike Falcon 

# Crowdstrike Falcon version 6.11 and above 
/Applications/Falcon.app/.*,0,SK+TRC 
/Library/Application\ Support/CrowdStrike/Falcon/.*,0,SK+TRC 
/Library/CS/.*,0,SK+TRC 
/Library/LaunchAgents/com.crowdstrike.falcon.UserAgent.plist/.*,0,SK+TRC 
 

Additional exclusions for F-Secure 

/Applications/F-Secure/.*,0,SK+TRC 
/Library/Application Support/F-Secure/.*,0,SK+TRC 
/Library/Application Support/XFENCE/.*,0,SK+TRC 
/Library/F-Secure/.*,0,SK+TRC 
/Library/LaunchAgents/.*,0,SK+TRC 
/Library/LaunchDaemons/.*,0,SK+TRC 
/Library/SystemExtensions/.*,0,SK+TRC 
/Users/Shared/F-Secure XFENCE/.*,0,SK+TRC 
/usr/local/f-secure/.*,0,SK+TRC 
 

 

Additional exclusions for McAfee 

/Applications/McAfeeSystemExtensions\.app/.*,0,SK+TRC 
/Library/Application\ Support/McAfee/.*,0,SK+TRC 
 

Example exclusions for Microsoft Defender  

#Defender ATP 
/Applications/Microsoft\ Defender\ ATP\.app/.*,0,SK+TRC 
/Library/Application\ Support/Microsoft/Defender/.*,0,SK+TRC 
 

Example exclusions for RSA Netwitness  

#RSA Netwitness 
/usr/local/ecat/ECATAgent,0,SK+TRC 
/usr/local/nwe/NWEAgent,0,SK+TRC 
 

Example exclusions for Sentinel 1 

# Sentinel Security Software 
/Library/Sentinel/sentinel\-agent\.bundle/.*,0,SK+TR+TRC 
/Library/Sentinel/.*,0,SK+TRC 
/Applications/SentinelOne/SentinelOne\ Extensions.app/.*,0,SK+TRC 
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/Library/LaunchDaemons/com.sentinelone.sentinel-extensions.plist/.*,0,SK+TRC 
/Library/LaunchDaemons/com.sentinelone.sentineld-guard.plist/.*,0,SK+TRC 
/Library/LaunchDaemons/com.sentinelone.sentineld-helper.plist/.*,0,SK+TRC 
/Library/LaunchDaemons/com.sentinelone.sentineld-shell.plist/.*,0,SK+TRC 
/Library/LaunchDaemons/com.sentinelone.sentineld-updater.plist/.*,0,SK+TRC 
/Library/LaunchDaemons/com.sentinelone.sentineld.plist/.*,0,SK+TRC 
/Library/LaunchAgents/com.sentinelone.agent-helper.plist/.*,0,SK+TRC 
/Library/LaunchAgents/com.sentinelone.agent.plist/.*,0,SK+TRC 

 

Additional exclusions for Symantec 

# SYMANTEC (two additional entries) 
/Applications/Symantec WSS Agent\.app/.*,0,SK+TRC 
/Applications/Symantec Endpoint Protection\.app/.*,0,SK+TRC 
# Lakeside - Systrack 
/Library/Application\ Support/Lakeside\ Software/.*,0,SK+TRC 
 

Example exclusions for Tanium 
 

# Tanium 
/Library/Tanium/.*,0,SK+TRC 
# TaniumCX 
/Library/Tanium/TaniumClient/TaniumCX,0,SK+TR+TRC 
 

Example exclusions for Tenable Nessus 

Process flags (prcsflgs.dat): 
/Library/NessusAgent/run/sbin/.*,0,SK+TRC 
/Library/NessusAgent/run/bin/.*,0,SK+TR 

Directory Control (dirctrl.dat): 
*/Library/NessusAgent/run/sbin/* 
*/Library/NessusAgent/run/bin/* 
 

Additional exclusions for Trend Micro 

/Applications/TrendMicroSecurity\.app/.*,0,SK+TRC 
/Library/Application\ Support/Trendmicro/.*,0,SK+TRC 
/Library/systemextensions/*/com.trendmicro.icore.es,0,SK+TRC 
/Library/systemextensions/*/com.trendmicro.icore.netfilter,0,SK+TRC 
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Process Flag File Exclusions for Linux 
The default prcsflgs.dat resource file shipped with the current Linux Workstation and Server Agent includes 

process flags for the following products: 

McAfee 
Bit9 Carbon Black 

 

Required exclusions for Crowdstrike 

# Crowdstrike 
/opt/CrowdStrike/.*,0,SK|TRC 

 

Required exclusions for Palo Alto Cortex 

# Cortex 
/opt/traps/.*,0,SK|TRC 

 

Example exclusions for Trend Micro DS Agent 

# Trend Micro DS Agent 
/opt/ds_agent/ds_agent,0,SK|TRC 
/var/opt/ds_agent,0,SK|TRC 
/opt/ds_agent/ext,0,SK|TRC 
 

Example exclusions for Tripwire 

# Tripwire 
 
/opt/tripwire/agent/plugins/twdbi/twdbi,0,SK 
/opt/tripwire/agent/plugins/twexec/twexec,0,SK 
/opt/tripwire/agent/plugins/twfim/twfim,0,SK 
/opt/tripwire/agent/plugins/twforager/twforager,0,SK 
/opt/tripwire/agent/plugins/twsupport/twsupport,0,SK 
/opt/tripwire/agent/plugins/twtiv/twtiv,0,SK 
/opt/tripwire/agent/plugins/twupgrade/twupgrade,0,SK 
/opt/tripwire/agent/twagent,0,SK 
/opt/sbm/te_agent/agent/plugins/twdbi,0,SK 
/opt/sbm/te_agent/agent/plugins/twexec/twexec,0,SK 
/opt/sbm/te_agent/agent/plugins/twfim/twfim,0,SK 
/opt/sbm/te_agent/agent/plugins/twforager,0,SK 
/opt/sbm/te_agent/agent/plugins/twsupport,0,SK 
/opt/sbm/te_agent/agent/plugins/twtiv/twtiv,0,SK 
/opt/sbm/te_agent/agent/plugins/twupgrade,0,SK 
/opt/sbm/te_agent/agent/twagent,0,SK 
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Example Process Flag File Exclusions for Windows 
AppSense Example 

This is a list of the AppSense executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them:  

//AppSense 
cca.exe,SK+NPR 
ccacmd.exe,SK+NPR 
ccarebootmonitor.exe,SK+NPR 
emcoreservice.exe,SK+NPR 
emexit.exe,SK+NPR 
emloggedonuser.exe,SK+NPR 
empshost.exe,SK+NPR 
emsystem.exe,SK+NPR 
emuser.exe,SK+NPR 
emuserlogoff.exe,SK+NPR 
emvirtualizationhost.exe,SK+NPR 
emwow64.exe,SK+NPR 
endpointselfservice.exe,SK+NPR 
pmagent.exe,SK+NPR 
pmagentassist.exe,SK+NPR 
watchdogagent64.exe,SK+NPR 
AsModLdr.sys,SK 
EmDriver.sys,SK 
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ARES Example 

This is a list of the ARES executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude them:  

//ARESPP 
APPClientFixHelper.exe,SK+NPR 
APPCurrentSetting.exe,SK+NPR 
ARESPPBrowser.exe,SK+NPR 
ARESPPClientService.exe,SK+NPR 
ARESPPCommonService.exe,SK+NPR 
ARESPPEncryptService.exe,SK+NPR 
ARESPPLogService.exe,SK+NPR 
ARESPPPKMService.exe,SK+NPR 
ARESPrivacyProtectorAPDReader.exe,SK+NPR 
ARESPrivacyProtectorClient.exe,SK+NPR 
BGBackup.exe,SK+NPR 
BGEncrypt.exe,SK+NPR 
CheckARESFile.exe,SK+NPR 
DragDropHelper.exe,SK+NPR 
Encryptexe".exe,SK+NPR 
FESFDS.exe,SK+NPR 
FESFPolicy.exe,SK+NPR 
ImportantNotice.exe,SK+NPR 
OwnerFileCloud.exe,SK+NPR 
plugin-container.exe,SK+NPR 
plugin-hang-ui.exe,SK+NPR 
RequestHelper.exe,SK+NPR 
Rs.exe,SK+NPR 
RunAPIx64.exe,SK+NPR 
RunAPIx86.exe,SK+NPR 
SetEncIconSeq.exe,SK+NPR 
SetServiceLocation.exe,SK+NPR 
ShowARESFileInfo.exe,SK+NPR 
SmartOpenHelper.exe,SK+NPR 
SmartRecovery.exe,SK+NPR 
TrayManager.exe,SK+NPR 
UpdateIndecator.exe,SK+NPR 
OsrDs2.sys,SK 
OsrDt2.sys,SK 
OsrIsolate.sys,SK 
OsrSupport.sys,SK 

  



 

Security Application Exclusions - Version 9.5  16 

Avecto Example 

This is a list of the Avecto executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them:  

//Avecto 
Avecto.IC3.Client.Host.exe,SK+NPR 
Defendpointservice.exe,SK+NPR 
gmessagehostex,SK+NPR 
PGEPOService.exe,SK+NPR 
pgprogramsutil.exe,SK+NPR 
pgstub.exe,SK+NPR 
pgsystemtray.exe,SK+NPR 
PGDriver.sys,SK 

 
 
This is a list of the Avecto directories that you should add to the ACI2 section and the DOCPROPS section of the DG 
Directory Control File (dirctl.dat) to exclude them:  

 
//Avecto  
%systemdrive%\program*\avecto\*  
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Bitdefender Example 

This is a list of the Bitdefender executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them:  

//Bitdefender 
bddlpsetup.exe,SK+NPR 
bdredline.exe,SK+NPR 
bdreinit.exe,SK+NPR 
certutil.exe,SK+NPR 
deloeminfs.exe,SK+NPR 
downloader.exe,SK+NPR 
driverctrl.exe,SK+NPR 
epag.exe,SK+NPR 
epconsole.exe,SK+NPR 
epintegrationservice.exe,SK+NPR 
eppowerconsole.exe,SK+NPR 
epprotectedservice.exe,SK+NPR 
epsecurityservice.exe,SK+NPR 
epupdateservice.exe,SK+NPR 
genptch.exe,SK+NPR 
installer.exe,SK+NPR 
mitm_install_tool.exe,SK+NPR 
product.configu,SK+NPR 
productactionce,SK+NPR 
setloadorder.exe,SK+NPR 
snetcfg.exe,SK+NPR 
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Bitlocker Example 

This is a list of the Bitlocker executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them:  

//Bitlocker 
bdeUISrv.exe,SK+NPR 
bdeunlock.exe,SK+NPR 
bdeunlockwizard.exe,SK+NPR 
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Bluecoat Example 

This is a list of the Bluecoat unified agent executables that you should add to the DG Process Flag File (prcsflgs.dat) 

to exclude them: 

//bluecoat systems unified agent 
bcua-notifier.exe,SK 
bcua-service.exe,SK 
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Bromium Example 

This is a list of the Bromium executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them: 

//Bromium 
autonomyhelper32.exe,SK+NPR 
ax_installer.exe,SK+NPR 
bemagent.exe,SK+NPR 
bemman.exe,SK+NPR 
bemreporter.exe,SK+NPR 
bemsession.exe,SK+NPR 
bemsup.exe,SK+NPR 
bemsvc.exe,SK+NPR 
br-hostconfig.exe,SK+NPR 
br-init-a.exe,SK+NPR 
br-init-b.exe,SK+NPR 
br-init-c.exe,SK+NPR 
br-init-l.exe,SK+NPR 
br-init-m.exe,SK+NPR 
br-init-n.exe,SK+NPR 
br-init-o.exe,SK+NPR 
br-init-p.exe,SK+NPR 
br-init-w.exe,SK+NPR 
Br-uxendm.exe,SK+NPR 
braxservice.exe,SK+NPR 
BrChrome.exe,SK+NPR 
BrConsole.exe,SK+NPR 
BrDeprivilege.exe,SK+NPR 
BrDesktopConsole.exe,SK+NPR 
BrDownloadManager.exe,SK+NPR 
BrExeScanner.exe,SK+NPR 
BrGPUCheck.exe,SK+NPR 
BrHostDrvSup.exe,SK+NPR 
BrHostSvr.exe,SK+NPR 
BrIEHelper.exe,SK+NPR 
BrIEHelper64.exe,SK+NPR 
BrInstaller.exe,SK+NPR 
BrInstallerPopup.exe,SK+NPR 
BrLauncher.exe,SK+NPR 
BrLogMgr.exe,SK+NPR 
BrManage.exe,SK+NPR 
BrNav.exe,SK+NPR 
BrPolicy.exe,SK+NPR 
BrPreCheck.exe,SK+NPR 
BrPrintHelper.exe,SK+NPR 
BrProgressDialog.exe,SK+NPR 
BrRemoteManagement.exe,SK+NPR 
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BrRemoteMgmtSvc.exe,SK+NPR 
BrReporter.exe,SK+NPR 
BrSecurityAlertInspector.exe,SK+NPR 
BrService.exe,SK+NPR 
BrStatusMonitor.exe,SK+NPR 
bruxenctx.exe,SK+NPR 
BrWinFile.exe,SK+NPR 
dpinst.exe,SK+NPR 
getcaps.exe,SK+NPR 
HostPcapDump.exe,SK+NPR 
kdd.exe,SK+NPR 
uxenctl.exe,SK+NPR 
uxenctx.exe,SK+NPR 
uxendm.exe,SK+NPR 
vhd-util.exe,SK+NPR 
xenctx.exe,SK+NPR 
bemk.sys,SK 
brfilter_*,SK 
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CarbonBlack (Bit9) Example 

Due to the way that Carbon Black uses the Suspend Thread API it is strongly advised to use at a minimum version 

7.5.3 of the DG Agent. Further that the "API Operations: Bypass" setting is added to Carbon Black. 

This is a list of the CarbonBlack (Bit9) executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them:  

//CarbonBlack 
carbonblackclient.exe,SK+NPR 
cb.exe,SK+NPR 
cb1.exe,SK+NPR 
crawler.exe,SK+NPR 
dascli.exe,SK+NPR 
notifier.exe,SK+NPR 
parity.exe,SK+NPR 
parity agent*,SK+NPR  
Parityserver.exe,SK+NPR 
Parityreporter.exe,SK+NPR 
timedoverride.exe,SK+NPR 
carbonblackk.sys,SK 
parity.sys,SK 

         
//CarbonBlack Defense  
Repcli.exe,SK+NPR 
RepMgr.exe,SK+NPR 
RepMgr64.exe,SK+NPR 
RepUtils.exe,SK+NPR 
RepUtils32.exe,SK+NPR 
RepUx.exe,SK+NPR 
RepWAV.exe,SK+NPR 
RepWAV64.exe,SK+NPR 
RepWmiUtils.exe,SK+NPR 
RepWmiUtils32.exe,SK+NPR 
RepWSC.exe,SK+NPR 
RepWSC64.exe,SK+NPR 
scanhost.exe,SK+NPR 
upd.exe,SK+NPR 
ctifile.sys,SK 
ctinet.sys,SK 
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Checkpoint Endpoint Security Example 

This is a list of the Checkpoint EPS executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them: 

//Checkpoint Endpoint Security 
compliance.exe,SK+NPR 
cpda.exe,SK+NPR 
cptraylogic.exe,SK+NPR 
cptrayui.exe,SK+NPR 
cpda.exe,SK+NPR 
daaw.exe,SK+NPR 
efrservice.exe,SK+NPR 
epab_svc.exe,SK+NPR 
epam_svc.exe,SK+NPR 
epnetupdater.exe,SK+NPR 
epwd.exe,SK+NPR 
idafserverhostservice.exe,SK+NPR 
tesvc.exe,SK+NPR 
tif.exe,SK+NPR 
tracsrvwrapper.exe,SK+NPR 
trgui.exe,SK+NPR 
vsmon.exe,SK+NPR  
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Cisco AMP Example 

This is a list of the Cisco AMP (SourceFire) executables that you should add to the DG Process Flag File (prcsflgs.dat) 

to exclude them: 

//Cisco AMP (Sourcefire) 
audit_fireamps,SK+NPR 
casetup64.exe,SK+NPR 
ciscoamp.exe,SK+NPR 
ConnectivityTool.exe,SK+NPR 
creport.exe,SK+NPR 
freshclam.exe,SK+NPR 
freshclamwrap.exe,SK+NPR 
imnd0c6.exe,SK+NPR 
imne339.exe,SK+NPR 
ipsupporttool.exe,SK+NPR 
iptray.exe,SK+NPR 
protectent-*,SK+NPR 
sfc.exe,SK+NPR 
test_workstation,SK+NPR  
uninstall.exe,SK+NPR 
updater.exe,SK+NPR 
ExPrevDriver.sys,SK 
immunetprotect.sys,SK 
immunetselfprotect.sys,SK 
ImmunetNetworkmonitor.sys,SK 
ImmunetUtilDriver.sys,SK 
trufos.sys,SK 
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Crowdstrike Example 
This is a list of the Crowdstrike executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them: 

//Crowdstrike Falcon 
CrowdInspect.exe,SK+NPR 
csagent.exe,SK+NPR 
CSCOMUtils.exe,SK+NPR 
CSDeviceControlSupportTool.exe,SK+NPR 
CSFalconContainer.exe,SK+NPR 
CSFalconController.exe,SK+NPR 
CSFalconService.exe,SK+NPR 
csfalconserviceuninstalltool_x64.exe,SK+NPR 
CSInstallGuard.exe,SK+NPR 
csnest.exe,SK+NPR 
*csinstallerservice.exe,SK+NPR 
windowssensor.exe,SK+NPR 
windowssensor.x64.exe,SK+NPR 
csagent.sys,SK 
CSBoot.sys,SK 
CSDeviceControl.sys,SK 
CSFirmwareAnalysis.sys,SK 
cspcm4.sys,SK 
OsfmConfig.sys,SK  
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CyberArk/Viewfinity Example 
This is a list of the CyberArk/Viewfinity executables that you should add to the DG Process Flag File (prcsflgs.dat) to 
exclude them: 

//CyberArk Viewfinity Agent 
PASAgent.exe,SK+NPR 
SIP,SK+NPR 
vf_agent.exe,SK+NPR 
vf_elevate.exe,SK+NPR 
vf_host.exe,SK+NPR 
vf_movie.exe,SK+NPR 
vf_rem.exe,SK+NPR 
vf_updater.exe,SK+NPR 
CybKernelTracker.sys,SK 
vfdrv.sys,SK 
vfnet.sys,SK 
vfpd.sys,SK 

 
Note: You can only use EPM or Digital Guardian to protect against DLL injection attacks separately, but not both at 
the same time. To turn off DLL protection in the EPM console, go to Advanced -> Agent Configuration -> Extended 
Protection -> Anti-tampering protection and set it to off. Turning off the anti-tampering option in EPM means that 
EPM will not protect against DLL injection attacks and you will need to rely solely on Digital Guardian for that 
protection.  
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Cyberhaven Example 

This is a list of the Cyberhaven executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them: 

//Cyberhaven 
cyberhaven.exe,SK+NPR 
cyberhavenbackendconnector.exe,SK+NPR 
cyberhavenfileoperationsendpointsensor.exe,SK+NPR 
cyberhavenhealthmonitor.exe,SK+NPR 
cyberhavensessionmonitor.exe,SK+NPR 
 

This is a list of the Cyberhaven directories that you should add to the ACI2 section and the DOCPROPS section of 
the DG Directory Control File (dirctl.dat) to exclude them:  

 
//Cyberhaven  
%systemdrive%\progra*\cyberhaven\*  
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CyberReason Example 
This is a list of the CyberReason executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them: 

//Cybereason 
BlockiSvc.exe,SK+NPR  
BlockSvc.exe,SK+NPR 
minionhost.exe,SK+NPR 
CybereasonBlo,SK+NPR 
CrsSvc.exe,SK+NPR 
PylumLoader.exe,SK+NPR 
CrAmTray.exe,SK+NPR 
ExecutionPreventionSvc.exe,SK+NPR 
AmSvc.exe,SK+NPR 
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Cylance Example 

This is a list of the Cylance executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them: 

//Cylance 
CylanceSvc.exe,SK+NPR 
CylanceOPTICSSe,SK+NPR 
cylanceprotect,SK+NPR 
CylanceUI.exe,SK+NPR  
CyOptics.exe,SK+NPR 
CyProtect.exe,SK+NPR 
CyUpdate.exe,SK+NPR  
LocalePkg.exe,SK+NPR 
CyDevFlt*.sys,SK 
CyProtectDrv*.sys,SK 
 

This is a list of the Cylance directories that you should add to the ACI2 section and the DOCPROPS section of the DG 
Directory Control File (dirctl.dat) to exclude them:  

 
//Cylance 
%systemdrive%\progra*\Cylance\* 
%systemdrive%\ Documents and Settings\All Users\Application Data\Cylance\Desktop\q\* 
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Deep Instinct Example 

This is a list of the Deep Instinct executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them: 

// Deep Instinct 
DeepCIService.exe, SK+NPR 
DeepETPService.exe, SK+NPR 
DeepMgmtService.exe, SK+NPR 
DeepNetworkService.exe, SK+NPR 
DeepRecoveryService.exe, SK+NPR 
DeepRpcServer.exe, SK+NPR 
DeepStaticService.exe, SK+NPR 
DeepTHService.exe, SK+NPR 
DeepUI.exe, SK+NPR 
DeepUninstaller.exe, SK+NPR 
InstallerManaged_deep.exe, SK+NPR 
DeepCIDriver.sys, SK 
DeepElamDriver.sys, SK 
DeepMgmtDriver.sys, SK 
DeepRansomDriver.sys, SK 
DeepStaticDriver.sys, SK 
DeepTHDriver.sys, SK 
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Dell Data Protection Example 

This is a list of the Dell Data Protection executables that you should add to the DG Process Flag File (prcsflgs.dat) to 
exclude them: 

 
// Dell Systems Management Data and Event Managers 
AppUpdate.exe,SK+NPR 
DRVUpdate.exe,SK+NPR 
DsiaSrv32.exe,SK+NPR 
dsm_sa_datamgr64.exe,SK+NPR 
dsm_sa_eventmgr64.exe,SK+NPR 
invcol.exe,SK+NPR 
SalomonDock.exe,SK+NPR 
SSDUpdate.exe,SK+NPR 
//Dell tpad 
apmsgfwd.exe,SK+NPR 
apntex.exe,SK+NPR 
apoint.exe,SK+NPR 
apremote.exe,SK+NPR 
hidfind.exe,SK+NPR 
hidmonitorsvc.exe,SK+NPR 
//Dell Red Cloak 
authtap64.exe,SK+NPR 
cyclorama64.exe,SK+NPR 
groundling64.exe,SK+NPR 
inspector64.exe,SK+NPR 
lacuna64.exe,SK+NPR 
procwall64.exe,SK+NPR 
rcnotify.exe,SK+NPR 
redcloak.exe,SK+NPR 
//Dell DataVault 
ddvcollectorsvcapi.exe,SK+NPR 
ddvdatacollector.exe,SK+NPR 
ddvrulesprocessor.exe,SK+NPR 
nvapiw.exe,SK+NPR 
cmgcrypt.sys,SK 
cmgffe.sys,SK 
cmgshpt.sys,SK 
rsabcm.sys,SK 
rsabcmcfg.sys,SK 
//Dell SupportAssistagent 
dsapi.exe,SK+NPR 
pcdrwi.exe,SK+NPR 
supportassist.exe,SK+NPR 
supportassistinstaller.exe,SK+NPR 
supportassistdownloadmanager.exe,SK+NPR 
systemidlecheck.exe,SK+NPR 
updaterui.exe,SK+NPR 
//Dell Windows APPS 
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dellcommandupdate.exe,SK+NPR 
premiercolor.exe,SK+NPR 
startuptask.exe,SK+NPR 
supportassistappwire.exe,SK+NPR 
//Dell Updateservice 
invcol.exe,SK+NPR 
invcolpc.exe,SK+NPR 
serviceshell.exe,SK+NPR 
//Dell PPO 
dellpoaevents.exe,SK+NPR 
dellpoaeventslauncher.exe,SK+NPR 
//Dell Kase 
kschedulersvc.exe,SK+NPR 
AMPAgent.exe,SK+NPR 
AMPWAtchDog.exe,SK+NPR 
konea.exe,SK+NPR 
kpatch.exe,SK+NPR 
kswmetersvc.exe,SK+NPR 
 

This is a list of the Dell Data Protection directories that you should add to the ACI2 section and the DOCPROPS 
section of the DG Directory Control File (dirctl.dat) to exclude them:  

 
//dell 
%systemdrive%\progra*\dell\sysmgt\* 
%systemdrive%\progra*\dell secureWorks\red cloak\* 
%systemdrive%\progra*\dell\command monitor\* 
%systemdrive%\dell\updatePackage\Log\* 
%systemdrive%\progra*\dell\delldatavault\* 
%systemdrive%\progra*\dell\supportassistagent\* 
%systemdrive%\Users\appdata\*\packages\dellinc.delldigitaldelivery*\*\serilog\* 
%systemdrive%\progra*\dell\inventorycollector\log\* 
%systemdrive%\progra*\dell\kace\* 
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F-Secure Example 

This is a list of the F-Secure executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them: 

//F-Secure 
fsaua-poll.exe,SK+NPR 
fsaua-reset.exe,SK+NPR 
fsaua-update.exe,SK+NPR 
fsdevcon.exe,SK+NPR 
fsdiag.exe,SK+NPR 
fshoster64.exe,SK+NPR 
fsorsp64.exe,SK+NPR 
FsPisces.exe,SK+NPR 
fsscan.exe,SK+NPR 
fssua.exe,SK+NPR 
fssua_pending_updates_32.exe,SK+NPR 
fssua_pending_updates_64.exe,SK+NPR 
fsulprothoster.exe,SK+NPR 
fs_ccf_cosmos_tool_32.exe,SK+NPR 
fs_latebound_32.exe,SK+NPR 
fs_ols_ca.exe,SK+NPR 
fs_oneclient_info.exe,SK+NPR 
fs_restart_32.exe,SK+NPR 
fs_start_menu_manager_32.exe,SK+NPR 
fs_swup_channel_handler_32.exe,SK+NPR 
fs_ui_32.exe,SK+NPR 
fs_uninstall_32.exe,SK+NPR 
ilaunchr.exe,SK+NPR 
orspdiag64.exe,SK+NPR 
reset_id_tool_32.exe,SK+NPR 
resetuid.exe,SK+NPR 
ultralight_diag.ex,SK+NPR 
wa_3rd_party_host_32.exe,SK+NPR 
wa_3rd_party_host_64.exe,SK+NPR 
 
fselms.sys,SK 
fsni64.sys,SK 
fsulgk.sys,SK 
nif2s64.sys,SK 
 
fsabout.exe,TR+NI+NC+ND+NPR 
fsactiononinfection.exe,TR+NI+NC+ND+NPR 
sappfilecontrol.exe,TR+NI+NC+ND+NPR 
fsbanking.exe,TR+NI+NC+ND+NPR 
fsconcheckhelper.exe,TR+NI+NC+ND+NPR 
fsconnectionchecker.exe,TR+NI+NC+ND+NPR 
fseventhistory.exe,TR+NI+NC+ND+NPR 
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fshelp.exe,TR+NI+NC+ND+NPR 
fsmaincorporate.exe,TR+NI+NC+ND+NPR 
fsnetworkisolation.exe,TR+NI+NC+ND+NPR 
fsscanwizard.exe,TR+NI+NC+ND+NPR 
fssettings.exe,TR+NI+NC+ND+NPR 
fsswup.exe,TR+NI+NC+ND+NPR 
fsswupblockingprocesses.exe,TR+NI+NC+ND+NPR 
fsturnoff.exe,TR+NI+NC+ND+NPR 
fsturnon.exe,TR+NI+NC+ND+NPR 
fswebsites.exe,TR+NI+NC+ND+NPR 
ulu.exe,TR+NI+NC+ND+NPR 
ulu_handler.exe,TR+NI+NC+ND+NPR 
ulu_handler_ns.exe,TR+NI+NC+ND+NPR 
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Fireeye Example 

This is a list of the Fireeye executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them: 

//fireeye 
AppUIMonitor.exe,SK+NPR 
fireeyeagent.exe,SK+NPR 
magent.exe,SK+NPR 
RemediationWSC.exe,SK+NPR 
uncontain.exe,SK+NPR 
xagt.exe,SK+NPR 
xagtnotif.exe,SK+NPR 
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Forcepoint One Example 

This is a list of the Forcepoint One executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them: 

//Forcepoint One Agent (Proxy/DLP) 
fppsvc.exe,SK+NPR 
f1eui.exe,SK+NPR 
proxyui.exe,SK+NPR 
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Fortra Lookout 

This is a list of the Lookout executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them:  

//Lookout 
Lookout.exe,SK+NPR 
LookoutLibService.exe,SK+NPR 
LookoutProxy.exe,SK+NPR 
LookoutService.exe,SK+NPR 
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Fortra Titus 

This is a list of the Titus executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude them:  

//Titus 
Titus.Enterprise.Client.Service.exe,SK+NPR 
Titus.Enterprise.HealthMonitor.Console.exe,SK+NPR 
Titus.Enterprise.HealthMonitor.Service.exe,SK+NPR 
Titus.FileWatcher.exe,SK+NPR 
Titus.LogCollector.exe,SK+NPR 
Titus.SmartRegex.TestApp.exe,SK+NPR 
TitusClassificationSetup.exe,SK+NPR 
TitusRMSTemplatesDownloader.exe,SK+NPR 
WCFLogViewer.exe,SK+NPR 

This is a list of the Titus directories that you should add to the ACI2 section and the DOCPROPS section of the DG 

Directory Control File (dirctl.dat) to exclude them:  

//Titus 
%SystemDrive%\ProgramData\Titus\* 
%SystemDrive%\Program Files\Titus\*  
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FortiClient/Fortinet Example 

This is a list of the FortiClient executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them: 

// FortiClient/Fortinet AV 
epcuseravatar.exe,SK+NPR 
fcappdb.exe,SK+NPR 
fcauth.exe,SK+NPR 
fccomint.exe,SK+NPR 
fcconfig.exe,SK+NPR 
fcdblog.exe,SK+NPR 
fchelper64.exe,SK+NPR 
fcsetup.exe,SK+NPR 
fctsecsvr.exe,SK+NPR 
fcvbltscan.exe,SK+NPR 
fmon.exe,SK+NPR 
forticlient.exe,SK+NPR 
forticlientonl,SK+NPR 
forticlientsec,SK+NPR 
forticlientvpn,SK+NPR 
fortielevate.exe,SK+NPR 
fortiesnac.exe,SK+NPR 
fortiproxy.exe,SK+NPR 
fortiscand.exe,SK+NPR 
fortisettings.exe,SK+NPR 
fortisslvpndaemon.exe,SK+NPR 
fortitray.exe,SK+NPR 
ipsec.exe,SK+NPR 
scheduler.exe,SK+NPR 
update_task.exe,SK+NPR 
vcm2.exe,SK+NPR  
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Intel Security Example 

This is a list of the Intel Security executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them: 

//Intel Security 
catracker.exe,SK+NPR 
mcclientanalytics.exe,SK+NPR 
native_proxy.exe,SK+NPR 
pefservice.exe,SK+NPR 
setuppbx64.exe,SK+NPR 
setuppbx86.exe,SK+NPR 
truekey.exe,SK+NPR 
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Juniper Networks Pulse VPN Example 

This is a list of the Juniper Networks Pulse VPN executables that you should add to the DG Process Flag File 

(prcsflgs.dat) to exclude them: 

//Pulse Juniper Networks VPN Client  
64bitProxy.exe,SK+NPR 
dsAccessService.exe,SK+NPR 
dsmmf.exe,SK+NPR 
dsTermServ.exe,SK+NPR 
jamCommand.exe,SK+NPR 
nsstatsdump.exe,SK+NPR 
pdv.exe,SK+NPR 
Pulse.exe,SK+NPR 
PulseApplicationLauncher.exe,SK+NPR 
PulseCompMgrInstaller.exe,SK+NPR 
PulseExt.exe,SK+NPR 
PulseExt64.exe,SK+NPR 
pulselauncher.exe,SK+NPR 
PulseSecureService.exe,SK+NPR 
PulseSetupClient.exe,SK+NPR 
PulseSetupClientOCX.exe,SK+NPR 
PulseSetupClientOCX64.exe,SK+NPR 
PulseSetupXP.exe,SK+NPR 
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Kaspersky Example 

This is a list of the Kaspersky executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them:  

//Kaspersky 
AgentMon.exe,SK+NPR 
avpsus.exe,SK+NPR 
avp.exe,SK+NPR 
AVPDTAgt.exe,SK+NPR 
avpui.exe,SK+NPR 
drvins64.exe,SK+NPR 
getsysteminfo.exe,SK+NPR 
integrity_check_tool.exe,SK+NPR 
LogFileCleaner,SK+NPR 
LiveConnect.exe,SK+NPR 
LiveConnectTask,SK+NPR 
KasAVSrv.exe,SK+NPR 
KASetup.exe,SK+NPR 
KaUsrTsk.exe,SK+NPR 
kescli.exe,SK+NPR 
kGetELMg64.exe,SK+NPR 
klcpuld.exe,SK+NPR 
klcsldcl.exe,SK+NPR 
klcsngtgui.exe,SK+NPR 
klcspxy.exe,SK+NPR 
kldumper.exe,SK+NPR 
kldw.exe,SK+NPR 
KLicense.exe,SK+NPR 
klmover.exe,SK+NPR 
klnagchk.exe,SK+NPR 
klnagntf.exe,SK+NPR 
klnagwds.exe,SK+NPR 
klosprep.exe,SK+NPR 
klpsm.exe,SK+NPR 
klrbtagt.exe,SK+NPR 
klscmodchk.exe,SK+NPR 
klshwmsg.exe,SK+NPR 
klwd.exe,SK+NPR 
klwnstman.exe,SK+NPR 
klwtblfs.exe,SK+NPR 
KPrtPng.exe,SK+NPR 
ksnproxy.exe,SK+NPR 
ktvnServer.exe,SK+NPR 
kvdb_upgrader.exe,SK+NPR 
modify_watcher.exe,SK+NPR 
netcfg.exe,SK+NPR 
patchmanager.exe,SK+NPR 
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proton.exe,SK+NPR 
remediation.exe,SK+NPR 
setup_kes.exe,SK+NPR 
soyuz.exe,SK+NPR 
tslauncher.exe,SK+NPR 
ThumbnailCaptur,SK+NPR 
Up2Date.exe,SK+NPR 
vapm.exe,SK+NPR 
wmi32.exe,SK+NPR 
wmi64.exe,SK+NPR 
wmias.exe,SK+NPR 
wmiav.exe,SK+NPR 
Cm_km.sys,SK 
dump_klfdedmp.sys,SK 
kl1.sys,SK 
klbackupdisk.sys,SK 
klbackupflt.sys,SK 
klelam.sys,SK 
klelaml.sys,SK 
klfde.sys,SK 
klfdedmp.sys,SK 
klflt.sys,SK 
klfltdev.sys,SK 
klgse.sys,SK 
klhk.sys,SK 
klif.sys,SK 
klim6.sys,SK 
klkbdctl.sys,SK 
klncap.sys,SK 
klpd.sys,SK 
klpnpflt.sys,SK 
klsnsr.sys,SK 
kltdi.sys,SK 
klupd_KLIF_arkmon.sys,SK 
klupd_KLIF_kimul.sys,SK 
klupd_KLIF_klark.sys,SK 
klupd_KLIF_klbg.sys,SK 
klupd_KLIF_mark.sys,SK 
klupd_KLIF_swmon.sys,SK 
klvfs.sys,SK 
klwfp.sys,SK 
klwtp.sys,SK 
kneps.sys,SK 
 
 

This is a list of the Kaspersky directories that you should add to the ACI2 section and the DOCPROPS section of the 

DG Directory Control File (dirctl.dat) to exclude them:  
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//Kaspersky 
%SystemDrive%\program*\kaspersky*\* 
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Malwarebytes Example 

This is a list of the Malwarebytes executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them: 

//Malwarebytes 
collectclientlog.exe,SK+NPR 
coreinst.exe,SK+NPR 
mbae.exe,SK+NPR 
mbae-cli.exe,SK+NPR 
mbae-setup.exe,SK+NPR 
mbae-svc.exe,SK+NPR 
mbae-uninstaller.exe,SK+NPR 
mbae64.exe,SK+NPR 
mbam.exe,SK+NPR 
mbam-chameleon.exe,SK+NPR 
mbam-killer.exe,SK+NPR 
mbamapi.exe,SK+NPR 
mbamgui.exe,SK+NPR 
mbamhelper.exe,SK+NPR 
mbampt.exe,SK+NPR 
mbamscheduler.exe,SK+NPR 
mbamservice.exe,SK+NPR 
mbcloudea.exe,SK+NPR 
sccomm.exe,SK+NPR  
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Microsoft's Enhanced Mitigation Experience Toolkit (EMET) Example 

This is a list of the Microsoft's Enhanced Mitigation Experience Toolkit (EMET)executables that you should add to 

the DG Process Flag File (prcsflgs.dat) to exclude them: 

// Microsoft EMET 
emet_agent.exe,SK+NPR 
emet_service.exe,SK+NPR 
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Microsoft Information Protection (MIP or AIP) Example 

This is a list of the Microsoft Information Protection executables that you should add to the DG Process Flag File 

(prcsflgs.dat) to exclude them: 

// Microsoft Information Protection (aka MIP or AIP) 
// msip.app.exe should only have the SK flag if MIP integration is not being used. 
msip.app.exe,NI+NPR 
MSIP.ExecutionHost.exe,SK+NPR 
MSIP.ExecutionHost32.exe,SK+NPR 
MSIP.NetworkDiscovery.exe,SK+NPR 
MSIP.Scanner.exe,SK+NPR 
msip.viewer.exe,SK+NPR 
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N-able AVdefender Example 

This is a list of the N-able Avdefender executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them: 

//n-able technologies avdefender 
agentmaint.exe,SK+NPR 
automationmanager.scriptrunner64.exe,SK+NPR 
bdredline.exe,SK+NPR 
downloader.exe,SK+NPR 
epconsole.exe,SK+NPR 
genptch.exe,SK+NPR 
nableavdbridge.exe,SK+NPR 
nablereactivemanagement.exe,SK+NPR 
nablesixtyfourbitmanager.exe,SK+NPR 
redpatch0.exe,SK+NPR 
shadowprotectdatareader.exe,SK+NPR 
testinitsigs.exe,SK+NPR 
thirdpartypatch.exe,SK+NPR 
wuascanner.exe,SK+NPR  
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NOD32 (ESET) Example 

This is a list of the ESET NOD32 executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them: 

//NOD32 
egui.exe,SK+NPR 
ekrn.exe,SK+NPR 
eset-remote-install.exe,SK+NPR 
sha1sum.exe,SK+NPR 
eraagent.exe,SK+NPR 
insthelper.exe,SK+NPR 
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Palo Alto Cortex XDR (Traps) Example 

This is a list of the Palo Alto Cortex executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them: 

//PaloAlto Cortex 
Cydump.exe,SK+NPR 
cyreport.exe,SK+NPR 
cyrprtui.exe,SK+NPR 
cyserver.exe,SK+NPR 
cytool.exe,SK+NPR 
cytray.exe,SK+NPR 
CyveraConsole.exe,SK+NPR 
CyveraService.exe,SK+NPR 
CyveraWdg.exe,SK+NPR 
GetLogsUtilAgent.exe,SK+NPR 
tlaservice.exe,SK+NPR 
tlaworker.exe,SK+NPR 
twdservice.exe,SK+NPR 
xdrhealth.exe,SK+NPR 
cyverak.sys,SK 
cyvrfsfd.sys,SK 
cyvrlpc.sys,SK 
cyvrmtgn.sys,SK 
tdevflt.sys,SK 
tedrdrv.sys,SK 
tedrpers*.sys,SK 
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PGP Encryption Example 

This is a list of the PGP Encryption executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them: 

//pgp encryption 
encryptionservice.exe,SK+NPR 
pgpcbt64.exe,SK+NPR 
pgpfsd.exe,SK+NPR 
pgptray.exe,SK+NPR  
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Qualys Example 

This is a list of the Qualys executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them: 

//Qualys 
QualysAgent.exe,SK+NPR 
QualysProxy.exe,SK+NPR 
 

This is a list of the Qualys directories that you should add to the ACI2 section and the DOCPROPS section of the DG 
Directory Control File (dirctl.dat) to exclude them:  

 
//Qualys 
%systemdrive%\progra*\qualys\qualysagent\*  
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Rapid7 Insight Example 

This is a list of the Rapid7 Insight executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them: 

//Rapid7 Insight Agent 
get_proxy.exe,SK+NPR 
ir_agent.exe,SK+NPR 
rapid7_endpoint_broker.exe,SK+NPR 
rapid7_events_monitor.exe,SK+NPR 
rapid7_sysmon_installer.exe,SK+NPR 
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RSA Netwitness Example 

This is a list of the RSA Netwitness executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them: 

//RSA NetWitness Agent 
Aurora.exe,SK+NPR 
AuroraDriver18052.sys,SK 
AuroraDriver18053.sys,SK 
AuroraDriver9115.sys,SK 
AuroraDriver9118.sys,SK 
 

This is a list of the RSA Netwitness directories that you should add to the ACI2 Section and the DOCPROPS section 

of the DG Directory Control File (dirctl.dat) to exclude them: 

//RSA NetWitness Agent 
%SystemDrive%\Windows\System32\Aurora* 
%SystemDrive%\Windows\System32\Drivers\Aurora*.sys 
%SystemDrive%\ProgramData\Aurora\* 
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Sentinel One Example 

This is a list of the SentinelOne executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them: 

//Sentinel 1 
LogCollector.exe,SK+NPR 
SentinelAgent.exe,SK+NPR 
SentinelAgentWorker.exe,SK+NPR 
SentinelBrowserNativeHost.exe,SK+NPR 
SentinelCtl.exe,SK+NPR 
SentinelHelperService.exe,SK+NPR 
SentinelInstaller.exe,SK+NPR 
SentinelMemoryScanner.exe,SK+NPR 
SentinelRanger.exe,SK+NPR 
SentinelRemediation,SK+NPR 
SentinelRemoteShellHost.exe,SK+NPR 
SentinelScanFromContextMenu.exe,SK+NPR 
SentinelServiceHost.exe,SK+NPR 
SentinelStaticEngine.exe,SK+NPR 
SentinelStaticEngineScanner.exe,SK+NPR 
SentinelUI.exe,SK+NPR 
SentinelDeviceControl.sys,SK 
SentinelELAM.sys,SK 
SentinelMonitor.sys,SK 
 
 

This is a list of the SentinelOne directories that you should add to the ACI2 Section and the DOCPROPS section of 

the DG Directory Control File (dirctl.dat) to exclude them: 

//Sentinel 1 
%SystemDrive%\Program Files\SentinelOne\* 
%SystemDrive%\ProgramData\Sentinel\* 
%SystemDrive%\Documents and Settings\All Users\Application Data\Sentinel\* 
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Sophos Example 

This is a list of the Sophos executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them: 

//Sophos AutoUpdate 
ALMon.exe,SK+NPR 
ALsvc.exe,SK+NPR 
ALUpdate.exe,SK+NPR 
SophosUpdate.exe,SK+NPR 
 
//Sophos Remote Management System 
AutoUpdateAgentNT.exe,SK+NPR 
ClientMRInit.exe,SK+NPR 
EMLibUpdateAgentNT.exe,SK+NPR 
ManagementAgentNT.exe,SK+NPR 
mcsagent.exe,SK+NPR 
mcsclient.exe,SK+NPR 
RouterNT.exe,SK+NPR 
 
//Sophos Sophos Anti-Virus 
BackgroundScanClient.exe,SK+NPR 
configuresav.exe,SK+NPR 
GetLogs.exe,SK+NPR,,sophos limited 
instmsia.exe,SK+NPR 
instmsiw.exe,SK+NPR 
native.exe,SK+NPR 
sav32cli.exe,SK+NPR 
SAVAdminService.exe,SK+NPR 
SAVOnAccessControl.exe,SK+NPR 
SAVCleanupService.exe,SK+NPR 
SavMain.exe,SK+NPR 
SavProgress.exe,SK+NPR 
SavService.exe,SK+NPR 
sdcdevcon.exe,SK+NPR 
sdcdevconia64.exe,SK+NPR 
sdcdevconx64.exe,SK+NPR 
sdcservice.exe,SK+NPR 
sdugui.exe,SK+NPR 
Sophosavagent.exe,SK+NPR 
Sophosbootask.exe,SK+NPR 
sophosboottasks,SK+NPR 
SophosFileScanner.exe,SK+NPR 
SophosFS.exe,SK+NPR 
SophosHealth.exe,SK+NPR 
Sophoslogwrite.exe,SK+NPR 
spa.exe,SK+NPR 
wscclient.exe,SK+NPR 
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//Sophos Sophos Client Firewall 
op_viewer.exe,SK+NPR 
SCFManager.exe,SK+NPR 
SCFService.exe,SK+NPR 
SCFTray.exe,SK+NPR 
 
//Sophos UTM Cloud communication 
Health.exe,SK+NPR,,sophos limited 
MCSagent.exe,SK+NPR 
Mcsclient.exe,SK+NPR 
Mcsheartbeate.exe,SK+NPR 
Sntpservice.exe,SK+NPR 
Ssp.exe,SK+NPR 
 
//Sophos Web Protection 
// swi_filter.exe and swi_fc.exe should only have SK if wipThirdPartyProxyExec is not configured. 
Swc_service.exe,SK+NPR 
Swi_filter.exe,NI+NPR 
Swi_fc.exe,NI+NPR 
swi_lspdiag.exe,SK+NPR 
swi_lspdiag_64.exe,SK+NPR 
Swi_service.exe,SK+NPR 
Swi_update64.exe,SK+NPR 
 
//Sophos Encyption 
be_encc.Exe,SK+NPR 
BEDevCtl.exe,SK+NPR 
BEFCSvcn.exe,SK+NPR 
feinit.exe,SK+NPR 
fetool.exe,SK+NPR 
Html5Encrypt.exe,SK+NPR 
SafeGuard Manag,SK+NPR 
SGFileEncWizard.exe,SK+NPR 
SGMCmdIntn.exe,SK+NPR 
SGNMaster.exe,SK+NPR 
SGNSafeModeServicen.exe,SK+NPR 
SGTelemetryWinServicen.exe,SK+NPR 
SGNAuthAppn.exe,SK+NPR 
SGNAuthServicen.exe,SK+NPR 
SGNHWInfo.exe,SK+NPR 
SGNState.exe,SK+NPR 
SGN_MasterServicen.exe,SK+NPR 
SGPortable.exe,SK+NPR 
SophosSafestore64.exe,SK+NPR 
RecoveryKeyAccess.exe,SK+NPR 
WMIListener.exe,SK+NPR 
BEFLT.sys,SK 
lcencvm.sys,SK 
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//Sophos Network Threat Protection 
SntpService.exe,SK+NPR 
SophosNtpService.exe,SK+NPR 
 
//Sophos System Protection 
SedService.exe,SK+NPR 
Ssp.exe,SK+NPR 
Sspedr.exe,SK+NPR 
 
//Sophos UI 
Sophos UI.exe,SK+NPR 
Telemetry.exe,SK+NPR,,sophos limited 
 
//Sophos Endpoint Self Help 
SophosDiag.exe,SK+NPR 
SophosESH.exe,SK+NPR 
 
//Sophos Data Recorder 
SDRService.exe,SK+NPR 
 
//Sophos Clean Sophos 
SophosClean.exe,SK+NPR 
SophosCleanM.exe,SK+NPR 
Uninstall.exe,SK+NPR,,sophos limited 
Uninstall.exe,SK+NPR,,sophos, inc. 
 
//Sophos Cloud Network Agent 
Clambc.exe,SK+NPR 
Clamconf.exe,SK+NPR 
Clamdscan.exe,SK+NPR 
Clamscan.exe,SK+NPR 
Installer.exe,SK+NPR,,sophos limited 
Jabswitch.exe,SK+NPR 
Keytool.exe,SK+NPR 
Kinit.exe,SK+NPR 
Klist.exe,SK+NPR 
Ktab.exe,SK+NPR 
Orbd.exe,SK+NPR 
Pack200.exe,SK+NPR 
Policytool.exe,SK+NPR 
R.exemid,SK+NPR 
Rmiregistry.exe,SK+NPR 
Servertool.exe,SK+NPR 
Sigtool.exe,SK+NPR 
SophosAgentRela,SK+NPR 
SophosAgentUI.exe,SK+NPR 
SophosCertMgr.exe,SK+NPR 
sophos-cwg-monitor.exe,SK+NPR 
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SophosCWGScann,SK+NPR 
Ssvagent.exe,SK+NPR 
Tnameserv.exe,SK+NPR 
Unpack200.exe,SK+NPR 
 
//Sophos for virtual environments 
sgvmmanagementservice.exe,SK+NPR 
sgvmscanningintegrationservice.exe,SK+NPR 
sgvmscanningservice.exe,SK+NPR 
wscclient.exe,SK+NPR 
 
//sophos virus removal tool 
svrtcli.exe,SK+NPR 
svrtservice.exe,SK+NPR 
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Symantec Example 

This is a list of the Symantec executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them:  

//Symantec Endpoint Protection 
alunotify.exe,SK+NPR 
aluschedulersvc.exe,SK+NPR 
aupdate.exe,SK+NPR  
AutoExcl.exe,SK+NPR 
bhca.exe,SK+NPR 
brkrprcs64.exe,SK+NPR 
ccApp.exe,SK+NPR 
ccEvtMgr.exe,SK+NPR 
ccSetMgr.exe,SK+NPR 
Checksum.exe,SK+NPR 
ControlAP.exe,SK+NPR 
DefWatch.exe,SK+NPR 
DevViewer.exe,SK+NPR 
DoScan.exe,SK+NPR 
dot1xtray.exe,SK+NPR 
dot1xtray64.exe,SK+NPR 
DWHWizrd.exe,SK+NPR 
edpa.exe,SK+NPR 
EFAInst.exe,SK+NPR 
FixExtend.exe,SK+NPR 
installTeefer.exe,SK+NPR 
LDVPREG.exe,SK+NPR 
lsetup.exe,SK+NPR 
luall.exe,SK+NPR 
LuaWrap.exe,SK+NPR 
lucallbackproxy.exe,SK+NPR 
LUCheck.exe,SK+NPR 
LuComServer_3_0,SK+NPR 
LuComServer_3_3,SK+NPR 
LuConfig.EXE,SK+NPR 
luinit.exe,SK+NPR 
migrateUserScans.exe,SK+NPR 
nlnhook.exe,SK+NPR 
NotifyHA.exe,SK+NPR 
PatchWrap.exe,SK 
RegSSHelper.exe,SK+NPR 
roru.exe,SK+NPR 
Rtvscan.exe,SK+NPR 
RtvStart.exe,SK+NPR 
SavRoam.exe,SK+NPR 
SavUI.exe,SK+NPR 
SEPLiveUpdate.exe,SK+NPR 
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SEPModuleList.exe,SK+NPR 
SepStub.exe,SK+NPR 
sepWscSvc.exe,SK+NPR 
sepWscSvc64.exe, SK+NPR 
SescLU.exe,SK+NPR 
setiCollect.exe,SK+NPR 
sevntx64.exe,SK+NPR 
SISIDSService.exe,SK+NPR 
SISIPSService.exe,SK+NPR 
SISIPSUtil.exe,SK+NPR 
sisnat.exe,SK+NPR 
SISStatusDlg.exe,SK+NPR 
SMC.exe,SK+NPR 
SmcGui.exe,SK+NPR 
smcinst.exe,SK+NPR 
SNAC.EXE,SK+NPR 
SPBBCSvc.exe,SK+NPR 
SRTSP_CA.exe,SK+NPR 
Sylinkdrop.exe,SK+NPR 
SymCorpUI.exe,SK+NPR 
symantecrootins,SK+NPR 
VPC32.exe,SK+NPR 
VPDN_LU.exe,SK+NPR 
VPTray.exe,SK+NPR 
WFPUnins.exe,SK+NPR 
WSCSAvNotifier.exe,SK+NPR 
BHDrvx64.sys,SK 
eeCtrl64.sys,SK 
EraserUtilReboo,SK 
Ex64.sys,SK 
IDSvia64.sys,SK 
Ironx64.sys,SK 
Srtsp64.sys,SK 
SyDvCtrl64.sys,SK 
Symefasi.sys,SK 
Symevent64x86.sys,SK 

 
//Additional for Symantec upgrade 
ccSvcHst.exe,SK+NPR 
ccLgView.exe,SK+NPR 

 
//Symantec Endpoint Encryption 
eacommunicatorsrv.exe,SK+NPR 
eafrclimanager.exe,SK+NPR 
EAFRCliStart.exe,SK+NPR 
eedService.exe,SK+NPR 
EERApplication.exe,SK+NPR 
PGPdesk.exe,SK+NPR 
PGPtray.exe,SK+NPR 
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RemoveableMediaAccessUtility.exe,SK+NPR 
eedDiskEncrypt,SK 
eedProtectionD,SK 
EERfsfd.sys,SK 
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Systrack Example 

This is a list of the Systrack Lsiagent executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them:  

//systrack lsiagent 
jetcomp.exe,SK+NPR 
lsiagent.exe,SK+NPR 
lsicins.exe,SK+NPR 
lsimods64.exe,SK+NPR 
lsims.exe,SK+NPR 
lsisupervisor.exe,SK+NPR 
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Tanium Example 

This is a list of the Tanium executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them:  

//Tanium 
cscript.exe,TR+NI+NC+ND+NPROC+NPR 
TaniumClient.exe,SK+NPR 
TaniumClientDe,SK+NPR 
TaniumClienTwo,SK+NPR 
TaniumCX.exe,SK+NPR 
taniumcx_ssl1.exe,SK+NPR 
TaniumDetect.exe,SK+NPR 
TaniumDetectEngine.exe,SK+NPR 
TaniumEndpoint.exe,SK+NPR 
TaniumEndpointIndex.exe,SK+NPR 
TaniumExecWrapper.exe,SK+NPR 
TaniumFileInfo.exe,SK+NPR 
TaniumHandle.exe,SK+NPR 
TaniumListModu,SK+NPR 
TaniumPersistenceAnalyzer.exe,SK+NPR 
TaniumReveal.exe,SK+NPR 
TaniumSQLiteQuery.exe,SK+NPR 
TaniumTraceCli,SK+NPR 
TPython.exe,TR+NI+NC+ND+NPROC+NPR 
Yara64.exe,SK+NPR 
Yarac64.exe,SK+NPR 

This is a list of the Nessus directories that you should add to the ACI2 section and the DOCPROPS section of the DG 

Directory Control File (dirctl.dat) to exclude them:  

//Tanium 
%systemdrive%\progra*\Tanium\* 
%systemdrive%\vendor_apps_non_shared\Tanium\*   
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Tenable Nessus Example 

This is a list of the Tenable Nessus executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them:  

//Nessus Scans 
nessuscli.exe,SK+NPR 
nessusd.exe,SK+NPR 
nasl.exe,SK+NPR 
nessus-service.exe,SK+NPR 
nasl.exe,SK+NPR 
nessuscli.exe,SK+NPR 
nessusd.exe,SK+NPR 
nessus-service.exe,SK+NPR 
//Nessus Agent Scans 
tenable_ovaldi_2ef350e0435440418f7d33232f74f260.exe,SK+NPR 
tenable_mw_scan_*.exe,SK+NPR 
 

This is a list of the Nessus directories that you should add to the ACI2 section and the DOCPROPS section of the DG 

Directory Control File (dirctl.dat) to exclude them:  

//Nessus Agent Scans 
%SystemDrive%\Progra*\Tenable\Nessus Agent\* 
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Trellix (was McAfee) Example 

This is a list of the Trellix executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them:  

//Trellix (McAfee) 
3DCompliance.exe,SK+NPR 
6740xdat.exe,SK+NPR 
Aacinfo.exe,SK+NPR 
Amcfg.exe,SK+NPR 
amupdate.exe,SK+NPR 
AppDepotSetup_M,NI+NPR 
atpconfigtool.exe,SK+NPR 
ATPErrMgr.exe,SK+NPR 
AuditManagerService.exe,SK+NPR 
balloon32.exe,SK+NPR 
Cacheinfo.exe,SK+NPR 
CCuninst.exe,SK+NPR 
Cleanup.exe,SK+NPR 
CmdAgent.exe,SK+NPR 
contentupdate.exe,SK+NPR 
csscan.exe,SK+NPR 
dainstall.exe,SK+NPR 
dxlservice.exe,SK+NPR 
dxlservicemonitor.exe,SK+NPR 
engineMain.exe,SK+NPR 
EngineServer.exe,SK+NPR 
entvutil.exe,SK+NPR 
epefprtrainer.exe,SK+NPR 
EpePcCredentia,SK+NPR 
EpePcMonitor.exe,SK+NPR 
Esconfigtool.exe,SK+NPR 
f00imcli.exe,SK+NPR 
fcags.exe,SK+NPR 
FireSvc.exe,SK+NPR 
FireTray.exe,SK+NPR 
FramePKG.exe,SK+NPR 
FrameworkService.exe,SK+NPR 
FrmInst.exe,SK+NPR 
Fwinfo.exe,SK+NPR 
Fwinstcheck.exe,SK+NPR 
fwWindowsFirew,SK+NPR 
hcinfo.exe,SK+NPR 
Helper.exe,SK+NPR 
HIPSCoreReg.exe,SK+NPR 
HIPSvc.exe,SK+NPR 
Loadsapr.exe,SK+NPR 
logparser.exe,SK+NPR 
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macmnsvc.exe,SK+NPR 
macompatsvc.exe,SK+NPR 
macomserver.exe,SK+NPR 
maconfig.exe,SK+NPR 
marepomirror.exe,SK+NPR 
marservice.exe,SK+NPR 
masvc.exe,SK+NPR 
mcadmin.exe,SK+NPR 
McAfee_Safeboot,SK+NPR 
McAfee_Virussca,NI+NPR 
McAfeeAV_def.ex,NI+NPR 
McAfeeFire.exe,SK+NPR 
mcconsol.exe,SK+NPR 
mcdatrep.exe,SK+NPR 
McSACore.exe,SK+NPR 
McScanCheck.exe,SK+NPR 
McScript_InUse,SK+NPR 
McShield.exe,SK+NPR 
McTray.exe,SK+NPR 
mcupdate.exe,SK+NPR 
mcvsftsn.exe,SK+NPR 
mcvsmap.exe,SK+NPR 
mcvsrte.exe,SK+NPR 
mcvsshld.exe,SK+NPR 
mfeamcin.exe,SK+NPR 
mfeann.exe,SK+NPR 
mfeatp.exe,SK+NPR 
mfecanary.exe,SK+NPR 
mfeConsole.exe,SK+NPR 
mfeensppl.exe,SK+NPR 
MfeEpeHost.exe,SK+NPR 
mfeEsp.exe,SK+NPR 
mfefire.exe,SK+NPR 
mfefw.exe,SK+NPR 
mfehcs.exe,SK+NPR 
mfehidin.exe,SK+NPR 
mfemactl.exe,SK+NPR 
mfemms.exe,SK+NPR 
mfeProvisionMod,SK+NPR 
mfeSysPrep.exe,SK+NPR 
mfeTp.exe,SK+NPR 
mfeupgradeTool.exe,SK+NPR 
mfevtps.exe,SK+NPR 
mghtml.exe,SK+NPR 
mmsinfo.exe,SK+NPR 
msaconfig.exe,SK+NPR 
Mue.exe,SK+NPR 
mvagtsvc.exe,SK+NPR 
mytilus3_server,SK+NPR 
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naPrdMgr.exe,SK+NPR 
ncdaemon.exe,SK+NPR 
NCInstall.exe,SK+NPR 
NdisInstall.exe,SK+NPR 
PASysTray.exe,SK+NPR 
pireg.exe,SK+NPR 
policyupgrade.exe,SK+NPR 
pwdUninstall.exe,SK+NPR 
restartvse.exe,SK+NPR 
sbClientMan.exe,SK+NPR 
sbTOKWatch.exe,SK+NPR 
scan32.exe,SK+NPR 
Scan64.exe,SK+NPR 
ScnCfg32.exe,SK+NPR 
scsrvc.exe,SK+NPR 
setupATP.exe,SK+NPR 
setupCC.exe,SK+NPR 
setupEP.exe,SK+NPR 
setupFW.exe,SK+NPR 
setupTP.exe,SK+NPR 
setupVSE.exe,SK+NPR 
setupWC.exe,SK+NPR 
shcfg32.exe,SK+NPR 
shstat.exe,SK+NPR 
TIEservice.exe,SK+NPR 
UdaterUI.exe,SK+NPR 
VersionInformation.exe,SK+NPR 
VSE87MAS.exe,SK+NPR 
VsTskMgr.exe,SK+NPR 
Vtpinfo.exe,SK+NPR 
WinSecCtr.exe,SK+NPR 
wscavexe.exe,SK+NPR 
fireNfcp.sys,SK 
HIPshieldK.sys,SK 
mfeaack.sys,SK 
Mfeaacsk.sys,SK 
mfeapfk.sys,SK 
mfeavfk.sys,SK 
mfebopk.sys,SK 
mfeclnk.sys,SK 
mfeclnrk.sys,SK 
mfedisk.sys,SK 
mfeelamk.sys,SK 
mfeepmpk.sys,SK 
mfefirek.sys,SK 
mfehck.sys,SK 
mfehidk.sys,SK 
mfencbdc.sys,SK 
mfencrk.sys,SK 
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mfenlfk.sys,SK 
mfeplk.sys,SK 
mferkdet.sys,SK 
Mfetdik2.sys,SK 
mfetdi2k.sys,SK 
mfewfpk.sys,SK 
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TrendMicro Example 

This is a list of the TrendMicro executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them:  

//Trendmicro including version 14 ApexOne 
AosUImanager.exe,SK+NPR 
AtasAgent.exe,SK+NPR 
bspatch.exe,SK+NPR 
build.exe,SK+NPR 
build64.exe,SK+NPR 
bzip2.exe,SK+NPR 
CloudEndpointService.exe,SK+NPR 
CNTAoSMgr.exe,SK+NPR 
CNTAoSUnInstaller.exe,SK+NPR 
CompRmv.exe,SK+NPR 
Dreboot64.exe,SK+NPR 
dsa_control.exe,SK+NPR 
dsagent.exe,SK+NPR 
dsc.exe,SK+NPR 
endpointbasecamp.exe,SK+NPR 
ESClient.exe,SK+NPR 
ESEFrameworkHost.exe,SK+NPR 
ESEServiceShell.exe,SK+NPR 
Instreg.exe,SK+NPR 
iVPAgent.exe,SK+NPR 
LogServer.exe,SK+NPR 
ncfg.exe,SK+NPR 
NTRmv.exe,SK+NPR 
NTRtScan.exe,SK+NPR 
Ofccccaupdate.exe,SK+NPR 
OfcPfwSvc.exe,SK+NPR 
PATCH.EXE,SK+NPR 
PATCH64.EXE,SK+NPR 
PccNT.exe,SK+NPR 
PccNTMon.exe,SK+NPR 
PccNTUpd.exe,SK+NPR 
ShowMsg.exe,SK+NPR 
supportconnector.exe,SK+NPR 
tdiins.exe,SK+NPR 
tmasutility.exe,SK+NPR 
TMBMServer.exe,SK+NPR 
TMBMSRV.exe,SK+NPR 
tmccsf.exe,SK+NPR 
Tmcsvc.exe,SK+NPR 
tmextins.exe,SK+NPR 
tmextins32.exe,SK+NPR 
TmFpHcEx.exe,SK+NPR 
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TMiACAgentSvc.exe,SK+NPR 
TmListen.exe,SK+NPR 
tmlwfins.exe,SK+NPR 
TmNTUpgd.exe,SK+NPR 
tmopextins.exe,SK+NPR 
tmopextins32.exe,SK+NPR 
TmPfw.exe,SK+NPR 
TmProxy.exe,SK+NPR 
TmsaInstance64.exe,SK+NPR 
TmSSClient.exe,SK+NPR 
TmUninst.exe,SK+NPR 
tmupgradeui.exe,SK+NPR 
tmwfpins.exe,SK+NPR 
TmWSCSvc.exe,SK+NPR 
TSC.exe,SK+NPR  
TSC64.exe,SK+NPR 
UpdGuide.exe,SK+NPR 
Upgrade.exe,SK+NPR 
Utilpfwinstcondchecker.exe,SK+NPR 
vcredist_2012u3_x64.exe,SK+NPR 
vcredist_2012u3_x86.exe,SK+NPR 
VSEncode.exe,SK+NPR 
wofielauncher.exe,SK+NPR 
wscommunicator.exe,SK+NPR 
XPUpg.exe,SK+NPR 
TM_CFW.sys,SK 
tmactmon.sys,SK 
tmcomm.sys,SK 
tmeevw.sys,SK 
tmevtmgr.sys,SK 
tmfilter.sys,SK 
tmkmsnsr.sys,SK 
tmlwf.sys,SK 
tmprefilter.sys,SK 
tmPreflt.sys,SK 
tmtdi.sys,SK 
tmumh.sys,SK 
tmusa.sys,SK 
tmwfp.sys,SK 
tmxpflt.sys,SK 
teefer2.sys,SK 
VSApint.sys,SK 
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Vipre Example 

This is a list of the Vipre executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude them:  

//Vipre 
VipreEdgeProtection.exe,SK+NPR 
SBAMSvc.exe,SK+NPR 
SBAMTray.exe,SK+NPR 
SBPIMSvc.exe,SK+NPR 
TracSrvWrapper.exe,SK+NPR 
sbapifs.sys,SK  
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Websense Example 
This is a list of the Websense executables that you should add to the DG Process Flag File (prcsflgs.dat) to exclude 

them:  

//Websense 
ClientInfo.exe,SK+NPR 
Dserui.exe,SK+NPR 
RFUI.exe,SK+NPR 
WDEUtil.exe,SK+NPR 
remediate.exe,SK+NPR 
wepsvc.exe,SK+NPR 
wsdecrypt.exe,SK+NPR 
cwnep.sys,SK 
qip.sys,SK 
qiptdi.sys,SK 
rnetcore.sys,SK 
WNetCore.sys,SK 
WFPRedir.sys,SK 
WsOMFlt.sys,SK 
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Windows Defender Example 
This is a list of the Windows Defender executables that you should add to the DG Process Flag File (prcsflgs.dat) to 

exclude them:  

//Windows Defender 
configsecuritypolicy.exe,SK+NPR 
mpcmdrun.exe,SK+NPR 
mprecovery.exe,SK+NPR 
mpuxsrv.exe,SK+NPR 
msascui.exe,SK+NPR 
msascuil.exe,SK+NPR 
msmpeng.exe,SK+NPR 
nissrv.exe,SK+NPR 
wdnsfltr.exe,SK+NPR 
offlinescannershell.exe,SK+NPR 
mpfilter.sys,SK 
 
//Windows Defender Advanced Threat Protection 
MsSense.exe,SK+NPR 
NisSrv.exe,SK+NPR 
SecurityHealthService.exe,SK+NPR 
sechealthui.exe,SK+NPR 
sensecncproxy.exe,SK+NPR 
sensendr.exe,SK+NPROC+NPR 
sensesampleuploader.exe,SK+NPR 
SgrmBroker.exe,SK+NPR 
sppsvc.exe,SK+NPR 
 


