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ABSTRACT: 

This paper presents a robust RoT firmware architecture and development methodology 
using Rust and secure RTOS – Tock.  It addresses memory safety and modularity challenges 
in legacy C-based designs, enabling resilient and scalable RoT solutions for modern 
hardware systems. 


