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Securing the Grid
Opportunities and Risks in Operational Technology

By robert J. Butler

The smart grid – “a planned nationwide 

network that uses information technology to 

deliver electricity efficiently”1 – will make the delivery 

of electricity in the United States not only vastly 

more efficient but also potentially more vulnerable to 

cyberattack and, thus, potentially less reliable. Indeed, 

the very features that make this new grid smarter than 

the system it is replacing will open new avenues for 

adversaries to access the grid, as well as new ways for 

them to disrupt grid operations once they gain access. 

In August 2003, a blackout that began in northern 

Ohio when a high-voltage power line brushed against 

overgrown trees cascaded across the grid. It ultimately 

affected 55 million people, contributed to six deaths in 

New York, caused 4 million Detroit residents to boil 

their drinking water for four days and cost between $7 

billion and $10 billion.2 If a natural threat can cause 

that type of disruption and destruction, just imagine 

the cascading negative effects of a planned cyberattack 

against an interconnected smart -grid network 

over an even larger geographic region with focused 

targeting against critical U.S. infrastructure.

Two important sets of security initiatives are 
currently underway to respond to this risk. First, 
industry and the U.S. government have been 
partnering to develop a cybersecurity framework 
and guidelines for smart grid cybersecurity.3 The 
second set of initiatives focuses on strengthening 
security standards for the industrial control sys-
tems (ICSs) that control circuit breakers and other 
operational technology (OT) components such as 
air-handling and power-distribution systems.4 The 
first initiative deals with controls on information 
technology (IT) – cybersecurity. The second deals 
with controls on the physical operation of indus-
trial control systems. These realms are obviously 
connected.

To a dangerous extent, however, these efforts in 
cybersecurity and ICS security constitute two 
separate “silos of excellence.” Unless they are bet-
ter integrated, the gaps between them will create 
new risks to the grid and overall digital infra-
structure – especially by enabling attacks on data 
centers and the critical information they contain. 
In fact, the data centers deployed today are the 
foundation for IT enterprise processing and cloud 
computing in a virtualized environment. Failure 
to secure data centers through integrated IT and 
OT security puts American businesses, their 
operations around the world and the nation’s over-
all economic security at risk. 
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To respond to this threat and to secure the mul-
tileveled infrastructure, the U.S. government 
should partner with industry to develop a holistic 
strategy that focuses on expanded information 
sharing between IT and OT groups. Furthermore, 
to close vulnerabilities more rapidly and create 
better situational awareness of the infrastructure 
foundation, the nation should move to new, secure, 
on-demand construction of standardized digital 
infrastructure. Finally, the government and pri-
vate sector should jointly develop and implement 
capabilities to mitigate residual risk in the event of 
an unforeseen attack to the digital infrastructure; 
this should include risk insurance for all levels of 
infrastructure. 

The Grid Will Power the Nation’s Data 
centers and Digital infrastructure
The grid has three levels of infrastructure, with 
multiple operators at each level.

•	 IT	infrastructure is the cybernetwork that 
makes the smart grid “smart.” It is the digi-
tal interconnection of grid assets, from power 
plants to substations to smart meters. This 
digital infrastructure includes software, com-
munications devices and hardware such as 
servers. At this layer, converted industrial power 
is used to drive computing, storage and network 
processes.

•	 OT	control	systems include industrial control 
systems, supervisory control and data acqui-
sition (SCADA) systems, distributed control 
systems and other control configurations that 
are often found in the industrial sector and criti-
cal infrastructures. OT control systems control 
the grid infrastructure and are connected to the 
digital infrastructure to enable automated and 
remote control.

•	 Power	infrastructure	is the physical (as dis-
tinct from digital) infrastructure that generates, 
transmits and distributes power. It includes all 

forms of power generation (power plants fueled 
by coal or natural gas, wind and solar farms, 
nuclear plants, etc.), as well as the wires, substa-
tions, transformers and switches that bring power 
to consumers. This level includes the equipment 
owned and operated by the utility companies 
themselves, as well as the control centers that 
manage the grid.

OT control systems connect to the IT infra-
structure and power infrastructure. The lack of 
integrated cybersecurity and OT security at this 
area of convergence represents one of the most 
significant challenges for the nation’s critical energy 
infrastructure. In this model, it is critical to secure 
the entire environment holistically. To date, the 
government and private sector have not adequately 
addressed the need for integrated intelligent control 
across these infrastructure layers.  

This converged smart grid needs to power our 
data centers, which in turn control the grid. As 
a senior official at the Department of Energy 
recently noted, “It’s also important to recognize 
that the data centers that control the ICS (or the 
grid) are also dependent upon the operation of the 
systems they control. It’s a complete dependency 
circle of powering the data center to control the 
electrical grid to deliver the electricity to power 
the data center.”5 Therefore, the security of critical 
data in the country’s data centers depends on how 
well cybersecurity and OT security are integrated 
within the grid. The new data center infrastruc-
ture needs to be a secure, integrated system that 
supports the deployment of enterprise applica-
tions and data and provides network interfaces for 
power distribution, energy recovery, the environ-
ment and IT. This infrastructure must always 
be “on” and secure across all of these interfaces, 
and it needs to guarantee the continuous avail-
ability, confidentiality and integrity of data and 
processing. 
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The convergence of information 
Technology and operational Technology is 
Transformational and creates New challenges 

In the past we were able to keep our control sys-
tems protected because they were separated from 
our business systems and the control systems were 
so unique (and old in many cases) that they were 
difficult to attack and there were not many ways to 
attack a large number of systems efficiently. That 
is no longer the case as we move to implement a 
smart electric grid and begin connecting smart 
devices to the grid that are also connected to the 
Internet. … This opens up new vectors our adver-
saries can use to gain access to our control systems. 
These attack methodologies include Aurora, 
Stuxnet and Duqu; and this is just the beginning. 
Like the “I Love You” virus that raised awareness 
in the public about the vulnerabilities exploited by 
email, these latest events show us that we need to 
think about security in a new way for our critical 
infrastructure as well.6 

gil vega, former chief information 
security officer, department of energy

We have witnessed numerous breaches of digital 
infrastructure at the layer of operational control 
systems, including the Stuxnet attack in 2010 
and the Saudi Aramco breach in 2012. These and 
other attacks point to weaknesses in the interface 
between the IT and the OT layers. By hacking into 
gateways or edge devices that link operational con-
trols to the IT layer, an adversary could reprogram 
the control systems. Such reprogramming could 
be designed to cause the system to self-destruct (as 
was the case with Stuxnet) by commanding equip-
ment to operate at unsafe speeds or valves to open 
when they should be closed. Thus, in the context of 
the smart grid, security is about more than pro-
tecting data. 

Analysts at the Center for a New American Security 
have noted that “increasingly, cyber technologies 

can have real effects in the physical world. The well-
reported Stuxnet attack against Iranian nuclear 
facilities provided an early example of this poten-
tial.”7 In other words, plans for data center security 
in the smart grid must involve not only security in 
the classic IT security sense, but also the reliability 
and safety of physical OT control systems. 

Threats against digital infrastructure at both the 
physical and logical layers are known as cyber-
physical, or blended, attacks. The National Institute 
of Standards and Technology (NIST) reports that 
these attacks “are executed by an adversary or 
result from inadvertent action that causes a greater 
impact and/or different consequences than a cyber 
or physical attack could cause individually.”8 Cyber-
physical attacks include physical attacks that are 
informed by cyber reconnaissance of a network, 
cyberattacks that enhance physical attacks and 
the use of a cybersystem to cause physical harm. 
The last type of attack is most threatening from 
the standpoint of national security and safety.9 
The GridEx II exercise recently concluded by the 
North American Reliability Corporation posited a 
combined cyber-physical attack that disrupted the 
grid for weeks across large portions of the United 
States.10

Cyber-physical attacks are also increasingly easy 
to execute. Zero-day threats – attacks that exploit a 
previously unknown vulnerability – are of par-
ticular concern. They close the gap between rogue 
adversaries without significant technical resources 
and adversaries (such as nation-states) that are not 
willing or able to launch attacks directly but have 
the technical capacity to develop and sell zero-day 
exploits. The actors behind advanced persistent 
threats require situational awareness of system 
configurations within the target. Solid targeting 
and predictable access for such an actor depends on 
persistent access to, and awareness of, changes to a 
networked infrastructure.
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In 2007, Idaho National Laboratory conducted an 
experiment to determine whether the United States 
was susceptible to cyberattacks on OT control sys-
tems. In the experiment, dubbed “Project Aurora,” 
researchers built a miniature industrial city plan 
and sent a red team to attack it. The red team 
rewrote the OT control system computer code for 
one of the diesel generators, directing the generator 
to destroy itself. It did, and the notion that cyber 
commands alone could destroy physical OT control 
equipment was confirmed. 

Furthermore, reporting from the ICS-Computer 
Emergency Response Team at the Department 
of Homeland Security (DHS) over the past two 
years has caused even greater concern about the 
number of ICS vulnerabilities accessible from the 
Internet. The team states that Project Shine (Shodan 
Intelligence Extraction), an ongoing project to iden-
tify industrial control systems that are connected 
to the Internet, has discovered well over a million 
such systems.11

These same issues exist within the digital infra-
structure of the traditional data center. There, 
too, the cyber and the physical converge. The data 
center sits on a foundation of IT infrastructure, 
reliant on OT control systems (like power distri-
bution units and cooling systems) and the digital 
infrastructure of connected hardware and software 
above them. And as in the smart grid, too many 
data center operators think about cybersecurity and 
physical security as separate issues. 

Our financial exchanges and service firms rely 
on interconnected data center infrastructure. 

Imagine, for example, a power or digital infra-
structure failure in the northeast that included 
the New York financial district. Such a failure 
could result not only in financial service data cen-
ters going off line but also in cascading disruption 
to hub transportation systems, communications 
systems, hospitals and other “lifeline” infrastruc-
ture. The consequence would be a significant 
homeland security and safety issue, possibly 
including loss of life.

The risks Generated by converged 
infrastructure
The United States government is clearly aware of 
the need to address cyber-physical security. In 
March 2013, President Obama issued Executive 
Order 13636 – Improving Critical Infrastructure 
Cybersecurity12 and Presidential Policy Directive 21 
– Critical Infrastructure Security and Resilience.13 
Their implementation will “drive action toward 
system and network security and resiliency, and 
will also enhance the efficiency and effectiveness of 
the U.S. government’s work to secure critical infra-
structure and make it more resilient.”14 

NIST’s 2013 revision of the Guidelines for Smart 
Grid Cybersecurity proposes a logical architecture 
for the smart grid and represents an important 
step forward.15 But a fundamental vulnerability 
remains: The guidelines do not address a bet-
ter way of implementing a secure foundational 
layer at the level of OT control systems to provide 
the data center security required for secure grid 
operations. After implementation of the NIST 
framework, DHS is charged with developing 
infrastructure-specific implications of preferred 
target profiles. These are the logical “container” for 
cyber-physical risk-management and best-practice 
guideposts. Because this process is just beginning, 
it provides a ready opportunity for public-private 
collaboration to address the IT layer’s overlap with 
the OT control plane.16

As in the smart grid, too many data 

center operators think about cybersecurity 

and physical security as separate issues. 
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Additional resources that attempt to address cyber-
physical attack include NIST SP 800-82, Guide to 
Industrial Control Systems Security, and ISA 99, 
Industrial Automation and Control Systems Security17  
Although NIST SP 800-82 can provide a starting 
point, future efforts need to address the fact that con-
trol system security operates on industrial campuses, 
an environment that lacks the scale, complexity and 
distributed nature of a smart grid or large-scale, 
globally interconnected, digital infrastructure. 

The Growing Need for Secure converged 
infrastructure
As the nation moves toward the Internet of 
Things, in which just about everything is con-
nected to the Internet, private sector entities are 
increasingly realizing that the “divide” between IT 
and OT is closing.  However, innovation in infor-
mation technologies has far outpaced innovation 
at the level of OT control systems. For consum-
ers, innovation above the OT infrastructure level 
is tangible and exciting. What they don’t know is 
that those innovations are sitting atop foundations 
that are crumbling. 

One of the most significant vulnerabilities of the 
smart-grid digital infrastructure is the challenge 
of maintaining security in OT control systems that 
have one foot in the past – as isolated systems using 
specialized hardware and software – and one foot 
in the present, connected to the network for remote 
access. That leaves the OT control systems vulner-
able to security breaches.

Several actions are critical to securing the nation’s 
digital infrastructure at the level of OT control 
systems. These actions must combine a focus on 
hardware standardization with software-enabled 
intelligent control. 

recommendations and conclusion
NIST, as the premiere standards body, and DHS, as 
the government’s lead implementation arm, need 

to build on current standards to develop a holistic 
strategy for securing digital infrastructure and data 
centers that focuses on expanded information shar-
ing and learning between information technology 
and operational technology groups. This effort will 
require several components:

•	 Building off the Electric Subsector 
Cybersecurity Capability Maturity Model 
(ES-C2M2), which will serve as an imple-
mentation of the recently published NIST 
Cybersecurity Framework, NIST and DHS 
should convene a group in which the public and 
private sectors work together to develop a model 
for data center security. This recommendation 
builds on the recommendations of the recent 
Bipartisan Policy Center report addressing 
cybersecurity in the North American electric 
grid.18 This data center security “community of 
interest”  should go beyond simple information 
sharing to the actual construction of converged 
solutions for integrating and securing IT and 
OT systems, thereby providing a foundation for 
data centers and cloud computing.

•	 Expanded security guidelines should extend 
beyond a focus on threats to include threat miti-
gation capabilities. A government and private 
sector partnership should work proactively to 
actually build campaigns to counter advanced 
persistent threats. 

•	The threats to data centers extend beyond the 
United States and are, in fact, a global problem. 
Thus, the United States should work with other 
nations and standards bodies to ensure secu-
rity standards, best practices, threat sharing 
and workable solutions to close seams around 
the globe. This recommendation is directly 
aligned with the NIST Roadmap for Improving 
Critical Infrastructure Cybersecurity.19 The 
International Organization for Standardization 
and International Electrotechnical 
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Commission (ISO/EC) 27001:2005 framework 
provides a good foundation for nations to work 
together on continual innovation and risk 
mitigation.

As part of this work, DHS and the Department 
of Energy should lead government and business 
efforts to adopt new, secure and on-demand con-
struction of standardized data center infrastructure 
with intelligent control for the purposes of achiev-
ing greater situational awareness and more rapid 
development of countermeasures within the grow-
ing digital infrastructure. Standardized production 
of OT control systems will reduce risk to the digital 
infrastructure. 

•	 The global nature of the supply chain for prod-
ucts assembled in the United States means 
that the entire chain must be vetted and every 
component tested. For the infrastructure that 
drives power to our data centers, that kind of 
standardized production of assets would help 
ensure the “up front” implementation of secu-
rity measures, enable greater levels of quality 
control and potentially significantly improve 
interoperability. 

•	 Beyond standardization, the Defense Science 
Board task force has advocated the use, modu-
lar data center infrastructure to rapidly create 
and secure a robust and elastic layer of digital 
infrastructure.20 The same things that make 
a system expansible and responsive – stan-
dardization and visibility – lend themselves to 
enhanced security and can be applied to create 
a comprehensive strategy for mitigating risk to 
the grid and the nation’s digital infrastructure. 
This “build-as-you-need” approach, coupled 
with an intelligent data center operating system 
that can “see” legacy system vulnerabilities, 
will enable efficient “transition strategies” for 
migrating legacy grid devices to a more secure 
infrastructure. The Department of Energy’s 

National SCADA Test Bed should be lever-
aged implement this approach and help secure 
multichannel communications between the IT 
and OT levels.

Finally, to provide additional protection after a 
compromise (and prior to detection) and as we 
work to transition to a more secure digital infra-
structure, insurance companies should work 
with data center owners and service providers to 
provide robust risk insurance in line with best 
security practices to address breaches across both 
the IT and OT infrastructures. Risk insurance is 
just one area for further research and is a good 
incentive to promote faster adoption of converged 
security standards. This recommendation also 
aligns with recent White House discussion about 
incentives for faster adoption of the recently 
published NIST Cybersecurity Framework.21 
From a public sector perspective, provisions of the 
Safety Act should apply to DHS-designated criti-
cal infrastructure data centers and will also help 
to mitigate negative consequences by providing 
liability protections in the event of a cyberattack 
on these data centers.

DHS and the Department of Energy 

should lead government and business 

efforts to adopt new, secure and on-

demand construction of standardized 

data center infrastructure with intelli-

gent control for the purposes of achieving 

greater situational awareness and more 

rapid development of countermeasures 

within the growing digital infrastructure.
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The time to act is now, as a new digital infrastruc-
ture is being deployed to power America’s national 
security and business enterprises. A failure to act 
will jeopardize the nation’s economic competitive-
ness and overall security.

Robert J. Butler is an adjunct fellow at the Center for 
a New Amercian Security and the vice president of 
government strategies for IO.
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