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I. EXECUTIVE SUMMARY

By Colin H. Kahl, Raj Pattani and Jacob Stokes

The Obama administration’s stated policy is to pre-

vent — not contain — a nuclear-armed Iran, and all
indications suggest that the administration means
what it says. Given the destabilizing consequences
that would ensue if Tehran acquired nuclear weap-
ons - and the uncertainties, costs and strategic
trade-offs associated with containment - this is the
right approach. Moreover, having issued a “no-
containment” pledge, the United States could not
walk back from this policy now without damaging
the very credibility it needs to effectively address
the Iranian nuclear challenge. The commitment to
use all instruments of national power, including the
possible use of force, to prevent Iran from acquiring
nuclear weapons should remain firm.

However, this preference for prevention should not
be used as an excuse to avoid thinking through the
requirements for effective containment. Although
the United States is not likely to acquiesce to the
emergence of a nuclear-armed Iran, Tehran may be
able to achieve an unstoppable breakout capability
or develop nuclear weapons in secret before preven-
tive measures have been exhausted. Alternatively, an
ineftective military strike could produce minimal
damage to Iran’s nuclear program while strengthen-
ing Tehran’s motivation to acquire the bomb. Under
any of these scenarios, Washington would likely be
forced to shift toward containment regardless of cur-
rent preferences.

This report, the third in a series on the implications
of Iranian nuclearization, outlines a containment
strategy to manage and mitigate the dangers associ-
ated with a nuclear-armed Iran if prevention efforts
- up to and including the use of force - fail. The
strategy would seek to advance 11 core objectives:

o Prevent direct Iranian use of nuclear weapons;

o Prevent Iranian transfer of nuclear weapons to
terrorists;

« Limit and mitigate the consequences of Iranian
sponsorship of conventional terrorism, support for
militant groups and conventional aggression;
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« Discourage Iranian use of nuclear threats to
coerce other states or provoke crises;

o Dissuade Iranian escalation during crises;

o Discourage Iran from adopting a destabiliz-
ing nuclear posture that emphasizes early use
of nuclear weapons or pre-delegates launch
authority;

« Persuade Israel to eschew a destabilizing nuclear
posture that emphasizes early use of nuclear
weapons or hair-trigger launch procedures;

« Convince other regional states not to pursue
nuclear weapons capabilities;

« Limit damage to the credibility of the Nuclear
Non-Proliferation Treaty and U.S. nonprolifera-
tion leadership;

o Prevent Iran from becoming a supplier of sensitive
nuclear materials; and

« Ensure the free flow of energy resources from the
Persian Gulf.

To achieve these objectives, containment would
integrate five key components: deterrence, defense,
disruption, de-escalation and denuclearization.
Each of these “five Ds,” in turn, would entail a
number of specific policies, activities and resource
commitments.

Deterrence would attempt to prevent Iranian
nuclear use and aggression through credible threats
of retaliation by:

« Strengthening U.S. declaratory policy to explicitly
threaten nuclear retaliation in response to Iranian
nuclear use and strengthening commitments to
defend U.S. allies and partners;

o Engaging in high-level dialogue with regional
partners to extend the U.S. nuclear umbrella in

exchange for commitments not to pursue inde-
pendent nuclear capabilities;

o Evaluating options for the forward deployment of
U.S. nuclear forces;

The Challenges of Containing a Nuclear-Armed Iran

o Providing Israel with a U.S. nuclear guarantee and
engaging Israeli leaders on steps to enhance the
credibility of their nuclear deterrent; and

« Improving nuclear forensics and attribution capa-
bilities to deter nuclear terrorism.

Defense would aim to deny Iran the ability to benefit
from its nuclear weapons and to protect U.S. partners
and allies from aggression by:

« Bolstering U.S. national missile defense
capabilities;

« Improving the ability to detect and neutral-
ize nuclear weapons that might be delivered by
terrorists;

 Improving network resilience to reduce the threat
posed by Iranian cyber attacks;

 Maintaining a robust U.S. conventional presence in
the Persian Gulf and considering additional missile
defense and naval deployments;

o Increasing security cooperation and operational
integration activities with Gulf countries, espe-
cially in the areas of shared early warning, air and
missile defense, maritime security and critical
infrastructure protection; and

« Increasing security cooperation with Israel,
especially assistance and collaboration to improve
Israel’s rocket and missile defenses.

Disruption activities would seek to shape a regional
environment resistant to Iranian influence and to
thwart and diminish Iran’s destabilizing activities by:

« Building Egyptian and Iraqi counterweights to
Iranian influence through strategic ties with Cairo
and Baghdad, leveraging assistance to consolidate
democratic institutions and encourage related
reform;

« Promoting evolutionary political reform in the Gulf;

« Increasing assistance to non-jihadist elements of
the Syrian opposition and aiding future political
transition efforts;



o Increasing aid to the Lebanese Armed Forces as a
long-term check on Hezbollah;

« Continuing to assist Palestinian security forces
and institution building while promoting an
Israeli-Palestinian accord;

« Enhancing counterterrorism cooperation and
activities against the Iranian threat network, includ-
ing expanded U.S. authorities for direct action;

« Expanding collaboration with partners to inter-
dict Iranian materials destined for proxies such as
Hezbollah; and

« Aggressively employing financial and law enforce-
ment instruments to target key individuals within
the Iranian threat network.

De-escalation would attempt to prevent Iran-related
crises from spiraling to nuclear war by

o Shaping Iran’s nuclear posture through a U.S. “no-
first-use” pledge;

o Persuading Israel to eschew a preemptive nuclear
doctrine and other destabilizing nuclear postures;

« Establishing crisis communication mechanisms
with Iran and exploring confidence-building
measures;

o Limiting U.S. military objectives in crises and
conflicts with Iran to signal that regime change is
not the goal of U.S. actions; and

« Providing the Iranian regime with “face-saving”
exit ramps during crisis situations.

Denuclearization activities would seek to constrain
Iran’s nuclear weapons program and limit broader
damage to the nonproliferation regime by:

 Maintaining and tightening sanctions against
Iran; and

« Strengthening interdiction efforts, including the
Proliferation Security Initiative, to limit Iran’s
access to nuclear and missile technology and stop
Iran from horizontally proliferating sensitive tech-
nologies to other states and non-state actors.

If these steps are carried out, effective contain-
ment is possible. But it would be highly complex
and far from foolproof. The residual dangers of a
nuclear-armed Iran would be meaningful, and the
consequences of a failure of containment would be
profound. The success of the strategy would also
depend on numerous factors that Washington can
influence but not control, including the preferences
of the Iranian regime, the decisions of key allies and
partners and the degree of international cooperation
in support of containment.

Compounding matters, pursuing containment
would produce a number of strategic trade-offs with
other U.S. national security priorities. By doubling
down on U.S. security commitments to the Middle
East, containment would make the strategic and
military “rebalancing” to Asia more difficult, and it
would greatly complicate efforts to promote reform
in the context of the Arab Spring. Containment
would also increase the role of nuclear weapons in
U.S. national security strategy at the very time the
Obama administration hopes to move in the oppo-
site direction.

For all of these reasons, this report does not
advocate a shift toward containment; the U.S. com-
mitment to using all instruments of national power
to prevent Iran’s acquisition of nuclear weapons
remains the right policy. If prevention fails, how-
ever, it would be imperative to move rapidly and
coherently to minimize the damage to vital U.S.
interests. In the absence of a well thought-out strat-
egy for the “day after” Iran gets the bomb, strategic
improvisation could produce policy responses that
are ineffective or even counterproductive. Facing
the dangers of a nuclear-armed Iran would be bad
enough, but being unprepared for this possible
future would be worse. More serious planning and
preparation for containment is needed — not because
the United States wants to take this path, but
because it may eventually become the only path left.
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[I. INTRODUCTION

During the Cold War, the United States pursued

a containment strategy against the Soviet Union.
That strategy aimed to deter the Soviet Union from
launching a nuclear or conventional war on the
West, to defend allies against invasion and subver-
sion, to check the expansion of Soviet influence,

to keep superpower competition and crises from
spiraling out of control and to moderate Soviet
behavior over the long term. Containment also
sought to reassure U.S. allies of the American
commitment to their security as a means of
discouraging them from taking actions that
Washington believed would upset the balance of
power and contribute to global instability, such as
defecting from the Western camp or pursuing their
own nuclear weapons.!

In the face of Iran’s bid to become a nuclear power,
some analysts have argued that Washington should
adopt a similar approach.” Although the United
States has pursued elements of containment toward
a conventionally armed Iran since the 1979 Iranian
revolution,® the Obama administration has explic-
itly ruled out containment as a policy for managing
and mitigating the risks associated with a nuclear-
armed Iran.* President Barack Obama has long
described the prospect of an Iranian nuclear bomb
as an “unacceptable” outcome that the United
States is determined to stop. And for more than a
year, the president has gone further, explicitly and
repeatedly clarifying that U.S. policy is to prevent

— not contain — a nuclear-armed Iran.” During a
March 21, 2013, speech in Jerusalem, for example,
Obama stated:

I have made the position of the United States
of America clear: Iran must not get a nuclear
weapon. This is not a danger that can be con-
tained. As President, I have said to the world
that all options are on the table for achiev-
ing our objectives. America will do what we
must to prevent a nuclear-armed Iran.®

The Challenges of Containing a Nuclear-Armed Iran

In recent months, Vice President Joseph Biden,
Secretary of State John Kerry and Secretary of
Defense Chuck Hagel have all echoed this “no-
containment” policy.’

Because a nuclear-armed Iran would be profoundly
destabilizing, we believe that prevention, rather
than containment, is the right policy. Maintaining
a firm commitment to using all instruments

of U.S. national power - including the possible

use of military force - to prevent Iran’s acquisi-

In the absence of a well
thought-out plan for

the “day after” Iran

gets the bomb, strategic
improvisation could
produce policy responses
that are ineffective or

even counterproductive.
Facing the dangers of a
nuclear-armed Iran would
be bad enough, but being
unprepared for this possible

future would be worse.

tion of nuclear weapons improves the prospects
for a diplomatic deal by clarifying the stakes for
Tehran.? In addition, a commitment to prevention
helps to reassure Israel and other U.S. partners in
the Middle East, discouraging them from pursu-
ing policies that might otherwise run counter to
American interests. At this point, stepping back



from the administration’s no-containment pledge
could produce the opposite effects: It would signal
U.S. acquiescence to a nuclear-armed Iran, dam-
age diplomacy and U.S. credibility and heighten
anxieties among already anxious allies.

For these reasons, this report, the third in a series
on the implications of Iranian nuclearization,’ does
not argue for shifting from a policy of prevention
to a policy of containment. Maintaining the U.S.
commitment to use all instruments of national
power to stop Iran from developing nuclear weap-
ons remains the correct approach. However, it is
still imperative to think carefully about what a
containment strategy would look like. This is not
because the United States wants to find itself in a
situation in which containment becomes neces-
sary, but rather because prevention - up to and
including the use of force — could fail, leaving
Washington with little choice but to manage and
mitigate the consequences of a nuclear-armed Iran.
Under these circumstances, it would be impera-
tive to move rapidly and coherently to minimize
the damage to vital U.S. interests. In the absence
of a well thought-out plan for the “day after” Iran
gets the bomb, strategic improvisation could
produce policy responses that are ineffective or
even counterproductive. Facing the dangers of

a nuclear-armed Iran would be bad enough, but
being unprepared for this possible future would
be worse.

This report outlines a containment strategy to
limit the dangers associated with a nuclear-armed
Iran if prevention fails. It begins by discussing the
possible pathways to containment, suggesting that
the United States may find itself having to contain
a nuclear-armed Iran despite its preference not to
do so. The report then describes the key elements
of an effective containment strategy, as well as the
uncertainties and strategic dilemmas associated
with pursuing it.
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[1l. PATHWAYS TO CONTAINMENT

Although it remains unclear whether the Iranian
regime intends to build nuclear weapons, Tehran
appears to be pursuing a nuclear “hedging” strategy
aimed at putting the relevant pieces in place should
Supreme Leader Ayatollah Ali Khamenei decide to
eventually go for the bomb. This strategy includes
Iran’s well-known efforts to master the science and
technology of nuclear fuel production, clandestine
and dual-use weapons research and development of
advanced ballistic missiles.”® Left unchecked, Iran’s
progress could produce nuclear weapons, requiring
a U.S. shift toward a policy of containment.

Iran’s Nuclear Progress

In recent years, Iran has made significant progress
in developing its nuclear capabilities. In particu-
lar, Iran has accumulated a growing stockpile

of low-enriched uranium (LEU) produced at its
two enrichment facilities, Natanz and Fordow.
According to data from the International Atomic
Energy Agency (IAEA), Iran currently has enough
3.5 percent LEU that, if further enriched to weap-
ons-grade level (above 90 percent purity), could
fuel perhaps a half-dozen nuclear weapons.' If
Iran’s Supreme Leader were to decide to dash for a
bomb using this material, the Institute for Science
and International Security estimates that it would
take Iran approximately four months to enrich suf-
ficient weapons-grade uranium for its first nuclear
device." Iran is also accumulating LEU at the 20
percent enrichment level, ostensibly to produce fuel
for the Tehran Research Reactor. As of February
2013, Iran possessed approximately 170 kg of
usable 20 percent LEU." Were Iran to accumulate
approximately 250 kg of 20 percent material, which
it might accomplish sometime in 2013, Tehran
might be able to shrink the time required to pro-
duce enough weapons-grade uranium for a single
weapon to one or two months.**

Iran might also pursue nuclear weapons using plu-
tonium. Iran has a heavy-water production plant at

The Challenges of Containing a Nuclear-Armed Iran

Arak, a once-clandestine facility that was revealed
by Western intelligence and Iranian exiles in 2002
(at the same time the Natanz enrichment facility
was exposed). The plant is meant to provide heavy
water for a nearby heavy-water reactor currently
under construction. Once finished, perhaps in late
2014 or 2015, the Arak heavy-water reactor could
theoretically produce enough plutonium for at least
one nuclear weapon per year. (The existing light-
water reactor at Bushehr is poorly suited for this
purpose.) To produce weapons-grade plutonium
from Arak, however, Iran would have to extract
spent fuel rods, a step that would be noticed by
IAEA inspectors. Iran would also require a separate
reprocessing facility to complete the process, a facil-
ity it has not built and claims not to intend to build.
Consequently, Iran does not currently have the abil-
ity to produce weapons-grade plutonium and is not
likely to acquire this capability anytime soon."

For the foreseeable future, therefore, the uranium
enrichment pathway remains the most likely
Iranian route to nuclear weapons. Producing suf-
ficient weapons-grade uranium would be a crucial
step in this process, but Iran would also have to
design and build the other key components of a
bomb. When additional weaponization require-
ments are factored in, U.S. and Israeli officials
estimate that it would take about a year for Iran to
produce its first crude nuclear weapon.'® It would
take at least another few years for Iran to produce a
sophisticated warhead small enough for delivery by
a ballistic missile."”

None of these timelines start, however, until
Khamenei makes the decision to pursue nuclear
weapons - a decision that U.S. intelligence offi-
cials say he has not yet made.'® Moreover, such a
decision does not seem imminent. Iran’s enrich-
ment facilities at Natanz and Fordow are under
TAEA inspection. Inspectors visit these facilities
every one or two weeks, on average, and any effort
to divert LEU for enrichment to weapons-grade
level would probably be detected, even under



the accelerated timeline Tehran may achieve in
2013. Fearing that any such move would prompt a
devastating response by the United States or other
countries, Iran’s leadership is unlikely to produce
nuclear weapons until the country can dramati-
cally reduce the timeline to build a bomb and
evade detection at declared facilities or construct
one completely in secret."”

It remains uncertain whether Iranian leaders will
ultimately decide to develop nuclear weapons, but
the motivations to eventually do so could prove
compelling. Tehran’s quest for robust nuclear
capabilities - including the technological where-
withal to rapidly build nuclear weapons, should
Khamenei decide to do so — appears partly aimed
at ensuring regime survival against external
threats. However, Iranian leaders also seem to
believe that advanced nuclear capabilities would
facilitate several revisionist objectives, including
making Iran the preeminent regional power in the
Middle East (especially in the Gulf region); advanc-
ing resistance against the “injustices” imposed by
“arrogant powers” (the West and Israel); enhancing
Tehran’s leadership role in the Muslim world and
the appeal of its particular brand of revolutionary
Islam; and reclaiming Iran’s “rightful place” among
the world’s most important political, economic
and scientific states. Consequently, Khamenei may
eventually calculate that building the bomb would
provide Iran with the ultimate deterrent against
foreign meddling and attack, enhance Iran’s
prestige and give Iran a freer hand to advance its
hegemonic ambitions in the Middle East.*

Four Pathways

If Iran’s current nuclear progress continues, several
scenarios could produce a U.S. policy shift toward
containment.

ACQUIESCENCE

As Iran approaches the nuclear threshold,
Washington could intentionally shift toward
containment rather than using military force in an

effort to delay Tehran’s program. Given repeated
public statements that prevention - not contain-
ment - is the policy of the United States, however,
this pathway is highly unlikely. President Obama
clearly prefers a diplomatic solution to the Iranian
nuclear challenge and believes that time remains
to achieve such an outcome. But he has repeatedly

The pathway to containment
that some administration
critics believe is most
probable - a secret plan to
acquiesce to a nuclear-armed
Iran - is actually highly
unlikely.

committed to using “all instruments of national
power” to prevent Iran from crossing the nuclear
threshold, emphasizing that all options - includ-
ing military force — remain on the table.” Obama
views an Iranian nuclear weapon as a threat to vital
U.S. interests, and as the administration’s aggres-
sive campaign against Al Qaeda demonstrates, he
has not been shy about using military force when
such interests are at stake. Referring to his specific
threat to use force against Iran if it moves toward a
weapon, Obama has also made clear that, on mat-
ters of war and peace, “I don’t bluff.”*

There are good reasons to believe Obama means
what he says. Reports suggest that he has autho-
rized military planning and deployments to make
the option of using force viable.” And having
bluntly stated that he is not bluffing, Obama is
likely to conclude that undoing his no-contain-
ment pledge would greatly damage U.S. credibility.
Thus, the pathway to containment that some
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administration critics believe is most probable - a
secret plan to acquiesce to a nuclear-armed Iran*

- is actually highly unlikely. Richard Betts astutely
observes that “as promises in foreign policy go, this
one is chiseled in stone.””

IRANIAN BREAKOUT CAPABILITY

The United States is not likely to acquiesce to a
nuclear-armed Iran, but Iran might be able to
develop a nuclear breakout capability before U.S.
preventive options, up to and including the use of
force, are exhausted. This could present the United
States with a fait accompli, forcing a U.S. shift
toward containment.

Obama has frequently said he would act if the
United States detected an Iranian move toward
acquiring nuclear weapons. In September 2012,
for example, Obama said, “I've stated repeatedly,
publicly, that red line, and that is we’re not going
to accept Iran having a nuclear weapon.”® Some
have criticized drawing the line at weaponization,
arguing that the Iranians might eventually be able
to move so rapidly or so secretly toward a bomb
that it would go undetected.” The Obama admin-
istration is clearly aware of this concern, and the
president has publicly clarified that he would not
allow Iran to get to this point. In October 2012,
Obama suggested that he would not necessarily
wait for definitive evidence of weaponization and
would act to prevent Iran from crossing a techno-
logical threshold that would allow Iran to build
weapons without detection. Obama said, “I've
been very clear to [the Iranians] ... [that] we have
a sense of when they would get breakout capacity,
which means that we would not be able to inter-
vene in time to stop their nuclear program, and
that clock is ticking.”*® In a March 2013 interview
with Israeli television, Obama noted that the
United States still believed that it would take Iran
“over a year or so to actually develop a nuclear
weapon” after a decision to do so, but he added that

The Challenges of Containing a Nuclear-Armed Iran

“obviously, we don’t want to cut it too close.”” This
suggests that he might choose to use force before
weaponization occurs.

Yet the administration has neither defined “break-
out capability” nor clarified how close to a nuclear
weapon is “too close.” Numerous interpretations
and timelines for Iranian breakout capability
have been advanced by Israeli officials and outside

Iran might be able to
develop a nuclear breakout
capability before U.S.
preventive options, up to
and including the use of
force, are exhausted. This
could present the United
States with a fait accompli,
forcing a U.S. shift toward

containment.

analysts (see Text Box), but it is not clear if the
Obama administration shares any of these specific
views. Administration officials express confidence
that U.S. and Israeli intelligence currently have the
means to detect any rapid Iranian move toward
nuclear weapons in time to react.*® It thus seems
clear that the Obama administration believes that
Iran has not yet achieved a breakout capability, *!
but it is not clear at what point that might change.
Across what technological threshold would the
intelligence community lose confidence that it
could discover an Iranian nuclear breakout in time
for the United States to react?



Determining Iranian Breakout Capability

There is no analytic consensus re-
garding the precise level of Iranian
nuclear technological progress that
would constitute an unstoppable
breakout capability or when Iran
might achieve this milestone.

Israeli Prime Minister Benjamin
Netanyahu has argued that Iran
could achieve a breakout capabil-
ity sometime in 2013, once Tehran
accumulates one bomb’s worth of
20 percent low-enriched uranium
(LEV). Across this threshold,
Netanyahu has stated, Iran would
be able to produce weapons-
grade uranium so rapidly that it
would not be detected, even if the
Iranians did so at declared enrich-
ment sites (Natanz and Fordow)
currently under inspection by

the International Atomic Energy
Agency (IAEA). And because the
remaining weaponization work
(e.g., designing nuclear detona-
tors, preparing the uranium core
and assembling the device) might
be much more difficult to detect
or militarily interdict, the program
could become unstoppable once
Iran acquires sufficient fissile mate-
rial for a nuclear weapon.*

Even if the ability to rapidly pro-
duce fissile material is the right
benchmark, however, Netanyahu
likely drew the line in the wrong
place. Nonproliferation experts
doubt that Iran would take the ex-
traordinary risk to dash for a bomb
with only one weapon’s worth of
20 percent LEU. Moreover, because
of the frequency of inspections,
even a month - the fastest possible

timeline to enrich 20 percent LEU
to weapons-grade uranium with
existing Iranian enrichment facili-
ties — would likely enable detection
and a response. For these reasons,
the Obama administration does
not appear to share Netanyahu's
particular view of breakout
capability.

Other analysts contend that

the combination of significant
quantities of 20 percent LEU and
advances in the quantity and so-
phistication of Iranian centrifuges
could produce an undetectable
breakout capability by mid-2014.
Currently, Iran’s nuclear program
overwhelmingly relies on approxi-
mately 12,000 relatively inefficient
IR-1 centrifuges. But the installa-
tion of thousands of additional IR-1
machines or the industrial-scale in-
stallation of next-generation IR-2M
centrifuges (which are reportedly
three to five times more efficient)
could theoretically shrink the time
needed to produce weapons-grade
uranium to as little as one or two
weeks, potentially facilitating a
breakout even at declared facilities
by mid-2014.3* Iran’s recent moves
to significantly expand the number
of IR-1 centrifuges at Natanz and
Fordow, acquire banned materials
for thousands of additional IR-1s3°
and install 180 IR-2M centrifuges
(with the intent to install 2,800
more) at Natanz provide some
credence to these fears.*

Another scenario would involve
Iran using its existing LEU stock-
pile to produce 60 percent highly

enriched uranium. Although the
United States, Israel and other
countries have expressed consider-
able concern over Iran’s accumu-
lating supply of 20 percent LEU,
and the Obama administration
has implied that any move to
enrich weapons-grade material
would prompt military action, little
has been said regarding Iranian
enrichment above 20 percent but
below the 90 percent threshold of
weapons-grade uranium. In recent
months, however, Iranian officials
have suggested that they might
begin enriching uranium up to the
50 or 60 percent level, using the
dubious justification of producing
fuel for future nuclear submarines
or other naval propulsion. Tehran
has not yet taken this step, but
such a move could potentially
shrink the timeline to weapons-
grade uranium to the point that
IAEA inspectors would have dif-
ficulty detecting such a move.*”

Still others have warned that the
completion of the Arak heavy-
water reactor next year and the
acquisition of a plutonium re-
processing capability could also
lead to an unstoppable breakout
scenario. Iran would have to expel
IAEA inspectors from Arak in order
to extract and reprocess spent fuel
rods into weapons-grade pluto-
nium, but once the heavy-water
reactor becomes operational, an
outside attacker might judge that
the environmental consequences
of attacking the nuclear reactor
were too great.®®
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Without adequate understanding or agreement
among U.S. policymakers, or sufficient intelli-
gence on the precise nature of Iran’s technological
progress, Tehran could at some point develop the
technical ability to rapidly produce sufficient fissile
material for a nuclear weapon even at declared sites
under regular inspection. Once Iran had achieved
this capability, the prevention game might be over.
If Iran produced enough fissile material for a bomb,
it could be removed to a secret location, and the
chances of successfully destroying it or interdicting
other, harder-to-detect elements of the weaponiza-
tion process would greatly diminish.*

Regardless of whether the Iranians actually decided
to break out at this point, the United States might
be “self-deterred” from taking military action out of
the fear that Iran might already possess - or could
rapidly assemble — a nuclear weapon for use in
retaliation.*® At this juncture, Iran would become a
de facto (or “threshold”) nuclear weapons state, and
the United States would likely be forced to adopt a
containment policy. In 1993, for example, the U.S.
intelligence community reportedly assessed that
North Korea had sufficient weapons-grade pluto-
nium for one or two nuclear bombs, although it was
unsure whether North Korea had any actual weap-
ons." From that point forward, the Clinton and
Bush administrations treated North Korea as a de
facto nuclear-armed state, greatly complicating their
willingness to engage in preventive military action,
even though more than a decade passed between
that assessment and Pyongyang’s first “fizzled”
nuclear test in 2006.*>

IRANIAN “SNEAK-OUT”

Washington might also be forced to adopt a con-
tainment policy if Iran were able to build nuclear
weapons completely in secret. Regardless of the
degree of Iranian technological progress, any deci-
sion to quickly develop fissile material at declared
facilities would require the Supreme Leader to
accept some risk of detection.*’ For this reason, if
Iran decides to produce bomb-grade material, it is

The Challenges of Containing a Nuclear-Armed Iran

probably more likely to do so at undeclared, secret
facilities.

According to press reports, U.S. intelligence officials
express confidence that Iran does not currently have
such facilities and that they would be discovered if
Iran tried to construct them - just as the once-secret
Natanz and Fordow facilities were discovered.* Still,
Iran’s stated intent to build as many as 10 additional
enrichment facilities, combined with its history

of constructing clandestine sites, is troubling.*®

Although it may be
extremely difficult for Iran
to secretly develop nuclear
weapons, the possibility
exists. For this reason,

even staunch opponents of
containment admit that
the United States must be
prepared for this possibility.

Furthermore, as Iranian centrifuge technology
advances, Tehran may be able to build a smaller
facility, potentially hidden within an urban area,
that could be more difficult to detect.’® It is also
conceivable that Iran could eventually construct a
completely parallel program in secret — including
sources of uranium ore, as well as uranium con-
version and enrichment facilities — although the
technical and resource constraints would

be significant.’

Another secret route to a bomb would be to acquire
an operational nuclear weapon, fissile material or

a parallel supply of LEU that could be diverted
(without IAEA detection) to a clandestine Iranian



enrichment site from North Korea. Such collabo-
ration would be extraordinarily risky for both
parties, and there is no publically available evi-
dence suggesting that Iran intends to go this route.
However, the two countries do have a history of
ballistic missile cooperation, and in September
2012, they signed a technical and scientific coop-
eration accord - the same type of agreement that
enabled North Korea’s past assistance to Syria’s
nuclear program.*® Furthermore, in the wake of
Pyongyang’s February 2013 nuclear test (which
some suspect involved a weapon using highly
enriched uranium, as opposed to plutonium),

some analysts worry that Iran may have estab-
lished connections to North Korea’s nuclear testing
program.*” While the two countries have previ-
ously worked together on missiles, there does not
appear to be evidence yet of a nuclear connection.”
Regardless of the level of existing nuclear ties, how-
ever, the possibility of future cooperation between
Tehran and Pyongyang cannot be ruled out.

Thus, although it may be extremely difficult for
Iran to secretly develop nuclear weapons, the
possibility exists. For this reason, even staunch
opponents of containment admit that the United
States must be prepared for this possibility. As one
recent report states: “Iranian acquisition of nuclear
weapons would be dangerous for several reasons,
none of which would be adequately addressed by
containment. Nonetheless, since intelligence can
be imperfect, we must take steps now to prepare
for the possibility that we will wake up one morn-
ing and discover that Iran has acquired a nuclear
weapon despite the United States’ best efforts.”"

INEFFECTIVE MILITARY ACTION

Preventive military action is often presented as an
alternative to containment. There are at least two
ways, however, in which a military strike on Iran’s
nuclear infrastructure could prove ineffective,
thereby becoming a prelude to containing

a nuclear-armed Iran rather than a substitute

for containment.

First, if the attacker lacks sufficient military
capabilities or the strike is poorly executed, it
could prove operationally ineffective. Senior U.S.
defense officials, for example, have regularly stated
that Israel only possesses the conventional mili-
tary capability to set Iran’s program back one to
three years, with the lower estimate more likely.”
Given significantly greater American capabilities,

A military strike on Iran’s
nuclear infrastructure
could prove ineffective,
thereby becoming a prelude
to containing a nuclear-
armed Iran rather than a

substitute for containment.

including the 30,000-pound Massive Ordinance
Penetrator and the ability to conduct a sustained
air campaign as opposed to a one-off raid, the
United States could almost certainly set the pro-
gram back further. But it is not clear how much
further.” A strike may also operationally fail if,
unbeknownst to the attacker, Iran possessed addi-
tional clandestine (and thus untargetable) nuclear
facilities.

The use of force might therefore produce only a
minimal delay to Iran’s existing program. Worse
still, a strike would likely empower hardliners

in Tehran to redouble Iran’s efforts to develop a
nuclear deterrent to prevent another attack. Iran
would be likely to describe the attack as an “act of
aggression,” play the victim and leave the Nuclear
Non-Proliferation Treaty (NPT) - or, at the very
least, substantially decrease cooperation with
IAEA inspectors.** Such a move would complicate
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the international community’s ability to detect
Iran’s efforts to rebuild its program.>

A strike could also prove politically ineffective if

it fails to garner sufficient international support.
Preventing Tehran from reconstituting its program
after a strike would require extensive international
cooperation to continue to isolate and sanction
Iran. An Israeli preventive strike would be highly
unlikely to enjoy such widespread international
support under any circumstances. A modicum

of support among key European, Asian and Gulf
states, as well as the possible acquiescence (as
opposed to outright opposition) of Russia or China,
is conceivable if the United States takes military
action, but only if diplomatic options have been
exhausted first. If the international community
believes that Washington is taking precipitous
action before diplomacy has run its course, it will
be very difficult to hold together the type of coali-
tion necessary to prevent Iran from re-energizing
its program.®

None of these pathways to containment are inevi-
table. Indeed, many of them are quite unlikely.
But the possibility that one may occur requires the
United States to think hard about what a contain-
ment strategy might involve, even if it hopes never
to have to put such a policy in place.

The Challenges of Containing a Nuclear-Armed Iran




IV. DESIGNING A CONTAINMENT
STRATEGY FOR A NUCLEAR-ARMED
IRAN

Current U.S. policy toward Iran seeks not only to
prevent Iranian acquisition of nuclear weapons

but also to deter Iranian aggression and counter
Tehran’s destabilizing influence in the Middle
East. As such, Washington already pursues some
measures toward a conventionally armed Iran that
could be described as “containment.” The contain-
ment strategy outlined here would bolster and
supplement current policies with measures specifi-
cally designed to manage and mitigate the dangers
associated with a nuclear-armed Iran. This strategy
is informed by U.S. containment efforts during the
Cold War, which aimed to alter Soviet behavior
and defend vital U.S. interests without resorting to
the extremes of either appeasement or war.”” Yet we
do not simply graft U.S. policy toward the Soviet
Union onto the very different situation with Iran.
The Soviets were a conventional and nuclear super-
power, and containment provided an overarching
framework for Washington’s global competition
with Moscow. In contrast, Iran is a much weaker
state, with or without nuclear weapons, and
although Tehran is increasingly active around the
globe, the principle challenges it poses are regional.
Consequently, although the strategy we outline is
robust and complex, its scale and scope are inher-
ently more limited than the Cold War model.

Assumptions

For the purposes of designing a containment
strategy, we assume that Iran openly possesses a
relatively modest arsenal, similar in size to that of
North Korea (perhaps a dozen weapons),®® deliver-
able on medium-range ballistic missiles (MRBMs)
that can reach targets throughout the Middle East
and perhaps portions of Europe.” This is not the
only form a future Iranian arsenal and nuclear
posture could take. Even if Iran desires a nuclear
deterrent, the regime could choose to stop just
short of constructing actual weapons, calculating

that an ambiguous threshold capability is suffi-
cient to dissuade foreign attack. Tehran could also
choose to cross the threshold, but instead of declar-
ing and testing its weapons — as India, North Korea
and Pakistan have done - it could adopt an opaque,
undeclared posture akin to Israel’s current nuclear
stance.®® Moreover, if Iran builds an actual arsenal,

there is no way to know for sure whether it would
settle for a small regional capability composed of

a few dozen nuclear weapons aimed at producing

a “minimal deterrent” against the United States,
Israel and other states or would seek to build
hundreds of weapons and expand its capabilities to
include intercontinental ballistic missiles (ICBMs),
electromagnetic pulse (EMP) weapons or other
advanced nuclear capabilities meant to hold the
U.S. homeland at risk.

Nevertheless, we assume here a modest, declared
Iranian nuclear arsenal with regional capabilities
for two reasons. First, threshold-capability sce-
narios that fall short of full weaponization should
be easier to contain using the tools we describe.
Second, a containment strategy would be adopted
immediately after Iran emerges as a nuclear power,
when its arsenal would be small; a larger deployed
arsenal would have to pass through this more
modest phase of development, and a containment
strategy would seek to stunt further development
of Iran’s nuclear capabilities.

Strategic Objectives

A strategy of prevention seeks to stop Iran from
developing nuclear weapons; containment, by
contrast, aims to manage and mitigate the conse-
quences of Iran acquiring these weapons. Analysts
have identified five interrelated dangers associated
with a nuclear-armed Iran: nuclear fanaticism,
emboldened Iranian adventurism, crisis escala-
tion, cascading proliferation and energy shocks.
Although some of these dangers are likely exagger-
ated, we initially describe them without assessing
their probability in order to identify the range of
strategic objectives that containment would seek to
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advance. (We spell out these objectives and their
relationship to the posited dangers of a nuclear-
armed Iran in Table 1).

NUCLEAR FANATICISM

A major concern is the prospect of Iran inten-
tionally using nuclear weapons, either directly

or by transferring them to terrorists. Some com-
mentators argue that the Iranian regime is so
reckless and irrational that it might be willing to
use nuclear weapons against the United States or
Israel, even if such actions risked national suicide.
According to this view, Iran’s religious glorifi-
cation of national martyrdom makes it nearly
impossible to deter.®' As Bernard Lewis observes,
for the “religious fanatics” in Tehran, “mutu-

ally assured destruction is not a deterrent - it’s

an inducement.”? Moreover, even some com-
mentators who believe that the current Iranian
government is rational argue that leaders sub-
scribing to a particularly apocalyptic variant of
Shiism (sometimes referred to as the “cult of the
Mahdi”), including extremist elements within

the Islamic Revolutionary Guard Corps (IRGC),
might eventually seize control.”® Given the long
history of Iranian-backed terrorism committed by
the IRGC-Qods Force (the Guard’s covert action
wing), Hezbollah, Palestinian groups, Iraqi mili-
tants and other violent Iranian proxies against
U.S. and Israeli targets, the possibility that a highly
risk-acceptant or irrational Tehran might sponsor a
nuclear terror attack is a particular concern.®*

The danger of nuclear fanaticism produces two
related containment objectives:

Objective 1: Prevent direct Iranian use of nuclear
weapons.

Objective 2: Prevent Iranian transfer of nuclear
weapons to terrorists.

IRANIAN ADVENTURISM
Iran currently sponsors terrorist groups, supports
militancy, encourages subversion and engages in

The Challenges of Containing a Nuclear-Armed Iran

TABLE 1: POTENTIAL DANGERS AND ASSOCIATED
CONTAINMENT OBJECTIVES

Potential : "
- Containment Objectives
Dangers

Prevent direct Iranian use of nuclear
weapons

Nuclear

Fanaticism Prevent Iranian transfer of nuclear

weapons to terrorists

Limit and mitigate the
consequences of Iranian
sponsorship of conventional
terrorism, support for militant
groups and conventional aggression

Iranian
Adventurism

Discourage Iranian use of nuclear
threats to coerce other states or
provoke crises

Dissuade Iranian escalation during
crises

Discourage Iran from adopting a
destabilizing nuclear posture that
emphasizes early use of nuclear
weapons or pre-delegates launch
authority

Crisis

Escalation
Persuade Israel to eschew a
destabilizing nuclear posture that
emphasizes early use of nuclear

weapons or hair-trigger launch
procedures

Convince other regional states
not to pursue nuclear weapons
capabilities

Limit damage to the credibility of

Proliferation
the Nuclear Non-Proliferation Treaty

Cascade . . ;
and U.S. nonproliferation leadership
Prevent Iran from becoming
a supplier of sensitive nuclear
materials

Energy Ensure the free flow of energy

Shocks resources from the Persian Gulf



political coercion throughout the Middle East.
Tehran does so partly to demonstrate its ability to
inflict pain on its adversaries should they threaten
Iran, but it also engages in these destabilizing activ-
ities to intimidate others and advance its revisionist
and hegemonic agenda. Equipped with a nuclear
deterrent to shield Iran from large-scale retaliation,
Iranian leaders might pursue these activities more
aggressively, contributing to more violence and
instability in an already tumultuous region.

Emboldened adventurism could take many forms.
Tehran might increase the frequency and scale of
Iranian-sponsored conventional terrorism or cyber
terrorism against the United States, Israel and
Iran’s regional rivals in the Gulf. A nuclear-armed
Iran might also provide Hezbollah and Palestinian

Emboldened Iranian
adventurism would be
consistent with the historical
tendency for new nuclear
states to become more
aggressive at lower levels of
violence, at least for some

period of time.

militants with more sophisticated, longer-range
and more accurate conventional weaponry for

use against Israel, and Iran might give its proxies
greater leeway to use the advanced weapons sys-
tems they already possess instead of keeping them
in reserve.® Iran might become more assertive in
backing subversion in Iraq or among Shiite popula-
tions in Bahrain, Kuwait and Saudi Arabia. Iran
might also extend its nuclear umbrella - or at least

a nuclear shadow, if it chooses not to make explicit
guarantees — over “resistance” groups across the
region, emboldening militant allies to be more
assertive while limiting the freedom of threatened
states to respond.®® And Tehran might feel freer to
deploy Iranian forces more assertively in conflicts
in the Levant, engage in coercive diplomacy to cow
weaker neighbors in the Persian Gulf or black-
mail the world by threatening to close the Strait of
Hormuz (through which 20 percent of the world’s
tradable oil passes).””

The growing influence of “principlist” hardliners
in Tehran - most notably, elements of the IRGC

- adds to the danger. Principlists share an ideologi-
cal conviction of the inevitability of U.S. decline,
Israeli defeat and Iranian ascendance. They see the
competition with the United States, Israel and Arab
rivals such as Saudi Arabia as a zero-sum game.®®
If Iran obtains nuclear weapons, these hardliners
may see it as a confirmation of their convictions
and push the Iranian government further toward
risk taking and provocation.

Emboldened Iranian adventurism would be
consistent with the historical tendency for new
nuclear states to become more aggressive at lower
levels of violence, at least for some period of time.
North Korea’s track record of provocations® and
Pakistan’s emboldened support of anti-India ter-
rorism and militancy” are only the most recent
examples.”" Such behavior would also be consis-
tent with the Cold War dynamic known as the
“stability-instability paradox,” in which nuclear
deterrence at the strategic level coincided with
numerous disputes, crises, interventions and proxy
wars at lower levels of violence. 7>

Two containment objectives emerge from
this discussion:

Objective 3: Limit and mitigate the consequences
of Iranian sponsorship of conventional terror-
ism, support for militant groups and conventional
aggression.
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Objective 4: Discourage Iranian use of nuclear
threats to coerce other states or provoke crises.

CRISIS ESCALATION

A nuclear-armed Iran may trigger a series of
actions and reactions that would make the Middle
East even more prone to violence and crisis. In this
context, as Richard Kugler notes, “the main risk of
nuclear war may not stem from Iran’s intention to
start one, but instead from unwanted and unfore-
seen escalation of political crises that spin out of
control.””® During a crisis, Tehran might misjudge
the capability and will of its adversaries to respond
to Iranian provocations. A nuclear-armed Iran
could overplay its hand in an indirect confronta-
tion between Iranian proxies and Israel in the
Levant or a future clash between Shiite militants
and U.S. partners in the Gulf. Or Iran could over-
reach and directly confront the United States in the
Strait of Hormuz. And once Iran was committed,
the strong religious and cultural predispositions

of regime hardliners to resist threats and dictates
from “arrogant powers” such as the United States or
Israel might make it difficult for Iran to back down.
The concern here is less that Iranian leaders would
suicidally seek their own destruction; instead, a
combination of risk acceptance and miscalculations
could trigger a series of events that inadvertently
spiral to a nuclear exchange.”

Analysts also worry that nuclear escalation could
emerge from the particular dynamics of a future
Israeli-Iranian nuclear rivalry. One challenge
would be the inherent crisis instability resulting
from Israeli and Iranian nuclear vulnerabilities —
vulnerabilities that could generate circumstances
in which a nuclear first strike might seem like the
“least bad” option. During an Israeli-Iranian crisis,
reciprocal fears of surprise attack could produce
incentives for either side to launch a deliberate pre-
emptive attack.” Despite Israel’s presumed nuclear
superiority, it lacks strategic depth and may fear
that its political leadership and command-and-
control systems are vulnerable to a decapitating

The Challenges of Containing a Nuclear-Armed Iran

The concern is less

that Iranian leaders

would suicidally seek

their own destruction;
instead, a combination

of risk acceptance and
miscalculations could
trigger a series of events that
inadvertently spiral to a

nuclear exchange.

Iranian first strike. This could drive Israeli lead-
ers to preemptively launch a nuclear attack if they
see an Iranian strike as imminent. And because of
Israel’s overwhelming nuclear superiority, Israeli
leaders may believe that such an attack would

be effective. For Iran, the small size of its initial
nuclear arsenal may create an intense fear of being
disarmed by the Israelis, inclining leaders toward
a “use them or lose them” doctrine that could pro-
duce Iranian preemption during a crisis.”

Israeli and Iranian nuclear postures could also
lead to inadvertent escalation. Reciprocal fears of
a decapitating first strike, coupled with extraor-
dinarily short flight times for incoming nuclear
missiles, could lead Israel and Iran to adopt
hair-trigger launch procedures. They may also pre-
delegate launch authority for their nuclear arsenals
to subordinate commanders - a danger that seems
particularly likely in Iran, given the IRGC’s deep
involvement in the country’s nuclear and missile
programs.”” During a future Israeli-Iranian cri-
sis, the lack of direct lines of communication and
decades of distrust and hostility could lead each
side to assume the worst. And with nuclear forces



at a high state of alert, false warnings, bad intelli-
gence, miscommunications or rogue actions could
trigger an accidental nuclear war.”®

These potential dangers suggest three additional
containment objectives:

Objective 5: Dissuade Iranian escalation during
crises.

Objective 6: Discourage Iran from adopting a desta-
bilizing nuclear posture that emphasizes early use of
nuclear weapons or pre-delegates launch authority.

Objective 7: Persuade Israel to eschew a destabiliz-
ing nuclear posture that emphasizes early use of
nuclear weapons or hair-trigger launch procedures.

CASCADING PROLIFERATION

Numerous commentators and officials have
warned that if Iran defies the international com-
munity and develops nuclear weapons, it could
fatally undermine the NPT. First, as the National
Intelligence Council noted in December of 2012,
Iranian nuclear acquisition “could trigger an arms
race in the Middle East, undermining the nonpro-
liferation regime.””” Many fear that Saudi Arabia,
which views Iran as its principal threat and rival
for regional influence, would quickly follow Iran
into the nuclear club (perhaps by acquiring nuclear
weapons from Pakistan) and that Turkey, Egypt
and possibly other Middle Eastern states would not
be far behind.*

Second, the failure to prevent Iran from developing
nuclear weapons could undermine international
respect for the NPT and gut the credibility of U.S.
counterproliferation efforts. The United Nations
(U.N.) Security Council has passed six resolu-
tions since 2006 demanding that Iran comply with
its NPT obligations. Three successive American
administrations have also described Iranian
nuclear weapons acquisition as “unacceptable,”
pledging to do whatever it takes to stop Iran before
it gets the bomb. If Iran nevertheless succeeds

in developing nuclear weapons, other states

may conclude that the NPT is toothless and that
Washington, in particular, lacks the capability
and the will to enforce member states’ nonprolif-
eration obligations.®

Finally, a nuclear-armed Tehran could itself
become a supplier of proliferation materials. Even
if Iran does not give operational nuclear weap-
ons to allied states or non-state actors, it might
consider providing others with sensitive nuclear
assistance, such as centrifuge components or
warhead designs. In this way, Tehran could pass
sensitive technology to Hezbollah or help jump-
start nuclear programs in allied countries such as
Sudan or Venezuela, much as Pakistan’s AQ Khan
network allegedly facilitated proliferation efforts in
Iran, Iraq, Libya and North Korea.*

Any of these scenarios could spark a wave of
additional proliferation, leading to the emergence
of multiple nuclear rivals in the Middle East or
other volatile regions. Such multipolar nuclear
competitions, in turn, could greatly complicate
stable deterrence by making attribution for nuclear
attacks trickier, creating difficulties for calculat-
ing the sufficiency and vulnerability of nuclear
arsenals and multiplying the scenarios for crisis
miscalculation. Even if all the relevant parties were
rational, the prospects for inadvertent, unauthor-
ized or accidental use leading to nuclear war would
increase.”

Three containment objectives follow from this
discussion:

Objective 8: Convince other regional states not to
pursue nuclear weapons capabilities.

Objective 9: Limit damage to the credibility of the
NPT and U.S. nonproliferation leadership.

Objective 10: Prevent Iran from becoming a supplier
of sensitive nuclear materials.

21
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ENERGY SHOCKS

Some analysts also contend that the direct and indi-
rect consequences of a nuclear-armed Iran could be
profoundly unsettling to global oil markets, creating
a profound threat to the world economy. Although
much has been made of the discovery of new sources
of oil and gas in North America and the possibility
of U.S. “energy independence,” worldwide demand
for oil and gas will continue to increase, and key
countries in Europe and Asia will remain dependent
on Middle East supplies. Moreover, because energy
markets remain global, the price that U.S. and global
consumers pay at the pump will continue to be
affected by the security situation in the Persian Gulf
for the foreseeable future.**

In this context, the heightened risk of regional
war and cascading proliferation in the Middle
East associated with a nuclear-armed Iran could
add a significant “risk premium” to oil prices. So
too could growing doubts regarding Washington’s
ability to secure Gulf oil, especially the oil pass-
ing through the Strait of Hormuz, in the face of

a more assertive and capable Iran. Concerns that
an emboldened Tehran could more effectively
subvert stability in Saudi Arabia and other Gulf
monarchies would further compound market
fears.® Taking all of these factors into account,
some analysts believe that an embedded increase
of $20 to $30 per barrel of oil is likely, with prices
spiking by as much as $100 per barrel in the event
of an actual conflict. And if a conflict escalated to
a nuclear exchange or Iranian use of a radiological
“dirty bomb” against key oil facilities in the Gulf,
an even more catastrophic price shock could occur,
potentially causing a severe and protracted global
recession.®

Because the prospect of energy shocks is largely
a second-order consequence of the other dan-
gers discussed above, the containment objectives
already enumerated apply here as well. However,
one additional objective would follow:

The Challenges of Containing a Nuclear-Armed Iran

Objective 11: Ensure the free flow of energy resources
from the Persian Gulf.

Key Strategic Components: The Five Ds

To achieve these objectives, the containment
framework we describe would employ a combina-
tion of five key strategic components: deterrence,
defense, disruption, de-escalation and denucle-
arization. Deterrence would attempt to prevent
Iranian nuclear use and aggression through
credible threats of retaliation. Defense would aim
to deny Iran the ability to benefit from its nuclear
weapons and to protect U.S. partners and allies
from aggression. Disruption activities would

seek to shape a regional environment resistant

to Iranian influence and to thwart and diminish
Iran’s destabilizing activities. De-escalation would
attempt to prevent Iran-related crises from spiral-
ing to nuclear war. And denuclearization activities
would seek to constrain Iran’s nuclear weapons
program and limit broader damage to the nonpro-
liferation regime.

The sections that follow outline each of these “five
Ds” in detail, including both the underlying logic
and the specific policies, activities and resource
commitments they would entail. The discrete ele-
ments of the strategy are meant to complement each
other, creating a holistic approach to managing and
mitigating the dangers of a nuclear-armed Iran.



V. DETERRENCE

Deterrence would be the centerpiece of any con-
tainment strategy, serving as its foundation and
reinforcing every other major element. In the
broadest sense, deterrence is a form of preventive
influence that primarily (although not exclusively)
manipulates negative incentives to alter an adver-
sary’s decision calculus. It aims to dissuade an
opponent from engaging in hostile behavior by
conveying that the associated costs will exceed
the benefits if the adversary acts, while simultane-
ously assuring the adversary that the costs can be
avoided (or the benefits accrued) if it does not act.?’

Despite the annihilationist
rhetoric employed by some
Iranian leaders, the actual
behavior of Iran over the
past three decades suggests
that the regime is sufficiently
rational for nuclear

deterrence to operate.

Deterrence comes in two basic forms: “Deterrence
by punishment” involves a credible threat to
impose unacceptable damage to an adversary by
retaliating for an attack, whereas “deterrence by
denial” seeks to defeat the adversary’s actions by
denying it the benefits of aggression while still
leaving it with the costs of its efforts.* This sec-
tion focuses on deterrence by punishment, because
nuclear deterrence traditionally emphasizes cred-
ible threats of retaliation. Deterrence by denial is
discussed in the next section on defense.

Deterrence would aim to prevent a nuclear-armed
Iran, or Iranian-backed groups, from attacking the

United States (“direct deterrence”) and U.S. allies
and partners (“extended deterrence”). It would seek
to dissuade Iran from initiating nuclear threats
under peacetime circumstances (“general deter-
rence”) and from initiating a nuclear war in the
midst of military crisis (“immediate deterrence”).®

Beyond checking Iranian aggression, deterrence
would aim to reassure U.S. allies and partners

of the American commitment to their security,
thus discouraging them from responding to a
nuclear-armed Iran by pursuing their own nuclear
capabilities or, in the case of Israel, adopting a
destabilizing nuclear posture.”

Can Iran Be Deterred?

Effective deterrence would hinge on credibly rais-
ing the costs and denying the benefits of Iranian
use of nuclear weapons and threats. Success
assumes that Iranian leaders are sufficiently
rational to assess these costs and benefits.” The his-
torical record suggests that they are.

Despite the annihilationist rhetoric employed

by some Iranian leaders, the actual behavior of
Iran over the past three decades suggests that the
regime is sufficiently rational for nuclear deter-
rence to operate.”” Although Iran’s revolutionary
leadership has repeatedly supported Islamic mili-
tancy and used violence abroad to promote their
ideological agenda, Iran has also demonstrated

a degree of caution, a sensitivity to costs and an
ability to make strategic calculations when the
regime’s survival is at risk.”” There is no credible
evidence for the claim that Iran is a suicidal state
that would be willing to incur the massive retali-
ation that would inevitably result from the use of
nuclear weapons against the United States or its
allies. Although the founder of Iran’s revolution,
Ayatollah Ruhollah Khomeini, often called Iran “a
nation of martyrs,” he also established the principle
of the “expediency” of the regime in the late 1980s.
As Michael Eisenstadt notes, this pragmatism had
the effect of formalizing “the supremacy of rai-
son d’etat over the tenets of Islam as the precept
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guiding Iranian decisionmaking.”** As a result,
Iranian foreign policy has blended revolutionary
agitation with prudent adjustments, especially
when confronting severe threats to the regime’s
survival.”

Iranisa risk—acceptant revisionist state, but not

to a suicidal extreme. Iran has a long history of
sponsoring brazen terrorist attacks abroad, lead-
ing some observers to conclude that the regime

is willing to run excessive risks and thus might
contemplate using nuclear weapons against its ene-
mies.”® However, the nature of Iranian-sponsored
attacks actually reveals some caution. Tehran has
historically employed covert action and terrorism
abroad - instead of overt strikes and conventional
aggression — precisely to maintain a degree of plau-
sible deniability that shields the regime from direct
confrontation with the United States and Israel.”

For these reasons, American and Israeli intel-
ligence officials judge that the current Iranian
regime is rational, focused on regime preserva-
tion and keen to avoid a direct military clash with
more powerful countries.”® The priority the regime
gives to survival is unsurprising, as it is a prereq-
uisite for achieving every one of its material and
ideological objectives, including the success of the
revolution at home and the spread of Iran’s Islamist
model abroad. None of this precludes a nuclear-
armed Tehran from making veiled nuclear threats
in an attempt to enhance coercive diplomacy and
bargaining leverage during crises. Nor does it rule
out the risk that, because of Iran’s conventional
military weakness, the regime might contemplate
the use of nuclear weapons under extraordinary
circumstances to stave off imminent and total
defeat. But history strongly suggests the regime
would only use nuclear weapons if the regime’s
survival were at stake.

Iran’s conventional military doctrine reinforces the
assessment that it would not use nuclear weapons
for offensive purposes. Tehran’s military doctrine

The Challenges of Containing a Nuclear-Armed Iran

seeks to deter attack by threatening to unleash a
mix of proxy and terrorist violence, ballistic missile
strikes and various other asymmetric capabilities
aimed at holding adversaries’ high-value targets at
risk. When and if deterrence fails, Iranian doctrine
calls for absorbing the first blow and then retaliat-
ing in a way that raises the costs for opponents
through attrition and exhausting their forces.”
Iran’s unconventional forces and proxies have
committed terrorist acts overseas, but Iran’s overall
military tendency regarding strategic weapons
systems is reactive and retaliatory. In this context,
a July 1998 statement by Iranian Defense Minister
Ali Shamkhani following the first test launch of
the Shahab-3 missile may be telling regarding how
Tehran would conceptualize the role of nuclear
weapons: “We have prepared ourselves to absorb
the first strike so that it inflicts the least damage

on us. We have, however, prepared a second strike
which can decisively avenge the first one, while
preventing a third strike against us.”'® In the face
of recent Israeli threats to strike Iran’s nuclear
infrastructure, Iranian leaders have similarly
emphasized their intention to retaliate against
Israeli cities, hoping that the prospect of unaccept-
able costs would deter such an attack.'”

Even if the current regime is unlikely to inten-
tionally initiate a suicidal nuclear war, might a
nuclear-armed Iran eventually come to be domi-
nated by less rational, and thus less deterrable,
forces? Since 2005, the power of ultraconserva-
tive principlists, including the IRGC, in Iranian
politics has grown, and it is conceivable that the
IRGC could take power someday.'* This could
make a nuclear-armed Iran more risk acceptant,
recalcitrant and difficult to deter.!°® Nevertheless,
the chief goal of the IRGC is preserving the revolu-
tion, the state and its own parochial political and
economic prerogatives — all of which could be put
at risk by the threat of massive retaliation.'**

More apocalyptic voices also exist in Iran, includ-
ing some associated with outgoing Iranian



president Mahmoud Ahmadinejad. But adherents
to the so-called “cult of the Mahdi” are a distinct
and increasingly marginalized minority and are not
likely to dominate the Islamic Republic. They largely
include ultraconservative lay people who claim
direct access to God and are reviled by the tradi-
tional clerical establishment, including Supreme
Leader Khamenei.'”” Apocalyptic thinking does not
appear to represent the predominant view within
the IRGC, and individuals accused of holding such
“deviant” views have been systematically harassed
and arrested.'’

Strengthening U.S. Declaratory Policy

Iran is sufficiently rational for deterrence to oper-
ate, but it would not happen automatically. Effective
deterrence must start with a strong U.S. declaratory
policy, publicly articulated by the president and
reinforced through private messaging, that clearly
identifies the stakes involved in Iranian nuclear use
and associated threats. To be credible, deterrent
threats must combine sufficient capabilities with the
political will (or “resolve”) to use those capabilities.
But communicating one’s capabilities and intent

to the adversary is equally important. Public state-
ments would therefore help set Iranian expectations
and, by putting Washington’s reputation on the line,
create “audience costs” to backing down, enhanc-
ing the credibility of U.S. retaliatory threats.'” In
the absence of clear statements about U.S. commit-
ments, a nuclear-armed Iran would likely jump to
its own conclusions. Ambiguity can sometimes be
helpful for deterrence; with revisionist and risk-
taking adversaries, however, ambiguity may be
perceived as opportunity, and nuclear deterrence is

better served by spelling out clear red lines.'*®

U.S. declaratory policy must therefore carefully
delineate Washington’s response to certain Iranian
behaviors and the circumstances under which the
United States would contemplate using nuclear
weapons to defend American interests.'” It should
seek to bolster both direct and extended deterrence
by explicitly warning Iran about the U.S. reaction

to any use of nuclear weapons against U.S. terri-
tory or personnel, or against friendly states. And it
should seek to dissuade an emboldened Iran from
employing force below the nuclear threshold. This
would require the United States to strengthen its
declaratory policy beyond the statements in the
2010 Nuclear Posture Review (NPR). The NPR
carefully distinguishes between the role of nuclear
weapons in U.S. strategy toward countries that are
complying with their nonproliferation obligations
and those, like Iran and North Korea, that are not.
The NPR bolsters America’s long-standing “nega-
tive security assurance” by stating that “the United
States will not use or threaten to use nuclear
weapons against non-nuclear weapons states that
are party to the NPT and in compliance with their
nuclear non-proliferation obligations.” However,
“proliferating states must understand that any
attack on the United States, or our allies and
partners, will be defeated, and any use of nuclear
weapons will be met with a response that is effec-
tive and overwhelming.”"

For a containment strategy, this declaratory

policy should be amended to explicitly threaten
U.S. nuclear retaliation in the event that Iran uses
nuclear weapons or transfers nuclear weapons

to terrorists and to provide stronger assurances

to defend allies and partners against Iranian
nuclear threats. U.S declaratory policy should also
strengthen the existing U.S. regional commitments
described by the 1969 Nixon and 1980 Carter
Doctrines'" to signal a commitment to respond to
emboldened Iranian coercion and aggression below
the nuclear threshold. The United States should
explicitly state that any Iranian aggression against
U.S. forces, interests, allies or partners would

be defeated, through the use of military force

if necessary. Furthermore, Washington should
make clear that any attempt to threaten the free
flow of commerce in the region or the territorial
integrity of American allies and partners, includ-
ing the provision of material assistance to terrorist
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organizations, would be viewed as a challenge to
vital U.S. interests (see Text Box).

Washington should pair this general declaratory
policy with tailored public and private deterrence
messages aimed at key Iranian leaders at mul-

tiple levels of Tehran’s decisionmaking process.
This would require a robust intelligence effort to
identify, map and profile key Iranian leaders and
military commanders, including a careful assess-
ment of what they value, what they perceive, their
capacity to receive information and their risk
propensity.'* It would also require a comprehensive
strategic communications plan to integrate public
affairs, public diplomacy, intelligence activities and
military information operations to reinforce per-
ceptions of U.S. capabilities, interests and resolve to
both Tehran and U.S. partners.'**

The Credibility of Retaliatory Threats
American capabilities and resolve would make
threats to respond to any Iranian nuclear attack
against the United States inherently credible. The

The Challenges of Containing a Nuclear-Armed Iran

United States possesses a highly potent nuclear
arsenal. By 2018, even after implementing the New
Strategic Arms Reduction Treaty (New START),
the United States will be allowed to deploy 1,550
nuclear warheads.” In fact, the 1,550 legal limit
underrepresents the actual number of deploy-

able nuclear warheads allowed under the treaty
because of counting rules that, for example, assign
one weapon per bomber instead of the actual
number of weapons that a bomber can carry."
Washington’s nuclear arsenal includes a “triad”of
strategic capabilities: ICBMs (Minuteman III),
submarine-launched ballistic missiles (Trident II
SLBMs) and heavy bombers (B-2 stealth bomb-
ers capable of delivering B-83 bombs and B-52H
bombers capable of delivering both B-83s and
W-80 air-launched cruise missiles). The United
States also maintains “nonstrategic” nuclear
weapons (a variant of the B-61 bomb) deliver-
able by tactical dual-capable aircraft (DCA),
including F-15E and F-16 fighter-bombers and
eventually the stealth F-35 Joint Strike Fighter.""

An lllustrative Declaratory Policy Toward a Nuclear-Armed Iran

attack on the United States, U.S.

In response to a nuclear-armed
Iran, the president should un-
equivocally state:

It remains the policy of the United
States to refrain from using or
threatening to use nuclear weap-
ons against nonnuclear states
that are party to the Nuclear
Non-Proliferation Treaty and in
compliance with their nonprolif-
eration obligations. Iran no longer
falls in this category. The United
States will respond to any use of
nuclear weapons by Iran or its
allies against the United States or

U.S. allies and partners with ef-
fective and overwhelming means,
including, if necessary, nuclear
weapons. The transfer of nuclear
weapons or material by Iran to
states or non-state entities would
also be considered a grave threat
to the United States, and the
United States would hold Iran fully
accountable for the consequences
of such action.”?

The United States has a vital
interest in, and a longstanding
and enduring commitment to, the
security of the Middle East. Any

forces or U.S. allies and partners
will be defeated. The United States
will also regard any action by Iran
that threatens the free flow of
commerce or the independence
or territorial integrity of U.S. allies
and partners, including efforts

to provide material assistance

to terrorist organizations, as a
challenge to the vital interests

of the United States. In such
circumstances, the United States
is prepared to respond with all
necessary means, including the
use of military force.



American capabilities and
resolve would make threats
to respond to any Iranian
nuclear attack against the

United States inherently
credible.

These unmatched capabilities ensure a robust
“second-strike” capability to retaliate against any
conceivable Iranian nuclear attack. Moreover, Iran
is exceptionally vulnerable to U.S. nuclear retali-
ation; 20 percent of Iran’s population, 45 percent
of its industrial base, 50 percent of its economy
and most of its governmental apparatus resides in
Tehran alone.*®

Given the vital interest that every nation has in
defending its territorial integrity, and America’s
history of overwhelming responses to large-scale
attacks (e.g., Pearl Harbor and 9/11), there should
be little doubt in Tehran that the United States
would massively retaliate to any Iranian nuclear
strike on the U.S. homeland. This would be the
case both for emotional reasons - the profound
desire for revenge — and because of the need to
demonstrate the credibility of U.S. retaliatory
threats to other potential adversaries. And even if
Iran somehow doubted Washington’s willingness
to respond with nuclear weapons, the United States
possesses sufficient conventional military capabil-
ity to severely punish Iran even without resorting
to nuclear retaliation. Therefore, if the Iranian
regime is rational, it will quickly realize that any
nuclear attack on the United States would result in
its total destruction.

A strengthened declaratory policy might also be
sufficient to deter Iran from using nuclear weapons
against U.S. regional allies, partners and military

facilities. The countries at greatest risk are Israel,
the Gulf Cooperation Council (GCC) states and
perhaps Turkey. All have long-standing security
commitments from the United States, and in

the conventional domain, Tehran likely already
believes that the United States would retali-

ate if it directly attacked any of them. A revised
declaratory policy would reinforce that belief in the
nuclear context.!”

Nevertheless, all nuclear extended deterrence
arrangements face a fundamental credibility
challenge: Because the state providing the nuclear
umbrella invariably values its own homeland more
than the security of its allies, it seems inherently
implausible that it would risk massive retalia-

tion from a nuclear-armed adversary to defend its
allies’ territory.”* During the Cold War, this was
the “Boston-for-Berlin” problem; in the case of a
nuclear-armed Iran, it might be the “Tampa-for-Tel
Aviv” or “Raleigh-for-Riyadh” problem.

Extended deterrence becomes somewhat more
credible if the country being protected has intrinsic
value to the vital interests of the state providing
the nuclear umbrella.’?! This is the case for the
states most plausibly threatened by Iranian nuclear
attack, so Tehran would likely take declarations
that Washington would risk war with a nuclear-
armed Iran to defend its friends seriously. In the
case of Israel, the long-standing U.S.-Israel alli-
ance and the likelihood of extraordinary political
pressure inside the United States to respond in the
aftermath of an Iranian nuclear strike on Israel
would likely be sufficient to give Iran pause.'*
Indeed, the Iranian conspiratorial tendency to
see the American “Great Satan” and the Israeli
“Little Satan” as inextricably linked would only
deepen Tehran’s perception that an attack would
produce an overwhelming U.S. response. Turkey,
another long-time ally, falls under the American
nuclear umbrella via NATO’s Article V commit-
ment. Iran would have little doubt that a nuclear
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strike on Turkey would prompt an overwhelming
response from the United States, not only because
of Turkey’s intrinsic importance but because a
failure by Washington to fulfill its NATO guar-
antee would call into question the credibility of
every other global U.S. commitment. And for
Saudi Arabia and the other Gulf states, Tehran
knows that the United States has a vital interest
in preventing any attacks that risk crippling the
global economy - an interest that has underpinned
the American commitment to the Gulf region for
decades.

Nuclear Security Guarantees

America’s intrinsic interests in defending key
allies would mitigate, but not completely resolve,
the credibility problems associated with extended
deterrence. Under some circumstances, a nuclear-
armed Iran might still doubt Washington’s
willingness to risk a nuclear exchange to defend its
allies and partners. And even if Iran believed U.S.
commitments, U.S. friends might not; paradoxi-
cally, it might take more to reassure Washington’s
allies and partners — and therefore prevent their
destabilizing reactions to a nuclear-armed Iran -
than it would take to deter Iran.'*

Historically, nuclear guarantees have played a
particularly important role in preventing insecure
allies from pursuing their own nuclear capabili-
ties.””* The prospect of a proliferation cascade in
response to a nuclear-armed Iran is probably exag-
gerated, but prompt U.S. action to provide credible
security guarantees would still be required to head
off the temptation of some states, especially Saudi
Arabia, to follow Tehran into the nuclear club.!®

It would be imperative for the United States to
immediately engage in high-level dialogue with

its regional partners and allies to explore what
additional measures would be required and would
be politically feasible. But Washington should also
make clear to allies and partners that enhanced
security guarantees come with reciprocal expec-
tations. Nonnuclear states would be expected to
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refrain from pursuing their own nuclear weap-
ons, and all regional allies and partners would be
expected to support U.S. regional initiatives and
act prudently in confrontations with Iran.'*

These guarantees could come in a wide variety
of forms. A handful of states might seek formal
U.S. nuclear guarantees through a bilateral or

Paradoxically, it might

take more to reassure
Washington’s allies and
partners — and therefore
prevent their destabilizing
reactions to a nuclear-armed
Iran - than it would take to

deter Iran.

collective defense treaty. Others might seek execu-
tive agreements that publically affirm common
interests and close security ties with the United
States. Still others might find Washington’s general
declaratory policy, combined with robust security
cooperation and private assurances, sufficient. The
United States would need to carefully tailor the
arrangements with each partner, factoring in both
operational and political considerations, and resist
a one-size-fits-all approach.

Extending the U.S. nuclear umbrella to Israel via a
bilateral defense treaty is conceivable, although it is
unclear whether Israel would desire such a formal
arrangement. On the one hand, there would be
significant potential deterrence benefits. Although
Israel is widely assumed to have its own robust
retaliatory capabilities, it lacks strategic depth.
Israeli leaders may fear that their command-and-
control systems would be potentially vulnerable to



an Iranian nuclear first strike, thus putting Israel’s
retaliatory capability (and its deterrent) at risk. A
backstopping nuclear guarantee from the United
States could provide Israel with crucial reassur-
ance. Yet Israeli leaders might be hesitant to sign
any agreement perceived to limit their freedom

of action and may fear that a U.S. defense treaty
would somehow imply that Israel’s national deter-
rent was insufficient.'” Consequently, Israel may
ultimately prefer a less formal arrangement includ-
ing enhanced U.S. public assurances and expanded
security assistance and cooperation. Still, as noted
above, Iran is likely to perceive a credible U.S.
umbrella over Israel regardless of the precise form
of an enhanced security guarantee.

Formal nuclear security guarantees are less likely
for America’s Arab partners because of political
realities in regional capitals and in Washington.
Although the level of anti-Americanism varies
among Arab countries, few Arab leaders would
be willing to sign a formal security treaty with
the United States. Despite close U.S. ties to the
Egyptian military, for example, it is difficult

to imagine a Muslim Brotherhood-dominated
Egypt seeking a formal arrangement with the
United States beyond the country’s current major
non-NATO ally status.'?® Nor, for the foreseeable
future, is Iraq likely to risk Iran’s ire by seeking an
accord with Washington that goes much beyond
the general statement of partnership and coopera-
tion in the 2008 U.S.-Iraq Strategic Framework
Agreement.'” Moreover, given Congressional
concerns over human rights, political freedom,
regional media and anti-Israeli positions in the
Arab world, formal treaty guarantees would be no
easier to sell in Washington.'*

Gulf states are also unlikely to seek formal treaties,
but they are likely to seek some form of enhanced
security assurances from Washington in reac-

tion to a nuclear-armed Iran. This would provide
the United States with an opportunity to offer
expanded protection in exchange for commitments

by these states not to pursue their own nuclear
capabilities. The two most hawkish and militar-

ily capable Gulf states — Saudi Arabia and the
United Arab Emirates - are especially likely to
move toward a closer embrace of Washington,"!

as are Bahrain and Kuwait, which fear Iranian-
backed subversion among their Shiite populations.
Disagreements among GCC states, however, make
bilateral arrangements more likely than multilat-
eral ones. Bilateral executive agreements to deepen
formal defense ties are conceivable with some
GCC states, such as the United Arab Emirates,

but domestic sensitivities could make even these
types of arrangements politically difficult in Saudi
Arabia and some other Gulf countries. Ultimately,
a combination of broad U.S. declaratory statements
and private high-level assurances, nested within
expanded security cooperation activities, may have

to suffice for most Gulf states.'*

Forward Nuclear Deployments

Strategic nuclear forces based in the continental
United States and at sea are capable of meeting the
direct and extended deterrence requirements neces-
sary to contain a nuclear-armed Iran. Operationally,
U.S. nuclear forces do not need to be deployed to
the Middle East, and ideally, they would not be.

Yet, politically and symbolically, forward-deployed
forces may be needed to reassure anxious allies. The
United States must therefore be prepared to explore
a number of ways to display nuclear weapons in the
region to enhance extended deterrence.'”

One option would involve taking steps to more
credibly bring U.S. strategic forces into play in
the region. Nuclear-capable B-2s or B-52Hs could
periodically deploy to Diego Garcia in the Indian
Ocean as part of nuclear assurance exercises, for
example. The United States no longer has sea-
launched nuclear cruise missiles on its surface
vessels or submarines, so it cannot station nonstra-
tegic nuclear weapons off-shore. But the United
States still possesses nuclear submarines with
Trident IT SLBMs. Although these strategic assets
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need not be near Iran to be used in an Iran-related
contingency, the United States could advertise
periodic deployments closer to Iran, both for sym-
bolic reasons and, during a crisis, to provide flight
paths that do not have to cross Russian or Chinese
territory.** The United States could also consider
designating some of its ICBM, SLBM, strategic
bomber or Europe- or United States-based DCA
for Iran-related nuclear contingencies.'*

Operationally, U.S.

nuclear forces do not

need to be deployed to the
Middle East, and ideally,
they would not be...Yet,
politically and symbolically,
forward-deployed forces
may be needed to reassure

anxious allies.
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Another option would be to deploy DCA, under
either sole U.S. control or the type of “dual key”
arrangements the United States has with NATO
nations, on an enduring basis in the region.
However, at least as it relates to America’s Arab
partners, it is difficult to imagine such enduring
deployments being politically feasible, either in
the region or in Washington."** Moreover, even
proposing to permanently station such forces in
the region immediately after Iran acquires nuclear
weapons could be highly destabilizing, potentially
creating a kind of Cuban-missile-crisis-in-reverse
dynamic with Tehran. However, even if DCA were
not deployed on an enduring basis, the United States
could consider constructing the infrastructure
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required for such deployments in selected partner
states and then deploy DCA forward for periodic
exercises or during crises to demonstrate resolve.
Maintaining the viability of this option would mean
ensuring that F-35s are capable of replacing aging
F-15E and F-16 DCA."*’ The United States would
also have to follow through on current commit-
ments to the full scope life extension of the B-61
tactical nuclear bomb.'*

Other Steps to Bolster Israel’s Deterrent
Israel has long adopted a strict policy of nuclear
“opacity,” but it is widely assumed to have a robust
nuclear arsenal. It is impossible to confirm the
extent and nature of Israel’s alleged nuclear pro-
gram, but public estimates of the arsenal’s size
range from 60 to 400 warheads, with the most
credible estimates putting the number at between
100 and 200 atomic weapons (Israel may also have
thermonuclear weapons).”*’ The nature and quan-
tity of potential Israeli nuclear delivery systems

is equally murky, but Israel possesses dozens of
road-mobile, solid-fuel Jericho II MRBMs and

is reportedly developing a Jericho III missile
(potentially with intercontinental range), both

of which are theoretically capable of delivering
nuclear weapons.'* Israeli air force F-15 and F-16
fighter-bombers are also believed to be capable

of delivering small-yield nuclear warheads."*! The
Israeli navy currently possesses four Dolphin-class
diesel-electric submarines, and has two more on
order from Germany; some sources suggest that
these submarines may be capable of launching
Popeye Turbo nuclear-capable cruise missiles."*?
Israel’s presumed mix of nuclear forces thus pro-
vides a viable second-strike capability, enabling it
to massively retaliate against Iran’s major cities,
military facilities and economic infrastructure
after any Iranian attack.'*’ However, as noted
above, Israeli leaders may still fear that Iran could
eventually develop the capability for a disarming
decapitation strike against Israeli command-and-
control systems.



Therefore, in addition to offering to formally
extend America’s nuclear umbrella over Israel,
Washington should pursue other steps to bolster
Israel’s deterrent. For example, the United States
could offer to provide Israel with technical assis-
tance and “lessons learned” to help improve the
resilience of its military command-and-control
systems against a potential Iranian nuclear attack.
Washington would need to be careful, however,

to ensure that such assistance was consistent with
U.S. obligations under the NPT not to directly sup-
port Israel’s nuclear capabilities.

It would also be imperative to engage Israeli lead-
ers on their nuclear posture. If Iran’s program
remains ambiguous, the United States should
encourage Israel to maintain its current policy

of nuclear opacity. However, if Iran declares its
nuclear capabilities, there would likely be signifi-
cant pressure on Israeli leaders to follow suit. After
all, credible deterrent threats rest on more than
capabilities; they also depend on the adversary
knowing those capabilities and understanding a
nation’s intentions.'** For this reason, a growing
number of commentators, including Israeli secu-
rity experts, argue that Israel needs to clarify its
nuclear doctrine so that Iranian leaders “under-
stand the horrific price Iran will pay if it uses these
weapons.”'* Israel might be able to do so without
coming completely out of the nuclear closet. For
example, officials could specify the conditions
under which Israel would use its “strategic retalia-
tory capabilities” without explicitly referencing
nuclear capabilities, thereby splitting the difference
between the current policy of opacity and the need

to communicate intentions to Tehran.!4¢

Although some argue that the United States should
encourage Israel to maintain nuclear opacity
regardless of Iran’s nuclear posture,'’ it would be
unwise for Washington to stand in the way of a
more open Israeli nuclear policy. Iran undoubt-
edly assumes that Israel has nuclear weapons, but
moving away from opacity would allow Israel to

better communicate its capabilities, especially

its invulnerability to an Iranian first strike, as
well as its nuclear red lines."*® Given decades of
Israeli-Iranian mistrust and the absence of direct
communications, stable deterrence would likely
require such steps. Clarity is especially crucial for
risk-acceptant opponents like Iran that might oth-
erwise misinterpret ambiguity as a lack of resolve.
Although an Israeli decision to move toward a
more open nuclear posture could increase politi-
cal pressure on Arab states and further strain the
NPT, deterrence considerations should take pre-
cedence over proliferation-related concerns in this
case. Iran’s emergence as a nuclear-weapons state
would likely be the key determining factor in Arab
calculations, especially for countries such as Saudi
Arabia, regardless of Israel’s posture. Moreover,
Arab states and publics already assume that Israel
has nuclear weapons, so the incremental increase
in political pressure for additional regional pro-
liferation associated with Israel’s policy would
probably be modest. Israel could also consider
pairing its public nuclear declarations with pledges
aimed to blunt proliferation concerns, including a
commitment to consider future constraints on its
arsenal in exchange for reciprocal and verifiable

limitations on Iran’s program.'*

Deterring Iranian-Sponsored Nuclear
Terrorism

Given Iran’s track record of supporting terrorism,
concerns about Iran sponsoring a nuclear terror
attack are understandable. Nevertheless, it should
be possible to deter Tehran from passing a nuclear
device to terrorists to use against the United States,
Israel or other states falling under the U.S. nuclear
umbrella. As noted above, the Iranian regime

has historically calibrated its support of terrorist
activities to minimize the risks of direct retalia-
tion and confrontation. Whatever risks it might
have been willing to run in the past by launching
attacks against U.S. or Israeli targets would pale in
comparison to the gamble that Tehran would be

31
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taking by using a terrorist organization to deliver

a nuclear attack. Nothing in the regime’s past
behavior suggests that it would run such risks of
annihilation. Indeed, U.S. intelligence officials note
that Iran already has the capability to produce and
weaponize some chemical and biological agents."*’
Yet despite having these capabilities, there is no
documented case of the IRGC or other Iranian
entities transferring weapons of mass destruction
(WMD) to proxies or terrorist organizations.""

Moreover, Iran has varying degrees of influence
over Hezbollah, Hamas, Palestinian Islamic Jihad
(PI)), and other Iranian-backed proxies, and
controls none of them completely.”** It is hard to
believe that Tehran would provide its ultimate
weapon to sub-state groups without certainty about
how it would be deployed - especially because

the fate of Iranian civilization could hang in the
balance.'”® For some time, this reluctance would
be compounded by the small size of the Iranian
nuclear arsenal, which would require Iran to
maintain possession and tight control to maximize
deterrence. The proxy organizations most likely to
engage in terrorism on Iran’s behalf - particularly
Hezbollah - also have significant political objec-
tives and investments of their own and therefore
much to lose. Even if individuals within some of
these groups are willing to martyr themselves,
the organizations have a self-interest in survival
and achieving their political goals, and they have
a territorial “return address.” As such, they are
deterrable.”™*

The baseline risk of Iran transferring nuclear
weapons to terrorists is therefore low, but addi-
tional steps should be taken to enhance deterrence
further. Improving attribution capabilities — and
Tehran’s perceptions of those capabilities — would
be especially important.’*> All else being equal, the
more that Iranian leaders believe that any nuclear
use by terrorists on their behalf would be traced
back to the regime, the less likely they will be to

The Challenges of Containing a Nuclear-Armed Iran

take such a gamble. Therefore, the United States
should make additional investments in nuclear
forensics aimed at identifying the “isotopic signa-
tures” of interdicted nuclear materials and devices,
as well as detonation signals and post-detonation
debris, so that it will be easier to trace fissile mate-
rial back to its point of origin."*® Although the
United States has made significant advances in
this area in recent years, more attention, funding,
policy coordination and operational planning is
required.”” Work to better understand and char-
acterize the full range of potential nuclear threat
devices should also be expanded.”® And the United
States should capitalize on a growing international
recognition of the need to improve nuclear foren-
sics capabilities to push for greater collaboration,
information sharing and development of technol-
ogy and human capital.'”

These technical and scientific activities, however,
are only one aspect of attribution, which also
includes traditional law enforcement and intel-
ligence activities.'” Indeed, part of deterring Iran
from sponsoring nuclear terrorism would involve
making the regime understand that it would not be
likely to get away with such attacks even if nuclear
forensics proved imperfect. Recent research shows
that attribution would not depend on significant
advances in forensic capabilities. Historically, there
has been a strong positive relationship between
the number of fatalities in conventional terror-

ist attacks and the likelihood of attribution, and
attribution rates have been particularly high for
attacks on the U.S. homeland or the territory of a
major U.S. ally. In the case of a nuclear terrorist
attack, the very small number of suspects would
also make traditional forms of attribution easier.
Few countries sponsor terrorism; few terrorist
organizations have state sponsors; each sponsored
group has few sponsors (usually only one); and the
number of potential nuclear sponsors of terrorism
is very small. Moreover, given the enormous risks



involved, even an extraordinarily risk-acceptant

state would only contemplate transferring a device
to a group with a record of unwavering loyalty and
sufficient operational competence to carry out a
complex operation across international lines — and
this level of trust implies pre-existing ties.' In
short, absent a shred of evidence, if Hezbollah, PIJ
or Iragi-based Kataib Hezbollah uses a nuclear
weapon against the United States, Israel or any
other nation, there will be only one suspect: Iran.'s*
Part of reinforcing deterrence will be ensuring that

Iranian leaders understand this. This can be done

Absent a shred of evidence,

if Hezbollah, PI] or Iraqi-
based Kataib Hezbollah uses
a nuclear weapon against
the United States, Israel or
any other nation, there will
be only one suspect: Iran.
Part of reinforcing deterrence
will be ensuring that Iranian

leaders understand this.

through private messages to Tehran stating that
if any group with known ties to Iran carries out

a nuclear attack, the United States will presume
that Iran is the source and respond accordingly.'”®
Convincing Iran of the high likelihood of attribu-
tion would likely prove sufficient for deterrence
or, under the exceedingly low-probability scenario
that Tehran still decides to go forward, force
Iranian operatives to rely on a completely untested
organization — a move that would significantly
increase the likelihood of failure.'**
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VI. DEFENSE

Defense would be the second major component of
a containment strategy. Robust defenses against
nuclear, conventional and irregular threats would
aim to produce deterrence by denial. These
defenses need not be 100 percent effective to
dissuade Iranian attacks. They just need to alter
Tehran’s cost-benefit calculation, making the
expected costs of aggression high and the expected
probability of achieving the benefits low. Beyond
their value in aiding deterrence, defensive mea-
sures would also mitigate the effects of Iranian
aggression and adventurism if deterrence fails and
would be essential to reassure allies and partners of
Washington’s commitment to their security.

National Missile Defense

Defense against a nuclear-armed Iran would need
to begin at home. Defending the U.S. homeland
against Iranian nuclear weapons would enhance
deterrence by denial, an especially important
component of deterrence when confronting a risk-
acceptant adversary. Moreover, by reducing U.S.
vulnerability to Iranian reprisals, improved home-
land defenses would greatly bolster the credibility
of extended deterrence commitments, in the eyes
of both Tehran and America’s partners.

Bolstering national missile defense (NMD) would
be especially important. The U.S. intelligence
community assesses that ballistic missiles would
be Iran’s preferred delivery platform for nuclear
weapons, and Iran’s ambitious space program
suggests that it may eventually be able to field an
ICBM capable of striking the United States.'*> For
years, U.S. intelligence officials have offered heavily
caveated estimates that Iran could test an ICBM as
soon as 2015, given substantial foreign assistance
from countries such as China, Russia or perhaps
North Korea.'*¢ However, Iran does not appear to
have had sufficient levels of outside help, and sanc-
tions have limited Iranian access to key foreign
components and materials. Thus far, Iran’s flight
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test program has also fallen short of the require-
ments necessary to produce an ICBM. Remaining
technical challenges suggest that Iran is not likely
to field an ICBM before 2020.'” Even this estimate
may prove optimistic, especially for the develop-
ment of a long-range nuclear ICBM that could
reach the United States. When the rotation of the
Earth is factored in, an Iranian ICBM would need
to be able to carry a one-ton payload (the approxi-
mate weight of a nuclear warhead) for a nominal
range of 11,000 km to strike the East Coast of the
United States. Because of its lighter weight and
faster launch times, a solid-fuel ICBM is a much
more attractive option than a liquid-fuel variant to
achieve this kind of range, but Iran is struggling
to indigenously build solid-fuel engines because
of sanctions.'® Thus, Washington should have
adequate time to expand its NMD capabilities to
counter a nuclear-armed Iran.

Since 1999, the United States has pursued a “lim-
ited” NMD architecture aimed at preventing rogue
states, such as North Korea and Iran, from using
long-range missiles to threaten the U.S. homeland;
these systems also provide some protection from
an accidental nuclear launch by Russia or China.
The Bush administration devoted significant
resources to build two Ground-based Midcourse
Defense (GMD) system sites — one with 26
Ground-based Interceptors (GBIs) at Fort Greely,
Alaska, and another with four interceptors at
Vandenberg Air Force Base, California. The Bush
administration had intended to build a third GMD
site, but given the costs involved and trend lines in
the Iranian missile threat, the Obama administra-
tion shifted resources to a four-stage European
Phased Adaptive Approach (EPAA) to provide bal-
listic missile defense for European allies.'®®

On March 15, 2013, Pentagon officials announced
that the United States would procure 14 additional
GBIs and install them at the Alaska GMD site,
bringing the total number of installed GBIs to 44
by 2017. The administration made this decision



to “stay ahead” of long-range missile capabilities
being developed by North Korea and Iran.'”® As
part of the announcement, however, the admin-
istration scrapped the final phase (Phase 4) of

the EPAA, which originally envisioned deploy-
ing a new generation of interceptors - the SM-3
Block IIB - in Europe to provide early intercept

of future Iranian ICBMs launched toward the
United States.””* Although U.S. and NATO officials
insist that this will not weaken European defenses
against Iranian missiles,”’? Phase 4 of the EPAA
would have potentially allowed the United States
to fire a forward-deployed SM-3 Block IIB missile
at an [ranian ICBM, assess whether interception
occurred and then, if the early intercept failed, fire
a GBI from the continental United States.'”” In the
absence of the forward-deployed portion of this
system, the United States may get fewer shots at
an incoming Iranian ICBM. As a result, pressure
to construct a third GMD site on the East Coast
of the United States will likely grow.'” Perhaps for
this reason, when it announced the restructur-

ing of the missile defense program, the Obama
administration confirmed that it was initiating an
environmental impact assessment for three poten-
tial GMD sites, including two possible locations on
the East Coast."”

Although the recent GBI announcement was
framed in terms of the evolving threat from both
North Korea and Iran, the current number of GBIs
seems pegged largely to the North Korean threat.
If Iran develops nuclear weapons, the United States
should consider further interceptor purchases
(provided technical specifications are reached)

and move forward on constructing an East Coast
GMD site. To address criticisms of existing GBI
performance, the United States should also con-
sider developing a more effective interceptor kill
vehicle, improving sensor integration and enhanc-
ing midcourse discrimination capabilities.””® At the
same time, given the costs involved in expanding
the GMD system (each GBI costs $70 million'”’),

the Pentagon should continue to review whether
alternative means of defeating ballistic missiles
before launch (e.g., forward deployed unmanned
systems and advanced cyber capabilities) could
provide more cost-effective defense.

Sufficient investments in a viable NMD system
would provide important defense against the
low-probability, but high-impact, scenario of an
intentional, inadvertent or accidental Iranian
nuclear attack against the United States. So long

as Iran’s arsenal remains relatively small, U.S.
NMD systems would likely provide reasonable
protection. They would also greatly enhance the
credibility of extended deterrence by mitigating
the question of American resolve to risk trad-

ing Tampa for Tel Aviv or Raleigh for Riyadh in

a potential nuclear exchange with Iran. And they
would enable the United States to run more risks
to defend its friends and cause the Iranians to
back down during crises."”® Nevertheless, barring a
game-changing technological leap, missile defense
will never be a complete solution. A nuclear-armed
Iran could eventually seek to overwhelm NMD
systems by launching missiles in salvos, releasing
in-flight decoys, maneuvering missiles mid-flight
or attacking sensors that enable missile defense.'”
This would put a premium on not only advancing
U.S. NMD but also limiting the size and sophis-
tication of Iranian missile capabilities (see the
Denuclearization section below).

Defending Against Nuclear Terrorism

As noted above, improving prospects of attribu-
tion is one way to help prevent an Iranian transfer
of nuclear weapons to terrorists; more effective
defense is another.”®® This would involve providing
adequate resources to stop nuclear terrorist plots
at every step in the “event pathway,” including
measures to detect and interdict an Iranian hand-
off to non-state actors or the transportation of a
device to a target site, as well as improved capabili-
ties to “render safe” a found device and manage
the consequences of a successful detonation.'
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Investments in improved cargo scanning and port
security would be particularly important to defend
against the prospect that Iranian covert opera-
tives or Iranian-backed terrorists could deliver a
nuclear device to the United States via a container
vessel.'®? Better interagency coordination and more
extensive international intelligence and technical
cooperation would also be required to push the
defensive perimeter outward from the U.S. home-
land, multiplying the opportunities to detect and
thwart an attack.'®

Defending Against Other Strategic Threats
As a nuclear-armed Iran’s capabilities evolved,
Washington would have to continuously assess
whether its critical military systems were suffi-
ciently resilient to Iranian attack.’®* This would be
especially important if a nuclear-armed Iran even-
tually managed to field antisatellite weapons or
developed the capability to produce a high-altitude
EMP that could disrupt essential U.S. command-
and-control systems.'s

In the near term, however, the bigger Iranian chal-
lenge to U.S. military and civilian systems would
likely to be in cyberspace. U.S. intelligence officials
have noted that Iran’s cyber capabilities, while still
lagging substantially behind the most advanced
states, have dramatically increased in depth and
complexity in recent years."*® Recent attacks, alleg-
edly launched by Iran, against several U.S. banks,
may also suggest a growing willingness to initi-
ate offensive cyber operations against American
targets.”” Iran’s cyber capabilities are likely to
grow over time, and if Iran believed that its nuclear
weapons shielded it from retaliation, it might
become bolder in initiating cyber attacks against
the United States. Defending against this threat
would require continued steps to increase U.S.
network resiliency, build cooperation on interna-
tional standards, improve attacker attribution and
develop active cyber defenses aimed at discourag-
ing Iranian attacks.' The United States would
need to finally pass meaningful cyber security

The Challenges of Containing a Nuclear-Armed Iran

legislation."® Collaboration with the private sec-
tor and other states threatened by Iranian actions
should also be expanded.”

U.S. Conventional Force Posture

Homeland defenses would help to bolster the
credibility of extended deterrence, but additional
steps would need to be taken to directly defend the
regional states most directly threatened by Iran.
U.S. conventional forces deployed in the frontline
states of the Persian Gulf would play an especially
important role in reinforcing extended deterrence,
containing the prospect of emboldened Iranian
conventional or irregular aggression and reassur-
ing anxious regional allies and partners.

The United States currently deploys approxi-
mately 50,000 forces in the Gulf."” Around 15,000
troops are stationed in Kuwait to hedge against

the unlikely prospect of an Iranian land incur-
sion against GCC states and reinforce other U.S.
regional operations.'”? At any given time, the
United States also deploys 20 to 40 naval ves-

sels in the Persian Gulf and the Gulf of Oman,
including one or two aircraft carriers, amphibious
assault ships and vessels with robust minesweeping
capabilities. And the United States bases advanced
strike aircraft (including F/A-18s, F-15s, B1-Bs and
F-22s), aerial tankers and intelligence, surveillance
and reconnaissance (ISR) systems in a number of
Gulf countries."”” These naval and air assets protect
shipping passing through the Strait of Hormuz
and provide extensive capabilities to strike Iranian
coastal weapons systems and other targets deeper
inside Iran. Furthermore, Washington’s existing
defense access agreements with most GCC states
ensure sufficient infrastructure and pre-positioned
equipment to enable a rapid surge of additional
conventional forces to the Gulf at the request

of partner nations in the event of a

future contingency.”*

To counter the growing Iranian missile threat,
the United States also deploys an array of ballistic



missile defense (BMD) capabilities in the region.
These include U.S. Patriot batteries — using a mix
of Patriot Advanced Capability 2 and 3 (PAC-2 and
PAC-3) interceptor missiles — for the defense of
facilities in Bahrain, Kuwait, Qatar and the United
Arab Emirates. Washington supplements these
land-based capabilities with regular deployments
of two or more Aegis missile defense ships at all
times in the Gulf. The ships can provide protection
from ballistic missiles, cruise missiles and aircraft
for several hundred miles in all directions.'”” The
United States also fields three AN/TPY-2 X-band
radars in the region - one in Qatar, another in
central Turkey and a third in Israel’s Negev desert
- providing extensive ability to track and target
ballistic missile launches from northern, south-
ern and western Iran.”* Moreover, Washington
may soon have sufficient Terminal High-Altitude
Area Defense (THA AD) missile defense batteries,
complete with their own X-band radars, to deploy
one to the Gulf on a rotational or enduring basis."*’
THAAD could expand existing defensive cover-
age, working alongside Aegis systems to provide

a layered “upper-tier” midcourse and terminal-
phase interception capability, while Patriot systems
provide “lower-tier” terminal defense for U.S.
forces. Even if THAAD is not sent to the region in
the near term, the system is designed to be rap-
idly deployable on C-17 aircraft and thus could

be rapidly deployed to the Gulf in the event of an
emerging contingency.'® All told, these systems
provide the United States with an expanding abil-
ity to defend high-value targets against Iranian
short-range ballistic missiles and MRBMs.

Effective containment of a nuclear-armed Iran
would require the United States to maintain a
robust conventional force presence in the Gulf, at
least until regional partners’ capabilities and col-
lective security arrangements have significantly
strengthened. This presence would be crucial to
check the prospect that an emboldened Iran would
engage in conventional aggression and increased

political coercion and to reassure nervous regional
partners of U.S. security commitments. U.S.
conventional forces would serve an important
“tripwire” function, signaling to Iran that the host
nation could not be attacked with conventional or
nuclear forces without attacking the United States.
Placing troops in harm’s way and investing U.S.
prestige in a partner’s defense would increase the
prospect of an American response to aggression
by a nuclear-armed Iran, blurring the distinction
between direct and extended deterrence and thus

Effective containment

of a nuclear-armed Iran
would require the United
States to maintain a robust
conventional force presence
in the Gulf, at least

until regional partners’
capabilities and collective
security arrangements have

significantly strengthened.

making extended deterrence more credible.”
Robust forward deployments would also provide
the United States with flexible responses below the
nuclear threshold during a fast-moving crisis to
help control escalation.?*

Current U.S. force levels would likely prove suf-
ficient for containment purposes. Tehran’s military
capabilities — in particular its missile forces and its
coastal and naval anti-access/area-denial (A2/AD)
capabilities — give the regime the ability to inflict
pain, hold the interests of the United States and
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its partners at risk and provide a potential means
of coercion. But Iran is not capable of large-scale
conventional aggression or territorial conquest
(see Text Box). As senior U.S. defense officials
have noted on numerous occasions, existing U.S.
force levels allow the United States to execute a
full range of Iran-related contingencies.”" If the
U.S. and Iranian militaries come to blows, there
is no doubt who would “win,” in the narrow

If All Else Fails
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Iranian Conventional Military Capabilities

The 523,000-man Iranian military
is the largest in the Middle

East, but Iran lacks substantial
power-projection capabilities. It
has 350,000 army forces and ap-
proximately 100,000 additional
Islamic Revolutionary Guard
Corps (IRGC) ground troops.

Yet it does not possess modern
tanks and armored vehicles, it
fields antiquated artillery and its
army aviation assets are out-
dated and poorly maintained.

Its land forces rely on numerical
superiority and a layered internal
defense of regular and paramili-
tary forces, rather than advanced
technology, to thwart an invad-
ing opponent. The army and
IRGC have the size and capability
to slow an invading force, but, as
Anthony Cordesman observes,
“they are neither organized nor
trained for power projection

or sustained combat outside
Iran."2%4

Iran’s air force is in even sor-
rier shape. The country has 336
combat aircraft, of which 40 to

60 percent have limited or no
mission capability at any given
time. Because of age and lack

of maintenance, many of Iran’s
U.S.- and European-origin fighter
aircraft cannot sustain a high
sortie rate and are of limited
value. The Iranian air force has
limited air-to-air capability but
cannot conduct a sustained,
long-range air campaign. Iran
has spent little to correct these
problems, choosing instead to
build a large and diverse ballistic
missile arsenal controlled by the
IRGC.?* Iran possesses the larg-
est inventory of ballistic missiles
in the Middle East, including
hundreds of short-range ballistic
missiles with ranges of 500 km
or less, and fields a smaller, but
increasing, number of medium-
range ballistic missiles (MRBMs)
with ranges up to around 2,000
km. These MRBMs include the
liquid-fuel Shahab-3/Ghadr-1
and the solid-fuel Sejjil-2/Ashura
(under development), which

are capable of striking targets
throughout the Middle East

operational sense. Indeed, analysts suggest that
the U.S. military could destroy all key elements of
Iranian conventional military power in virtually
any scenario “in a matter of weeks.”**> Even if Iran
succeeded in getting nuclear weapons, and became
more assertive or risk-acceptant, this would only
increase the probability of a conventional con-
tingency, not the fundamental nature of U.S.

force requirements for such a contingency. Thus,

and could theoretically deliver a
nuclear payload.®®

Iran’s 18,000-man regular navy
and 15,000-strong IRGC navy are
more capable. They lack mod-
ern surface-combat vessels, but
they have extensive asymmetric
“anti-access/area-denial” (A2/AD)
capabilities designed to threaten
advanced navies operating in
the shallow waters of the Persian
Gulf and through the Strait of
Hormuz. Iran’s A2/AD systems
integrate coastal air defenses,
shore-based long-range artillery
and antiship cruise missiles, Kilo-
class and midget submarines,
remote-controlled boats and un-
manned aerial vehicles, as well
as more than 1,000 small attack
craft equipped with machine
guns, multiple-launch rockets,
antiship missiles, torpedoes and
rapid mine-laying capabilities.
The entire 120-mile-long Strait
of Hormuz sits along the Iranian
coastline, within short reach of
these systems.?®”



maintaining the current forward U.S. presence in
the region would likely prove adequate to defend
against conventional aggression or harassment

by an emboldened nuclear-armed Iran.*” Indeed,
because some U.S. forces in the Gulf primarily
support ongoing efforts in Afghanistan, the end of
the Afghan campaign could potentially enable a
modest reduction without undermining prepared-
ness for Iran-related contingencies.

Although the total number of U.S. forces deployed
to the region need not change much to contain a
nuclear-armed Iran, the mix of forces would likely
need to evolve along with Iranian capabilities.
Given the implausibility of Iranian land attacks
and the ability to flow U.S. ground forces forward
under such circumstances, the enduring U.S.
presence in Kuwait could be reduced. At the same
time, additional maritime capabilities may need to
be deployed to account for further improvements
in Iranian A2/AD capabilities and the potential
for a nuclear-armed Iran to act more assertively

in the Strait of Hormuz.>*® Protecting against
Iranian nuclear threats would also likely require
Washington to expand its already-extensive BMD
commitments to the region. Assessments of cur-
rent U.S. BMD capabilities in the Middle East have
generally concluded that they provide adequate
coverage to defend against limited ballistic missile
attacks.?” But if Iran develops nuclear weap-

ons, and if Tehran’s ballistic missile and cruise
missile capabilities evolve, the consequences of
failed intercepts will increase dramatically. To
address this enhanced threat, the United States
would likely have to deploy additional Patriot

and sea-based Aegis systems, as well as an endur-
ing THAAD presence. In addition, the United
States should explore the possibility of develop-
ing air-launched “boost-phase” interceptors that
could target Iranian missiles shortly after launch
using platforms such as fifth generation F-22 and
F-35 fighters or unmanned aircraft deployed to the
region.”’’ The United States should also enhance

ISR capabilities to detect Iranian nuclear force
movements and launch preparations and should
expand the range of nonnuclear response options
that could be used under extreme circumstances to
destroy missiles before launch.*"!

Furthermore, effective containment would require
Washington to work closely with partners to
ensure continued base access, adequate supplies
of pre-positioned equipment and secure lines of
communication to facilitate a rapid surge of forces
in the event of a future contingency.*'* To supple-
ment regional deployments on very short notice,
and to hedge against the possibility of diminished
access, the U.S. military should also continue to
explore nonnuclear “prompt global response”
capabilities.??

Security Cooperation and Operational
Integration in the Gulf

Enhanced U.S. security cooperation with Gulf
partners — and American assistance in bet-

ter integrating Gulf defense efforts — would be
another major component of containment. Closer
security cooperation would help to demonstrate
Washington’s continued political commitment

to defending regional partners against a nuclear-
armed Iran and would enable regional states to
confidently defend themselves and act jointly to
counter Iranian threats. More capable partners and
improved operational integration would facili-

tate general deterrence by reducing the value of
Iranian aggression and by demonstrating collective
resolve.”* And in the event of a contingency, this
would bolster immediate deterrence by freeing up
U.S. forces from defensive assignments to focus

on imposing costs against Iranian military and
irregular forces.””

Although Iran enjoys numerical superiority over
all the GCC states combined, it is massively out-
spent by its Gulf neighbors. In 2012, for example,
Iran spent approximately $23.9 billion on defense,
compared with Saudi Arabia’s $52.5 billion and
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an estimated GCC total of approximately $77.7
billion.*"® Moreover, these totals actually under-
state the relative disparity in military technology
between Iran and other Gulf countries because the
GCC states have recently been investing in cutting-
edge fighter aircraft, precision-guided munitions,
missile defense systems and other military mod-
ernization programs. Saudi Arabia, the largest
customer for U.S. defense articles and services in
the world, possesses hundreds of advanced U.S.
F-15 and UK Typhoon fighter aircraft, airborne
refueling capability, AH-64 Apache attack helicop-
ters, M1-A2 Abrams tanks and 16 Patriot (PAC-2)
missile defense batteries.?’” In December 2010, in

a move widely interpreted as reflecting growing
Saudi concerns over Iran, Riyadh announced its
intention to move forward on a record-setting $60
billion dollar U.S. arms deal, including the pur-
chase of Apache and UH-60 Blackhawk helicopters
for the Saudi Land Forces and National Guard, 84
cutting-edge F-15SA fighter aircraft, upgrades to
70 existing Saudi F-15 fighters and an associated
package of advanced air-to-air and air-to-ground
weaponry. The formal contract was signed

in December 2011, and the deal was followed
shortly thereafter with an agreement to purchase
additional multirole Typhoon fighters from the
British.*® The United Arab Emirates also ranks
among the world’s leading purchasers of advanced
U.S. military hardware, including Apache helicop-
ters, the world’s most sophisticated variant of the
F-16 fighter-bomber and advanced attack muni-
tions.*" In 2009, then-U.S. Central Command
commander General David Petraeus remarked,
“The Emirati air force can now take out Iran’s air
force.””° The Kuwaitis have procured major weap-
ons systems as well, including M1A2 tanks, F/A-18
fighter aircraft and five Patriot (PAC-2) systems.?*!

Given Iran’s growing ballistic missile arsenal,

the appetite among GCC states for BMD systems
is increasing. The Saudis, for example, intend to
modernize their eastern naval fleet, including the

The Challenges of Containing a Nuclear-Armed Iran

possible purchase of BMD-capable Aegis missile
defense ships from the United States.??? They also
have plans to upgrade existing Patriot batteries

to the PAC-3 configuration and are reportedly
contemplating purchasing THAAD.?** The United
Arab Emirates has already begun to deploy Patriot
batteries (PAC 3)??* and will become the first non-
U.S. recipient of THAAD (likely in late 2015).>* In
2012, Qatar, which already hosts a U.S. AN/TPY-2
X-band radar, requested the sale of Patriot (PAC-3)
and THAAD missile defense batteries as well.?*

Despite these expanding GCC capabilities, effec-
tive containment would require U.S. efforts to

help Gulf partners address a number of lingering
operational shortcomings, including significant
challenges in defense planning and sustainment.*”
Increased joint planning, training and exercises
could improve interoperability between the U.S.
and GCC militaries. Beyond the operational
benefits, these activities would help to increase
confidence among Gulf partners about American
commitments and, by actively involving Gulf states
in the day-to-day practice of extended deterrence,
would help to signal collective resolve to a nuclear-
armed Iran.**

Containment would also require enhanced efforts
to promote Gulf-wide defense integration, espe-
cially in the areas of shared early warning, air and
missile defense and maritime security.?” As GCC
states acquire advanced BMD capabilities such as
PAC-3 and THAAD, their defense against Iranian
missiles will grow. But to counter a nuclear-armed
Iran, it would be imperative for the United States
and Gulf states to greatly accelerate efforts to
integrate early-warning and command-and-control
systems and to pool available interceptors (which
will always be hard pressed to keep up with the
number of Iranian missiles), with the eventual goal
of creating a Gulf-wide missile defense network.**
Furthermore, countering an emboldened Iran’s
maritime A2/AD systems would require expanded
coalition activities. These collective efforts should



build off the experiences of Combined Task Forces
151 and 152 - multination antipiracy and mari-

time security activities — currently operating out
231

of Bahrain,*' as well as large-scale multilateral
exercises such as the 29-nation mine-clearing
exercise conducted in the Persian Gulf in

September 2012.%2

The GCC states have historically been reluctant to
better integrate their military activities, even when
confronting common challenges, but this seems

to be gradually changing as perceptions of the
Iranian threat increase. The multilateral U.S.-GCC
Strategic Cooperation Forum has recently sup-
planted annual bilateral “Gulf Security Dialogues”
between the United States and GCC states. The
concept was launched in September 2011 on the
margins of the U.N. General Assembly meeting.
The inaugural ministerial-level forum was held

in Riyadh in March 2012 and was followed by
another at the U.N. General Assembly meeting

in September 2012. Although still embryonic, the
initiative aims to deepen multilateral U.S.-GCC
cooperation on counterterrorism, nonproliferation,
maritime security and missile defense coop-
eration.??® If Iran crosses the nuclear threshold,
leveraging such initiatives would be essential to
accelerate defense integration.

Finally, protecting and assuring Gulf partners
would require more U.S. assistance to defend
against Iranian irregular threats, including ter-
rorism, violent subversion, cyber attacks and
other forms of sabotage - all activities that a
nuclear-armed Iran may pursue more assertively
in the Gulf. Protecting critical infrastructure - oil
facilities, desalinization plants, power systems
equipment and cyber systems — would be par-
ticularly important. Washington should expand
efforts to improve the defense of oil infrastruc-
ture, both to reduce the likelihood and effect of
potential Iranian-sponsored attacks and to calm
international markets about the destabilizing con-
sequences of Iran’s nuclear acquisition. This should

The GCC states have
historically been reluctant
to better integrate their
military activities, even
when confronting common
challenges, but this seems
to be gradually changing as
perceptions of the Iranian

threat increase.

include increased efforts to train facilities protec-
tion forces in the Gulf, building on the experience
of U.S. efforts in Saudi Arabia to train a 35,000-
man force to protect the Kingdom’s oil facilities
and desalinization plants.?** The United States
should also encourage the development of new
pipelines, infrastructure and alternative routes to
lessen the dependence of the Gulf states on transit
through the Strait of Hormuz.?** And Washington
should look for opportunities to deepen collabora-
tion with Gulf states on cyber defense to prevent
the type of attack, allegedly sponsored by Iran, that
recently targeted computer systems at the Saudi
state oil company Aramco.**

Strengthening Israel’s Defense
Israel is by far the most capable military state in
the Middle East. The United States already pro-
vides Israel with more than $3 billion in annual
security assistance, and U.S.-Israeli military and
intelligence cooperation is extensive.”” But if Iran
crosses the nuclear threshold, the United States
would likely need to further enhance its secu-
rity cooperation activities to signal America’s
unshakable commitment to Israel - to both more
assertive leaders in Tehran and more anxious ones
41
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in Jerusalem. It would be important to continue
to provide Israel with cutting-edge technology,
sustaining Washington’s commitment to ensur-
ing Israel’s “qualitative military edge” against
any potential regional adversary. At the same, the
United States would have to carefully manage the

inherent (and perhaps increasingly acute) ten-

If Iran crosses the nuclear
threshold, the United
States would likely need to
further enhance its security
cooperation activities

to signal America’s
unshakable commitment
to Israel - to both more
assertive leaders in Tehran
and more anxious ones in

Jerusalem.
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sion between these commitments to Israel and the
growing appetite in the Gulf for advanced aircraft
and stand-off precision weaponry, sometimes ask-
ing Israel to accept more tactical risk vis-a-vis Arab
states for the strategic gain of checking Iran.”*®

Expanding and deepening U.S. assistance to Israeli
rocket and missile defense would be particularly
important to defend against a more adventurous
Iran and more assertive Iranian proxies in Gaza
and Lebanon. Israel has moved aggressively in
recent years to construct a multilayered rocket and
missile defense architecture. At the lowest level,

it has deployed five Iron Dome batteries to fend
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off short-range rockets. At the middle tier, it has
deployed six Patriot batteries and is developing
David’s Sling, a more advanced system meant to
intercept cruise missiles and rockets and ballistic
missiles with a range of 75 to 400 km. And at the
upper tier, Israel currently possesses two Arrow-2
missile defense batteries to counter MRBMs and is
developing the more sophisticated Arrow-3 sys-
tem.?** The United States has provided substantial
financial and developmental support for all these
systems; according to one estimate, as much as 60
percent of Israel’s total missile defense costs have
been paid for by U.S. funds.**°

To guard against emboldened threats, additional
U.S. assistance may be required to help Israel

field at least 13 Iron Dome batteries, the number
that analysts suggest is required to defend all of
Israel against short-range rockets from Hezbollah
or Iranian-backed Palestinian militants (money
has thus far only been allocated for eight).**! The
United States has already bolstered Israel’s BMD
capabilities by deploying an AN/TPY-2 X-band
radar in the Negev, positioning Aegis ships in the
eastern Mediterranean capable of intercepting
Iranian MRBMs and annually sending thou-
sands of soldiers to Israel for joint BMD exercises
with the Israeli Defense Forces.*** In the face of

a nuclear-armed Iran, Israel would likely seek
additional U.S. BMD coverage, and even greater
sharing of early-warning data. Ideally, Israel would
eventually be integrated into a wider regional BMD
architecture including both Turkey and the Gulf
states, but this would likely prove politically infea-
sible unless there is an Israeli-Palestinian peace
accord that would give other regional states threat-
ened by Iran sufficient political cover to cooperate
with Israel.



VII. DISRUPTION

At least for a time, a nuclear-armed Iran would
likely increase its support for conventional terror-
ism and regional militancy. Defense would help
mitigate this threat, but containment would also
require greater efforts to disrupt Tehran’s destabi-
lizing influence and the “Iranian threat network”
of covert operatives, surrogates and proxies.

Shaping a Regional Political Environment
Resistant to Iranian Influence

Disruption should begin with efforts to shape a
regional political context in the Middle East that is
less susceptible to Iranian influence, reducing the
ability of a nuclear-armed Iran to exploit ongoing
regional instability and countering the ideological
appeal of Iran’s particular brand of “resistance.”
These efforts would seek to exploit a number of
opportunities presented by recent trends and
emerging dynamics across the region.

The uprisings sweeping the Arab world have created
tremendous instability and uncertainty, but they
have also created enormous challenges for Iran’s
regional ambitions. Throughout the Arab Spring,
the Iranian regime has tried to cast widespread
popular demonstrations and revolutionary fervor
as an “Islamic Awakening” inspired by Iran’s own
1979 revolution. Yet, Iran’s narrative has generally
been scorned and ridiculed in the Arab world.**
The widely held perception of Iranian meddling
has decimated the country’s “soft power” since the
Arab uprisings began. Tehran’s support for Syria’s
brutal crackdown, following soon after the Iranian
regime’s own repressive response to its 2009 Green
Movement protests, has been especially damning to
Iran’s credibility in the region.*** A recent survey of
17 Arab countries and three other regional Muslim
states also showed that majorities in most countries
believe that the Middle East would be less stable if
Iran developed nuclear weapons, suggesting that
Iran’s emergence as a nuclear-armed state could
compound its problems on the Arab street.?**

Iran’s struggles to exploit the Arab uprisings will
likely persist. As Arab publics increasingly look to
their own governments to represent their inter-
ests, Iran’s ability to leverage regional discontent

to influence Arab public opinion will continue to
wane. Emerging political actors vying for influence
and votes in an increasingly populist landscape

will be keen to brandish their Arab nationalist

Throughout the Arab
Spring, the Iranian

regime has tried to cast
widespread popular
demonstrations and
revolutionary fervor as

an “Islamic Awakening”
inspired by Iran’s own
1979 revolution. Yet, Iran’s
narrative has generally
been scorned and ridiculed

in the Arab world.

credentials and reluctant to forge close alliances
with Tehran. The rise of the Muslim Brotherhood
in Egypt presents a particular challenge to Tehran.
The new Egypt is already pursuing a more inde-
pendent and assertive foreign policy. This policy
will not always square with American interests,
but a more democratic Egypt, whether dominated
by Sunni Islamist or secular parties, is likely to
become an important competitor to Iranian leader-

ship in the region.**¢
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The biggest threat to Iran’s regional influence, how-
ever, is the potential fall of Bashar al-Assad’s regime
in Syria, Iran’s only Arab-state ally and an essential
conduit for supporting militancy in the Levant.**
The uprising in Syria has produced a major problem
for the integrity of the entire “resistance camp” in
the region that Iran claims to lead.**® In Lebanon,
Hezbollah has felt compelled to rhetorically and
materially back Assad, but this support has exposed
Hezbollah as a self-interested, Shiite-sectarian
movement, badly damaging its Arab nationalist
and resistance credentials at home and abroad.**
Meanwhile, Hamas, another card-carrying mem-
ber of the resistance camp, has moved its foreign
headquarters from Damascus and is increasingly
under the political influence of Egypt, Qatar and
even Turkey.”’

As the resistance camp weakens, and especially if
Assad falls, Iran may attempt to compensate by
doubling down in Iraq.**' But this will be a difficult
bet to win, at least over the long term. To be sure,
U.S.-imposed regime change, sectarian conflict and
the rise of a Shiite-led government in Baghdad have
all provided Iran with fresh avenues for influence
in Iraq. The susceptibility of Iraq’s government to
Iranian hegemony, however, is widely exaggerated.
Iraqi nationalism is profound, and local distrust

of Iran - a country against which Iraq waged the
bloodiest war of the late 20th century - runs deep,
even among the country’s Shiite population. Iraqi
leaders across the ethno-sectarian spectrum also
continue to desire a long-term strategic partnership
with the United States and improved relations with
Turkey and Iraq’s Arab neighbors - objectives that
are ultimately incompatible with Iranian domina-
tion. As Iraq’s oil wealth and military strength
grow over time, it will chart its own course. Iran
will likely have more influence with Baghdad than
many in Washington and elsewhere prefer, but Iraq
will not be a puppet dangling at the end of Tehran’s
strings.”* And even if it were, Iraq could not
replace Syria as an Iranian gateway to the Levant.

The Challenges of Containing a Nuclear-Armed Iran

These trends provide opportunities to disrupt
Iran’s regional influence, both today and in a future
where Iran develops nuclear weapons. Promoting
political and economic reform throughout the
region would be important to checking Iran over
the long term. In Egypt and Iraq, containment
would require sustaining robust ties to civilian
and military establishments while leveraging
American assistance to support fragile democratic
systems and promote much-needed political and
economic reforms.** Neither country will fol-

low Washington’s lead on every issue. However,
both want (and need) a strategic relationship with
America, and the United States has an interest in
helping to stabilize and reinvigorate these historic
counterweights to Iranian influence.** Washington
should also find ways to promote evolutionary
reform in the Gulf. Although Gulf leaders often
fear that domestic political openings will provide
opportunities for Tehran to expand its influence
with opposition groups, the reverse is more likely
to be the case. In the wake of the Arab Spring, the
failure to enact genuine political and human rights
reforms in Gulf countries with large Shiite popula-
tions (Bahrain, Kuwait and Saudi Arabia) is likely
to radicalize Shiite parties, pushing them toward,
rather than away from, Tehran.**

Steps should also be taken to further weaken the
Iranian-backed resistance camp relative to its com-
petitors. In Syria, the United States must find ways
to improve the battlefield and political prospects
of non-jihadist elements of the opposition. When
and if Assad falls, it will be imperative to help
consolidate a stable transition of power or, at the
very least, gain influence with opposition factions
competing in the post-Assad political space.” In
Lebanon, containment would require Washington
to significantly increase efforts to train and equip
the Lebanese Armed Forces, as a means to both
maintain American influence and grow a national,
cross-sectarian institution that can counter
Hezbollah’s power in the long term.*”” Similarly, the



United States should continue to provide assistance
to Palestinian security forces in the West Bank,
along with aid to build other Palestinian Authority
institutions, as a long-term check on the power of
Hamas and PIJ. ?*® The United States should also
continue to push for a two-state accord between the

Directly targeting the
Iranian threat network
of covert operatives,
surrogates and proxies
would also be essential
to check an emboldened,

nuclear-armed Iran.

Israelis and Palestinians. Although a peace agree-
ment would not resolve every tension in the Middle
East, it would weaken Iranian-backed Palestinian
militants, further undermine Iran’s ability to play
the resistance card throughout the region and
expand opportunities for quiet anti-Iranian coop-

eration between Israel and the Gulf states.?”

Targeting the Iranian Threat Network
Promoting a regional environment unfavorable

to Tehran would be crucial to containment, but it
would not be sufficient to disrupt Tehran’s desta-
bilizing activities. Directly targeting the Iranian
threat network of covert operatives, surrogates and
proxies would also be essential.

To check an emboldened nuclear-armed Iran, it
would be imperative for the United States to work
closely alongside the counterterrorism forces and
intelligence services of partner nations to disrupt
Iran’s lethal covert activities and its support for
terrorism, militancy and subversion. These efforts
should include additional U.S. training to enhance

partners’ counterterrorism capabilities and, likely,
an increased regional presence of U.S. special
operations forces (SOF).*® American SOF and
intelligence professionals should work closely with
their regional counterparts, not only to foil Iranian
and Iranian-backed plots but also to actively target
nodes in the network. This may require providing
critical U.S. enablers, such as ISR assets and on-
the-ground advisers, to facilitate direct action by
partner nations against key network operatives. It
would also be important to have adequate domes-
tic legal authorities to allow unilateral operations
against high-value targets in the Iranian threat
network, perhaps akin to authorities that currently
allow the U.S. military and intelligence community
to go after al Qaeda.*®

Furthermore, U.S. partners would need to increase
their efforts to interdict Iranian arms shipments

to Hezbollah, Iraqi militants, Palestinian groups,
Syrian regime forces, Yemeni Houthis and other
groups. The United States could help by providing
assistance and advice to improve partner surveil-
lance and border control capabilities, sharing
real-time intelligence on Iranian activities and net-
works and applying significant diplomatic pressure
on countries such as Iraq and Egypt to crack down
on smuggling operations that pass through their
territories.”*> As we discuss in greater detail below,
the United States should also work to expand
international legal authorities to interdict arms
shipments on the high seas.

Although counternetwork operations are often
thought of as inherently “kinetic,” some of the
most effective tools for disrupting the Iranian
threat network fall outside the military domain.
Effective containment would require Washington
to be much more aggressive in using financial
and law enforcement instruments. To begin with,
the U.S. Treasury should be more systematic in
targeting the IRGC-Qods Force with financial
designations for its support to terrorism and prolif-
eration activities. U.S. actions such as travel bans,
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asset seizures and criminal prosecutions should
also be synchronized and directed against multiple
nodes in the Iranian and proxy network (e.g., key
facilitators, official companies, front companies,
financial institutions and specific bank accounts).
Special attention should be paid to “superfacilita-
tors” the relatively small number of individuals

Demonstrating a
willingness to take risks,
pay costs and confront Iran
and its allies even when
the stakes are relatively
low may increase U.S.
credibility when the stakes
are higher.
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that Iran, Hezbollah and other groups rely on to
operate their financial, logistical and personnel
supply lines.?*

Washington should also seize the opportunities
presented by the Iranian threat network’s deepen-
ing involvement in illicit activities. As the IRGC,
the Iranian Ministry of Intelligence and Security
(MOIS), Hezbollah and other surrogates and prox-
ies become more involved in sanctions busting,
money laundering and even drug trafficking in
order to funnel cash to key portions of the net-
work, they become vulnerable to more Treasury
and law enforcement efforts.*** In 2011, for exam-
ple, the Treasury Department designated Lebanese
Canadian Bank under Section 311 of the PATRIOT
Act for a drug-trafficking and money-laundering
scheme linked to Hezbollah. (The Obama admin-
istration also accused the bank of providing
financial services to Iranian government officials.)

The Challenges of Containing a Nuclear-Armed Iran

The designation required all financial institu-

tions doing business in the United States to sever
ties with the bank and its subsidiaries, effectively
locking it out of the global financial system. The $5
billion bank quickly collapsed, dealing a significant
financial and psychological blow to Hezbollah.**®
Then in 2012, federal prosecutors seized $150 mil-
lion of the defunct bank’s assets held in New York
accounts.’®® As this example shows, U.S. agencies
can act alone where they have adequate financial
leverage or jurisdiction. But Washington should
also seek to collaborate with other countries when-
ever possible; indeed, it may be easier to solicit
cooperation in “criminal” matters than those
framed as “terrorism,” since many countries do not
want to admit that terrorist activities occur in, or
through, their territories.>”

Finally, counter network operations should empha-
size “naming and shaming.” Over the past year,

for example, U.S. officials have highlighted Iran’s
attempt to transfer sophisticated weapons to
Houthi rebels in Yemen,*® joint Iranian-Hezbollah
efforts to form militias in Syria*® and Hezbollah’s
responsibility for a July 2012 bus bombing in
Bulgaria that killed five Israeli tourists.””’ In a
world of containment, the frequent exposure of
such lethal activities could greatly facilitate net-
work disruption because Tehran and its allies
typically try to deny these violent acts for fear that
they would reflect badly on Iran’s international
reputation. Highlighting these activities — as well
as passing intelligence to partners regarding asso-
ciates and operatives of the IRGC-Qods Force, the
MOIS, and Hezbollah working in their countries

- could also force Tehran and its allies to assume a
lower profile.*”!

How Disruption Aids Deterrence and
Reassurance

Demonstrating a willingness to take risks, pay
costs and confront Iran and its allies even when
the stakes are relatively low may increase U.S.
credibility when the stakes are higher.”’? In any



given showdown with a nuclear-armed Iran, the
regime’s decision calculus will likely be most
heavily influenced by assessments of U.S. capabili-
ties and interests at that moment.””? Nevertheless,
some studies suggest that a reputation for resolve
in cases involving the same adversary improves

the effectiveness of deterrence, especially extended
deterrence.””

Although a nuclear-armed Iran would likely grasp
America’s overwhelming nuclear and conventional
superiority, Tehran’s current behavior suggests that
it believes that its asymmetric capabilities — espe-
cially its use of covert and proxy violence — can
help to neutralize U.S. advantages. Iran seems to
doubt Washington’s willingness to directly con-
front its lethal activities — a perception that would
probably be deepened by its successful acquisi-
tion of a nuclear deterrent. The United States
should therefore assertively combat a nuclear-
armed Iran’s actions at lower levels of violence

- through targeted, direct action against elements
of the network and more aggressive interdic-

tion efforts — to enhance the perception of U.S.
resolve if Iran crosses other stated red lines. This
would be especially important to convince Iran of
Washington’s willingness to defend U.S. allies and
partners against all forms of aggression, situations
where American credibility might otherwise be
questioned.?””” The reassurance value for nervous
U.S. partners would also be significant, given their
pervasive fear that a nuclear-armed Iran would
more aggressively support proxies and (in the Gulf
context) political subversion.
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VIII. DE-ESCALATION

The previous three components of containment —
deterrence, defense and disruption — would aim
to prevent a nuclear-armed Iran from initiating
the use of force, employing threats or successfully
engaging in destabilizing activities. If effectively

If All Else Fails

The Challenges of Containing a Nuclear-Armed Iran

executed, these components would likely dissuade
Iran from initiating nuclear crises to begin with or,

Getting Iran to Back Down During Crises

In a world where Iran possesses
nuclear weapons, the most likely
paths to regional nuclear war
would involve the escalation of
a crisis between Iran and Israel
in the Levant or a clash between
Iran and the United States in the
Persian Gulf. However, if well
executed, robust deterrence,
defense and disruption efforts
should dissuade Iran from trans-
forming local disputes in the
Levant or the Gulf into nuclear
crises in the first place and, if
such crises emerge, encourage
Tehran to pull back from the
nuclear brink.

In the Levant, Iran would be
strongly inclined not to turn
proxy conflicts with Israel into
nuclear showdowns. Recklessly
brandishing nuclear threats in an
attempt to gain influence in the
Israeli-Palestinian peace process
or to defend Hezbollah, Hamas
or other allies from Israeli attacks
would transform an event with
inherently limited stakes for Iran
into one that could produce
infinite damage to the Iranian
regime.?”¢ Tehran would there-
fore face powerful incentives not
to go down this road. Meanwhile,

so long as Iran does not initiate
nuclear threats, Israel has no
need or incentive to issue its own
nuclear warnings to prevail in
such disputes.

Moreover, even if a crisis in the
Levant begins to slide toward
more open Israeli-Iranian
confrontation, Tehran is likely

to “blink” far short of risking

a nuclear exchange.?”” Deter-
rence theorists have traditionally
argued that the state with the
most at stake in a crisis is usually
willing to run more risks and is
perceived to have greater cred-
ibility to carry out threats. In a cri-
sis between two nuclear powers,
therefore, the state with greater
resolve is likely to prevail short of
all-out nuclear war, forcing the
other side to retract its demands
and back down.?”8 In this view,
nuclear advantage does not
translate into a clear bargaining
advantage in a crisis.””? Some re-
cent research, however, suggests
that both nuclear superiority
and the balance of resolve have
mattered in past nuclear crises,
and the former contributes to
the latter by increasing the costs
of a possible war.?®° Overwhelm-

if Tehran went down this road, encourage it to back
down (see Text Box). The fourth major element

of a containment strategy, de-escalation, involves
other measures designed to manage the residual
risk that military crises, should they occur, would

ing conventional superiority,
especially in the age of missile
defenses, can similarly enable
states to run higher risks to push
nuclear-armed adversaries to
back down.

Regardless of which factor is
more important — the balance of
resolve or military superiority —
both would heavily favor Israel in
any conceivable crisis with Iran in
the Levant. Because such crises
would occur on Israel’s borders or
involve proxy attacks that threat-
en the Israeli homeland, Israel’s
stakes in the outcome of these
crises would be indisputably
greater than Tehran’s. Although
uncertainty about the balance of
resolve can lead to miscalcula-
tion, it is difficult to believe that
the Iranian regime would doubt
Israel’s willingness or capability
to defend itself in these circum-
stances. Israel’s overwhelming
conventional superiority would
also give it many options to re-
spond to local Iranian-sponsored
threats without attacking the
Iranian homeland or resorting
to nuclear weapons, and Israel’s
robust nuclear capability would
continued on next page



inadvertently spiral to nuclear war. In particular,
de-escalation focuses on specific steps to discour-
age destabilizing nuclear postures by Iran and
Israel, mechanisms to keep regional crises from
inadvertently escalating and confidence-building

measures aimed at stabilizing U.S.-Iranian and
291

Israeli-Iranian relations over time.

Shaping Iran’s Nuclear Posture

An important component of de-escalation would
involve actions to discourage Iran from adopt-
ing a destabilizing nuclear posture that would
make early or inadvertent use of nuclear weapons
more likely. There is no way to predict what Iran’s
nuclear posture would be. On the one hand, Iran’s

continued from previous page

make Tehran think twice about
initiating a nuclear exchange.
Therefore, absent a major miscal-
culation or accident, Iran would
likely back down far below the
threshold of triggering a nuclear
war. 28

The dynamics would differin a
future crisis in the Gulf between
the United States and a nuclear-
armed Iran, but the outcome
would likely be the same. Given
Tehran's long track record of de-
serting Shiite allies in the region
when they get into trouble, Iran
is not likely to initiate a nuclear
crisis to defend future proxies in
Bahrain, Saudi Arabia or other
Gulf states. 22 A greater danger
of a nuclear crisis might emerge
from Iranian threats to close the
Strait of Hormuz. Blocking oil
traffic through the strait today
would heavily damage the Ira-
nian economy.?3 But sanctions
have taken substantial amounts
of Iranian oil off the market and
forced Iran toward greater eco-
nomic diversification.? If these
trends continue, a future nuclear-
armed Tehran may have less to
lose by threatening the strait.

In January 2012, Iran warned
the U.S. Navy against passage

through the strait in the hopes of
spooking global markets and dis-
couraging the European Union
(EU) from moving forward with
an oil embargo against Iran. In
July 2012, fresh threats to close
the strait were made to discour-
age the EU from implementing
its embargo. In both cases, the
threats failed.?® In the future,
however, Iranian leaders might
calculate that nuclear weapons
would enable them to more
effectively hold the strait at risk,
back the Americans down, black-
mail the global economy and
thereby coerce concessions from
regional states or the interna-
tional community. Compounded
by an Iranian propensity to
discount costs or underrate the
likelihood of U.S. retaliation, es-
pecially in extended deterrence
situations, this could be very
problematic.?®

Because crises in the Gulf will
occur near Iran, the balance

of stakes in a showdown with
Washington may favor Tehran.?®
Still, the balance of interests
would only decisively favor Iran
if Iranian territory or the regime
were directly threatened; in
most other scenarios, it would
be a closer call. During any Gulf

crisis, the United States would
have a considerable interest

in maintaining the flow of oil
through the Strait of Hormuz and
a significant reputational stake

in not backing down, both out of
concern that doing so would em-
bolden Iran down the road and
because it could damage U.S.
credibility with allies around the
world.?® Moreover, the United
States would have overwhelming
nuclear superiority vis-a-vis Iran,
and so long as Washington main-
tains a robust forward deploy-
ment of conventional forces in
the Gulf, the U.S. military would
be able to dominate at every
rung on the escalation ladder.?*
U.S. conventional capabilities
could defend American partners
and interests in the Gulf without
resort to nuclear weapons, and
multilayered BMD systems would
enable Washington to run more
risks to demonstrate its resolve.
Consequently, Tehran would
(once again) be the first actor in
any crisis to have to contemplate
the use of nuclear weapons. And
so long as the dispute does not
directly threaten the territorial
integrity of Iran or the survival of
the regime, Iran is likely to back
down before risking a nuclear
exchange.*°
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existing military doctrine, its inability to reli-

ably target an opponent’s nuclear forces, its lack

of sophisticated early-warning technology and
regime concerns about accidental or unauthor-
ized use could incline it toward a nuclear posture
that emphasizes retaliation rather than preemptive
use, eschews rapid-reaction launch procedures and
maintains centralized control over Iran’s arsenal.
On the other hand, the small size of Iran’s ini-

tial arsenal, coupled with fears of a disarming or
decapitating U.S. or Israeli nuclear strike, could
incentivize Tehran to embrace a “use them or lose
them” doctrine or pre-delegate launch authority to
IRGC commanders.*?

Taking strategic steps to reduce Iranian fears of a
U.S. first strike would be important to minimize
Tehran’s inclinations to adopt a destabilizing
nuclear posture. In particular, even as U.S. declara-
tory policy makes clear Washington’s willingness
to use nuclear weapons in retaliation for Iranian
nuclear use, it should also include a “no-first-use”
pledge. The goal would be to signal to Iran that the
United States would not use nuclear weapons to
carry out a disarming or decapitating first strike.
The United States refused to make such a com-
mitment during the Cold War because it lacked
confidence in NATOQ’s ability to repel a Soviet
conventional invasion of Western Europe. But
Washington would enjoy overwhelming military
superiority against a nuclear-armed Iran, provid-
ing the kind of flexible response and escalation
dominance that it never had during the Cold
War.?? The United States would not need to
threaten the first use of nuclear weapons against
Iran to achieve containment objectives.

As described in the 2010 NPR, U.S. declaratory
policy currently states that the “fundamental” role
of nuclear weapons is deterrence. This policy rules
out using nuclear weapons against nonnuclear
states that comply with their nonproliferation obli-
gations under any circumstances, but leaves open
the possibility that the United States might, under

The Challenges of Containing a Nuclear-Armed Iran

extreme circumstances, be the first to use nuclear
weapons to address nonnuclear (conventional,
chemical or biological) threats emanating from
nuclear weapons states or proliferating states.”*
To shape the emergent posture of a nuclear-armed
Iran, however, Washington should move toward a
clearer policy of no first use. At the very least, the
United States should state that the “sole” (rather

Taking strategic steps to
reduce Iranian fears of a
U.S. first strike would be
important to minimize
Tehran’s inclinations to
adopt a destabilizing nuclear
posture. In particular, even
as U.S. declaratory policy
mabkes clear Washington’s
willingness to use nuclear
weapons in retaliation

for Iranian nuclear use, it
should also include a “no-

first-use” pledge.

than “fundamental”) purpose of nuclear weapons
is to deter — and if necessary, respond to — nuclear
attacks on the United States, U.S. forces and U.S.
allies and partners.”® Washington could supple-
ment this language with an explicit pledge that
“the United States will not be the first to use
nuclear weapons in a conflict.” To hedge against
possible future changes in Russian and Chinese
capabilities, and perhaps discourage Iran from



developing game-changing strategic capabilities,
the pledge could also state: “The United States
reserves the right to amend this negative assurance
in response to significant changes in the strategic
capabilities of nuclear-armed adversaries.”

Some analysts might argue that such assurances
would not significantly affect Iranian calculations

296 or

because Tehran is unlikely to believe them,
even if it did, the regime would view the remaining
possibility of a conventional U.S. first strike as just
as threatening. But such claims ignore the fact that
foreign leaders closely scrutinize U.S. declaratory
policy for signs of American intent.?”” The nature

of America’s current nuclear arsenal would also
enhance the credibility of a no-first-use pledge vis-a-
vis Iran. Based on Iran’s existing pattern of military
and civilian nuclear activities, a nuclear-armed Iran
would likely use a mix of dispersal, concealment in
underground facilities and road-mobile missiles to
improve the survivability of its nuclear arsenal.”® In
the absence of very reliable real-time intelligence, a
U.S. first strike against these forces would probably
require using high-yield nuclear weapons against
numerous targets, including at least some targets

in or near densely populated areas. The level of
collateral damage produced by such weapons - or
even by lower-yield ones used against targets in
urban centers — would likely be so immense that it
is implausible that Washington would launch such
an attack except in retaliation for an Iranian nuclear
attack.”” Moreover, although a nuclear no-first-use
pledge would not rule out overwhelming conven-
tional force, it would be much easier for Iran to use
mobility to undermine reliable conventional target-
ing and harden its nuclear stockpile against even the
largest U.S. conventional munitions. The same holds
true for Iranian command-and-control systems.

As the 2003 Iraq War demonstrated, even massive
U.S. conventional “shock and awe” campaigns are
not likely to instantly disable a regime’s command
and control.* So ruling out the first use of U.S.
nuclear weapons could meaningfully affect Iranian
calculations.

To further influence Iranian nuclear posture
decisions, the United States should pair its public
assurances regarding first use with private warn-
ings to the Iranian regime clarifying the dangers
of adopting arrangements that loosen control over
its arsenal. Washington should make clear that

it would remain vigilant in monitoring Iranian
nuclear activities, noting that any effort to prepare
nuclear weapons for use against the United States,
U.S. forces, allies or partners would be viewed as
extraordinarily provocative, risking escalation
that could set in motion events that eventually
bring about the regime’s destruction. These private
warnings should also reiterate that the Iranian
leadership would be held fully accountable for any
use of nuclear weapons. The goal of such private
messages would be to remind the regime of the
stakes involved in any scenario involving an acci-
dental or unauthorized launch. Some analysts go a
step further, arguing that the United States should
explicitly threaten to respond to any such prepara-
tions with preemptive conventional strikes.**" But
although these actions should not be ruled out
under extreme circumstances, such explicit warn-
ings would reinforce the very fears that might lead
to destabilizing postures in the first place. It would
also draw lines in the sand that would limit U.S.
flexibility in controlling escalation.

Taken together, this mix of public assurances

and private warnings could help to address the
regime’s main motivations for adopting a desta-
bilizing nuclear posture while pointing out the
inherent risks for the regime of adopting a nuclear
posture that loosens control over nuclear weap-
ons. Given crosscutting incentives affecting
Iranian posture decisions, reducing first-strike
fears while clarifying the stakes of unauthor-

ized or accidental use could help tip the Supreme
Leader toward arrangements that eschew early
use and decentralization in favor of a classic retal-
iatory posture and tight centralized control over
Iran’s nuclear arsenal.
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Discouraging Israeli First Use

If Israel declares its nuclear capabilities in response
to a nuclear-armed Iran, the United States should
also attempt to convince Israeli decisionmakers

to adopt their own version of no first use. Given
Israel’s smaller geographic size and greater vul-
nerabilities, however, such a declaratory stance
probably could not rule out the use of nuclear
weapons in response to all nonnuclear attacks. But
it could significantly shrink the range of contin-
gencies in which nuclear weapons might be used
and clarify their fundamental retaliatory — as
opposed to preemptive — nature. Israel should

be encouraged to declare that the sole purpose

of nuclear weapons is to deter — and if necessary,
retaliate against — the use of WMD or other
attacks that threaten Israel’s survival.*** The United
States should also strongly urge the Israelis not

to adopt launch-on-warning or other hair-trigger
nuclear postures.

In making the case to Israeli officials, the United
States should advance several arguments. First, a
no-first-use policy would appear to be consistent
with existing Israeli views on the utility of nuclear
weapons. Israeli leaders have long stated: “Israel
will not be the first country to introduce nuclear
weapons in the Middle East.”*® Israel has never
articulated a nuclear doctrine, but specialists on
Israel’s nuclear capabilities argue that the primary
purpose of Israel’s nuclear capabilities is to deter
an all-out conventional attack or the use of WMD
by regional adversaries that would threaten Israel’s
existence or — should deterrence and defense

fail - to provide a weapon of last resort in the

face of imminent defeat.*** Given Israel’s impres-
sive conventional forces and its close military ties
to the United States, there is no chance of Israel
being overrun by the conventional forces of any
other regional state, especially Iran. The combina-
tion of Israel’s robust deterrence capabilities and
Israeli and U.S. ballistic missile defense systems
should also give Israeli leaders sufficient confidence

The Challenges of Containing a Nuclear-Armed Iran

against the prospect or effectiveness of a disarming
Iranian first strike to eschew a preemptive
doctrine or a risky, accident-prone, launch-on-
warning posture.

Second, Israel’s lack of strategic depth and low risk
acceptance regarding a possible Iranian nuclear
attack argue against adopting either a preemption
doctrine or rapid-reaction procedures. Even if a
future Iranian nuclear arsenal is small, dispersal,
concealment and mobility would make it difficult
to guarantee a 100 percent effective Israeli first
strike. Israel’s BMD systems are robust, but they
too are unlikely to be 100 percent effective. Thus,
paradoxically, if the supposed motivation for Israel
to adopt a preemptive nuclear doctrine or launch-
on-warning procedures is the danger that even a
small number of weapons might reach Israel, the
margin of error associated with an Israeli first
strike or an accidental Israeli launch that triggers
an Iranian nuclear response argues power-

tully against adopting such destabilizing nuclear
postures.’®

Finally, although some analysts contend that a
stated Israeli willingness to use nuclear weapons
upon any sign of an imminent or ongoing Iranian
attack would bolster deterrence,°¢
ally make deterrence more likely to break down.
An Israeli threat to strike Iran if Jerusalem detects
Iranian nuclear preparations or receives warning
of an actual Iranian missile launch could theo-
retically incentivize the regime to adopt tighter
centralized control of its nuclear weapons. But the
biggest incentive for Iran to adopt a destabilizing
nuclear stance - including pre-delegation - is fear
of an opponent’s first strike, and an Israeli pre-
emptive doctrine or hair-trigger procedures would

it would actu-

worsen these fears.

Ultimately, Washington should be able to make
the case that it is very much in Israel’s national
security interest to dampen Iranian fears of an
Israeli first strike. Because an intentional Iranian



Ultimately, Washington
should be able to make
the case that it is very
much in Israel’s national
security interest to dampen
Iranian fears of an Israeli
first strike. Because

an intentional Iranian
nuclear attack on Israel is
highly unlikely, whatever
incremental deterrent
value Israel might gain by
adopting an early-use or
hair-trigger posture would
clearly be outweighed by
the much more probable
dangers of inadvertent

escalation.

nuclear attack on Israel is highly unlikely, what-
ever incremental deterrent value Israel might gain
by adopting an early-use or hair-trigger posture
would clearly be outweighed by the much more
probable dangers of inadvertent escalation.

Crisis Communications and Confidence-
Building Measures

De-escalation should also include adopting crisis
management tools, especially those that establish
communications channels between the United

States and Iran (and, ideally, Israel and Iran) to
coordinate military activities during peacetime,
communicate clear threats and red lines before
and during crises and reduce the odds of miscal-
culation and inadvertent escalation.*"” This could
involve “hotlines” between capitals, such as the
U.S.-Soviet system during the Cold War,**® and
opening a U.S. liaison office in Tehran to directly
pass messages to Iran’s political leadership.**° It
should also include military-to-military com-
munications channels such as the ones that exist
between U.N. and North Korean forces along the
demilitarized zone.*"” A U.S.-Iran military-to-mili-
tary channel is especially vital in the naval domain,
given the significant risk of miscalculation in the
crowded waters of the Persian Gulf.*"

Washington should also push to establish other
confidence-building measures to reduce crises with
a nuclear-armed Iran. For example, the United
States should encourage Israel and Iran to take a
page from India and Pakistan. Although nuclear
weapons dangerously increased the India-Pakistan
rivalry from 1999 to 2002, both countries eventu-
ally took steps to defuse tensions by increasing
dialogue over Kashmir, signing an agreement to
provide advance notice of ballistic missile tests,
agreeing to inform each other of nuclear accidents
and committing to steps that strengthen com-
mand-and-control arrangements to reduce the risk
of unauthorized or accidental nuclear use.’*?

Over time, the United States should try to establish
mechanisms for sustained bilateral (United States-
Iran, Israel-Iran), trilateral (U.S.-Israel-Iran) and
multilateral dialogues on security and arms control
issues. Although a direct dialogue between Israel
and Iran is difficult to imagine, at least initially,
Washington could seek to enter into a bilateral or
multilateral dialogue with a nuclear-armed Iran
with Israel’s support.*® A sustained diplomatic
process would aim to improve mutual under-
standing among the parties — an important part
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of effective deterrence — and contribute to long-
term stability by maintaining contact, increasing
transparency regarding capabilities and producing
a cadre of individuals invested in improving peace-
ful relations.”™* At some point, it may be possible

to pursue arms-control negotiations aimed at
limiting or rolling back the Iranian program,
keeping open the possibility of long-term improve-
ments in relations with Iran if Tehran alters its

destabilizing behavior.”®

Limiting U.S. Military Objectives

In the end, these proposed measures might not
be wholly sufficient to avoid crises with a nuclear-
armed Iran, and once underway, crises could slide
toward military conflict. Consequently, it would be
important for the United States to think through
its approach to direct military confrontations
with Iran. Because Iran is a risk-acceptant state
with revisionist aims, it would remain important
for the United States to demonstrate its willing-
ness to confront Tehran at all levels of violence.
Yet even as the United States actively pushes back
against emboldened Iranian adventurism and
stands firm in defending U.S. allies and partners,
it must carefully moderate its ultimate goals and
objectives, especially during a crisis. Successful
nuclear deterrence requires the ability to hold the
regime at risk. But if a crisis escalates to the point
of military force, de-escalation can only occur if
Washington avoids giving Tehran the impression
that the United States is determined to destroy the
regime regardless of Iranian actions. Intentional
Iranian use of nuclear weapons is highly unlikely,
but the regime could conceivably contemplate
using them if conventional conflict escalated to
the point of imminent and total defeat. If Iranian
leaders believed that the United States was irre-
vocably committed to the regime’s destruction,
Tehran might “gamble for resurrection” by using
nuclear weapons directly against U.S. forces or
partners in the region, or by engaging in other
highly provocative actions such as a high-altitude
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Even as the United States
actively pushes back against
emboldened Iranian
adventurism and stands firm
in defending U.S. allies and
partners, it must carefully
moderate its ultimate goals
and objectives, especially
during a crisis. De-escalation
can only occur if Washington
avoids giving Tehran the
impression that the United
States is determined to
destroy the regime regardless

of Iranian actions.

nuclear explosion designed to produce an EMP
that disables U.S. command and control.*¢

Because the United States and its partners can

use conventional force to counter aggression by

a nuclear-armed Iran in the Levant and the Gulf
without extensively targeting Iranian territory or
directly threatening the regime’s survival, it should
be possible to keep escalation below the nuclear
threshold.*”” However, it would be important for
the United States and other nations to signal their
limited aims to Tehran, both through words and
deeds. Washington should avoid publicly espousing
regime change and pursue a measured approach

to operations, avoiding intensive air campaigns or
large-scale invasion aimed at crippling the regime.



Even in a limited campaign against Iran, it should
avoid the temptation (often profound within the
U.S. military) to attack key leadership targets

or command-and-control systems. The regime
could easily interpret these actions to “blind” it

as a prelude to a nuclear first strike or massive
conventional attack, potentially pushing it into an
existential corner where nuclear weapons could
appear to be a “least bad option.”® Moreover, if
Iran pre-delegates launch authority of its nuclear
weapons, these are precisely the types of disruptive
attacks that could sever communications with local
commanders, increasing the prospects for unau-
thorized nuclear use.

During any crisis, the regime will need an accept-
able exit ramp. This goes beyond simply assuring
the regime that it will survive if it backs down,
although that would be crucial. Even when the
stakes are not existential, insisting that Iranian
leaders totally capitulate to every demand would
risk undermining deterrence. Research in cog-
nitive psychology suggests that people have a

high aversion to loss and become increasingly
risk acceptant to defend what they already have.
Insights from neuroscience also suggest that emo-
tions - including the need for respect — can play

a powerful role in conflict situations.” During a
crisis, threats must therefore be accompanied by
assurance strategies that signal respect and recog-
nition and provide a “face-saving” way out for the
Iranian regime. The United States and its partners
will need to demonstrate concern for Iran’s reputa-
tion and should avoid actions that unnecessarily
produce shame and humiliation. This is especially
important given the cultural and religious predis-
positions of many Iranian leaders, which combine
a strong sense of national rights and pride with a
deep sense of historical grievance and suspicion
against outside powers.*>
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IX. DENUCLEARIZATION

The final element of a containment strategy would
involve specific measures to limit the prolif-
eration consequences of a nuclear-armed Iran.
Denuclearization would aim to limit the growth
in size and sophistication of Iran’s nuclear arsenal
(“vertical” proliferation) and incentivize Tehran to
eventually freeze or roll back its program. Limiting
such advancements, especially the development

of ICBMs that can threaten the U.S. homeland or
MRBMs with countermeasures to defeat regional
missile defense systems, would be especially
important to support extended deterrence efforts.
Denuclearization would also seek to limit
“horizontal” proliferation by limiting damage

to the credibility of the NPT and U.S. nonprolif-
eration leadership and by preventing Iran from
supplying sensitive materials to other states or
non-state actors.

Maintaining Sanctions

Since 2006, the U.N. Security Council has passed
six resolutions sanctioning Iran for failing to sus-
pend its uranium enrichment activities and fully
cooperate with the IAEA. U.N. Security Council
Resolution 1929, the most effective of these resolu-
tions to date, was adopted in the spring of 2010.

It banned certain Iranian nuclear and missile
activities abroad, expanded a ban on Iranian bal-
listic missile activities, prohibited sales of missile
technology and heavy weapons to Iran and called
on countries to inspect any vessel in their territory
suspected of carrying prohibited Iranian cargo
and to cooperate in such inspections on the high
seas. The resolution imposed financial sanctions
on entities working with Islamic Republic of Iran
Shipping Lines (a government company suspected
of financing WMD development) and banned the
provision of financial services (including insurance
or re-insurance) to Iranian entities suspected of
involvement in the nuclear program. Furthermore,
it prohibited Iranian banks from opening new
foreign branches and put in place asset freezes and
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travel bans for a number of companies and individ-
uals associated with the IRGC and Iran’s nuclear
activities. The resolution also highlighted the
potential links between Iran’s energy-sector rev-
enues and its nuclear activities, and it stressed the
need to exercise vigilance over all Iranian banks -
specifically including the Central Bank of Iran - to
prevent proliferation-related transactions.*”

Building on this foundation, the Obama admin-
istration and U.S. Congress enacted additional
unilateral measures aimed at Iran’s financial,
energy and transportation sectors and the IRGC.
By forcing countries to choose between doing busi-
ness with Iran or the United States, U.S. sanctions,
including measures aimed at Iran’s Central Bank,
have completely severed Iran from international
financial transactions and limited Tehran’s ability
to sell oil on the global market.*> In combina-
tion with other international sanctions, including
sweeping European financial and oil restrictions,
these measures have cut deeply into Iran’s oil
revenue, devalued the country’s currency and con-

tributed to significant inflation.’*

If Iran defies the international community by
building nuclear weapons, these sanctions should
remain in place and would ideally be tightened
turther. This would be crucial for three reasons.
First, it would be vital to limit Iran’s access to
critical weapons-related technology and its finan-
cial wherewithal to acquire and expand these
capabilities. Although Iran continues to make
advances in its missile program, existing sanc-
tions have retarded this progress, especially the
development of longer-range ballistic missiles.
Since the Iran-Iraq war, Iran has aimed to become
self-sufficient across as many defense sectors as
possible. But it seems that Iran still depends on
foreign suppliers for a number of key ballistic
missile components. Although Iran seems to have
the capability to manufacture missile airframes,
propellant tanks and other inert components, it
still relies on foreign-made engines and navigation



guidance units and cannot access the high-quality
production materials necessary to improve the
effectiveness and precision of ballistic missiles.***
Importantly, Iran appears to lack the capacity to
design, develop and produce more powerful liquid-
fuel engines for ICBMs, and analysts believe that
this is unlikely to change over the next decade.

Sanctions are also causing Iran to struggle with
solid-fuel designs. Because of their lighter weight
and faster launch preparations, a nuclear-armed
Iran would likely prefer solid-fuel missiles that can
reach Europe or the United States as the back-
bone of its nuclear arsenal. But solid-fuel missiles
require foreign materials such as aluminum and
tungsten powder and oxidizer salts. Continuing

to thwart Iran’s access to such materials through
sanctions and other counterproliferation measures
could therefore substantially slow vertical prolif-
eration by forcing Tehran to rely on substandard
substitutes.?*

Second, the punitive quality of the sanctions, as
well as other measures to maintain Tehran’s diplo-
matic isolation, would continue to signal to other
states that they too would face severe economic
costs if they violated their nonproliferation com-
mitments. Preventing the sanctions regime from
collapsing should Iran get the bomb would be vital
to demonstrate that parties to the NPT will not
receive a “get out of jail free” card if they man-

age to cross the nuclear threshold. Sanctions and
diplomatic isolation would also help limit whatever
benefit nuclear weapons might otherwise provide
to Iran’s regional and global influence, thus reduc-
ing incentives for other Middle Eastern states to
pursue nuclear capabilities.?*

Finally, beyond serving as a punitive “stick,”
maintaining the sanctions regime could potentially
provide an essential “carrot”™ the prospect of even-
tually lifting sanctions in exchange for changes

in Iranian behavior. For example, in consultation
with U.N. Security Council members, the United
States could offer to suspend or remove sanctions

Preventing the sanctions
regime from collapsing
should Iran get the

bomb would be vital to
demonstrate that parties
to the NPT will not receive
a “get out of jail free” card
if they manage to cross the

nuclear threshold.

in part or in whole in exchange for Iran rolling
back or freezing elements of its nuclear weapons
program. This could potentially be combined
with other incentives, such as technical assistance,
diplomatic normalization and assurances against
regime change.*”” This approach has not worked
thus far with North Korea,**® but Iran is not
North Korea. The Iranian economy is more
integrated with the global economy, and Iranian
leaders see their country as one of the world’s great
nations, not a permanent pariah state. It is thus
conceivable, albeit improbable, that an offer of
sanctions relief in exchange for verifiable reversals
of its nuclear program could moderate Tehran’s
behavior down the line, even if sanctions did not
prevent Iran from acquiring nuclear weapons in
the first place.’”

Strengthening Interdiction Efforts

Effective containment would supplement sanctions
with much more aggressive interdiction efforts

to prevent sensitive nuclear- and missile-related
technologies from getting into or out of Iran. The
United States should strengthen the Proliferation
Security Initiative (PSI), established in 2003 by the
Bush administration to stop the spread of WMD,
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WMD delivery systems and related materials. The
PSI seeks to develop voluntary partnerships and
coordination efforts among member states, using
existing national and international legal authori-
ties to interdict these items. Participating states
also agree to enact domestic measures to ensure
that their national facilities are not used to transfer
illicit weapon cargoes. Nearly 100 nations partici-
pate in the PSL.**

If Iran becomes a nuclear-armed state, the United
States should leverage the inevitable increase

in international concern to push for a formal
multilateral framework for the PSI. Such a frame-
work should build off provisions of existing U.N.
Security Council resolutions prohibiting nuclear-
and missile-related transactions with Iran and
calling on states to inspect suspicious Iranian
cargo. It should also require interdicting all WMD-
and missile-related items into or out of Iran and
facilitate such interdictions by granting the nec-
essary legal authorities. Ideally, this framework
would cover both commercial transportation and
items carried by Iranian government vessels and
apply to illicit trafficking via air, land and sea.”
In the absence of such a formal structure, the
United States should continue to push to expand
membership in the PSI and emphasize the impor-
tance of cracking down on Tehran. Gaining
cooperation from China would be especially
important; Beijing is not currently a PSI member
and has been criticized for lax implementation of
U.N. sanctions prohibiting the transit of prolifer-
ation-sensitive items to Iran.** The United States
should also increase its commitment to training
and joint exercises among PSI states, including
activities focused on Iran-related scenarios, and
look for additional ways to improve coordination
among the parties.’””

A principal challenge to the current PSI is the diffi-
culty of interdicting cargo on the high seas. Under
international law, a ship can only be searched if it

The Challenges of Containing a Nuclear-Armed Iran

is in territorial waters, it is without nationality or
the country in which it is registered stops it. If the
United States is not able to establish an interna-
tional framework to address this challenge, it will
need to push for additional bilateral ship-boarding
agreements with nations with large “open” ship
registries (so-called flags-of-convenience countries)
to facilitate the ability to stop and search vessels
and seek to strengthen existing bilateral agree-
ments to allow for the seizure of cargo.*** It should
also seek to expand cooperation with countries
controlling well-trafficked ports and canals, where
there is no question of jurisdiction.*® Lastly, the
U.S. military and intelligence agencies would need
the unilateral authority to forcibly interdict ves-
sels in extremis, including scenarios involving the
imminent transfer of nuclear weapons.



X. STRATEGIC UNCERTAINTIES AND
DILEMMAS

Containment of a nuclear-armed Iran could

work, but it would be highly complex and far

from foolproof. The prospects for Iranian nuclear
use, transfer of nuclear weapons to terrorists,
emboldened Iranian adventurism, crisis escala-
tion, cascading proliferation and associated risks
to energy security can theoretically be significantly
reduced with a well-crafted strategy (see Table 2).
But the residual risks would not be zero - and even
a low probability of a nuclear exchange should be
taken very seriously.

Uncertainties

The success and durability of any containment
strategy would also hinge on a number of factors
that are uncertain or could change dramatically

Successful containment
would depend on key
decisions made by
Washington’s regional
allies and partners -
especially Israel and the
Gulf states — and none
of these decisions can be

taken for granted.

over time. Successful direct and extended deter-
rence, for example, presume that the Iranian
regime, although dangerous and sometimes reck-
less, remains fundamentally rational. A strong
case can be made that the current regime fits
that description, but we have no way of knowing
precisely what the character of the regime will be

in the future, especially after Ayatollah Khamenei
336

(currently 73 years old) passes from the scene.

Furthermore, successful containment would
depend on key decisions made by Washington’s
regional allies and partners — especially Israel and
the Gulf states — and none of these decisions can be
taken for granted. Credible U.S. security guaran-
tees, backed by overwhelming American military
superiority and extensive security cooperation,
could reassure friendly states and discourage

them from taking their own destabilizing unilat-
eral steps, such as pursuing nuclear capabilities

or dangerous nuclear postures. But the political
feasibility and sustainability of these arrangements,
either in regional capitals or in Washington, would
be uncertain.**” Given the U.S. drawdown from
Iraq, the impending withdrawal from Afghanistan,
growing U.S. fiscal constraints and the desire

to “pivot” to Asia, some regional partners may

also doubt the credibility or sustainability of any
U.S. commitments, no matter what Washington

proposes.**

The effectiveness and durability of containment
over time would also require extensive interna-
tional cooperation to keep Iran politically and
economically isolated. In the two decades since
North Korea emerged as a nuclear power, the
international community has, for the most part,
sustained its resolve to politically, economically
and militarily contain Pyongyang. But India and
Pakistan quickly recovered from international out-
rage following their 1998 nuclear tests. Similarly,
Tehran’s leaders likely believe that the world would
eventually reconcile itself to a nuclear-armed Iran,
believing that Iran is simply too important, both
politically and economically, to be permanently
shunned.’® It is particularly uncertain whether
Russia and China, two countries with a long
history of military and economic relations with
Tehran, would be willing to cooperate with a con-
tainment strategy over the long term, even if they
did so initially.**
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TABLE 2: MANAGING AND MITIGATING THE RISKS OF A NUCLEAR-ARMED IRAN

Key Strategic Components: The Five Ds

Potential . .. . . . ..
v v

Prevent direct Iranian use of

Nuclear nuclear weapons

Fanaticism  pyayent Iranian transfer of

. 4 v v
nuclear weapons to terrorists

Limit and mitigate the
consequences of Iranian
sponsorship of conventional
terrorism, support for militant

Iranian groups and conventional
Adventurism aggression

Discourage Iranian use of
nuclear threats to coerce other v v v (4
states or provoke crises

Dissuade Iranian escalation

: ; 4 v v 4
during crises
Discourage Iran from adopting
a destabilizing nuclear posture
that emphasizes early use of 4

Crisis nuclear weapons or pre-
Escalation  delegates launch authority

Persuade Israel to eschew a

destabilizing nuclear posture

that emphasizes early use of v v v
nuclear weapons or hair-

trigger launch procedures

Convince other regional
states not to pursue nuclear v v v v
weapons capabilities

Limit damage to the

credibility of the Nuclear

Non-Proliferation Treaty 4
and U.S. nonproliferation

leadership

Proliferation
Cascade

Prevent Iran from becoming
a supplier of sensitive nuclear (4 v
materials

Energy Ensure the free flow of energy
Shocks resources from the Persian Gulf



Finally, although the components of the contain-

ment strategy described above largely complement
one another, there are some irresolvable tensions
within the strategy. Many of the proposed de-
escalation mechanisms, for example, presume the
ability to create direct lines of communication with
Iran and gradually build confidence over time. Yet
the Iranian regime’s paranoia would complicate
prospects for improved ties or trust,**!' and this
problem could be compounded by other elements
of the containment strategy that would likely
increase, rather than decrease, mutual hostility.
More generally, credibly communicating deter-
rent threats and carrying out actions that would
actively weaken Iran and disrupt its influence,
while simultaneously seeking to assure the Iranian
regime that U.S. actions have limits, would be a
very difficult balancing act to pull off. This tension
between the needs to deter and to assure an adver-
sary is not unique to containment in the Iranian
context, but that fact makes it no easier to manage.

Dilemmas for U.S. Policy Toward Iran
Executing the containment strategy outlined above
would also raise a number of significant strategic
dilemmas for U.S. policy toward Iran and national
security strategy more broadly.

CONTAINMENT AND REGIME CHANGE

Proponents of containment often argue that regime
change is both a key component of the strategy

and the only long-term solution to U.S.-Iranian
tensions. >** Containment seems like a much more
palatable option if combined with an active strat-
egy designed to transform a nuclear-armed Iran
into a less hostile actor.

Yet even if the United States could produce regime
change in Tehran - which short of invasion and
occupation it probably could not — pursuing that
goal would likely undermine, not reinforce, effec-
tive containment. Actively working for the regime’s
demise would undermine deterrence, the strategy’s

central pillar. Creating incentives for restraint is
important for successful deterrence. One way to
do this is to communicate that current costs will
increase if the adversary takes a hostile action but
will not increase if it fails to take the action.**

For deterrence to be effective against Iran, it must
therefore be coupled with a credible assurance to
the Iranian regime that it can avoid the threat to
its survival if its behavior changes.*** Especially

in the midst of a crisis, a regime-change policy
would increase the likelihood of deterrence failure,
potentially leading the Iranian leadership to believe
it had little to lose by launching a nuclear attack.’*

An explicit U.S. effort to promote regime change in
a nuclear-armed Iran could also backfire in other
ways. It could provide Iranian hardliners with
useful propaganda opportunities to solidify their
power by painting domestic opponents as foreign
conspirators.**® And it is possible that any domes-
tic instability produced by regime-change policies
could be exploited by the IRGC to initiate a hard or
soft coup. Under either scenario, a nuclear-armed
Iran would become even more implacably hostile
and difficult to contain.

A containment strategy would likely give the
United States a vested interest in regime stabil-

ity, not change. As is the case with North Korea
and Pakistan today, the prospect of governmen-
tal collapse in a nuclear-armed country would
likely conjure fears of “loose nukes” falling into
the hands of terrorists, unauthorized launch by
rogue actors or nuclear use by a desperate and
dying regime.**” U.S. concerns about the reckless
behavior of a nuclear-armed Iran would be sig-
nificant, but fears of a nuclear failed state might be
even greater. This would not only caution against
an overt policy of regime change but could also
complicate the long-term sustainability of crippling
sanctions aimed at containing the regime’s capa-
bilities and ambitions.
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CONTAINMENT AND MILITARY ACTION
Containment and preventive military action are
often framed as policy alternatives. In reality,
however, these policies are highly intertwined in
ways that are frequently ignored by their respective
proponents.

On the one hand, prematurely taking the pre-
ventive military option “off the table” in favor of
containing a nuclear-armed Iran could under-
mine the ability to effectively execute the strategy.
Successfully deterring Iran and reassuring friendly
states would depend on the constant application
of credible threats to use force against Iran and its
proxies in defense of the United States and U.S.
national interests, allies and partners. If diplomacy
and sanctions fail to prevent Iran from reaching
the nuclear brink, abandoning the military option
in favor of a containment policy would likely gut
the very credibility, both with Iran and U.S. allies
and partners, that it needs to succeed. The cred-
ible threat of retaliation for a direct attack would
likely remain even if Washington was seen to have
reneged on its promise to use “all instruments of
national power” to prevent a nuclear-armed Iran,
but extended deterrence and assurance efforts
crucial to effective containment would suffer. Both
Tehran and Washington’s regional friends would
ask: “If the United States was unwilling to go use
force against a nonnuclear Iran to defend U.S.
interests and allies, why should we believe that
Washington would risk war with a nuclear-armed
Iran?”**® The perception that America lacked the
stomach to defend its vital interests with force, if
necessary, would compound existing complaints
among key regional allies about Washington’s
overall commitment to the region,** making it
much more difficult to erect and sustain a regional
containment architecture.”*® It would also risk
undermining U.S. credibility in the eyes of other
states calculating the expected costs and benefits
associated with proliferation and violation of the
NPT. In short, one can debate whether the Obama
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A containment strategy
would likely give the United
States a vested interest

in regime stability, not
change. As is the case with
North Korea and Pakistan
today, the prospect of
governmental collapse in

a nuclear-armed country
would likely conjure fears
of “loose nukes” falling
into the hands of terrorists,
unauthorized launch by
rogue actors or nuclear

use by a desperate and

dying regime.

administration should have ruled out containment
as an option to begin with, but having done so,
backing away would risk eroding U.S. credibility
in a very damaging way, making a future contain-
ment strategy less likely to succeed.

On the other hand, maintaining a willingness to
use preventive force does not imply that the United
States and its allies should rush to war. Force
should remain an option for setting back Iran’s
nuclear program, but it should only be executed as
a last resort. A nuclear-armed Iran would be highly
destabilizing, but preventive military action would
be too. In the aftermath of a strike, Iran would



likely retaliate, using ballistic missile strikes and
proxy and terrorist attacks against U.S. and Israeli
targets, potentially causing substantial casualties

and further destabilizing a region already roiling
because of the Arab Spring. Retaliatory attacks

by Hezbollah or Palestinian groups against Israel
could lead to a wider war in the Levant. Attacks
by Iranian-backed Shiite militants against U.S.
diplomats in Iraq, or a surge in lethal assistance to
insurgents fighting NATO troops in Afghanistan,
could also escalate the U.S.-Iranian conflict. And
despite efforts to dissuade Iran from threatening
oil shipping, miscalculation in the Persian Gulf
and the Strait of Hormuz could produce a major
confrontation with the U.S. Navy. A widening
conflict in the Gulf could, in turn, send oil prices
skyrocketing. Even in the absence of such escala-
tion, a preventive U.S. or Israeli strike could rattle
markets and push oil prices higher at a fragile time
for the global economy.*"

Moreover, even an operationally effective strike
would only delay, not permanently end, Iran’s
program. A strike might substantially degrade
Iran’s near-term capability to produce nuclear
weapons, but it would almost certainly increase
Tehran’s motivation to eventually acquire nuclear
weapons. Stopping Iran from reconstituting its
program under these circumstances would require
concerted efforts by a broad international coalition
to economically, politically and militarily isolate
Iran in the aftermath of a strike. Yet the strike
itself, if launched before all other options have been
exhausted, could easily shatter the very interna-
tional consensus needed to check Iran’s rebuilding
efforts. The United States could easily find itself
having to contain a re-energized nuclear-armed
Iran down the road in a highly unfavorable inter-
national environment for doing so0.**

In short, the failure to take military action against
Iran if diplomacy and sanctions fail could make
containment more difficult, but so too could rush-
ing to use force with insufficient international

legitimacy for the strike. This suggests that the
United States should only contemplate the use of
force under specific conditions: if other options for
slowing or halting Iran’s nuclear weapons ambi-
tions fail, if there is clear evidence that Iranian
leaders have decided to weaponize their program
or are approaching an unstoppable breakout
capability that would make such a decision unde-
tectable and if military action could significantly
delay Iran’s program. Moreover, it would be
imperative, in the lead-up to the use of force, to
make every effort to build international support
(or at least acquiescence) by seeking a diplomatic
solution.

A diplomatic deal with
Iran...is clearly preferable
to the use of military force,
containment of a nuclear-
armed Iran or a scenario
in which the first course of
action results in the second
under highly unfavorable
conditions. Washington’s
commitment to creative
diplomacy must therefore be

sustained and sincere.

Thus, a diplomatic deal with Iran - even a highly
imperfect one that allows Iran to continue some
level of domestic enrichment under stringent
safeguards®?
military force, containment of a nuclear-armed

Iran or a scenario in which the first course of

- is clearly preferable to the use of
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action results in the second under highly unfavor-
able conditions. Washington’s commitment to
creative diplomacy must therefore be sustained and
sincere.

Trade-offs with Other Strategic Priorities
Actively seeking to contain a nuclear-armed Iran
would also create significant dilemmas for achiev-
ing other national security objectives outlined by
the Obama administration. These broader strategic
dilemmas point to other reasons that the adminis-
tration likely favors prevention over containment.
Although these policy priorities may or may not
be identical to those pursued by future adminis-
trations, the inherent trade-ofts for U.S. national
security strategy would likely persist.

REBALANCING TO ASIA

The Obama administration has made no secret
about its strong desire, after more than a decade
of perpetual war in the Middle East, to “rebal-
ance” American foreign policy to the Asia-Pacific
region.”* Yet implementing an effective contain-
ment regime against a nuclear-armed Iran would
lock the United States into the Middle East, both
politically and militarily, at the very time when
the administration hopes to strategically shift
America’s focus eastward.** Constructing and
managing multiple Middle Eastern extended deter-
rence relationships, for example, would absorb
scarce diplomatic bandwidth and political capital,
as would the extensive and sustained international
efforts required to maintain Iran’s isolation.**

The trade-offs in the military domain are likely
to be particular acute. Over the next decade, as
the United States seeks to tackle growing debt
and entitlement costs and meet domestic invest-
ment needs, U.S. defense budgets will continue
to face downward pressure. Fiscal austerity has
already begun to affect defense spending. On
March 1, 2013, the “sequester” triggered an addi-
tional $500 billion in defense cuts over the next
decade on top of the $487 billion in reductions
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over the same period mandated by the 2011 Budget
Control Act.”” With defense budgets shrinking,
the Pentagon will be harder pressed to sustain a
large forward military presence in multiple regions
simultaneously. Although America’s GCC partners
currently subsidize much of the U.S. presence in
the Gulf, reducing the U.S. fiscal burden for sus-

Implementing an effective
containment regime against
a nuclear-armed Iran
would lock the United States
into the Middle East, both
politically and militarily,

at the very time when the
administration hopes to
strategically shift America’s

focus eastward.

taining these forces,*® budget constraints are still
likely to complicate the ability of the United States
to sustain current force levels. In February 2013,
for example, the U.S. Navy delayed the deployment
of a second carrier group to the Gulf indefinitely,
because of budget uncertainty associated with the
sequester.*’

Given fiscal pressures to reduce the U.S. presence
in the Middle East, any strategic requirement

to sustain or increase that presence to contain

a nuclear-armed Iran would likely come at the
expense of deployments elsewhere. In the years
ahead, the administration hopes to shift a majority
of U.S. aircraft carriers, cruisers, destroyers, littoral
combat ships and submarines to the Pacific, as



well as increasing the presence of theater ballistic
missile defenses, tactical fighter aircraft and ISR
capabilities.*® Yet the military requirements for
containing a nuclear-armed Iran would likely
compete for these very same “high-demand,
low-density” assets desired by commanders in the
Pacific.’

THE ARAB SPRING

Although the ultimate trajectory of the Arab
Spring remains highly uncertain, the rise in Arab
populism and the demand for more accountable
government will likely continue, making genuine
political and economic reform necessary for long-
term stability across the Middle East and North
Africa. Helping the Arab world chart a course to a
freer future is in America’s interest and, if it were
achieved, would help to contain the expansion of
Iranian influence.

A containment regime, however, would require
the United States to double down on its security
commitments to the Gulf monarchies, the least
democratic countries in a democratizing region.
This would produce a significant dilemma for
America’s overall regional strategy. Washington’s
need for high-level political cooperation and close
security ties with Gulf states, including vital base
access, would make it very difficult for the United
States to simultaneously pursue containment and
use its security assistance relationships as lever-
age to push monarchies such as Bahrain and

Saudi Arabia toward reform. Meanwhile, allow-
ing containment requirements to regularly trump
human rights and democracy concerns in the Gulf
would likely undermine U.S. credibility to promote
reform elsewhere in the region.**

NUCLEAR POLICY

Pursuing containment against a nuclear-armed
Iran would also deeply complicate President
Obama’s desire to move the world away from
nuclear weapons.**® Even if containment success-
fully stemmed additional regional proliferation

Even if containment
successfully stemmed
additional regional
proliferation and limited
the broader damage to
the NPT arising from
Iran’s nuclear acquisition,
containment itself would
increase the importance of
nuclear weapons in U.S.
strategy at just the time
when the administration
hopes to move in the

opposite direction.

and limited the broader damage to the NPT arising
from Iran’s nuclear acquisition, containment itself
would increase the importance of nuclear weapons
in U.S. strategy at just the time when the admin-
istration hopes to move in the opposite direction.
Obama has signaled his desire to reduce the
number of deployed nuclear weapons below New
START levels, and discussions have started with
Russia to advance that goal.’** Yet it may prove
very difficult to simultaneously deter a nuclear-
armed Iran, assure partners and further reduce the
number of American nuclear weapons.** Indeed,
some analysts contend that reductions below New
START levels would complicate Washington’s
ability to execute existing extended deterrence
commitments, let alone expanded nuclear guar-
antees associated with an Iranian containment
regime.’¢ Others disagree, arguing that additional
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reductions are both possible and desirable.**”

Regardless of the objective operational require-
ments, further nuclear reductions could magnify
allies’ and partners’ doubts about the credibil-
ity of American commitments, undermining
U.S. reassurance objectives.’®® At the very least,
these concerns, combined with likely opposition
from Congressional hawks, could make further
nuclear force reductions more difficult to execute
politically.

Significantly bolstering U.S. missile defense
capabilities to check Iran could also make further
nuclear reductions less likely by undermining
Russian and Chinese willingness to sign onto arms
control agreements.*® Although Russia seems
pleased with the recent Obama administration
move to cancel Phase 4 of its European missile
defense plan, which Russia feared might pro-
vide some protection for NATO against Russian
ICBMs,*” hardliners in Russia would likely use
any expansion of U.S.-based NMD systems as an
argument against making deeper cuts in Russia’s
nuclear arsenal.””! China is similarly likely to see
any expansion as threatening.’”?

Containment Lite?

Given these costs and trade-offs, it would be tempt-
ing to scale back the containment strategy outlined
here. It might be possible, for example, to simply
rely on U.S. declaratory policy, existing military
capabilities and security relationships and a very
small American regional presence to dissuade

Iran from using its newfound nuclear capabilities.
Such a scaled-down approach would likely prove
sufficient to deter Iran from directly attacking the
United States. But it would not be sufficient to check
Iran’s threatening behavior or limit the growth in
Tehran’s nuclear capabilities over time. Nor would
it be sufficient to reassure U.S. allies and partners
and thereby prevent them from pursuing their own
nuclear capabilities (or in Israel’s case, adopting
destabilizing nuclear postures). In other words,

The Challenges of Containing a Nuclear-Armed Iran

containment on the cheap might suffice to counter
the least likely dangers emanating from a nuclear-
armed Iran - intentional Iranian nuclear use
against the United States — but would probably fail
to address the much more likely dangers associated
with a volatile, crisis-prone, nuclear Middle East.



XI. CONCLUSIONS

The Obama administration is committed to pre-
venting — not containing - a nuclear-armed Iran.
Given the likely consequences of Iranian nuclear-
ization and the uncertainties, costs and strategic
trade-offs associated with containment, this is the
right approach. Moreover, having issued a “no-
containment” pledge, the United States could not
walk back from this policy now without damaging
the very credibility it needs to effectively address
the Iranian nuclear challenge. The commitment to
prevention should remain firm.

However, this should not be used as an excuse

to stick our collective heads in the sand. Even if
U.S. policymakers prefer prevention to contain-
ment, prevention could fail. The United States

is not likely to acquiesce to the emergence of a
nuclear-armed Iran, but Tehran may be able to
achieve an unstoppable breakout capability or
develop nuclear weapons in secret before preven-
tive measures, up to and including the use of force,
have been exhausted. Alternatively, an ineffective
military strike could produce minimal damage
to Iran’s nuclear program while strengthening
Iran’s motivation to acquire the bomb. Under any
of these scenarios, Washington would be forced
to shift toward containment regardless of current
preferences.

The failure to prevent Iran from acquiring nuclear
weapons would be bad, but the failure to be pre-
pared for that possibility would be even worse. The
emergence of a nuclear-armed Iran would further
destabilize an already volatile region. Tehran
would emerge as a more deadly adversary, and
other states could react in ways that compound
threats to vital U.S. interests.

Heading off these dangers would depend on a
coherent strategy, not improvisation, and time
would be of the essence. Implementing an effec-
tive containment strategy would require careful

planning to organize and quickly execute a
complex array of changes to U.S. nuclear policy,
regional security arrangements, conventional
military deployments, intelligence activities, diplo-
macy, sanctions and counterproliferation policies.
The time to conduct that planning is now, not the
day after Iran gets the bomb. Some of the steps
proposed in this report would require the United
States to simply sustain or modify existing activi-
ties; others would require substantial modifications
to current policy. None of the measures would be
free of cost or risk, and many would force difficult
strategic trade-offs. If the various components of
containment, and the interactions among them,
are not carefully thought out ahead of time, the
likelihood of effectively managing and mitigat-

ing the dangers of a nuclear-armed Iran would be
much lower.

This report has offered a first cut at identifying

the requirements for effective containment, but it
should not be seen as the final word. More serious
planning and preparation is needed - not because
we want to take this path, but because it may even-
tually become the only path left.
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