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I .   F O R E W O R D

While U.S. drone strikes have captured pub-
lic attention, the United States does not have a 
monopoly on drones.  Over 90 countries and 
non-state actors operate drones today, including 
at least 30 that operate or are developing armed 
drones.1  This global proliferation raises a number 
of challenging security issues.  Are states more 
likely to engage in cross-border surveillance mis-
sions or attacks with drones than with manned 
systems? Are states more willing to shoot down 
a drone, since there is no one on board? If one 
nation shoots down another nation’s drone, is that 
an act of war? 

The answers to these questions hinge not princi-
pally on the technology itself, but on the ways in 
which states and non-state actors will use drones 
and how they will perceive their use by themselves 
and others.  The Center for a New American 
Security (CNAS) project A World of Proliferated 
Drones, a joint undertaking of the 20YY Warfare 
Initiative and the Technology and National 
Security Program, will examine these issues 
through a series of reports and war games engag-
ing international audiences.  Understanding and 
anticipating the likely contours of a drone-satu-
rated world will help the U.S. government take 
steps today to influence, as best it can, a future 
landscape that is most conducive to American 
interests.  In support of this objective, A World of 
Proliferated Drones will examine the challenges 
arising from this new strategic landscape and seek 
to provide policy options that the United States 
and its allies and partners could adopt in the near 
term to successfully manage these challenges. 

Not all drones are equal in capability and con-
sequence for their use, and assumptions about 
which types of drones are relevant from a mili-
tary and national security perspective inform 
conclusions about the consequences of drone 
proliferation and possible policy responses. 
While much of the existing literature on drones 
has focused on the challenges arising from the 

proliferation of high-end military-grade systems, in 
reality, a far wider range of drones is already being 
used for disruptive purposes.  As drones become 
increasingly accessible and affordable, it will be 
essential for policymakers to consider the full range 
of drone capabilities and their potential impact on 
military operations and international security. 

This first report, an overview of the drone capabili-
ties available to various actors at present and in the 
future, is intended to serve as a stand-alone primer 
for national security professionals on drone prolif-
eration. Additionally, this report lays the technical 
foundation for further analysis and upcoming war 
games that will be conducted as part of this project, 
A World of Proliferated Drones. 

Paul Scharre is a Senior Fellow and Director of the 
20YY Warfare Initiative at CNAS.

Ben FitzGerald is a Senior Fellow and Director of the 
Technology and National Security Program at CNAS.

While much of the existing 

literature on drones has focused 

on the challenges arising from 

the proliferation of high-end 

military-grade systems, in reality, 

a far wider range of drones is 

already being used for disruptive 

purposes. 



EXECUTIVE 
SUMMARY



C N A S . O R G

|  5

I I .   E X E C U T I V E  S U M M A R Y

We are living, increasingly, in a drone-saturated 
world.  In recent years, drones, or unmanned 
aerial vehicles (UAVs), have proliferated rapidly 
around the globe in both military and civilian 
spheres. Today, over 90 nations and non-state 
groups are known to operate drones, including at 
least 30 countries that either operate or are devel-
oping armed drones. As this technology continues 
to proliferate, simple weaponized drones carry-
ing explosives or chemical or biological agents 
will be increasingly within the reach of virtually 
any state, non-state actor, or individual.  If used 
in large numbers, these systems could potentially 
enable states, non-state groups, and individuals 
to achieve overmatch against a significantly more 
capable adversary.   

In an effort to describe the kinds of capabilities 
that will be available to various types of actors, 
this paper will examine and categorize UAVs 
based on two characteristics: (1) the degree to 
which they are accessible to any given actor; 
and (2) the technology base and infrastructure 
required to produce and/or operate them.  Using 
this taxonomy, the paper identifies four categories 
of systems:  hobbyist drones, midsize military and 
commercial drones, large military-specific drones, 
and stealth combat drones.

First, hobbyist drones include those that are read-
ily available for purchase – generally for no more 

than a few thousand dollars – by any interested 
party.  These systems may either be pre-assembled 
or assembled from component parts and do not 
require formal infrastructure or training to oper-
ate.  Current commercial off-the-shelf technology 
enables hobbyist drones to perform aerial surveil-
lance or deliver payloads – including explosives 
or chemical or biological agents – of a few kilo-
grams at ranges up to a few kilometers. Eventually, 
however, hobbyist drones will be capable of 
GPS-independent autonomous flight and could be 
used for stand-alone strikes or, in large numbers, 
saturation swarming attacks against government, 
military, and civilian targets.  

Second, midsize military and commercial drones 
are those that are not generally available to indi-
viduals due to cost or infrastructure requirements.  
These systems may, however, be sold or transferred 
to foreign militaries and non-state actors.  While 
these systems are generally used for surveillance 
purposes at present, they are likely to be increas-
ingly armed, either with an explosive payload that 
can perform a kamikaze mission or, in time, with 
releasable precision-guided munitions. 

Third, large military-specific drones – often 
including armed drones – require substantial 
military infrastructure to operate and are not gen-
erally accessible to or operable by actors beyond 
major militaries.  These systems represent a high 
level of technological sophistication, with greater 
range, endurance, and payload capacity than both 
hobbyist and midsize commercial and military 
drones.  In addition, many large military-specific 
systems are capable of beyond-line-of-sight com-
munications and signal-jamming and, if armed, 
can deliver payloads of over 1,000 kilograms at 
ranges of thousands of kilometers.  Partnered with 
a secondary drone operating as a line-of-sight 
communications relay, these drones could reach 
several hundred kilometers into neighboring terri-
tory without the use of satellite communications.  
These factors enable large military-specific drones 
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to operate and strike deep inside an adversary’s 
territory.  However, without stealth or electronic 
attack capabilities, they will remain vulnerable to 
advanced air defenses as well as to enemy fighter 
aircraft.

Finally, stealth combat drones include those that 
contain highly sophisticated technologies, such as 
low-observable features, and are not accessible to 
nonindigenous producers.  While several countries 
– including Russia, Israel, China, India, France, 
Italy, Sweden, Spain, Greece, Switzerland, and the 
United Kingdom – are in the process of developing 
stealth combat drones, the United States is the only 
known operator of such systems at this time. 

As drones at all levels of technological sophistica-
tion become increasingly available to responsible 
and disruptive actors alike, it will be vital for the 
United States to consider the implications of this 
new strategic landscape and to prepare for the 
challenges of a world of proliferated drones.  Drone 
proliferation is happening now, and while the 
United States cannot stop drone proliferation, it 
can help influence how drones are used and per-
ceived by others.



INTRODUCTION
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I I I .   I N T R O D U C T I O N

We are living, increasingly, in a drone-saturated 
world.  In recent years, drones, or unmanned aerial 
vehicles (UAVs), have proliferated rapidly around 
the globe in both military and civilian spheres.2  
Today, at least 90 nations and non-state groups are 
known to operate drones, including 10 countries 
with armed drones.3  An additional 20 countries 
have armed drone programs in development.4  As 
this technology continues to proliferate, simple 
weaponized drones will be increasingly within the 
reach of virtually any state and many non-state 
actors. Already, non-state actors such as Hamas, 
Hezbollah, the Islamic State of Iraq and Syria 
(ISIS), and Libyan rebel groups have used drones 
to conduct tactical surveillance.5  Individuals also 
have access to increasingly sophisticated com-
mercial off-the-shelf drones and components that 
can either be used for surveillance or weaponized.  
Indeed, even without missiles or releasable bombs, 
drones can be used as cheap precision-guided 
weapons to disperse chemical or biological pay-
loads or simply to strike targets with explosives.  
If used in large numbers, these systems could 
potentially enable states, non-state groups, and 
individuals to achieve overmatch against a signifi-
cantly more capable adversary.   

As drones continue to proliferate, it will be vital 
for policymakers to understand the underlying 
technologies and the capabilities these technologies 
will provide to various actors. Current drones vary 
widely in affordability, accessibility, and capabil-
ity – from inexpensive, commercially available 
systems flown by short-range joystick controls 
to multimillion-dollar, high-end military-grade 
systems that require substantial training and 
infrastructure to operate.  This paper will there-
fore examine and categorize UAVs based on two 
characteristics: (1) the degree to which they are 
accessible to any given actor; and (2) the technol-
ogy base and infrastructure required to produce 
and/or operate them.  Using this taxonomy, the 
paper identifies four categories of  systems.

• Hobbyist drones include those that are readily 
available for purchase – generally for no more 
than a few thousand dollars – by any interested 
party.  These systems may either be pre-assem-
bled or assembled from component parts and do 
not require formal infrastructure or training to 
operate.  

• Midsize military and commercial drones are 
those that are not generally available to individ-
uals due to cost or infrastructure requirements.  
These systems may, however, be sold or trans-
ferred to foreign militaries and non-state actors.  

• Large military-specific drones – often includ-
ing armed drones – require substantial military 
infrastructure to operate and are not generally 
accessible to or operable by actors beyond major 
militaries.  

• Stealth combat drones include those that con-
tain highly sophisticated technologies, such as 
low-observable features, and are not accessible 
to nonindigenous producers.  While several 
countries are developing stealth combat drones, 
the United States is the only known operator of 
such systems at this time. 
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Ghods Ababil)  
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MILITARY-
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HOBBYIST

Limited payload capacity
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MIDSIZE MILITARY 
& COMMERCIAL

Moderate payload capacity 
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Advanced radar

Encrypted, high-bandwidth 
data links 

Limited jamming/electronic 
warfare

Target identification and 
designation

Communications relay 
function 

LARGE MILITARY-SPECIFIC

Larger payload capacity 

Long range/persistence 

Low-probability-of-intercept 
radar 

Enhanced jamming/
electronic warfare 

Beyond line-of-sight 
communications 

Releasable missiles/bombs
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Low observable features 

Low-probability-of-intercept/
low-probability-of-detection 
data links 
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I V.   H O B BY I S T  D R O N E S

While military-support drones have been in 
use since the early 1960s,7 hobbyist drones have 
only recently exploded in popularity.  Between 
2011 and 2013, SZ DJI Technology Co., the larg-
est manufacturer of hobbyist drones, saw an 
almost 3,000 percent increase in annual revenue 
– to $130 million.8  Continuing this pattern of 
growth, the company’s revenue reached $500 
million in 2014 and is expected to reach as much 
as $1 billion in 2015.9  As sales of hobbyist drones 
continue to increase, we are likely to see an 
attendant reduction in cost and increase in drone 
capabilities. This development will in turn grant 
individuals and non-state actors – particularly 
those without existing state patrons – unprec-
edented access to highly advanced technologies.    

Capability Overview

While hobbyist drones have been on the market 
for some time, recent technological advances 
have moved the systems’ capabilities well beyond 
the relatively crude models previously operated 
by joystick consoles and constrained by line-
of-sight operating restrictions.  Indeed, current 
commercial drone technologies – available for 
purchase in either pre-assembled or customiz-
able, component form – enable a number of 
high-end capabilities that were formerly the 
monopoly of major military powers. 

Many commercial off-the-shelf (COTS) drones 
– including the best-selling model, the DJI 
Phantom – are now equipped with GPS and 
waypoint navigation systems.  These systems 
enable the drone to accurately determine and 
hold its position, in turn removing the need for 
line-of-sight communications and allowing for 
autonomous flight.  In the event that the opera-
tor loses contact with the system, this feature can 
return the drone to a predetermined location. 

Operators of pre-assembled systems can also take 
advantage of smartphone-based control systems, 
dramatically improving ease of use.  Such systems 
enable the user to navigate the drone simply by 
selecting a destination on a map or even by merely 
tilting the user’s phone.10  While some COTS 
drones contain firmware that restricts flight in 
designated “no-fly zones,”11 such as those around 
airports and certain national security landmarks, 
skilled programmers could remove these restric-
tions.  Furthermore, such restrictions do not apply 
to drones assembled from component parts.

High-definition video cameras are also widely 
available on COTS drones and, when combined 
with video downlinks, can provide real-time intel-
ligence, surveillance, and reconnaissance (ISR) 
capabilities to multilocation receivers, though 
these capabilities are often limited by range and 
battery life.12  As an alternative, operators can 
extend the drone’s range by recording higher-
resolution video footage and still photographs 
for later viewing.  Operators can additionally use 
a control module to make in-flight adjustments 
to the camera’s tilt and resolution, thus optimiz-
ing ISR capabilities.13  Infrared thermal cameras, 

Chinese-made DJI Phantom with GoPro camera mounted below. (Credit: Wikimedia Commons)
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enabling heat detection, are also available for 
commercial purchase.     

While not yet fully integrated into existing 
systems, camera-, laser-, and sensor-based sense-
and-avoid capabilities will likely be introduced on 
hobbyist drones within the next several years.14  
These capabilities will enable the drone to identify 
and maneuver around obstacles in its flight path 
when in autonomous flight, rather than restrict it 
to a set path determined by pre-programmed GPS 
coordinates or waypoints that may contain other-
wise impassable objects. These technologies will, 
in turn, lead to a dramatic improvement in drone 
autopilot features.

Over time, hobbyist drone capabilities will 
become increasingly accessible to non-state actors 
and individuals and increasingly sophisticated – 
ultimately approaching currently available small 
military-grade capabilities and blurring the line 
between civilian and military systems.        

Today, relatively capable COTS drones are widely 
available for purchase, ranging in price from sev-
eral hundred to several thousand dollars.  While 
most are used for recreational purposes, they 
have also been used for public nuisance – gener-
ally in the form of unauthorized surveillance or 
flights over private property or restricted govern-
ment areas, notably including the White House 
and nuclear facilities in France, Belgium, and the 
United Kingdom.15  

Commercially available drones are also known 
to have been used for warfighting purposes by 
both state and non-state actors. The Ukrainian 
military has made extensive use of commercial 
systems, including modified DJI Phantoms and 
other reconfigured hobbyist drones, in its conflict 
with the self-declared Donetsk People’s Republic, 
a rebel group backed by Russia.16 Reports indicate 
that ISIS has also used a commercial drone, the 
DJI Phantom FC40, for surveillance purposes.17  
Usage of these systems will almost certainly con-
tinue to expand in conjunction with falling prices 
and improved ease of use.

With this proliferation will come increased pros-
pects for the disruptive employment of hobbyist 
systems by both individuals and non-state actors.  
Most concerning is the potential that such sys-
tems could be weaponized.  Though most COTS 
drones have relatively short range and limited 
payload capacity, they have been successfully used 
to smuggle drug packages and could be modified 
to carry explosives, firearms, or other damaging 
objects instead.18  To date, The Wall Street Journal 
reports, “authorities in the U.S., Germany, Spain, 
and Egypt have foiled at least six potential ter-
rorist attacks with drones since 2011,” and more 
can be expected.19 The difficulty of monitoring 
and regulating the sale of such systems in the 
future – a major contributor to their appeal to 
disruptive actors – is compounded by the fact that 
they are dual-use, with both military and civilian 
applications, and unlike firearms do not require 
registration.   

Furthermore, given the construction material, 
small size, and flight altitude of most hobbyist 
systems, they are rarely visible on radar and are 
therefore particularly difficult to detect.20  For 
this reason, defenses against them often require 
either visual or possibly auditory identification or 
concerted signal-jamming to disrupt the opera-
tor’s communications link with the system and/or 
the system’s GPS.21  Most such detection methods, 
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however, require either a pre-existing knowledge 
or expectation of the system’s presence in a given 
area and thus are markedly less effective against 
unanticipated use.  And as future systems begin 
to incorporate GPS-independent means of naviga-
tion, such as visual-aided or inertial navigation, 
signal-jamming will cease to be an effective coun-
termeasure. For these reasons, hobbyist systems 
hold significant disruptive potential.

CAPABILITIES:
• Deliver payloads, including explosives, of no more than a few kilograms at ranges up to a few 

kilometers

• Capture high-definition images and video; real-time transmission at ranges of up to a couple 
of kilometers 

• Persist for limited periods (no more than approximately 15 minutes)

• Operate in communications-denied environments using fully autonomous GPS and way-
point navigation

• Limited navigation in GPS-denied environments using low-cost inertial navigation systems 

LIMITATIONS:
• Limited payload, endurance, and range

• Vulnerable to electronic countermeasures, including GPS-jamming and spoofing 

• Vulnerable to small-arms fire

• Unencrypted data links and video feeds vulnerable to intercept

• No ability to release missiles or bombs  

TECHNOLOGY TRENDS:
• Sense-and-avoid systems to navigate autonomously around obstacles

• Encrypted communications links

• Multivehicle cooperative control, allowing one operator to control several vehicles in flight 
simultaneously

• Increased range, payload, and endurance

• Visual-aided navigation to allow precision GPS-independent navigation, eliminating vulner-
ability to jamming and spoofing attacks

Summary

Relatively affordable hobbyist drones, costing 
no more than a few thousand dollars, are widely 
available for purchase by states, non-state actors, 
and individuals alike.  These systems have a 
comparatively lower level of sophistication than 
higher-end systems and require no standing infra-
structure to operate.  
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V.   M I D S I Z E  M I L I TA R Y  A N D 
CO M M E R C I A L  D R O N E S

Beyond individual recreational use, drones are 
now used for a wide range of commercial and 
military activities.  In the commercial sphere, 
they increasingly serve as low-cost alternatives 
to helicopters for the purposes of professional 
photography and videography.22  Drones are used 
by the agriculture industry to survey and spray 
crops, by aid groups to monitor disaster zones and 
deliver humanitarian assistance, by conservation-
ists to track animal populations and land use, 
and by oil and gas companies to map and model 
infrastructure.23  They are also being considered 
for commercial deliveries – most famously by 
online retailer Amazon.com – though their use in 
this capacity is restricted within the United States 
by Federal Aviation Administration regulations.24

Midsize commercial and military systems fre-
quently offer an additional level of sophistication 
when compared with hobbyist drones, and their 
accessibility is generally more restricted.  Their 
cost – ranging from hundreds of thousands of 
dollars to millions of dollars – is also generally 
prohibitive for individual use.  There are, however, 
a growing number of midsize commercial and 
military systems available to state actors through 
foreign military sales.  Certain producers of such 
systems – Iran, in particular – have additionally 
transferred them to non-state actors.

Capability Overview

Compared with hobbyist drones, most midsize 
commercial and military systems are larger, with 
longer range and endurance, and carry more 
sophisticated payloads and communications 
technologies.  Similar to hobbyist drones, they 
are primarily used as ISR platforms, though they 
could additionally be used to deliver dangerous 
payloads, including explosives or chemical or 
biological weapons.  

Like hobbyist drones, midsize commercial and 
military systems are capable of either manual or 

autonomous flight and can carry high-definition 
cameras, including night-vision infrared cameras.  
Many of these systems can also carry advanced 
electro-optical cameras that are capable of cap-
turing high-resolution images.  Furthermore, 
synthetic aperture radar and/or ground moving 
target indicator radar are being increasingly inte-
grated onto tactical UAVs, allowing for all-weather 
terrain mapping, target tracking, and even impro-
vised explosive device (IED) detection.25  Feeds 
from these sensors can then be transmitted in real 
time over high-bandwidth, encrypted data links 
that increase the difficulty of unauthorized access 
by third parties.  

Furthermore, many midsize commercial and 
military systems can create a beyond-line-of-sight 
communications relay for ground-based radios, 
thus extending the communications range for 
associated ground forces and improving situational 
awareness and coordination.26  For example, 
Boeing Insitu’s ScanEagle, operated by a number 
of countries including Yemen, has successfully 
received ground control station data at a range of 
over 28 kilometers; it has then relayed that data to 
ground forces an additional 10 kilometers away.27   

MIDSIZE MILITARY & 
COMMERCIAL DRONES

A ScanEagle unmanned aerial vehicle (UAV) launches from the amphibious dock landing ship USS 
Comstock. (Credit: U.S. Navy)
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In addition, the range and endurance of midsize 
commercial and military systems are significantly 
greater than those of hobbyist systems.  While 
most advanced hobbyist systems are limited to 
around 20 minutes of flight and an operating 
distance of no more than a couple of kilome-
ters, midsize commercial and military systems 
often have an endurance of over an hour at a 
range of at least 10 kilometers.  For example, 
AeroVironment’s RQ-11B Raven – the most 
common military UAV in operation – has an 
endurance of 60 to 90 minutes, depending on 
operating conditions and payload, and a range of 
between eight and 10 kilometers. Ghods’ Ababil-3 
– variants of which Iran has reportedly trans-
ferred to Hamas and Hezbollah, among others 
– has a claimed endurance of up to four hours and 
a range of 100 kilometers.28  These performance 
characteristics enable increased loiter time and 
further improve targeting and ISR collection 
capabilities.

Targeting can be further enhanced by laser range 
finders and illuminators, which are found on 
many midsize military systems, including newer 
payload modules for the RQ-11B Raven.29  These 
capabilities allow the system to gauge the distance 
of a given object and to lock on to the coordinates 
of a stationary or mobile target.  This informa-
tion can then be passed to laser-guided munitions 
carried by other armed platforms.  Additional 
enablers such as Sentient’s Kestrel, an automated 
detection software designed to provide persistent 
target identification, are under development.30  

Finally, some drones in this category, such as Elbit 
Systems’ Hermes 450, have limited electronic 
intelligence and jamming capabilities that allow 
the drone to intercept or disrupt adversary com-
munications or to neutralize adversary tracking 
radar.31 

Countries with Drones

Source: Michael C. Horowitz and Matthew Fuhrmann, “Droning On: Explaining the Proliferation of Unmanned Aerial Vehicles,” October 24, 2014.
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Given their relative affordability, accessibility, 
and ease of use, midsize commercial and military 
systems – with varying degrees of sophistication 
– are operated by a number of state and non-
state actors.  Today, 87 countries – ranging from 
major military powers such as the United States 
and China to smaller nations such as Cyprus and 
Trinidad and Tobago – operate such systems, 
and this number is likely to grow in the years to 
come.32  

Nor are these systems confined to nation-states 
alone.  Both Hamas and Hezbollah are known to 
operate midsize military-grade systems, believed 
to be variants of the Iranian-supplied Ababil-1 
and Mohajer 4, respectively.  They have repeatedly 
flown these systems into Israeli airspace, penetrat-
ing as far as 225 kilometers into Israel.33  Indeed, 
Hezbollah’s Mohajer 4, which it calls the Mirsar, 
was able to elude Israeli radar on several occasions 
due to its small size. 

Similarly, Libyan rebels employed a tactical, 
night vision-equipped commercial surveillance 
drone – the Aeryon Scout – in their fight against 
Moammar Gadhafi’s forces.  Weighing in at just 
over a kilogram and capable of being transported 
in a backpack, the Scout provided the rebels with a 
portable ISR option that enabled them to identify 

and collect information on government artillery 
positions.  In addition, the drone was controlled 
via a map-based touchscreen console and required 
less than a day of training to operate, further con-
tributing to the Scout’s utility to the rebels.  

While these midsize commercial and military sys-
tems were originally intended as reconnaissance 
platforms, like hobbyist systems, they can be 
– and have been – weaponized.  Though these sys-
tems may not be large or sophisticated enough to 
carry a releasable bomb or missile at present, they 
can carry explosives or other hazardous materials 
and can thus function as precision-guided kami-
kaze weapons, blurring the line between UAVs 
and small missiles.34 

For example, in 2013, Palestinian security forces 
detected a Hamas plot to launch armed UAVs into 
Israel.35  Hezbollah met with greater success dur-
ing the 2006 Lebanon War, when it managed to fly 
drones laden with a total of 27 kilograms of explo-
sives and projectiles near major cities in Israel and 
Lebanon.36  Though the drones were ultimately 
shot down, they held the potential to inflict sig-
nificant damage on civilian populations.  While 
both Hamas and Hezbollah have large quanti-
ties of unguided rockets that they have launched 
into Israel on numerous occasions, UAVs could 
increase the precision of an attack, resulting in a 
greater ability to inflict casualties or strike spe-
cific high-profile targets.  In addition, drones can 
be more challenging to shoot down than rockets 
since they do not follow a high, ballistic trajec-
tory – a factor that complicates detection and 
interception.  This threat will only increase as 
such organizations gain access to systems that are 
capable of launching missiles, or as miniaturized 
missiles such as Raytheon’s Pyros (small tacti-
cal munition) or Textron’s Fury become more 
accessible.37 

These capabilities hold substantial destructive 
potential that terrorist organizations and other 
disruptive actors are likely to exploit. Indeed, 
as Yochi Dreazen has written, the world is fast 

Today, 87 countries – ranging 

from major military powers such 

as the United States and China 

to smaller nations such as 

Cyprus and Trinidad and Tobago 

– operate [drones] and this 

number is likely to grow in the 

years to come.



A World of Proliferated Drones:  A Technology PrimerJ U N E  2 0 1 5

18  |

approaching “the next evolution of warfare-by-remote-con-
trol, when weaponized robotic planes give terrorist groups 
de facto air forces.”38  

Summary

Midsize commercial and military drones, ranging in cost 
from tens of thousands of dollars to no more than a couple 
million dollars, are widely available for purchase by states 
and industry.  They may also be procured and operated by 
more established or well-organized non-state actors with 
limited supporting infrastructure.  

CAPABILITIES:
• Deliver payloads of up to a couple hundred kilograms at ranges of up to a couple hundred 

kilometers

• Capture high-definition images and video at ranges of up to a couple hundred kilometers; 
real-time transmission at ranges of up to around 30 kilometers 

• Persist for moderate periods (generally between 60 minutes and a few hours)

• Operate in communications-denied environments using fully autonomous GPS and way-
point navigation

• All-weather terrain mapping and target tracking via advanced radar

• Identify and designate targets via laser range finders and illuminators

• Transmit data via encrypted, high-bandwidth data links

• Limited jamming and electronic intelligence-gathering

• Communications relay function

• Ability to perform a kamikaze mission using an explosive payload

LIMITATIONS:
• Vulnerable to countermeasures, including GPS-jamming and spoofing, small-arms 

fire (at lower altitudes), and man-portable air-defense systems (MANPADS) (at higher 
altitudes)

• Not survivable in contested or denied airspace 

• Line-of-sight communications

• Data links vulnerable to interception

• No current ability to release missiles or bombs

TECHNOLOGY TRENDS (in addition to the technologies available to hobbyist drones):
• Increased range, payload, and endurance

• Releasable missiles or bombs
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DRONES
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V I .   L A R G E  M I L I TA R Y - S P E C I F I C 
D R O N E S

Large military-specific systems represent the next 
step along the continuum of technological sophisti-
cation.  In contrast to hobbyist and midsize drones, 
large military-specific drones require substantial 
infrastructure to operate and – at this time – are 
neither accessible to nor affordable for non-state 
actors and many state militaries, as they cost in the 
millions of dollars. 

Capability Overview

In addition to the capabilities found on midsize 
commercial and military systems, large military-
specific systems have a number of relatively 
sophisticated features, including increased range, 
endurance, and payload capacity.  For example, 
General Atomics’ Predator – variants of which are 
operated by several NATO countries and addi-
tionally cleared for export to the United Arab 
Emirates39 – has an endurance of between 18 and 
40 hours,40 while Israel Aerospace Industries’ 
Heron – flown by over 20 countries – has an 
endurance of up to 45 hours.41  This level of endur-
ance dramatically increases the persistence of the 
platform, allowing for greater time on target and 
improved ISR collection.     

Some large military-specific systems, such as 
Northrop Grumman’s RQ-4 Block 40 Global 
Hawk, also operate active electronically scanned 
array radars that deliver higher resolution than 
that available in baseline systems, as well as inte-
grated sensor suites that synthesize inputs from the 
system’s radar, cameras, and other sensors.  This 
further improves the system’s ability to conduct 
air-to-air surveillance and track both individu-
als of interest and ground vehicles.42  Some large 
military-specific systems also feature enhanced 
jamming capabilities that enable broader, beyond-
line-of-sight electronic warfare.  Indeed, the U.S. 
Army recently tested the Networked Electronic 
Warfare Remotely Operated pod, a beyond-line-of-
sight communications jammer, on the MQ-1C Gray 
Eagle.43   

Large military-specific systems offer a number 
of additional improvements in communications 
capabilities.  Many include wide-band satellite 
communications (SATCOM) that expand the 
amount and extend the range of transmittable data, 
providing distant ground stations with real-time 
ISR.  Like some baseline systems, high-end systems 
are generally capable of line-of-sight communi-
cations with other platforms operating in their 
area and, for this reason, are often employed as 
communications relays.44  Perhaps the most vivid 
example of the force-multiplying effects of such 
capabilities is the EQ-4 – what is essentially an 
RQ-4 Global Hawk outfitted with the Battlefield 
Airborne Communications Node (BACN).  BACN 
serves as a universal translator for a diverse set of 
U.S. aircraft that are not otherwise capable of com-
municating with each other due to incompatible 
data links – providing a vital connection between, 
for example, fourth-generation F-16 fighter jets, 
B-1 bombers, and stealthy, fifth-generation F-22s.45  
Communications relay capabilities will also allow 
states to operate drones at extended ranges (300 to 
800 kilometers) without satellite communications, 
allowing significant penetration into neighboring 
countries or contested areas.46 

Israeli Aerospace Industries’ Heron. (Credit: Wikimedia Commons)
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Countries with Armed Drone Development Programs

Source: Horowitz and Fuhrmann, “Droning On.”

Additionally, many military-specific systems have 
the capacity for a weapons payload.  Indeed, 10 
countries currently possess armed drones, with at 
least 20 more openly reported to have active devel-
opment programs.47  It should be noted, however, 
that there is a range in the sophistication of armed 
drones – from Israel’s and the United States’ 
highly advanced systems to Nigeria’s less-sophis-
ticated Chinese-origin models.  For example, 
General Atomics’ MQ-9 Reaper carries “up to 14 
[AGM-114] Hellfire missiles … or various com-
binations of the GBU-12 Paveway II laser-guided 
bomb, the AIM-9 Sidewinder, or the GBU-38 
JDAM.”48  Systems such as the armed Reapers, 
currently operated by only the United States 
and the United Kingdom, thus provide a flexible 
menu of options for precision-guided air-to-air, 
anti-personnel, and armor-piercing capabilities 
that can be delivered at a range of approximately 
nine kilometers, from altitudes of up to 50,000 
feet.49  This range, in turn, increases the difficulty 

of detection and neutralization from a counter-
air perspective, falling outside the range of, for 
example, many widely operated MANPADS. This 
stands in contrast to Nigeria’s CH-3, which report-
edly carries only two air-to-ground missiles and 
can reach altitudes of no more than 20,000 feet.50  
In addition, while large military-specific drones 
offer a relatively high level of sophistication, with-
out stealth or electronic attack capabilities they 
will remain vulnerable to advanced air defenses as 
well as to enemy fighter aircraft.

Furthermore, the proliferation of armed sys-
tems – either through indigenous production or 
transfer – shows no signs of slowing.  Pakistan 
recently announced that it successfully fired a 
laser-guided missile from its Burraq UAV.51  And 
with the State Department’s recent amendment of 
U.S. export control policy, long-standing requests 
for armed Reapers by Italy and Turkey will now 
be reviewed.52  There are additional reports that 
Australia, already training with armed Reapers, 
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is interested in purchasing the system as well.53  
While armed drones accounted for just 2.6 per-
cent of all global UAV transfers from 2010 to 2014 
(or 11 of 428), the number is steadily increasing 
– up from 1.5 percent from 2005 to 2009 (5 of 317 
systems transferred) and 0 percent from 1985 to 
2004 (of 813 systems transferred).54  In the years to 
come, the number of countries with armed drones 
can be expected to increase further.  

CAPABILITIES:
• Deliver payloads of over 1,000 kilograms at ranges of several hundred to a few thousand 

kilometers

• Real-time transmission of high-definition images and video at global ranges 

• Persist for lengthier periods (up to 24 hours or more)

• Operate in communications-denied environments using fully autonomous GPS and way-
point navigation

• Identify and designate targets via laser range finders and illuminators

• All-weather terrain mapping and target tracking via low-probability-of-intercept radar

• Transmit data via encrypted, high-bandwidth data links

• Enhanced jamming and electronic intelligence-gathering

• Higher resistance to adversary jamming

• Wide-band, beyond-line-of-sight satellite communications

• Releasable missiles or bombs

• Communications relay to enable extended-range (300 to 800 kilometers) operations without 
relying on SATCOM

LIMITATIONS:
• Vulnerable to countermeasures, including GPS-jamming and spoofing

• Not survivable in contested or denied airspace with advanced enemy air defenses55

• Vulnerable to enemy fighter aircraft

TECHNOLOGY TRENDS (in addition to the technologies available to hobbyist and midsize military and 
commercial drones):

• Increased range, payload, and endurance

• Beyond-line-of-sight electronic warfare

• Simple air-to-air capabilities against slow-flying aircraft, such as other drones

Summary

Highly sophisticated military-specific drones, 
costing in the millions of dollars, currently require 
substantial training and infrastructure to oper-
ate.  Because of that, they are neither accessible to 
nor affordable for non-state actors and many state 
militaries. Nonetheless, the increasing number of 
indigenous producers and growing international 
market suggest that an increasing number of coun-
tries will possess armed drones in the next 5 to 10 
years. 



STEALTH COMBAT
DRONES
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V I I .  S T E A LT H  CO M B AT  D R O N E S

Stealth combat systems, including ISR and 
armed UAVs, represent the highest levels of 
technological sophistication – akin to the most 
advanced, fifth-generation fighter aircraft.  
While a number of countries have development 
programs for such systems, only the United 
States is known to operate them.  Furthermore, 
due to the sensitivity of stealth combat drones, 
the United States does not export them and 
rarely discusses their existence or capabilities in 
public.  

Capability Overview

Although many stealth combat systems are 
classified, defense officials have confirmed the 
existence of two:  Lockheed Martin’s RQ-170 
Sentinel and Northrop Grumman’s RQ-180 – 
short- and medium-range stealthy ISR UAVs, 
respectively.56  Both systems are reportedly 
designed to minimize their radar cross-section 
via low-observable features such as stealth coat-
ings that absorb the radio waves of adversary 
radar and shaping measures that minimize 
radar reflection.  Indeed, neither system has 
the radar-reflective vertical stabilizers found on 
most manned aircraft; the systems are instead 
shaped like tailless flying wings with, accord-
ing to open-source reporting, specially designed 
inlets and exhaust – features that improve 
broadband, all-aspect stealth.57  

Like fifth-generation aircraft, these and other 
stealth combat drones are also likely to feature 
low-probability-of-intercept/low-probability-
of-detection communications that can transmit 
data while in stealth mode, as well as an array 
of passive sensors.  This suite of technologies, in 
turn, enables stealth combat systems to oper-
ate in contested and denied environments that 
contain advanced, integrated air defense systems 
– a capability not resident in less sophisticated 
UAVs.  

Although no other currently operating, publicly 
acknowledged drones feature such technologies, 

reports indicate that BAE Systems’ Taranis and 
Dassault Aviation’s nEUROn – jointly developed 
by France, Italy, Sweden, Spain, Greece, and 
Switzerland – will have similar stealth features 
when they eventually become operational, as will 
systems being developed by Russia, Israel, China, 
and India.58 Furthermore, while the RQ-170 and 
RQ-180 are being used for ISR purposes, accord-
ing to open-source reporting,59 many international 
development programs such as the Taranis and 
nEUROn are intended to produce strike plat-
forms.60  Similarly, the now-canceled Defense 
Advanced Research Projects Agency (DARPA) 
Joint Unmanned Combat Air System (J-UCAS) 
– genesis of the X-47B carrier-capable technol-
ogy demonstrator – included a penetrating strike 
capability in addition to ISR and electronic war-
fare capabilities, as do some concepts for the U.S. 
Navy’s Unmanned Carrier-Launched Airborne 
Surveillance and Strike (UCLASS) system.61 

In the years to come, UAVs may feature a num-
ber of even more sophisticated technologies.  For 
example, DARPA’s Collaborative Operations in 
Denied Environment program is designed to 
enable multivehicle control, both by expanding 

STEALTH COMBAT
DRONES

The BAE Systems’ Taranis is a demonstrator program for unmanned combat air vehicle technology. 
(Credit: BAE Systems)
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the number of systems that can be supervised by 
a single operator and by allowing those systems 
to “collaborate to find, track, identify, and engage 
targets” in a denied environment.62  This technol-
ogy would additionally allow operators to employ 
swarming tactics to overwhelm adversary defense 
systems.63  DARPA is also exploring Distributed 
Battle Management to ensure coordinated opera-
tions, guided by automated decision tools, in a 
communications-denied environment, as well 
as High Assurance Cyber Military Systems, a 
program intended to protect systems from cyber-
hacking and hijacking.64  Similarly, DARPA is 
exploring high-resolution, GPS-independent posi-
tioning, navigation, and timing systems that will 
allow for continued operations in a GPS-jammed 
environment.65  Finally, future stealth combat 
drones will likely have the ability to conduct 
autonomous aerial refueling, as demonstrated by 
the X-47B, further extending their operational 
reach and enabling deep strikes within an adver-
sary’s territory.66  

Summary

While the United States is the only country 
known to operate stealth combat systems, a 
number of others – including Russia, Israel, 
China, India, France, Italy, Sweden, Spain, Greece, 
Switzerland, and the United Kingdom – have 
active development programs.  These systems 
represent the highest level of technological 
sophistication and, as such, are tightly controlled 
by indigenous producers.  Furthermore, stealth 
combat systems feature a number of low-observ-
able characteristics that enable them to operate 
in environments with advanced integrated air 
defense systems. 

 

Countries with Stealth Combat Drone Development Programs

Note: Additional countries may have development programs that are not publicly acknowledged. 
Source: Horowitz and Fuhrmann, “Droning On.”
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CAPABILITIES:
• Real-time transmission of high-definition images and video at global ranges 

• Persist for lengthier periods (between 5 hours and 24 hours, depending on size)

• Operate in communications-denied environments using fully autonomous GPS and 
waypoint navigation

• Operate in contested and denied airspace with advanced enemy integrated air defense 
systems as a result of low-observable features

• All-weather terrain mapping and target tracking via low-probability-of-intercept radar

• Enhanced jamming and electronic intelligence-gathering

• Higher resistance to adversary jamming

• Wide-band, beyond-line-of-sight satellite communications

• Transmit data via low-probability-of-intercept/low-probability-of-detection data links

• Releasable missiles and/or bombs

LIMITATIONS:
• Some vulnerability to countermeasures, including GPS-jamming and spoofing67

TECHNOLOGY TRENDS (in addition to the technologies available to other drones):
• Increased range, payload, and endurance

• Autonomous aerial refueling

• Air-to-air combat 

• Coordinated operations in communications-contested environments

• High-resolution precision GPS-independent navigation systems to allow operations in 
GPS-denied environments



POTENTIAL FOR 
OVERMATCH
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V I I I .  P OT E N T I A L  F O R  O V E R M ATC H 

While much research to date has focused on 
military UAVs,68 hobbyist drones are often less 
discussed within a security context, though they 
perhaps hold the greatest potential for achiev-
ing overmatch against the United States in the 
near term.  Indeed, hobbyist drones are growing 
increasingly sophisticated – offering autonomous 
flight, high-end ISR capabilities, and ever-expand-
ing payload capacity, range, and endurance.  They 
are also widely accessible to potentially disruptive 
actors and, because drones assembled from com-
ponent parts generally do not have identifiable 
markings, could increase the difficulty of attribu-
tion if used in an attack.  In addition, due to their 
size, construction material, and flight altitude, 
hobbyist drones are difficult to defend against if 
their presence in a particular area is unknown or 
unexpected.69  These factors could in turn increase 
the likelihood that hobbyist drones – particularly 
those assembled by the operator, and thus not sub-
ject to manufacturer-installed geofencing – could 
be weaponized and autonomously deployed in a 
terrorist attack against civilians or in an IED-like 
capacity against patrolling military personnel. 

While such systems may not appear sophisticated 
in a traditional military sense, ground-emplaced 
IEDs have caused thousands of American deaths 
in Iraq and Afghanistan and proved profoundly 
hard to defeat.70  Drones will enable airborne IEDs 
that can actively seek out U.S. forces, rather than 
passively lying in wait.  Indeed, low-cost drones 
may lead to a paradigm shift in ground warfare 
for the United States, ending more than a half-
century of air dominance in which U.S. ground 
forces have not had to fear attacks from the air.71  
Airborne IEDs could similarly be used in a terror-
ist attack against civilians or in precision strikes 
against high-profile individuals or landmarks.  

As autonomy and multivehicle control become 
more mature, it is also possible that an adversary 
could deploy swarming attacks of inexpensive, 
expendable drones against U.S. ships and bases.72  
While this approach would produce a large, easily 
detectable radar cross-section, it would addi-
tionally complicate U.S. targeting.  In this way, 
swarms of UAVs could be used to temporarily 
deny the United States access to airspace within 
a given area of operations or to overwhelm U.S. 
air defense systems for ships and bases.73 These 
approaches could enable an individual, non-state 
actor, or state to achieve capability overmatch 
against the United States. 

... low-cost drones may lead 

to a paradigm shift in ground 

warfare for the United States, 

ending more than a half-century 

of air dominance in which U.S. 

ground forces have not had to 

fear attacks from the air.
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I X .  CO N C LU S I O N

As technology progresses and drone exports and 
sales continue to rise, highly sophisticated technol-
ogies will be available to an ever-growing number 
of actors.  Increasingly, we find ourselves in a world 
of proliferated drones, in which any interested 
party can buy and operate an autonomous flying 
robot, albeit with varying degrees of sophistication.

For a few hundred dollars, anyone will be able to 
purchase a small hobby drone with the ability to 
perform aerial surveillance or deliver payloads 
of a few kilograms at ranges up to a few kilome-
ters. Eventually, however, hobbyist drones will be 
capable of GPS-independent precision navigation, 
including indoors. In large numbers, they could be 
used for saturation swarming attacks against an 
array of government, military, and civilian targets.

Today, nearly 90 states and non-state actors have 
access to midsize drones that have greater range, 
endurance, and payload capacity than their hob-
byist counterparts.  Increasingly, these systems 
will be not only armed but also capable of carrying 
more sophisticated, releasable munitions that will, 
in turn, enhance their ability to conduct precision 
attacks.  While midsize systems will continue to 
be vulnerable to small-arms fire and air defenses, 
the difficulties of defending against their unantici-
pated use will likely remain for some time to come.  
Similar to hobbyist drones, large numbers of these 
systems could be used to attack and overwhelm 
bases or ships, but at longer ranges and faster 
speeds, and with larger payloads.   

Larger military-specific systems will also continue 
to proliferate, though their use will be restricted 
to trained militaries with some degree of standing 
infrastructure.  These systems will provide opera-
tors with an additional degree of sophistication in 
range, endurance, and payload capacity.  They will 
be capable of beyond-line-of-sight communications 
relay and electronic warfare as well as delivering 

payloads of over 1,000 kilograms at ranges of thou-
sands of kilometers.  Partnered with a secondary 
drone operating as a line-of-sight communications 
relay, these drones could reach several hundred 
kilometers into neighboring territory without the 
use of satellite communications.  These capabilities 
will enable large military-specific systems to oper-
ate and strike deep inside an adversary’s territory.  
However, without stealth or electronic attack capa-
bilities, they will remain vulnerable to advanced air 
defenses as well as to enemy fighter aircraft.

Finally, stealth combat drones, currently operated 
by only the United States, will combine the features 
of midsize and large military-specific drones with 
low-observable technologies that will allow them 
to conduct surveillance and strike missions in 
contested or denied air environments.  In the years 
to come, a number of other indigenous produc-
ers – including Russia, Israel, China, India, France, 
Italy, Sweden, Spain, Greece, Switzerland, and the 
United Kingdom – will likely join the United States 
in operating stealth combat drones.        

As drones at all levels of 

technological sophistication 

become increasingly available 

to responsible and disruptive 

actors alike, it will be vital for 

the United States to consider 

the implications of this new 

strategic landscape and prepare 

for the challenges of a world of 

proliferated drones. 
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As drones at all levels of technological sophistica-
tion become increasingly available to responsible 
and disruptive actors alike, it will be vital for 
the United States to consider the implications 
of this new strategic landscape and prepare for 
the challenges of a world of proliferated drones.  
Understanding the range of capabilities that 
actors will have access to not only has implica-
tions for military operations and defending 
against drone attacks but also for policy issues.  
For the United States, these include U.S. actions in 
response to drone incursions or acts of brinkman-
ship by adversaries using drones, U.S. statements 
and actions in response to the downing of a U.S. 
drone, and U.S. export control policies on trans-
fers of U.S.-made drones. 

Drone proliferation is happening, and while only a 
handful of countries will have the ability to oper-
ate stealth combat drones, many will have access 
to armed drones that can penetrate disputed 
regions or the sovereign territory of other nations. 
Preventing the proliferation of armed drones is 
impossible – the drone is here to stay. What this 
means for international security, however, is an 
open question. Drones could increase tensions in 
conflict zones by enabling cross-border attacks or 
incursions, or they could increase international 
security by reducing states’ ability to give safe 
haven to terrorists and other proxies. In crises, 
drones could create a new step on the escalation 
ladder, increasing the potential for conflict, or 
they could potentially defuse crises by increasing 
transparency on all sides. While the United States 
cannot stop drone proliferation, it can help influ-
ence how drones are used and perceived by others. 
U.S. statements, targeted transfers of drones to 
like-minded partners, and above all, U.S. actions 
will help shape the contours of an increasingly 
drone-saturated world.  
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