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Executive Summary

|

The private sector is playing a leading role in advancing the frontier of artificial intelligence (Al). As a
result, commercial incentives are likely to have a significant impact on how Al capabilities develop and
diffuse across markets. Firms’ commercial incentives will influence U.S. national security interests
associated with the emergence of powerful Al systems. These interests include enabling beneficial uses
of Al while limiting security risks associated with Al misuse, ensuring reliable and controllable Al system
behavior in deployment, and maintaining strategic geopolitical advantage in the development and global
diffusion of Al.

Yet to date, stakeholders focused on Al national security interests have paid only limited attention to Al
companies’ commercialization strategies and market dynamics across the Al stack. This paper seeks to
bridge this gap, identifying potential scenarios for the future shape of Al markets and exploring the
implications of these scenarios for U.S. national security. Rather than attempting to resolve core debates
on the commercialization of Al, the paper seeks to prompt consideration in both the private and public
sectors, and among economics and national security expert communities, of how commercial incentives
can better align with U.S. national security interests.

Across the Al technology stack (including the infrastructure layer of chips and data centers, the
foundation model layer, and the application layer), firms are exploring how to achieve profitability.
Variations in companies’ commercialization strategies may result in either more or less demand for Al
safety and security from product end users, which may impact how these strategies do or do not
reinforce U.S. national security interests. At the sector level, the concentration of market power across
layers of the Al stack has implications for the government’s ability to effectively guide the private sector-
led development of powerful Al. Mapping out how such commercial dynamics may unfold will help
prepare policymakers and other stakeholders to identify possible market interventions to better align
commercial incentives with U.S. national security interests.

Key Takeaways
The following key takeaways emerged from the research:

Commercialization Strategies of Al Companies

- Al model and application companies are increasingly focused on generating revenues, targeting
four potential end markets: enterprise use cases, consumer use cases, government use cases,
or leveraging Al capabilities for internal use cases to indirectly earn revenues. The relative size
and appeal of these four markets will shape the trajectory of the Al ecosystem.

- Different end markets have varying levels of demand for Al safety and security based on
customer incentives. Government and enterprise markets will tend to be more risk averse, which
may better align with U.S. national security interests. Consumer end markets may feature
significant information asymmetries and risk externalities. Internal use cases may hinder
transparency and create misuse and misalignment risks that are difficult for governments to
manage.

- Compute policy—both restricting trade in advanced semiconductors through export control
programs and supporting such trade through export promotion programs—will continue to play
an important role in advancing U.S. national security interests on Al. U.S. strategy will need to
balance the objectives of maintaining a preponderance of advanced compute in the United
States with encouraging foreign counterparts to build and deploy their Al systems on top of U.S.

infrastructure.
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Market Structure Across the Al Sector

- The Al market has meaningful concentration at the infrastructure and model layers of the Al
stack, which may be exacerbated by vertical integration and circular financing deals among key
players.

- There is significant uncertainty on how the foundation models market will evolve, including how
market demand may be segmented between open-weight and closed-weight models and the
extent to which “good enough” commoditized Al will capture a substantial share of the total
market.

- Shifts toward a monopolistic market structure at any layer of the Al stack may erode the
government’s power to protect U.S. national security interests if any one Al provider becomes
too big to fail. At the same time, a more decentralized market may present different challenges
associated with difficulties in controlling access to powerful Al and coordinating on best
practices for Al safety.

Recommendations

Policymakers face a formidable challenge in trying to shape Al markets to align commercial incentives
and national security interests. Given the rapid pace of technological development, rigid rules are
unlikely to be effective. Instead, a flexible and layered policy framework that prioritizes shaping market
incentives so that economic actors internalize the costs and benefits of Al safety and security may be a
more durable approach. Such a framework should:

1. Leverage U.S. infrastructure and compute capabilities to shape the geographic distribution of
Al.

U.S. leadership in Al infrastructure and compute provides the United States with substantial ability to
shape the geographic distribution of Al capabilities and adoption, as well as an opportunity to make
access to U.S. technologies contingent upon alignment with U.S. national security interests. U.S.
policymakers should continue to facilitate the build-out of Al infrastructure in the United States, use
export controls and export promotion policies to limit China’s ability to develop and deploy frontier Al
while encouraging other foreign counterparts to buy U.S. Al products where feasible, and embed basic
Al safety and security conditions into Al infrastructure approvals.

2. Use transparency, liability, insurance, and procurement policies to align market demand for Al
safety and security with commercial incentives.

Policymakers should prioritize strengthening the transparency of Al companies, which will better enable
investor and customer demand for Al safety to influence Al companies’ behaviors. Policymakers should
also mandate disclosures to the government for certain high-severity misuse and misalignment risks,
particularly for companies’ internal use of models and applications which may not otherwise garner
public scrutiny. Clarifying the legal liability for Al misuse and misalignment incidents up front through
legislation, rather than litigating through the courts, could also help ensure that the costs of misuse and
misalignment do not become national security externalities in Al markets. Supporting the emergence of
Al insurance markets can also incentivize more responsible behavior. Finally, governments should
leverage their role as customers of Al products to send strong demand signals for safe and secure Al.

3. Encourage safe and competitive Al markets in the United States.

Policymakers should provide antitrust guidance reflecting the economic and national security
importance of Al markets, defining acceptable levels of concentration across the Al stack, and clarifying
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under what conditions Al companies can coordinate and share information to advance their shared Al
safety priorities. The government should also assess national security risks associated with the use of
Chinese models in the U.S. Al market and adopt risk-based approaches to limit the access of Chinese
firms where justified. Recognizing considerable demand for open-weight models and the downsides of
ceding this market to Chinese competitors, policymakers should work with researchers and the private
sector to foster a healthy ecosystem of safe and secure U.S. open-weight models.
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Introduction

|

The development of breakthrough dual-use technologies has historically involved cooperation and
interaction between academia, the government, and the private sector. Researchers in academia often
provide the initial seeds for new innovations, governments can marshal resources and direct research
programs toward national security priorities, and as technologies mature and develop, the private sector
can scale new capabilities, operating within regulatory frameworks that account for dual-use risks
identified by the government. For example, the initial ideas for nuclear energy emerged from European
academics. The U.S. government then launched the massive Manhattan Project to develop nuclear
weapons capabilities in the context of the Second World War. A decade later, the Atomic Energy Act of
1954 paved the way for the private sector to deploy civilian nuclear power plants.’

The development of artificial intelligence (Al), however, has followed a distinct trajectory. The private
sector is playing a leading role in advancing the frontier of this new dual-use technology even in its early
stages, as novel capabilities and associated risks are still being discovered. Because Al is developing
within commercial firms rather than government programs, market forces are likely to play a significant
role in shaping how these capabilities develop (as companies direct research resources to align with
commercial incentives) and diffuse (as companies choose which markets to prioritize). There is an urgent
need to better understand how market structures and commercial pressures will influence the evolution
of Al technologies, and what these dynamics mean for Al risks and U.S. national security interests.

Today, there are several wide-ranging debates on future scenarios for Al commercialization and market
development. The unique characteristics of Al as a product, including significant uncertainties on what
product fits will ultimately be most important for a powerful general-purpose technology, make it difficult
to draw clear historical lessons from other industries. Will companies developing frontier Al models
identify sustainable business models? Will enterprise Al users find productive use cases to justify rapid
uptake of Al tools? What layers of the Al stack will be most profitable, and what layers may become
commoditized? Will today’s dominant incumbent companies across the Al stack maintain their positions,
or will new upstarts encroach on their markets?

The starting point of this paper is that the answers to these and related questions will have important
implications for U.S. national security interests. To date, however, experts focused on Al and national
security have tended to pay more attention to technical Al developments, such as the trajectories and
timelines to reach different Al capability benchmarks, than to companies’ commercialization strategies
and market incentives. To the extent that commercial dynamics are considered, it has been primarily
around how competition to release new models may give an incentive to cut corners on safety.? While
important, this is only one channel through which Al commercialization may impact national security,
leading to an important gap in understanding. This paper does not seek to provide definitive answers to
the big outstanding questions on the evolution of the market for Al, but rather to better understand the
contours of such debates to identify what is at stake for U.S. national security and assess how
policymakers and private actors might better align commercial incentives with national security interests.

The Al Economy

Al has evolved from an esoteric research topic to an emergent general-purpose technology that could
have transformative effects on the U.S. and global economies. Researchers are beginning to identify the
impact of Al in the latest aggregate economic data on productivity and employment in the United States,
although such analyses remain contested.® Expectations of the future economic impact of powerful Al
vary widely. Some leaders at frontier labs have suggested that Al will drive an economic revolution in the
near term, with growth in gross domestic product accelerating to 10-20 percent a year.* Economists
studying Al tend to be more cautious, highlighting that even as Al capabilities improve exponentially,
economic growth will still be limited by physical constraints in the real world—including the ability to
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scale chips and data centers—and that historical precedents suggest technology diffusion and adoption
is a slow and staggered process.® Some economists and Al experts warn powerful Al could spark mass
unemployment, as Al becomes a cheaper and more capable substitute for nearly all knowledge
workers.® Other economists, however, are more sanguine, again often pointing to the history of earlier
labor-saving innovations, which served as a complement rather than a substitute for labor and induced
greater aggregate demand.’

What Is Powerful Al?

Several terms are commonly used to describe advanced Al systems. Frontier Al refers to the most
capable general-purpose Al models available at a given time. Artificial general intelligence (AGl)
refers to an Al system that can match or exceed human-level performance across a wide range of
cognitive tasks. Artificial superintelligence (ASI) describes a system that far surpasses human
capabilities in virtually all domains.® Transformative Al refers to Al that could precipitate societal
change on the scale of the Agricultural or Industrial Revolution, emphasizing impact rather than
capability.®

AGI and ASI are defined by what a system can do; transformative Al is defined by what a system
causes. An Al system could be transformative without reaching AGI, for instance, by automating
enough economically valuable tasks to reshape labor markets. Similarly, an Al system could reach
AGI-level capabilities without proving transformative if bottlenecks in deployment or adoption limit its
real-world impact.'®

This paper uses the term powerful Al to refer to Al systems with advanced cognitive capabilities,
including the ability to reason, act autonomously, and perform tasks across a range of domains.
Unlike frontier Al, which describes a relative position (the most capable systems at any given time),
powerful Al describes a level of capability that carries national security implications regardless of
whether a system is at the frontier. Like AGI and ASI, powerful Al is defined by capabilities without
assuming specific impacts of those capabilities, which is most relevant for the analysis in this paper
given its focus on interrogating the extent to which powerful Al may, or may not, lead to economic
transformation.

This paper is not primarily concerned with debates on timelines for reaching powerful Al (or other Al
thresholds) or understanding the technical advances needed to reach such capabilities. Instead, it
adopts the simplifying assumption that leading U.S. Al systems will be capable of producing powerful
Al in the medium term (within the next 3-5 years), which is well within the expectations of experts at
the leading labs themselves."" The national security interests examined in this paper do not depend
on resolving these debates, and these interests are implicated across a range of capability levels,
including those available today.

Meanwhile, the American public is increasingly anxious about Al. One recent poll found that 57 percent
of Americans believed the risks of Al outweigh its benefits, with only 34 percent holding the opposite
opinion."? Seventy percent of Americans think advancements in Al will lead to a decrease in job
opportunities, while only 7 percent expect an increase.'® Such perceptions are sparking a backlash
against the prospect of transformative Al, epitomized in the fights state and local governments are
launching against new data center construction.' Whether these public pressures ultimately translate
into policy shifts to restrict Al development and deployment, however, remains to be seen; Americans
have also had predominantly negative views of social media companies for several years, but this has
not resulted in substantial regulatory changes to date.'

Centerfora Center for a New American Security
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Against this backdrop, companies across the Al stack are seeking to establish or cement profitable
business strategies in rapidly evolving commercial Al markets. Individual companies’ commercial
decisions are shaped by broader macroeconomic trends in the Al market, and likewise the aggregate
economic impact of Al will be determined by the interaction of individual companies’ decisions. Certain
segments of the Al tech stack, such as semiconductor companies, have more clarity on
commercialization and have already reaped substantial revenues from the Al boom. However,
fundamental questions remain about the path to commercialization and profitability for Al models and
applications. A central question will be to what extent Al companies are incentivized to design their
products for enterprise, consumer, government, or internal (e.g., indirectly monetizing Al capabilities by
better targeting ads) uses. How companies balance between these market segments, and which grow
faster than others, will drive commercial strategy decisions that will shape incentives for investing in Al
safety, potentially leading to knock-on effects for U.S. national security interests.

Companies’ commercialization strategies will also impact market structure and concentration across the
key layers of the Al stack: Al infrastructure, including chips and data centers; foundation models; and Al
applications. Throughout the Al stack, companies are seeking to establish market positions that provide
a moat to shield them from competition while also worrying about overconcentration among both their
suppliers and their customers. These evolving market dynamics will influence what levers governments
might use to shape Al development and deployment to ensure its consistency with U.S. national security
interests.

The Layers of the Al Stack

This paper analyzes Al commercialization and market structure across three layers of the Al
technology stack: infrastructure, foundation models, and applications.

The infrastructure layer encompasses the physical and computational resources underpinning Al
development, including the advanced semiconductors used to train and run Al systems, the data
centers that house and operate them, and the cloud computing platforms that make computing
power available to customers.

The foundation model layer refers to large-scale Al models that are trained on broad datasets and
can be adapted for a wide range of tasks.

The application layer comprises the products and services built on top of foundation models that
deliver Al capabilities to end users.

U.S. National Security Interests

Powerful Al capabilities may bring significant benefits for, but may also have serious repercussions on,
U.S. national security interests. This paper considers three categories of national security interests: (1)
how to enable beneficial Al uses while minimizing risks associated with the misuse of powerful Al, (2)
how to ensure reliable and controllable Al system behavior, aligned with the intentions and values of
their developers and users, and (3) how to maintain the United States’ strategic geopolitical advantage in
the development and global diffusion of Al.

Realizing the benefits of powerful Al will require broad adoption and diffusion of Al capabilities. But
expanding the use of Al may also increase security risks associated with the misuse of Al, namely the
ability of malicious actors to deliberately employ powerful Al for harmful purposes. As Al systems
become more capable, they can lower the barriers to conducting cyberattacks, developing biological or
chemical weapons, generating disinformation at scale, or supporting adversary military operations. The
April 2026 announcement by Anthropic that its Mythos model had discovered a dangerous number of
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zero-day cybersecurity exploits, and its decision to withhold a public release of the model, underscores
that these risks are no longer hypothetical.'® Al developers build safeguards into their models to prevent
misuse, but these guardrails are imperfect, susceptible to circumvention through jailbreaking, and
require continual investment to maintain as model capabilities advance. They are also discretionary, left
up to individual firm decisions. Moreover, the growing availability of open-weight models, where model
parameters are publicly released, means that safety guardrails can be removed by anyone with sufficient
technical capability.

The United States also has a national security interest in ensuring Al systems behave in ways intended
by their developers or users and avoiding Al misalignment. At one end of the spectrum, misalignment
includes relatively mundane technical failures, such as an Al system that misinterprets instructions,
produces unreliable outputs, or acts unpredictably in novel situations. At the other end, it encompasses
more severe scenarios in which highly autonomous Al systems pursue objectives that diverge from
human intentions in ways that are difficult to detect or correct. At an extreme, misalignment of powerful
Al systems may create large-scale risks to human safety. Al developers use approaches such as
reinforcement learning from human feedback and related techniques to train models to better align with
what users want, but “interpretability” —understanding why a model acts the way it does—remains a
significant challenge, particularly as systems grow more capable and are deployed with greater
autonomy. "

Finally, the United States also has a set of geopolitical national security interests associated with how Al
development and diffusion may shift the balance of power between states. The United States has a
strategic interest in maintaining a leading position in Al relative to competitors, particularly China, given
Al's potential military and geoeconomic implications. Al systems are already being deployed in U.S.
military operations, and a dominant Al capability could substantially alter the balance of power between
the United States and its adversaries. Beyond direct military applications, if U.S. competitors gain a
large share of the global Al market, this could create systemic dependencies and provide them with a
powerful tool for economic leverage over other countries.

Importantly, these three interests are not independent and may at times be in tension. For example, the
geopolitical interest in maintaining more advanced Al capabilities than strategic competitors may lead to
dangerous Al race dynamics, where concerns about misuse and misalignment are de-prioritized to
develop powerful Al capabilities as quickly as possible. The reverse is also true: Pausing U.S. Al
progress until misuse and misalignment risks are fully resolved could compromise the country’s
competitive position relative to adversaries who do not apply the same constraints. The overarching
national security interest for the United States is advancing each of these three objectives in tandem,
without sacrificing any one for the sake of another.

About This Paper

This paper does not seek to resolve any particular debate about how Al markets will evolve, nor to make
direct causal arguments that certain market structures will be better or worse for U.S. national security
interests. In fact, in most scenarios, there will likely be a mix of competing incentives as firms experiment
with different ways to achieve profitability. By charting a range of plausible commercial scenarios and
then mapping out how these scenarios may implicate U.S. national security interests in a variety of
ways, the goal of the paper is to inform decision-makers in the private and public sector as they seek to
align commercial incentives with national security interests. A richer understanding of these market
dynamics will help U.S. policymakers and private sector actors seeking to shape these markets to
appropriately calibrate their interventions to avoid unintended consequences.

The analysis and recommendations in this paper are informed by extensive desk research by the
authors, as well as dozens of interviews conducted with industry, civil society, and government
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representatives in the San Francisco Bay Area, Washington, D.C., and the United Arab Emirates.
Interview subjects included companies making Al chips, building Al data centers, and developing
foundation models and Al applications; enterprises integrating Al into their business operations; venture
capital firms and other firms investing in Al; Al safety experts; academic economists; and government
officials regulating Al and developing strategies to integrate Al into their economies. Interviews were
conducted confidentially to allow participants to share candid views.

The next section examines potential variations in Al companies’ commercialization strategies and
assesses to what extent these commercial incentives align with U.S. national security interests. The
subsequent section zooms out from the company level to the sector level, assessing how market
structure and concentration may evolve across layers of the Al stack and the national security
implications of these trends. The final section outlines a high-level framework for strengthening policy
interventions to better align commercial incentives with national security interests.
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Commercialization Strategies of Al Companies

|

Several years into the Al era, how Al companies will make money is only now coming into focus.
Companies’ corporate structures initially provided some insulation from such market pressures: Both
Anthropic and OpenAl are organized as public benefit corporations with missions beyond profit
maximization, while other key players in the Al market, such as Google and Meta, have massive non-Al
revenue streams which could fund their Al development.’ In 2019, OpenAl’s CEO Sam Altman famously
remarked in an interview that the company had “no current plans to make revenue [and] no idea how we
may one day generate revenue. ... Once we’ve built this sort of generally intelligent system, basically, we
will ask it to figure out a way to generate an investment return.”"®

As of April 2026, however, as OpenAl and Anthropic both prepare for initial public offerings (IPOs) later
this year which are anticipated to be among the world’s largest public listings of all time, the question of
where sustainable profits will come from has gained more urgency.?® Though semiconductor companies
are already getting rich off the Al boom, the long-term commercial sustainability of the broader Al market
will ultimately depend on realizing profits from the final end users of Al, which will require determining
the market fit for Al models and applications.

Key Takeaways

- Al model and application companies are increasingly focused on generating revenues, targeting
four potential end markets: enterprise use cases, consumer use cases, government use cases,
or leveraging Al capabilities for internal use cases to indirectly earn revenues. The relative size
and appeal of these four markets will shape the trajectory of the Al ecosystem.

- Different end markets have varying levels of demand for Al safety and security based on
customer incentives. Government and enterprise markets will tend to be more risk averse, which
may better align with U.S. national security interests. Consumer end markets may feature
significant information asymmetries and risk externalities. Internal use cases may hinder
transparency and create misuse and misalignment risks that are difficult for governments to
manage.

- Compute policy—both restricting trade in advanced semiconductors through export control
programs and supporting such trade through export promotion programs—will continue to play
an important role in advancing U.S. national security interests on Al. U.S. strategy will need to
balance the objectives of maintaining a preponderance of advanced compute in the United
States with encouraging foreign counterparts to build and deploy their Al systems on top of U.S.
infrastructure.

Commercialization Across the Al Stack

At the infrastructure level of the Al stack, commercialization strategies have been clear for some time.
Semiconductor companies have made billions of dollars amid surging demand for Al chips, particularly
as the most sophisticated Al systems rely on ever-increasing amounts of compute to achieve
technological advances. A handful of U.S. hyperscalers account for the majority of advanced Al chip
purchases, some of which are then rented to frontier labs for model training and inference.?' Data center
company valuations have jumped as their capacity is booked for years in advance.?? High expectations
for the transformative potential of powerful Al have supported the commercial rationale for massive sales
of Al chips and data center build-out.

One important commercial consideration for the build-out of Al infrastructure is geographic location.
Several factors, on both the supply and demand sides, influence the location of Al data centers. Data
centers require massive energy to run, and thus data center companies look to build where energy is
cheap.? The regulatory environment also matters, both general permissiveness for permitting and
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building Al data centers as well as copyright restrictions relevant for training models on datasets of
published works. Several governments have prioritized developing local Al infrastructure as part of
sovereign Al initiatives, allowing greater control over Al development and deployment and reducing
foreign dependencies.?* There are also technical considerations: Data centers that have strong subsea
cable connections or proximity to end users have lower latency levels and thus faster inference
capabilities. Collectively, these factors are likely to encourage at least some geographic dispersion of Al
data centers, though at least in the near term, it appears likely that only a handful of jurisdictions may
host the biggest data centers used for training frontier models.

While money is currently pouring into chips and data centers, the long-term sustainability of their
business plans is still open for debate. One key question relates to how technological breakthroughs
allowing for less compute-intensive Al development will ultimately impact demand for Al infrastructure.
In early 2025, when the Chinese company DeepSeek released a new, highly efficient model suggesting
future generations of frontier Al models might require significantly less compute, NVIDIA’s shares initially
plunged on the expectation that demand for Al chips might slow in the future. However, the stock
subsequently rebounded, as market sentiment shifted to suggest that more compute-efficient Al could
actually increase, not decrease, demand for chips, as this would open new use cases and increase
adoption, an economic phenomenon known as Jevons paradox.?® Whether the Jevons paradox dynamic
holds over the long term for demand for Al chips, however, is unclear. Another question relates to how
quickly the useful shelf-life of an Al chip depreciates, which The Economist has called “the $4 trillion
accounting puzzle at the heart of the Al cloud.”?® Since leading chip designers release new cutting-edge
semiconductors every year or so, chips installed in data centers last year are quickly no longer state-of-
the-art (though they may still be useful for various inference tasks); failing to account for this rapid
depreciation may lead to a significant overvaluation of data center assets. More generally, worries of an
“Al bubble” persist, and if demand for Al collapses, then demand for Al infrastructure would as well.
Stock markets punished the major U.S. hyperscalers earlier this year after they reported a larger-than-
expected $660 billion in planned capital expenditures for Al data centers, perhaps a warning sign that Al
infrastructure commitments are outpacing commercial realities.?’

Al commercialization strategies at the model and application layers are less clear than at the
infrastructure layer. At the model layer, there are significant questions about how to make the basic
economics of developing frontier Al models work. Recent analyses suggest that current foundation
models are likely not profitable once one accounts for both the research and development (R&D) costs
associated with developing and training the model as well as the inference costs associated with running
the model.?® While revenues at frontier Al labs have been growing rapidly, the companies are incurring
massive outlays for R&D and compute necessary to train new models, which are often proprietary or
closed-weight models (i.e., the training parameters are not disclosed). Once the model is trained, its
monetizable lifespan is typically short: Within a few months of the release of a new best-in-class model,
there will likely be a newer, more capable closed-weight model release that further advances the frontier,
as well as the release of a freely available open-weight model with comparable performance as the
original closed-weight model.?® Both dynamics will limit the durability of pricing margins for any given
closed-weight model; each generation of new models builds on the previous one, but also erodes its
predecessor’s market appeal. Recent research demonstrates the nominal price users pay for foundation
model inference has held relatively steady in recent years, despite a dramatic increase in model quality,
implying that the quality-adjusted price of Al inference has dropped precipitously.*

Moving to the application layer, the biggest uncertainties on commercialization strategies relate to
identifying product fit. Notably, the success of some recent Al applications that achieved broad market
penetration, including OpenAl’s ChatGPT chatbot and Anthropic’s Claude Code, apparently came as a
surprise to their companies.®' Other Al products that initially became viral hits, like OpenAl’s Sora, an
app allowing consumers to create their own Al-generated videos, ultimately flopped on the market as
the cost of compute needed to run these services outpaced their ability to earn revenue.®® Such
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uncertainty reflects a common feature of technology start-ups, where product fit may not be obvious ex
ante and is only identified through iterative processes of testing new products on the market.

Of course, a current lack of profitability does not imply Al models or applications will never be profitable.
Investor documents prepared for upcoming Anthropic and OpenAl IPOs project the companies to
become profitable in 2028 and 2030, respectively.** Many new technologies initially operate at a loss
before ultimately maturing into stable, profitable businesses. For now, U.S. and global capital markets,
including venture capital, private equity, and sovereign wealth funds, have demonstrated a willingness to
continue deploying billions of dollars to Al companies in the expectation that such bets will one day
generate substantial returns. These companies’ ability to ultimately develop sustainable business models
will depend, in part, on how they prioritize among different types of customers and end markets.

End Markets for Al Foundation Models and Applications

At a general level, there are four categories of business use cases that Al companies might choose to
focus on: providing products for enterprises, providing products for consumers, providing products for
governments, or leveraging Al capabilities for internal use (which includes both companies using Al to
further advance their next generation of Al capabilities, as well as companies using internal Al
capabilities to indirectly make money in other markets through better targeting ads, picking stocks,
designing pharmaceuticals, or other business lines). These four pathways to commercialization are not
mutually exclusive: To date, leading labs have pursued versions of all four, while companies focused
primarily on the application layer are more likely to tailor products to specific markets.

The relative size and appeal of these four markets will shape the trajectory of the Al ecosystem. Al
companies will shift their practices and technological development plans to align with the demands and
preferences of the customers they intend to serve. Moreover, the companies tailoring their products to
markets that are ultimately more lucrative will subsequently gain larger revenues, build their market
share, and thereby play a larger role in shaping the trajectory of the field.

Enterprise

Al insiders generally expect the enterprise market will become the largest revenue-generator for Al
models and applications.?* While data is limited, investor documents show Anthropic earns a substantial
majority of its revenue from enterprise users and expects to continue to do so in the coming years.*
OpenAl’s current revenue base is more tilted toward consumers, but enterprise revenues are projected
to grow more rapidly and account for around 40 percent of total revenues by 2030.%¢ Current enterprise
Al use cases focus mostly on using Al tools to improve software engineering productivity as well as
automating back-office functions such as information technology (IT) and service operations. Looking
forward, the biggest productivity gains and most transformative impacts could come from incorporating
Al into manufacturing processes or other production tasks. Business cases built around enterprise users
will tend to focus on higher price points and more tailored product offerings, earning revenues through
high annual recurring subscriptions. Enterprise users will look for Al that can improve their productivity
and/or lower their costs (including labor costs, where tasks previously carried out by humans can now
be done by Al agents). Al products might conceivably replace many of today’s business-to-business
software-as-a-service (SaaS) offerings.*’

Consumer

The first Al product to break through into the broad public consciousness was the consumer-focused
chatbot ChatGPT from OpenAl. Products for consumer markets will typically earn revenues through
targeted advertising, small subscription fees, affiliate shopping links, or selling data. Many of today’s
largest tech and social media companies have attained large valuations on similar business cases, often
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providing products to end users at a zero price point in order to build massive user bases that can then
be monetized.*® Notably, several companies that have large existing consumer platforms, including
Google, Meta, and X, are also developing Al models and applications. The ability to leverage these
existing customer bases may be a valuable asset in growing consumer-focused Al products.

Products targeted toward consumers will focus on maximizing users and engagement, as this is what
will drive revenues. Consumer-focused Al products can be designed for broad general audiences (like
ChatGPT) or for more defined niche audiences, such as tools specifically designed for health and
wellness, personal finance, shopping, or education. In addition to tools to accomplish specific tasks, the
consumer market also includes Al companions, which offer users an ongoing emotional and social
relationship. Pornography and erotica could also emerge as a highly lucrative consumer market, based
on historical examples in the development of the home video market and internet.>® OpenAl reportedly
developed plans to launch an “adult mode” for ChatGPT, but put such plans on hold indefinitely in
March 2026.%°

Government

Governments (at the local, state, and federal levels) procure Al for a wide variety of use cases, typically
related to improving the productivity of their own internal processes or enhancing citizen services. The
size of the procurement market will vary country-by-country, based on the extent of the government’s
involvement in the economy as well as how technology-forward governments are. Government use
cases are generally similar to enterprise uses, but with two important differences.

First, the government is fundamentally a distinct actor in that it possesses a monopoly on the use of
force, including military and law enforcement powers. When Al is deployed in support of these powers,
the stakes are inherently higher, as the costs of any Al system mistakes could be lethal. Additionally,
powerful Al systems used for military and law enforcement purposes may enable government intrusion
into citizen privacy in more pervasive ways than ever before, with potentially serious implications for
human rights and democratic institutions.

Second, many foreign government markets are also particularly shaped by strong demand for
“sovereign Al” capabilities, which prioritize building local Al infrastructure and having full control over
foundation models and applications, preferably ones tailored for the local market. A key driver for
sovereign Al is the concern in certain foreign markets about a continued reliance on the dominant U.S.
Al providers, along with an overall perception of rising levels of geopolitical risk. Sovereign Al can also
reflect an industrial policy strategy to capture a greater share of the Al value chain and to build domestic
capabilities that will have positive spillovers on other industries. There is considerable variation in
sovereign Al approaches, including more narrow efforts to protect certain sensitive data while still relying
on foreign compute and models, to complete full-stack sovereignty, though the latter is exceptionally
rare in practice.*'

Internal

Finally, companies creating frontier Al models might choose to keep these capabilities internal to the firm
rather than sell them externally. Most obviously, frontier labs are already using their own models to write
the code for their next models (though again, how these newest models will ultimately generate revenues
remains an open question). Companies could also apply their own Al models to other ancillary revenue
generation activities—Meta and Google, for example, could use proprietary Al models to better target
their advertising, while Microsoft could incorporate Al capabilities into its existing suite of software
applications. And Altman’s original idea—to create a superintelligent system and then ask it how to
make profits and do that—could also be implemented as a closed business strategy; a frontier Al lab
that identified an Al model for successfully picking stocks might reasonably decide the best
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commercialization strategy is to carry out the financial trades the model suggests, rather than sell
access to the model. DeepSeek, the Chinese company that shocked the Al industry when it
demonstrated capabilities close behind those of the leading U.S. labs, was initially developed as a side
project for a quantitative trading firm using Al for algorithmic trading.* It is plausible that companies in
biotech, robotics, or other sectors may also seek to develop their own tailored, niche, powerful Al
systems for their own internal uses in developing new products.

How Commercial Incentives Align with National Security Interests

Companies’ commercialization strategies across the Al tech stack will implicate U.S. national security
interests and present both risks and opportunities for U.S. government interventions to shape markets.

Infrastructure Layer

At the chip and infrastructure level, commercial incentives are driven by rapidly growing global demand,
including demand outside of the United States. Companies at this layer are seeking to expand their
global footprint and break into new markets to meet this demand. This commercial drive for global
expansion of Al infrastructure can cut against the U.S. interest in retaining Al global leadership, as
infrastructure outside of the United States can enable emerging Al ecosystems to develop competitive
capabilities to challenge the U.S. position. Among other markets, the lucrative Chinese market will
appeal to chip companies, given its massive size and its government’s commitment to advancing Al
capabilities. U.S. export control policies have reflected this geopolitical interest, restricting China’s
access to advanced Al chips developed in the United States.

Yet a policy to retain maximal Al infrastructure in the United States would be in tension with another
objective: As third countries (other than China) build out their own Al infrastructure, it will benefit the
United States if they do so by partnering with U.S. and other like-minded companies, rather than with
emerging Chinese competitors. If the United States hoards its technology too strictly to meet the
objective of keeping advanced capabilities within the United States, it may push other countries to build
on Chinese Al infrastructure, repeating the geopolitical dilemmas of the global 5G build-out, where
Huawei established a dominant global position. This would not only mean lost sales for U.S. companies
but would also mean U.S. policymakers would lose a critical opportunity to promote stronger Al safety
and security standards globally by conditioning access to U.S. infrastructure capabilities on certain
requirements. This could include restrictions on Chinese access to Al infrastructure, but also
requirements to meet certain Al safety and security standards that would contribute to limiting misuse
and misalignment. When done thoughtfully, a proactive position of promoting U.S. Al infrastructure
globally can therefore advance all three national security interests contemplated in this paper.

At present, however, there is uncertainty about the future direction of U.S. compute policy. The Trump
administration has relaxed controls on certain Al chip exports to China, although in practice has not yet
approved sales in significant numbers. It has also signed agreements to partner with the United Arab
Emirates (UAE) and Saudi Arabia on massive new Al data centers, but again, the implementation of
these programs has been slow and inconsistent. The administration also announced it would not be
enforcing the global regime for Al export controls released in the waning days of the Biden
administration but has not clarified what, if anything, may replace it. Meanwhile, the administration is
launching a new effort to facilitate U.S. Al exports to foreign countries, which could be an important
program for both supporting U.S. company sales and establishing Al safety and security requirements,
though as of early April 2026, details remain scarce.
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Model and Application Layers

At the foundation model and application layers, there is significantly more uncertainty about the
alignment or tension between commercial incentives and national security interests, given the less
mature commercialization strategies at these layers. Al companies will design products that are
responsive to the demands of their customers, which could be enterprises, consumers, governments, or
internal users (or a mix of all of these). Thus, a key issue for U.S. national security is which customer
markets will be most lucrative, and whether those customers’ preferences will reflect a demand for safe
and secure Al in a way that aligns hormal market forces with national security interests. This, in turn, will
depend largely on the extent to which such customers internalize costs associated with various Al
misuse and misalignment risks.

Starting with the enterprise market, established businesses will tend to be risk averse in their uptake of
Al tools, reflecting more cautious corporate cultures and the need to ensure compliance with various
regulatory obligations. They will want total assurance that they understand how Al models work before
they entrust them with any decision-making authority, and Al use and implementation will tend to be
monitored and overseen by IT and cybersecurity departments that could help identify anomalous
activities. This is particularly true for highly regulated industries, such as critical infrastructure
companies, which would face significant reputational risk and potentially legal liability if an Al system
deployed on their systems disrupts sensitive or lifesaving functions. Like governments pursuing
sovereign Al initiatives, large enterprise users may also have a preference to bring more capabilities in-
house to exert greater control over sensitive data and avoid depending on outside providers for mission
critical capabilities, even if doing so means they are giving up some of the most advanced frontier
capabilities.

The risk aversion of enterprise users means they will tend to have a stronger demand for safe and secure
Al practices than individual consumers. The expectation that the enterprise market will ultimately be the
most lucrative path to commercialization is a positive sign and could spark a race to the top as Al
companies compete to demonstrate the interpretability and reliability of their models. This would be
rewarded by enterprise customers and would have imperfect but nonetheless positive spillover benefits
for national security interests related to use and alignment.

However, an enterprise-dominated Al market is still speculative, and corporate caution could end up
being a double-edged sword by slowing overall adoption and constraining the viable market for
enterprise end uses. According to surveys from the U.S. Census Bureau, only 18 percent of U.S.
businesses currently use Al for any business functions, and only a marginally larger share expect to use
Al in the next six months.*® Enterprise Al adoption may be gated by legal and cybersecurity teams who
will prohibit Al use or limit it to only certain prescribed, low-risk use cases.* A lack of technical
understanding of both Al’s capabilities and risks might contribute to low enterprise adoption. Al
companies have taken a number of steps to share information and increase transparency of their
products, such as the practice of publishing model cards to accompany the release of each new
foundation model. Yet model cards are not standardized across different companies, and the primary
audience for Al model cards appears to be the technical Al developer community rather than the broader
ecosystem of Al users and stakeholders.* In practice, it is difficult for an enterprise choosing between
different Al applications (which may be based on the same or different foundation models) to
meaningfully use the information in Al model cards to weigh the risks of misuse or misalignment for its
particular Al deployment. Similarly, while a number of independent organizations, including Epoch and
Model Evaluation and Threat Research (METR), provide external assessments of model capabilities,
these are aimed primarily at research and Al safety audiences rather than broader private sector Al
customers.“® The result is that enterprises looking to purchase safe and vetted powerful Al systems may
struggle to identify these options in the market, leading them to either unwittingly purchase Al that is
riskier than they would like or to forgo purchasing it all together.

Center for a Center for a New American Security
New American 1701 Pennsylvania Ave NW, Suite 700, Washington, DC 20006
Security T: 202.457.9400 | F: 202.457.9401 | CNAS.org | @CNASdc



18
Who Will Make Money on Al?

Additionally, some major insurers are beginning to write Al exceptions into their general liability
insurance offerings because they have struggled to precisely identify and quantify the associated risks.*’
This might further chill Al adoption among enterprises worried about liabilities for costs associated with
Al mishaps. And though some companies are beginning to offer Al-specific insurance policies, to date
this market is underdeveloped.*®

Turning to the consumer end market, customer demand for safe and secure Al practices will likely be
more limited. Consumers are unlikely to internalize some of the broader societal risks, including national
security risks, that Al poses. For instance, individual consumers may worry about cybersecurity
breaches that target their personal information but be less concerned if the Al models and applications
they are using contribute to more systemic cybersecurity risks.*® Moreover, information asymmetries
between end users and Al companies create a mismatch between customer demand and company
incentives. The history of other consumer-focused online products suggests consumers place little value
on accurately understanding how their data is being used and processed or in parsing the legal details
of terms and conditions contracts.*

In other contexts, imposing legal liability on the private sector is one mechanism to address information
asymmetries and protect consumers. However, how liability applies in the case of Al misuse and
misalignment remains highly uncertain. Recent legal scholarship suggests the liability protection of
Section 230 of the Communications Decency Act of 1996, which shields social media companies and
other internet sites from responsibility for user-generated content posted on their platforms, likely does
not protect generative Al products, since the models and applications are developing content, not
merely hosting content developed by others.®' Greater clarity on the bounds of legal liability for both
underlying models and specific applications could help align incentive structures to appropriately
motivate Al companies to develop adequate guardrails while not overly deterring innovation, though
specific details on how to strike that balance are likely to be highly nuanced and contested. Ideally, such
clarity would be provided in advance by new legal regulations adopted by Congress, but perhaps more
realistically it may come from litigation. Indeed, a number of court cases assessing the scope of liability
for consumer-facing Al products are already underway, arising out of tragic cases where individuals
interacted intensively with Al-powered chatbots before committing suicides and murders.*?

The government end market for Al models and applications raises a complex web of risks and
opportunities. Some features of the government market will tend to alleviate national security risks
associated with powerful Al. Governments will likely be even more risk averse than enterprise customers,
particularly for military and national security use cases, where there will be strong demand for reliability
and zero tolerance for Al systems that act in unpredictable ways.*® Moreover, relative to any other
potential customers, government end users are more likely to internalize the costs of a broader range of
catastrophic Al safety risks. Governments can also use their market power to shape Al markets to
encourage safety and security, such as using procurement policies to define safety requirements that
become industry standards.

Yet the government’s inherent powers can also create risks of misuse that would not be present in the
private sector. For example, the government may push Al companies to relax or remove certain
guardrails against misuse, including in the context of military and law enforcement applications. The
ongoing Anthropic-Pentagon contract dispute is over exactly these issues.** Law enforcement and
surveillance applications raise similar concerns, as increasingly more powerful Al systems deployed for
these purposes may enable government intrusion into citizen privacy in more pervasive ways than ever
before, with potentially serious implications for human rights and democratic institutions. Different
governments will have different definitions of what they consider misuse of Al in controlling domestic
populations or gaining military advantage, risks that will rise when the government in question is not
democratic.
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Finally, models and applications designed for internal use cases pose a particular set of risks. Since they
will never be brought to market for external customers, they will not be subject to the same levels of
transparency and outside scrutiny as other Al products, and thus there may be greater uncertainty on
their true capabilities or risks of model misalignment. Companies designing powerful Al systems for
internal use cases may perceive that they do not need to invest in the same level of guardrails and safety
protections since they assume it will never be released to a broader public. However, the model could
later be leaked or otherwise made more widely available in a way that harms U.S. national security
interests. Consider, for instance, a hypothetical biotech company developing its own tailored Al models
and using them to automate biological research. If the company is incentivized to carry out this work in
secret, shielded from public scrutiny and oversight, there may be a heightened risk that such processes
could accidentally lead to the creation of dangerous pathogens. At the same time, Al models and
applications for internal use cases would, by definition, restrict access to a smaller set of approved end
users, which could alleviate risks of their misuse for malicious purposes. Developing an Al model
capable of creating biological pathogens in secret and without oversight creates one set of challenges
but developing it publicly and offering it for sale to any willing buyer would also come with its own set of
risks. Differentiated transparency requirements for disclosing the risks of internal models to the
government, investors, or the public (including through Security and Exchange Commission filings for
public companies) may be important as a tripwire to ensure that external actors have sufficient visibility
to guard against emerging misuse and misalignment risks.
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Market Structure Across the Al Sector

|

Throughout the Al stack, companies are seeking to define market positions that provide a moat shielding
them from competition while also worrying about overconcentration among both their suppliers and their
customers. How these market dynamics develop, at each individual level of the stack as well as
holistically across the stack, will shape opportunities and constraints to enable beneficial Al uses while
limiting risks associated with misuse, misalignment, and threats to the U.S. geopolitical position.

Key Takeaways

- The Al market has meaningful concentration at the infrastructure and model layers of the Al
stack, which may be exacerbated by vertical integration and circular financing deals among key
players.

- There is significant uncertainty on how the foundation models market will evolve, including how
market demand may be segmented between open-weight and closed-weight models and the
extent to which “good enough” commoditized Al will capture a substantial share of the total
market.

- Shifts toward a monopolistic market structure at any layer of the Al stack may erode the
government’s power to protect U.S. national security interests if any one Al provider becomes
too big to fail. At the same time, a more decentralized market may present different challenges
associated with difficulties in controlling access to powerful Al and coordinating on best
practices for Al safety.

Concentration in the Al Tech Stack

The degree of market concentration varies across different layers of the Al stack. The majority of
advanced Al chips are designed by one company (NVIDIA), and most would-be challengers are also U.S.
companies, with the notable exception of China’s Huawei. Advanced Al chip fabrication is concentrated
at the Taiwan Semiconductor Manufacturing Company’s (TSMC'’s) facilities in Taiwan, and while there is
a push to increase and diversify production capacity, this will likely remain an important bottleneck on Al
build-out. The data center market is dominated by a small handful of U.S. companies. At the model
layer, three U.S. Al labs compete for the frontier, followed closely by other labs and increasingly
competitive open-weight models. The market at the application layer remains fluid as companies
determine product fit and often compete with established players, such as incumbent SaaS companies.

Al Infrastructure

The Al infrastructure layer consists of the companies designing and fabricating advanced Al
semiconductors, as well as the data center and cloud companies that install these chips into compute
clusters for Al training and inference. The largest share of realized revenue in the Al boom to date has
flowed to the companies making the advanced semiconductors necessary to train Al models. NVIDIA
earned $130 billion dollars in revenues in FY2025, more than twice its income from a year earlier.>® The
company currently has a dominant position in designing semiconductors, and thus as demand for such
chips has soared, the company has been able to exploit its market position to reap outsized profit
margins. In FY2025, its gross profit margin reached a remarkable 75 percent; even with huge outlays on
R&D, its net profit margin of 56 percent is still about five times the rate of the S&P500 average.*® This
combination of strong revenues, astronomical profit margins, and expectations of high future demand
has helped make NVIDIA the most valuable company in the world.

Looking forward, however, there are some signals that NVIDIA’s position could be challenged in the
future. A handful of other companies are actively working to develop and gain market share with
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competing Al chips, including established companies like AMD, newer chip companies like Cerebras, as
well as large tech companies now looking to develop their own chips, including Google, Amazon, and
Tesla. The research institute Epoch Al tracks data on Al chip sales using financial reports and company
disclosures. Its data suggests that though NVIDIA clearly remains the dominant player, alternative chip
designers made up about one-third of the market by the end of 2025. Notably, this includes some
limited production of Huawei chips, although research suggests Huawei remains far behind leading-
edge U.S. companies.®’

Greater competition among Al chip designers could, in principle, cut into the extreme profit margins of
NVIDIA, potentially leading to less expensive compute (which is, at present, one of the most important
bottlenecks for training new frontier Al models). This is perhaps one of the reasons leading labs are
actively pursuing compute strategies that focus on diversification; for instance, Anthropic publicly notes
that it trains its models on a multiplatform combination of Google’s tensor processing units (TPUs),
Amazon’s Trainium, and NVIDIA’s graphics processing units (GPUs.)%®

Yet in the short term, the price of Al chips reflects not only NVIDIA’s dominant market position in chip
design but also severe constraints in the production of Al chips. There are only a limited number of labs
able to produce the most advanced chips needed for training frontier models; most of these are in
Taiwan and operated by TSMC. Chip producers Intel and Rapidus are looking to bring more advanced
production capacity online, and TSMC is also expanding its geographic footprint in the United States
and Japan.*® Such efforts will increase the overall capacity for Al chip production and strengthen the
resilience of chip supply chains by diversifying away from Taiwan. But bringing these new facilities online
will take time, so in the near term, Al chip demand will likely continue to outstrip supply, and compute
will remain a key bottleneck in expanding Al capabilities. Meanwhile, just as Huawei is seeking to
emerge as a Chinese alternative for chip design, Semiconductor Manufacturing International Corporation
(SMIC) hopes to become a globally competitive chip manufacturer but has struggled to produce
advanced chips at scale.

Turning to data centers and cloud computing, historically three American companies—Google, AWS,
and Microsoft—have accounted for about two-thirds of the global cloud market generally, including both
traditional cloud compute services and newer Al cloud capabilities.®® Today, there is a scramble to build
new data centers and cloud compute capacity to meet projected Al demand, with substantial
investments by established hyperscalers and foundation model companies, as well as “neocloud”
compute providers, such as CoreWeave and Nscale, that focus almost exclusively on Al cloud compute
infrastructure. These entities are spending massive sums to acquire Al chips, which they intend to
recoup by leasing compute to companies training and/or running large Al models (or by using them for
their own model development). While multiple companies are racing to build new data centers, they are
facing various constraints in the real world: delays in the permitting and approval process for new
buildings, strained power grids struggling to provide sufficient energy for massive data centers, and
capacity constraints on the chips to fill them.

Data centers provide a mostly undifferentiated product: access to computing power.®' Yet the
economies of scale arising from operating a global network of data centers, tied to the significant
financing necessary to acquire chips, have functioned as a barrier to entry, allowing cloud providers to
earn substantial profits in recent years. The economics of the current Al build-out, however, are more
speculative and thus potentially riskier than traditional cloud offerings. Uncertainty over the ultimate
demand for Al training and inference translates into uncertainty on demand for the new crop of data
centers, and it remains to be seen if today’s investments in Al data center capacity will ultimately be
profitable.

Meanwhile, as is true across the Al stack, Chinese companies are developing their own offerings both
for the domestic China market and to compete overseas. Alibaba, Tencent, and Huawei all offer data
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center and cloud services in emerging markets, typically priced below the rates of Western alternatives.
These companies have pre-established market footholds in information and communications technology
infrastructure in many of these countries, which may give them a leg up. However, they continue to be
constrained by limited access to Al chips, both because of market constraints as well as the restrictions
imposed by U.S. export controls.

Foundation Models

Three firms—OpenAl, Anthropic, and Google—are generally seen as leading the race to develop the
most capable foundation models, with a few others—including Meta, xAl, Alibaba, and DeepSeek —also
in contention alongside a longer tail of smaller companies. The leading companies are in sharp
competition with each other, releasing new models within weeks or days of each other and measuring
themselves against common benchmarks. Meanwhile, high barriers to entry, namely the need for access
to large quantities of compute to train new models, limit new entrants. Access to top-tier Al talent also
serves as a barrier to entry, as only a select number of engineers globally are capable of developing
frontier Al models. Recent efforts by Al labs to recruit Al engineers with salaries running to the hundreds
of millions of dollars, and in some cases higher, is just one example of the fierce competition for Al
talent.®

Yet it is plausible to imagine alternative market structures. At one extreme, the market could trend
toward a monopoly, where a single Al firm captures the market.®® This might occur, for instance, if one of
the current leading labs achieves a technological breakthrough that allows for recursive self-
improvement, such that a small technological lead grows exponentially over time as the Al system is
increasingly able to train itself without human intervention. In such a scenario, foundation models could
become a winner-take-all market where one of the labs’ capabilities so far exceeds that of its rivals that
it fully dominates the market.

At the other extreme, the market could become less concentrated due to competition from new entrants.
Some “fast-follower” Al companies, such as DeepSeek, which train models at a fraction of the cost of
the large leading labs, have achieved impressive capabilities that could translate into significant market
share. If fast-follower companies are able to quickly erode any competitive advantages of the frontier
labs, this could ultimately stall the rate of technological progress: the labs pushing forward the frontier
will see little commercial incentive to invest massive sums necessary to develop the next generation of
models if their less well-capitalized competitors can quickly copy their work at much lower cost. Yet it is
unclear to what extent these fast-follower models depend on illicit distillation, the practice of training a
model based on a competitor’s model output in violation of the competitor’s terms of service. OpenAl,
Anthropic, and Google have all publicly noted that they have identified such distillation from Chinese Al
companies and are implementing technical measures to limit it.** On April 23, 2026, the White House
announced a new initiative to counter adversarial distillation of American Al models.®® If such measures
are successful, they may prevent fast-follower models from keeping pace with the leading labs.

Competition at the frontier might also come from so-called neolabs, a group of smaller companies and

research institutes seeking to disrupt the grip current leading labs hold on the market.®® Some of these

neolabs are attempting to develop less compute-intensive methods for training advanced models. This
could lower the currently high barriers to entry and lead to a more open market. At the extreme, leading
Al models could effectively be commoditized.

Whether the market for foundation models trends toward concentration or dispersion, there is also a
related question of how the market may ultimately be segmented along two (related) dimensions of
closed-weight versus open-weight models and exquisite, frontier models versus “good enough” Al. Most
Al experts expect there will be persistent market demand for both open-weight and closed-weight
models: Certain cost-sensitive customers, including tech start-ups, may opt for open source, but many
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customers will prefer closed models either because they are more capable or simply more user-friendly
and convenient.®” One recent analysis suggests open-weight models make up about 30 percent of the
market for foundation models, while the price of using an open-weight model is approximately 90
percent less than closed-weight model equivalents.®® Open-weight options are likely to promote
competition and choice in the market for foundation models, but might have market distorting effects if
companies seek to use open-weight models to lock customers in to tech ecosystems and/or
purposefully undercut rivals’ ability to sustainably sell closed-weight models. Today, the leading open
models are primarily Chinese, although some U.S. companies, including Meta and OpenAl, have
released open models and more might do so in the future based on shifting market dynamics.

Similarly, even if the market for frontier models with the most advanced capabilities does not become
commoditized, it could still be the case that market segmentation results in a smaller market for the top
frontier models, used for advanced scientific research for instance, alongside a much larger, mostly
commoditized market of “good enough” Al for most consumer and basic enterprise services. The “good
enough” models could be either open-weight or closed-weight models offered at low price points,
offering products that achieve ~80 percent of frontier performance at only ~10 percent of the price. Such
a scenario would mean a smaller total addressable market for models at the frontier, which could dis-
incentivize investments in advancing the frontier. At the same time, however, if the leading labs
determine the biggest market opportunities are in lower-cost, lower-capability models, they could adjust
their product offerings to compete at both the high and low end of the market, rather than simply ceding
the low end to open-weight and/or “fast-following” competitors.

Applications

Al applications are built on top of foundation models, although they may involve significant fine-tuning to
adapt the underlying model to a particular use case. It is difficult to precisely characterize the market
structure of the Al application layer, as it is segmented across a wide variety of end uses and because
the major models also offer their own application interfaces (such as ChatGPT for OpenAl and Claude
for Anthropic). For example, a number of companies compete against each other to offer Al applications
focused on the legal industry, a separate set of companies offer rival products applying Al to the
robotics industry, etc., while the major companies developing foundation Al models also offer access to
their proprietary models via their own applications. Companies developing Al applications compete not
only against each other but also against incumbent SaaS companies. In early 2026, several leading SaaS
companies experienced sharp market falls as investors worried new Al products would eat into profits.®

While foundation models compete on benchmarks of model performance, Al applications compete on
specified domain expertise (often linked to access to proprietary technical data) and appealing user
experience and workflow integration. A key question for the future of the Al application market structure
is how switching costs develop between the model layer and the application layer. That is, one could
imagine a market structure where customers easily switch between different Al applications but prefer to
stick with the same underlying foundation model, or where customers are locked into a particular
application, but that application can easily switch between competing underlying models. This will also
vary by market segment: established enterprise companies may find it difficult to switch between
applications after they have built workflows around them, while start-ups or consumers may be more
open to switching. Such dynamics will shape how much competition or concentration there is at both
the model and application layers.

While companies focused on the application layer have not garnered the same sky-high valuations or
popular attention as companies working on foundation models, the application of Al capabilities will be
crucial in translating technological Al advances into concrete economic, scientific, and social progress.
And though U.S. companies lead in developing the most capable foundation models, China’s position at
the Al application layer is arguably more competitive.” This is in part because a wide range of
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application companies have defined market niches by building on top of freely available Chinese open-
source models and fine-tuning them for particular use cases. The ability to apply Al in a variety of real-
world use cases will likely have strong implications for public opinion on Al.

Vertical Integration Across the Al Stack

In practice, many Al companies operate at multiple layers across the Al stack. Google, for example, can
make its own chips, run its own data centers, has developed its own model (Gemini), and has a built-in
suite of consumer and business applications (e.g., search, email) into which it can plug its growing Al
capabilities. This type of vertical integration will likely be as important in shaping the overall level of
competition in the Al stack as the horizontal concentration at separate layers. Vertically integrated Al
companies may have commercial incentives to restrict, or in some cases subsidize, other market
players’ access to one layer of the stack in an effort to maximize their profits at another layer. For
instance, a company with popular Al applications might force customers to use its own proprietary
model, or a company with a dominant position in the cloud and data center market could provide
compute to train its own models at a much cheaper price than it charges to other companies developing
competing frontier models. These incentives could distort markets and lead to less competition in the Al
stack.

These vertical integration challenges may also be compounded by various complex investment and
partnership relationships across layers of the Al stack. NVIDIA, for example, has invested in companies
focused on data centers (Crusoe, Nscale), foundation models (OpenAl, Anthropic, xAl, Mistral,
ReflectionAl, Thinking Machines Lab), and applications (Cursor, Perplexity).”' Such deals will often
include linked customer contracts: NVIDIA’s investments in OpenAl, for instance, were tied to
commitments from OpenAl to buy NVIDIA chips. Similar interdependent arrangements have become
common throughout the Al stack.” Thus, even where vertical integration within companies may be
limited, Al companies may still have commercial incentives to see particular companies at other layers of
the stack succeed, again distorting normal market behavior and potentially limiting competition. Circular
financing partnership deals can also obscure true levels of market demand and give inflated impressions
of future cash flows, thereby driving artificially high valuations. The complex web of financial
relationships across the Al sector could mean that if one central node faces market pressure, it could
quickly spread to other major Al companies.

How Commercial Incentives Align with National Security Interests

The evolution of market structures in the Al stack, and particularly the degree of concentration at each
layer of the stack as well as holistically across the stack, will have important implications for Al national
security interests. Many Al experts have identified the degree of centralization of Al development as a
critical factor in understanding how advanced Al will impact national security, as this will fundamentally
shape how governments control Al development and its consequences.” Understanding centralization
dynamics across the Al stack can inform policy responses, as policymakers may have more leverage at
one layer of the stack than at others (and such leverage may shift over time and across jurisdictions).

There are three main cross-cutting effects to consider. First, higher market concentration could allow
one or a small handful of companies to acquire so much power that they could have undue influence
over the development of Al and pose significant threats to other actors. Second, lower market
concentration could make it more difficult for both public and private stakeholders to impose some
degree of control and restrictions on who has access to powerful Al technologies. And third, particular
features of the Al market, namely the need for massive capital expenditures to be globally competitive,
mean that a substantial scale is necessary for companies to maintain a viable market position. Taken
together, these three effects suggest a complex, non-linear relationship between market concentration
and U.S. national security interests in Al.
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Consider a scenario where a single entity emerges as a monopoly with complete control over one or
several layers of the Al stack. Such an outcome might reduce some national security risks associated
with Al. Because access to the technologies could be more tightly controlled, it could be easier to
prevent adversaries from acquiring substantial compute that could be used for military Al, or to prevent
terrorist groups from using advanced Al models to plan biological or chemical weapons attacks. If the
most powerful Al is controlled by one firm, it may be easier to adopt a responsible approach to
technological development and ensure safety and interpretability research keeps pace with advances in
Al capabilities. Anthropic’s decision to selectively release its Mythos model only to approved users for
the purpose of strengthening cybersecurity defenses is an example of how tight control over frontier
capabilities can be leveraged to lessen Al misuse risks.

Yet a single company with a monopoly on powerful Al would be the epitome of too big to fail, as society
would be incredibly dependent on this single company. Concentrating so much power within a single
entity would require great trust, akin to hoping for a benign autocrat rather than a despot. A private
sector company with a monopoly on powerful Al would occupy such a critical role in society it would be
difficult for government to regulate it as a normal entity, as the company would have leverage to push
back against any unwanted constraints. The variety of ways in which a single entity (either a firm or
government) with a monopoly on powerful Al could abuse this power suggests at least some dispersion
of Al capabilities among multiple actors might be beneficial so that “good Al” can serve as a check and
counterweight to “bad Al.”"* There may be particular risks with monopolization at the frontier model
layer, given that this could imply deep societal dependencies effectively on a single product, and
vulnerabilities or failures with the product could have catastrophic effects.

The other end of the spectrum, a world where there is complete decentralization at all layers of the
stack, would present a different set of national security opportunities and threats. Widely available and
affordable Al could allow for broader adoption of beneficial Al and would ensure no single entity could
use its dominance in Al as a leverage point for greater political or geopolitical control. But it would also
become much more difficult for governments to prevent bad actors from acquiring dangerous
capabilities, particularly if markets are broadly decentralized across countries. Export controls will be
ineffective if substitute products are generally available in foreign markets. It would be more difficult for
companies to coordinate around Al safety best practices. Companies may be less willing to pay an
“alignment tax” —costs associated with Al safety, red teaming, etc.—if they perceive that they are
competing in a wide-open market where their competitors are not similarly bearing such costs.” For
instance, reports suggest the cost of including safety guardrails in inference of leading Al models runs is
5 percent to 16 percent of total inference compute costs.”®

Between these two extremes of monopolization and widely decentralized markets lies what is perhaps
the most likely scenario, where significant barriers to entry prevent Al markets from becoming open and
commoditized, but where no single entity is able to gain an entrenched dominant position.”” Such
market dynamics should help alleviate some of the national security risks associated with high
concentration of power: If any single entity with access to powerful Al capabilities sought to abuse its
position, then other market actors could respond by turning to an alternative supplier. Whether such
market structures support or undermine national security interests associated with responsible use and
alignment policies will depend in part on whether the companies involved can avoid an arms race
dynamic where competitive pressures push them to cut corners on Al safety.”® A market structure with a
handful of key players may also make it easier for policymakers to shape market behavior through more
nimble forms of soft regulation, such as voluntary commitments and codes of practice: It may be more
feasible for the government (or other stakeholders seeking to advance Al safety) to coordinate a small
group rather than negotiate with one behemoth company or deal with a flock of smaller companies.
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All of this suggests that antitrust and competition policy will be important for advancing national security
interests in the Al market. Policymakers, however, will need to take an agile and nuanced approach.
They will need to carefully look for signs that any layer of the Al stack is trending toward monopoly and
consider how vertical integration and cross-stack financing deals and partnerships may contribute to a
consolidation of market power. But they should also recognize that there may be some downsides
associated with an overly zealous approach to competition policy. For instance, in scenarios where there
are a handful of key market players, allowing these companies to coordinate on shared safety practices
could help dampen arms race dynamics and encourage responsible Al development.” Yet such
coordination efforts might otherwise look like collusion to competition policymakers, who are generally
very wary any time market competitors seek to coordinate business activities.

Finally, it is worth considering the national security implications of Chinese-headquartered companies
across the Al stack gaining global market share. While Chinese companies still lag significantly behind
their U.S. counterparts when it comes to producing Al chips and developing the best foundation models,
they may be positioning themselves to win a significant share of the market for “good enough” models
and applications.?’ This could pose a range of threats to U.S. national security interests.®' While data is
limited, analyses suggest Chinese-developed models tend to have less well-developed transparency
and safety standards than leading U.S. models, and thus likely pose greater risks associated with Al
misuse and misalignment.®? Moreover, because most Chinese models are open weight, the safety filters
that do exist could be removed by malicious actors through fine-tuning.®® If Chinese Al companies
achieve substantial global market shares, this could provide China with significant geopolitical leverage
and allow China to steer the overall development of Al technologies.

While a comprehensive assessment on how to keep the United States ahead of China in the global Al
race is beyond the scope of this paper, there is one issue directly tied to evolving commercial incentives
that is worth highlighting. China’s ability to win significant global market share is closely tied to its
companies’ decisions to offer open-weight models and sell Al applications at very low price points.
Given the perception among Al market participants that there will be persistent demand for open-weight
options, it would be a mistake for the United States to cede this market share to China. U.S. companies
and policymakers should consider how to enhance U.S. offerings of open-weight models and related
inexpensive Al applications.
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A Policy Framework to Align Commercial Incentives and National Security

Interests

|

As this paper has highlighted, there are several outstanding questions and uncertainties about how
commercial markets for Al will develop. Al markets are evolving extremely rapidly, and commercial
strategies may shift quickly. For example, even just during the months researching and writing this
paper, Al agents emerged from a small niche tool to potentially revolutionizing all SaaS business
models.?* It is difficult to predict with any level of certainty what new market opportunities may open or
be foreclosed in the months and years ahead.

As this paper has also noted, the commercial incentives of companies throughout the Al stack may not
always align with the national security interests of the United States and its allies. And even when private
sector actors have a collective interest in promoting responsible Al diffusion, their individual incentive
structures may be at odds, for instance, when it comes to avoiding arms race dynamics and the
pressure to release new models as quickly as possible, even when doing so entails heightened national
security risks.

The challenge for policymakers, then, is how to develop policies amid this uncertainty to shape market
behaviors to better align commercial incentives with national security interests. Their objective should be
crafting policy frameworks that are robust and adaptable to a series of different market scenarios. This
section outlines the elements such policy frameworks should include.

A Layered, Adaptable Approach

Over the long run, both the public and private sectors would be well-served by a regulatory regime for
governing Al that provides clear technical guidance on what commercial activities are off limits to
safeguard national security interests, and what targeted policy interventions are needed to correct
market failures or otherwise align commercial incentives with public interests. For the moment, however,
technological and commercial uncertainties and the incredibly fast pace of change mean any near-term
effort to rely on top-down technocratic rules would likely backfire. The technology is moving so quickly
that rigid rules would risk both shutting down potentially beneficial developments while also missing
potentially threatening new vulnerabilities, as government rule-making processes would undoubtedly lag
behind the technological development curve. In place of a comprehensive set of rigid rules, there are
several layers of risk-based policies that public and private actors can jointly implement to advance
national security interests while promoting responsible Al diffusion.

First Layer: Infrastructure and Compute Policy Remain the Bedrock

The United States and its close allies have a substantial lead in producing Al compute and infrastructure,
and government policy should capitalize on this advantage to support the development of global Al
markets in line with U.S. geopolitical interests. There are four key steps policymakers should pursue:

e Address constraints to Al infrastructure build-out in the United States. Demand for building
Al data centers in the United States is strong, but various constraints and bottlenecks could
slow development. U.S. policymakers should continue ongoing efforts to meet these challenges,
which include permitting reforms, bringing new power sources online to meet the energy needs
for Al infrastructure, and addressing bottlenecks on chip fabrication. The continued reliance on
TSMC chips from Taiwan is a vulnerability to U.S. Al dominance, and U.S. policymakers should
support more diverse and resilient chip supply chains. This should include ensuring CHIPS Act-
supported plants currently under development come to fruition; capitalizing on investment
promises attached to recent trade deals with Taiwan, Japan, and South Korea to build further
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domestic fabrication capacity; and leveraging the government’s 10 percent ownership stake in
Intel to accelerate the company’s revival as a domestic chip-making champion.

e Develop a coherent global vision for governing Al compute that uses both export controls
and export promotion to advance U.S. geopolitical interests. Confusion about the direction
of U.S. compute policy makes it difficult for both U.S. companies and allied governments to
develop long-term plans. The U.S. strategy should balance the U.S. objectives of keeping the
preponderance of compute in the United States and its close allies while also encouraging
foreign governments and companies to build on the U.S. Al stack where feasible. The strategy
should include strict limits on China’s access to advanced chips and semiconductor
manufacturing equipment, including with robust enforcement. This limits China’s own
infrastructure build-out and hampers Chinese companies’ efforts to gain market share in third
countries, as their limited productive capacity will be devoted to China’s domestic market
instead of breaking into foreign markets. The government should also properly resource the
Commerce Department’s Al Exports program, reflecting the fact that U.S. global leadership in Al
infrastructure is a key geopolitical advantage.

e Leverage U.S. advantages on compute to embed basic Al safety and security conditions
into Al infrastructure approvals. U.S. dominance at the infrastructure layer provides important
leverage to encourage foreign companies developing and deploying Al on top of U.S.
infrastructure to invest in practices to prevent Al misuse and misalignment. This not only
provides an opportunity to spread U.S. regulatory standards around the world, but also crucially
will ensure U.S. Al exports do not inadvertently create an opening for regulatory arbitrage that
could undermine U.S. Al competitiveness. Demanding that foreign customers acquiring U.S. Al
infrastructure adopt a common baseline regulatory approach in developing and deploying Al will
promote a level playing field and prevent foreign companies from seeking a competitive
advantage by, for instance, cutting corners on data center security requirements. Al experts at
the National Institute of Standards and Technology (NIST) and the Center for Al Standards and
Innovation (CAISI) should design conditions the United States will require of foreign customers
that want access to U.S. Al infrastructure, which should include data center security standards
(both cybersecurity and physical access) as well as basic know-your-customer (KYC) rules and
deployment auditing to limit access for harmful end uses or by malicious end users. To the
extent practicable, these conditions should be standardized across various policy instruments,
including export control licensing, requirements for participation in the Al Exports Program, and
government-to-government frameworks such as those recently agreed with the UAE and Saudi
Arabia, and harmonized across U.S. domestic and international markets.

o Track both technological and market developments that might lessen the importance of
compute and infrastructure dominance in shaping Al trajectories and begin thinking
through such hypotheticals now. For instance, should new chip companies emerge to rival
NVIDIA outside the reach of U.S. export controls, then updates to an infrastructure and
compute-based strategy would be needed. Algorithmic advances could also make it easier to
train very capable models on significantly less compute, which would make it more difficult to
prevent certain Al national security risks. In a market scenario with multiple powerful open-
weight Al models that can be run efficiently on small compute clusters, it might be impossible to
rely on compute controls to prevent bad actors from misusing Al for individual cyberattacks or
similar threats.®® This is not to say compute controls would lose all efficacy in such a scenario:
KYC requirements for data centers could help catch bad actors, Al misuse at scale would still
require large quantities of compute that would be difficult to acquire outside of approved
channels, and adversaries, including China, would still need access to large quantities of the
most advanced compute in order to widely deploy Al models and applications. But they will
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need to be complemented with risk management strategies to improve resilience to Al misuse,
particularly in the cyber and bio domains.?

Second Layer: Use Transparency, Liability, Insurance, and Procurement Policies to Align Market
Demand for Al Safety and Security with Commercial Incentives

For foundation models and Al applications, in many instances commercial incentives could in principle
support U.S. national security interests in Al, yet the market regulatory framework is incomplete or
undefined, resulting in broken feedback loops and misaligned incentives. End market customers for Al
products may want to purchase products that are safe and secure, but such demand signals may not
reach the companies developing Al models and applications if customers have insufficient information to
assess relative safety and security or are unclear on who will bear the liability for Al-related mishaps.
There are four key steps policymakers should take to reinforce market mechanisms that could reward
companies for adopting behaviors that will limit national security risks associated with Al misuse and
misalignment:

¢ Increase transparency and information-sharing requirements related to Al safety and
security risks. Al companies have already gone further than most private sector entities by
voluntarily disclosing information related to risks associated with their products and business
strategies, including in company-wide responsible scaling policies and Al model cards. While
these informal best practices provide a useful baseline for Al transparency, there are sharp limits
to such approaches that rely predominantly on voluntary commitments and self-assessments.
This will require action from a patchwork of government agencies. NIST and CAISI should further
expand their model evaluation program, working with industry to develop standardized best
practices that can raise the floor for external model evaluations. The Federal Trade Commission
(FTC) should assess consumer-facing Al applications and ensure they provide sufficient
information to customers to enable users to understand relevant risks.®” The Securities and
Exchange Commission should issue guidance for enterprises on when potential risks associated
with Al misuse and misalignment rise to the level of materially relevant financial information that
must be disclosed to investors, including for companies deploying Al for internal use cases.® All
such disclosures should focus on providing digestible and actionable information for a wide
range of relevant Al users, to enable such users to make informed decisions on the Al products
they purchase, invest in, or build their applications on top of. Additionally, the government
should also consider mandating disclosure to CAISI for certain defined, high-severity misuse
and misalignment risks. This could include, for example, mandatory disclosures should a U.S.
model developer, Al application company, or cloud provider become aware that malicious
actors are using U.S. Al capabilities to launch Al-enabled cyberattacks on U.S. assets or critical
infrastructure, when an Al developer crosses certain technical thresholds related to weapons
development, or significant instances of model misalignment. Such information should initially
be provided confidentially to prevent the dissemination of new vulnerabilities to malicious actors,
but the government should consider publicly releasing information when doing so is in U.S.
national security interests (including by sending signals to market participants). Critically, these
requirements should also apply to internal use cases of models, not only to models designed to
be made commercially available.

¢ Clarify legal liabilities to align incentives for companies to be accountable for Al safety and
security and avoid liability gaps. The market for Al safety would benefit from clarifying the legal
liabilities arising from various potential risks associated with the misuse and misalignment of
powerful AL® Al mishaps will result from the interaction of decisions made by foundation model
developers, companies building applications on top of foundation models, and end users
deploying Al tools in particular contexts, but at present there is little guidance for what factors
should be taken into account to apportion liability between these three sets of actors. Legislation
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on liability for Al products would provide the clearest guidance, but even in the absence of any
changes to law, policymakers and other stakeholders can still provide courts guidance on how
current liability and tort laws should be applied to Al. Part of the problem is a lack of consensus
on the best practices for Al testing and safety, which can make it difficult to determine whether
an entity acted recklessly or negligently in developing and/or deploying an Al product.
Government policymakers, industry, and other stakeholders should further define and
promulgate best practices on Al safety and security, which courts can then point to in
determining liability for any market actors not following such practices. This should also include
standards on the due diligence required to understand Al model risks (both for those developing
and deploying models) as well as how to effectively communicate these risks to end users. While
clear liability standards should provide guidance on what actions Al model and application
companies need to take to lessen their legal exposure associated with Al misuse and
misalignment risks, policymakers should avoid broad blanket exemptions from liability along the
lines of those provided to social media companies and other internet platforms under Section
230. This would lead to critical liability gaps, particularly as powerful Al systems increasingly act
autonomously. In certain cases, increasing liability standards may be necessary, which deserves
particular consideration for Al applications geared toward the consumer end market.

e Support the development of Al insurance markets. Clarifying liability standards will also help
foster a more robust market ecosystem for Al insurance. A healthy insurance market for
enterprise Al could create market incentives for safer practices among companies developing
and deploying Al, as companies demonstrably addressing risks of misuse or misalignment could
pay lower premiums. Yet to date, pricing such insurance has proven to be difficult, given
uncertainty about the likelihood of Al mishaps and the ultimate liability for such events.
Policymakers should work with industry and other stakeholders to support independent
certification bodies that can provide assurance to enterprises that the Al models and
applications they are purchasing and incorporating into their workflows have been appropriately
vetted, which will serve as a key instrument for underwriting Al insurance.*

¢ Use procurement processes to send demand signals for Al safety and security and
promote competition. When governments act as commercial buyers of powerful Al systems,
they should leverage this position to set high safety and security standards. Government buyers
should prioritize developing capabilities and technical expertise to evaluate Al systems for
misuse and misalignment risks. The procurement requirements governments develop can then
also be adopted and adapted by private enterprises procuring their own Al products to become
industry best practices. Al systems that are trusted by the U.S. government can use this as a
marketing point to appeal to risk averse enterprise customers.

Third Layer: Targeted Market Interventions Can Encourage Safe and Competitive Al Markets in the
United States

There are some instances where collective market outcomes may not align with U.S. national security
interests. Targeted government interventions can shape and steer markets to encourage safe and
secure Al development and deployment. These targeted market interventions can encourage the
expansion of safe and competitive Al markets:

¢ Provide antitrust guidance reflecting the economic and national security importance of Al
markets. Over the last 50 years, U.S. antitrust policy has primarily adopted the consumer
welfare standard as the key criteria in assessing antitrust and competition policy, viewing market
concentration through the lens of its impact on the prices and choices facing consumers. More
recently, however, some antitrust advocates have advocated for a more expansive approach to
antitrust, weighing not only the impact on consumers but also a broader set of public interests,
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including potential harms to workers, producers, and national security.® Putting aside the merits
of this position as an overall approach to antitrust policy, it is clear that Al is one area where U.S.
interests expand beyond a narrow consumer welfare standard, and competition policy for the Al
sector should consider broader national security and geopolitical stakes of Al development.®
The FTC and the Antitrust Division of the Department of Justice should publish guidance on
competition policy for the Al sector that (a) highlights that competition throughout the Al stack is
a national priority, given risks associated with monopolization of Al; (b) defines acceptable levels
of concentration across the Al stack, recognizing that full decentralization of Al markets may
raise its own security risks; and (c) explicitly provides a safe harbor for firms to coordinate
certain safety practices and share information that, in other contexts, could appear like
collusion. The latter is particularly important in the context of sharing nonpublic information on
how frontier Al companies might defend against distillation attacks, because this could be a
commercial secret and aligning on common approaches could appear like an anticompetitive
action.®® In a promising step, the recent White House memorandum on adversarial distillation
stated that the Trump administration intends to enable the private sector to better coordinate
against such attacks, though details have not yet been released.®* An appropriate level of
flexibility in antitrust policy to reflect some of the benefits associated with private sector
coordination on Al safety, and clarity from the government on what forms of coordination are
acceptable and which are forbidden, could ultimately contribute to promoting safe and
competitive Al markets. While companies too often play the national security card to push for
softer regulation, it is nonetheless important for competition policy to account for U.S.
geopolitical interests in maintaining global Al leadership.

o Assess risks associated with the deployment of Chinese models and applications in the
U.S. market and implement risk-based restrictions as necessary. U.S. Al and national
security officials should carefully consider what role, if any, Chinese Al companies and products
should play in the development of safe, competitive, stable U.S. Al markets. There are already
multiple reports of U.S. companies—primarily small start-ups, but also some larger enterprises
such as Airbnb—incorporating Chinese foundation models into their Al applications.” At a
minimum, the government should commit to conducting national security risk assessments of
leading Chinese models, issue cybersecurity alerts and advisories related to Chinese Al systems
where necessary, and establish security testing guidelines for U.S.-based entities that host,
distribute, or provide managed access to Chinse Al models and applications.” Based on these
risk assessments, should policymakers determine there is a need to restrict Chinese companies’
access to the U.S. Al market, they should develop a coherent strategy and implement it through
existing relevant policy channels including the Commerce Department’s Information and
Communications Technologies and Services supply chain authorities, the Committee on Foreign
Investment in the United States authorities to review mergers and acquisitions, as well as
various entity-based restrictions maintained by the Commerce Department, Treasury
Department, and Department of Defense.

¢ Encourage development of safe and secure U.S. open-weight models to challenge
Chinese competitors. The market penetration of Chinese open-weight models, both in the
United States and in third markets around the world, underlines that there is substantial demand
for open-weight approaches. It is critical that the United States does not cede this market to
Chinese firms. U.S. policymakers, academic researchers, frontier labs, start-ups, and Al funders
should work together to foster a rich ecosystem of U.S. open-weight models, while prioritizing
safety and security. The Trump administration’s Al Action Plan correctly highlights the need to
support open-weight models, including by leveraging the National Al Research Resource pilot to
make compute available to researchers. The Commerce Department’s Al Exports program
should also prioritize supporting the export of U.S. open-weight models to prevent Chinese
competitors from cornering global markets.?’
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Conclusion

|

The prominent role of the private sector in advancing the frontier of Al technologies has resulted in
several benefits for U.S. national security. For instance, private capital markets have demonstrated a
remarkable ability to funnel resources to the Al sector, allowing U.S. Al labs and technology companies
to devote billions of dollars to the compute and talent necessary for R&D. This financing has been critical
in allowing the United States to build its lead in Al.

Commercial incentives in the private sector, however, may not always align with U.S. national security
interests. Yet to date, Al national security stakeholders have paid only limited attention to the potential
linkages between Al market dynamics and U.S. national security. This paper has sought to contribute to
closing this gap by mapping several key outstanding questions on the commercialization of Al and
assessing their implications for three key U.S. national security interests: (1) enabling beneficial uses of
Al while limiting security risks associated with Al misuse; (2) ensuring reliable and controllable Al system
behavior in deployment; and (3) maintaining strategic geopolitical advantage in the development and
global diffusion of Al. Policymakers may have limited power to fully determine how Al market dynamics
will develop, yet there are still a number of actions they can take to place guardrails on commercial
activities. The analyses in this paper are designed to provide an initial framework for public and private
sector actors to shape market incentives in the Al sector to better align with U.S. national security
interests.

Looking forward, the challenge for policymakers is how to prepare today for an uncertain tomorrow,
recognizing that the pace of technological development is so rapid that officials cannot wait until
markets shift to begin determining appropriate policy responses. Building on the analysis in this paper,
researchers, policymakers, and Al companies should cooperate to use novel research methods to
explore future market trajectories and their impacts on commercial strategies and national security
outcomes. Tabletop wargaming exercises, where players representing Al companies and public officials
react to hypothetical market scenarios, could elucidate some of the tensions and unexpected
consequences of government efforts to shape markets to advance national security interests, and allow
public and private stakeholders to prepare for a range of plausible future economic developments.

Finally, one of the fundamental takeaways from this research is the need for greater exchange and
cross-pollination between the research community studying the economics of Al and the research
community studying Al and national security. Both fields are currently exploring a wide range of
fascinating, complex, policy-relevant questions, but with seemingly little engagement with one another.
There would be significant policy and research gains from greater collaboration between these two
expert communities.
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