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Executive Summary
I

he pendulum of globalization has swung too

far. What the fallout of the ongoing pandemic

makes clear is that decades of offshoring and
cost-cutting in the pursuit of efficiency and a better
bottom line have left the supply chains of the United
States and its allies and partners unacceptably brittle.
Restoring balance to the system—with greater resilience
through reducing dependence on potential adversaries,
greater geographic diversity, and a pragmatic approach
to building a mix of domestic capabilities and sourcing
from reliable partners—will be a complex, expensive,
and far-reaching undertaking. It could well reshape the
global economy and strengthen ties between the world’s
democracies, and is likely to be a key factor in deter-
mining the course of the global strategic competition.

Tackling America’s supply chain problems will
require a new conceptual framework that is fit for the
current geopolitical context. The United States and
China are engaged in a complex economic, political,
and military competition marked by sharp ideological
and normative differences and economic dependencies.
Global trade and supply chain dynamics reflect much
of the spectrum of this competition, the overreliance on
China for key inputs and manufacturing capacity most
prominently. Correcting this imbalance and assuring
the resilience and security required is needed to ensure
long-term American competitiveness.

The framework with which to address that imbal-
ance has three core elements: adjusting the role of
government, checking the key assumptions that
shaped current global supply chains, and balancing the
tension between self-reliance and interdependencies.
Policymakers and business leaders alike must rethink
how government and industry engage each other on
supply chain matters as part of a new form of industrial
policy. For example, government officials need to better
understand global supply chains to identify vulner-
abilities and pursue opportunities. At the same time,
company officers must strive for greater transparency
and continuous supply chain assessments.

Restoring balance will require a new approach to
thinking about the trade-offs between efficiency, reli-
ability, availability, and security. No longer will the least
expensive supply chain option necessarily be the most
effective, nor will the highly optimized one always
be the most desirable. Supply chain resilience often
will require geographic diversity and surge capacity,
principles that may clash with a company’s near-term
bottom line.

Finally, a balance must be struck between the under-
standable desire to be self-sufficient and the realities of cost
and feasibility. In most cases, autarky would be prohibi-
tively expensive and not achievable because of the global
diffusion of raw materials, technologies, know-how, and
manufacturing capacity. Instead, policymakers should
consider how to leverage allies and partners to establish
more robust and secure supply chains.

This report offers a schema to help U.S. decision makers
navigate those trade-offs by categorizing factors of neces-
sity and geography. Using this schema as a baseline,
government and industry leaders can shape a blueprint
for remapping supply chains. The report then builds on
that basic framework by offering specific actionable policy
recommendations to ensure that the resulting U.S. supply
chain strategy is comprehensive, proactive, and achievable.

Tackling America’s supply chain
problems will require a new
conceptual framework that is fit
for the geopolitical context.

To promote more resilient and secure supply chains,
the U.S. government must enact a range of policy actions.
Cooperation with industry and allied and partner coun-
tries should be an essential feature of this strategy. The
following recommendations comprise specific actions
focused on bolstering the government’s ability to manage
supply chains through greater organizational capacity and
authorities. Also proposed are investments and initiatives
that are likely to transform supply chains to the long-term
benefit of U.S. national and economic security.

Manage Supply Chains
The White House, with the support of Congress, should:

® Craft a supply chain strategy. The United States needs
a blueprint for how to think about, and prioritize, the
security and resilience of its critical supply chains.

® Remap critical supply chains. Many supply chains
important to U.S. economic security and national defense
are dangerously brittle. Addressing these vulnerabilities
will be expensive, complex, and time consuming. The
risks of not restructuring these supply chains, however,
are even greater.

® Institutionalize supply chain reviews. The U.S. govern-
ment should institutionalize the use and frequency of
supply chain reviews for critical sectors as part of a
comprehensive framework to monitor and continuously
improve supply chain resilience efforts.



® Engage with industry leaders and private sector
partners on the development and implementation of
supply chain restructuring. Policymakers and gov-
ernment officials must continue to engage private
sector partners and leverage existing models of
public-private partnerships when considering the
restructuring or remapping of critical supply chains.

® Leverage existing federal legislation and regulations
to incentivize and drive transformation beneficial
to the U.S. economy and defense. U.S. executive
agencies have the authority to enforce, as well as
regulate through supervision authorities in critical
infrastructure, critical sectors related to U.S. defense
or economic security.

Congress, in consultation with relevant government
agencies, should:

® Expand the use of existing industrial survey author-
ities. The Department of Commerce’s Bureau of
Industry and Security (BIS) has the authority
under section 705 of the Defense Production Act to
conduct “industry studies assessing the U.S. indus-
trial base to support the national defense.”

® Promote efforts to improve software supply chain
security. Existing governmental efforts to strengthen
the resilience of supply chains should acknowledge
and address software supply chain security.

® Eyaluate vulnerabilities in U.S. stockpiles of critical
materials and supplies for national defense. The U.S.
government must prepare its strategic stockpiles
for widespread disruption to global supply chains
by increasing funding and resources for emergency
preparedness and response.

® Encourage relevant government agencies to adopt
emerging technologies, such as blockchain, to build
transparency and accountability. Distributed ledger
systems ensure transparency for all parties along a
given supply chain by providing verifiable and certi-
fied information at every level of production.

m Jdentify, develop, and apply security principles for
technologies in supply chains. As private industry
continues to adopt emerging technologies such as
5G and Internet of Things infrastructure, cybersecu-
rity concerns remain a persistent threat.? Congress
in consultation with the Federal Communications
Commission should review relevant principles for
ensuring safe and secure usage of these technologies
throughout critical supply chains.
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® Review and amend outdated provisions in the Uniform
Commercial Code and others to optimize supply chain
coordination. The governing legal standards for supply
chains in the United States are based on the privity of
contract doctrine, which prevents external parties and
individuals from enforcing the obligations of a contract
they are not a part of.

Transform Supply Chains
Congress should:

® Expand the mission of the Bureau of Industry and Security.
BIS should assume authority to regulate and protect
U.S. technology supply chains. It should be reorganized
to model the Department of the Treasury’s Office of
Terrorism and Financial Intelligence.?

® Create an assistant secretary of commerce for supply
chain and technology security. This position would cen-
tralize the department’s policy and regulatory programs
involving supply chain integrity, availability, and resil-
ience, such as Defense Production Act programs, and
planning and administration of BIS industry surveys.

Congress, in conjunction with the State Department and
the White House, should:

® Establish a network of like-minded countries to collaborate
on technology policy.* Technology policy coordination
among like-minded countries is often sporadic and
disjointed. The United States should create a multilateral
technology alliance with a core group of like-minded
countries to collaborate on supply chain diversification.’

® Bolster U.S. capacity to conduct tech diplomacy. The
United States needs a robust tech diplomacy capability
to address the international dimensions of supply chains
and technology competition more broadly.

The Department of Commerce should:

® Establish an information fusion center, headquartered
in the International Trade Administration’s Office of
Industry and Analysis. Anticipating and mitigating
supply chain risk will require a permanent and dedicated
effort to monitor and analyze developments in industry
and actions by foreign governments that impact supply
chain dynamics.

The National Science Foundation, in collaboration with
relevant agencies, should:

® Tnvest in next-generation tools, platforms, and technolo-
gies for supply chain security. For example, AT tools hold
great promise to improve supply chain management such
as by analyzing vast data sets, enhancing understanding
of relationships, and supporting decision-making.
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Introduction

I

upply chains are a pillar of American economic
s advantage, national security, and long-term techno-
logical leadership. Secure, dependable, and resilient
supply chains are essential for U.S. competitiveness and
the day-to-day functioning of society, particularly in high-
tech areas such as advanced semiconductors, and critical
sectors including pharmaceuticals and medical equipment.

Ensuring secure supply chains, however, is no easy
task. The United States must thread the needle on free
market principles and government intervention in the
economy, while striking a balance between self-reliance
and international partnership, and calibrating between
investments in proven capabilities and possible game-
changing innovations.®

Modern supply chains are vast, complex, and global.
While they always have been afflicted with certain vul-
nerabilities, the fragility of supply chains has been on full
display in recent years. Supply chains have been stretched
thin by a number of factors, some more long-standing than
others. As the scale and complexity of the supply chain
issue is vast, it helps to diagnose the problem through the
lens of three C’s that make supply chain resilience the chal-
lenge it is today: coronavirus, China, and climate.

The COVID-19 pandemic exposed the widespread brit-
tleness of global supply chains and the risks of achieving
economies of scale by concentrating production in small
geographic areas. By placing pressure on the U.S. health-
care and pharmaceutical sector, the pandemic exposed
vulnerabilities in critical sectors, and raised questions
about America’s ability to effectively function during a
prolonged crisis.

Some of these vulnerabilities were pandemic induced—
countries around the world were suddenly confronted with
shortages of essential medical gear and medicines. Other
vulnerabilities are long standing. China’s stranglehold over
the rare earths sector, for example, presents serious vulner-
abilities for innovations essential to military preparedness
and the competitiveness of America’s domestic industry.
America’s adversaries are poised to take advantage of
supply chain dependencies to potentially threaten U.S.
national security and economic competitiveness.

China looms large. Where the pandemic exposed
numerous near-term constraints—many rooted in the coun-
try’s centrality in global supply chains—over the long haul
the U.S. government must deal with China in the context
of a long-term geopolitical competition. Here the chief
concern is how to disentangle critical supply chains where
the United States is vulnerable to disruptions because of
a high reliance on China, such as for critical minerals, and

how to shift certain production lines out of China without
causing major disruptions to private industry in the United
States and allied countries.

Climate change is a third vexing challenge. There will
be events that will be difficult to anticipate and unfolding
trends whose effects researchers are only beginning to
think through. The long-term implications of climate
change are not yet fully known or understood but already
are being felt around the world. A drought in Taiwan and
an enormous winter storm in Texas impacted semicon-
ductor fabrication; extreme weather events, expected to
become more common as the climate changes, are likely
to affect food security. At the same time, a warming Arctic
is opening up new shipping lanes and making Greenland
amore attractive place for rare earths mining—presenting
opportunities and likely new geopolitical flashpoints.
Climate and geography must be part of the supply chain
resilience and security equation.

The U.S. government is taking steps to improve the
resilience of America’s supply chains. Recent reports, from
the bipartisan House Armed Services Committee Defense
Critical Supply Chain Task Force and the White House
(pursuant to Executive Order 14017) have underscored
the importance of supply chain security.” But more work
is needed.

Improving the resilience of America’s supply chains will
be an iterative process. As emerging technologies—such as
AT, biotechnology, and additive manufacturing—redefine
the landscape of innovation and geostrategic competition,
new approaches to ensuring secure and resilient future
supply chains are needed.

This report explores the vulnerabilities impacting
America’s supply chains and offers a framework for how
to address those vulnerabilities, as well as ones that may
manifest in the future. The report also examines case studies
of two critical but differing sectors—the semiconductor
supply chain and the software supply chain—which provides
context for determining effective actions for improving
resiliency. Finally, the report offers a series of policy rec-
ommendations meant to help guide and strengthen the U.S.
government’s response to supply chain security.

The breadth and complexity of modern supply chains
can make the challenge of securing and strengthening
them seem elusive and unreachable. While a universal
solution to addressing supply chain vulnerabilities may
not exist, there are concrete steps the United States can
take to make its supply chains less brittle, particularly
those most critical to its economic security and defense.
More needs to be done—and urgently so—to ensure that
U.S. supply chains are fortified against whatever upheaval
they might face in the future.



SUPPLY CHAIN CONCEPTS

Risk Management

Supply chain risk management is the continuous
process of monitoring and analyzing supply chain
risks—such as the integrity and availability of a raw
material, component, or software—and implementing
management, operational, and technical controls to
address those risks.®

Resilience

Supply chain resilience refers to the capability to mitigate
and recover from a disruption. These disruptions can be
natural, such as an earthquake, tsunami, or pandemic; or
deliberate, such as a country intentionally withholding a
key input.

Concentration Risk

Supply chain concentration risk can take numerous forms
(lack of vendor diversity, geographic, financial) but all
share the basic quality of excessive reliance that could
lead to a single point of failure.

Sourcing

Supply chain sourcing “is the process of vetting,
selecting, and managing suppliers who can provide the
inputs an organization needs for day-to-day running.
Sourcing is tasked with carrying out research, creating
and executing strategy, defining quality and quantity
metrics, and choosing suppliers that meet these criteria.”®

Auditing

Supply chain auditing is the process of examining supply
chains for risks, inefficiencies, reliability, and compliance
among other motivations. From a national and economic
security standpoint, auditing is generally referred to

in the context of identifying risks such as those from
geopolitical and geotechnical tensions, lack of vendor
diversity, lack of transparency, and single points of failure.

Compliance

Supply chain compliance refers generally to
organizational adherence to laws, regulatory or
contractual requirements, and guidelines.

Tier 1 and Tier N Suppliers™

Suppliers that make up a particular supply chain can

be broken down into different tiers. Tier 1 suppliers
conduct business directly with the original equipment
manufacturer. Tier N suppliers serve as the primary
sources of materials and component parts for preceding
tiers. As a result of hyperspecialization, many supply
chains contain a multitude of tiers.

“Just In Time” Model"

A supply chain management framework that seeks

to reduce production time and costs by minimizing
inventories across the entire supply chain. This model
increases the return on investment by improving product
quality and lowering costs by reducing overhead. It can
be crippled, however, by sudden changes in supply

or demand.
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Key Supply Chain Vulnerabilities
|

disruptions in supply chains, revealing

widespread and interrelated vulnerabilities.
Some of these vulnerabilities are long-standing
challenges, while others manifested more recently
as supply chains were thrown in disarray from
country lockdowns, factory shutdowns, and long-
term travel restrictions.

This section covers the five most pressing vul-
nerabilities impacting U.S. supply chains. The first
vulnerability is America’s reliance on peer compet-
itors, particularly China, which opens the door to
unfavorable control and influence. U.S. dependence
on China for critical inputs, such as rare earths, puts
the country’s national security and economic security
at risk. The second is the brittleness of global supply
chains. Popular manufacturing models, especially the
“Just in Time” model, prioritize speed and cost-effec-
tiveness over security and resilience, which can result
in disruption at all levels of the supply chain.

T he COVID-19 pandemic has caused world-wide

Each of these vulnerabilities
has a unique impact on
global supply chains, but
they also are interconnected
in many ways.

The third vulnerability impacting supply chains
is geography. Manufacturers must prepare for the
unexpected, including natural disasters, extreme
weather events, and geopolitical tension which create
potentially outsized effects. Fourth is a lack of vendor
diversity. Products that require materials from a
certain region or a single source are more at risk for
disruption. The fifth vulnerability is limited trans-
parency, which poses a risk to today’s complex and
interconnected supply chains.

Each of these vulnerabilities has a unique impact on
global supply chains, but they also are interconnected
in many ways. While the COVID-19 pandemic did not
generate these vulnerabilities, it certainly exacerbated
them, leading to reduced manufacturing, worker
shortages, bottlenecks, and wide-ranging shortages.
As the United States and the rest of the world recover
from the damaging economic impact of the pandemic,
a concerted and strategic effort must be made to
resolve these issues and build a better, more resilient
system of supply chains.
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Reliance on Adversarial Competitors

U.S. supply chains are vulnerable from overreliance on
adversarial competitors, namely China. This overreliance
creates opportunities for undue influence on American
and allied manufacturing capabilities by controlling and
weaponizing supply chain choke points. This vulner-
ability developed as a result of the three decades-long
trend toward globalization and open markets. Although
the structural weaknesses of globalized supply chains
were recognized even during its adoption throughout
the late 20th century, the strategic implications were felt
most immediately during the COVID-19 pandemic and
crystallized as policymakers grasped the scope and scale
of the challenge of a rising China.’? Because these risks
and realities are inherent to the current supply chain
structure, mitigating and controlling this vulnerability
must be a critical national security focus area.

The evolution of the modern supply chain was
motivated by the optimistic belief in liberal economic
interdependence theory and globalization. According
to this camp, a globalized and dispersed world economy
paired with outsourcing of domestic production and
services would facilitate increased trust among would-be
competitors and incentivize cooperation.”® Trade expec-
tations in turn would foster further international stability
and improve the global quality of life. Throughout the
1990s, domestic manufacturers outsourced their labor
and production supply chains abroad, resulting in lower
costs for consumers and increasing economies of scale
for industry.* Proponents of this theory also believed
economic interdependence would bring peace between
countries and incentivize authoritarian states to prefer
free markets as opposed to state intervention.

Throughout the COVID-19 pandemic, ventilators were a critical tool to help patients fight off infection and
work toward recovery. During the initial waves of hospitalizations, U.S. hospitals lacked access to these
vital technologies, enabling adversarial nations, such as China, to leverage their domestic stockpiles. (Getty
Images)

This globalized interdependence theory under-
girded many economic decisions for the next three
decades. Most noticeably was China joining the
World Trade Organization (WTO) in 2001. As
President Bill Clinton argued at the time, “By joining
the WTO, China is not simply agreeing to import
more of our products, it is agreeing to import one
of democracy’s most cherished values: economic
freedom.””® But as recent events stemming from,
and exacerbated by, the COVID-19 pandemic show,
there are significant and widespread vulnerabilities
underlying this excessive dependence. Adversarial
competitors recognize and are leveraging these
structural weaknesses to accomplish their own
national security aims at the expense of the United
States. As of early 2022, America is just beginning to
formulate how to mitigate these risks.

Relying on an adversarial competitor, especially
arising power such as China, carries significant
undesirable risks that far outweigh the benefits.
Overreliance creates an opening for adversarial
nations to use this dependency as a tool for
coercion. For example, during the initial wave of
COVID-19 infections in early 2020, stockpiles of
critical personal protective equipment and medical
technologies like ventilators rapidly disappeared
and became impossible to procure due to global
shutdowns and bottlenecks. Coinciding with this
rapidly increasing demand, factories went cold due
to lockdowns, which halted the production of new
materials and supplies. Additionally, critical trans-
portation nodes rapidly became congested, stopping
finished products from reaching their destinations.

This increased demand,
paired with production
shortages, enabled states
with sufficient supply to
exercise influence over
those who lacked the
ability to produce their
own medical equipment.
Specific components
manufactured in China
that were used in venti-
lators and other essential
medical equipment were
withheld from the United
States and other nations to
ensure China maintained
its own domestic supply
and to exercise leverage




on near-peer competitors.'® Now, two years after the initial
waves of the pandemic, China still exerts this control over
other nations and is able to use its supply of medical equip-
ment as a valuable bargaining chip.

At the height of the pandemic, Chinese state-run news
agencies noted the regime’s ability to cut off pharma-
ceutical exports in an effort to exert control over foreign
competitors.” Early last year the Chinese Ministry of
Industry and Information Technology proposed export
controls on rare earth minerals used in advanced military
technology wielded by the United States.!* While Beijing
ultimately did not use these tactics, the risk of future
escalation resulting in retaliatory supply chain disruptions
is an advantage China can leverage over the United States
when it sees fit.

Brittleness

The brittleness of modern supply chains makes them par-
ticularly vulnerable to disturbances. This fragility stems
in part from opacity, single points of failure, and the
growing complexity and interconnectedness of today’s
supply chains.

This brittleness is further exacerbated by the
dominance of manufacturing models that prioritize cost-
saving measures over security and resilience.”” These
policies—often referred to as a “Just in Time” model of
manufacturing—operate on the idea that materials or
parts should be delivered only once they are required,
reducing the need for stockpiling.?® Conceptualized by
Japanese auto manufacturer Toyota in the early 1970s,
“Just in Time” became a dominant model of manufacturing
in the decades that followed for an array of industries,
such as automotive, healthcare, clothing and textiles,
and electronics sectors. Researchers studying American
manufacturing companies found that from 1981 to 2000,
inventories were reduced by an average of 2 percent per
year.? This lean style of manufacturing led to obvious
benefits—reduced costs, the ability to more rapidly shift to
market demands, and fewer obsolete products.?? While the
advantages are apparent, the model suffers from fragility
and inflexibility when disruptions inevitably occur.

Upheavals associated with the pandemic since early
2020 have revealed weaknesses in the “Just in Time”
model that have proven lasting and difficult to address.
The impact of the COVID-19 pandemic sent shock waves
through global supply chains. Medical supplies like masks
and ventilators were in short supply, and a shortage of
semiconductors impacted countless products from auto-
mobiles to game consoles to smartphones.® A July 2020
survey from McKinsey found that 73 percent of supply
chain executives surveyed had encountered problems
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with their supplier base, and 75 percent had experienced
problems with production and distribution.*

A shortage of semiconductors hit the auto industry partic-
ularly hard. Early in the pandemic, automakers anticipated
limited demand from consumers and canceled their orders
of semiconductors. Semiconductor foundries replaced those
orders with demand from other industries, leading to a
shortage of available chips.?

The chip shortage is exacerbated by an overall frag-
mentation of the supply chain, which makes it difficult for
automakers to determine the source of bottlenecks.?® As
White House economic advisors Susan Helper and Evan
Soltas explain, “a semiconductor may be designed by one
firm, manufactured by a second firm, embedded into a com-
ponent (such as an air bag) by a third supplier, and only then
delivered to an automaker’s assembly plant.”?

The financial impact of these shortages is profound for
the auto industry. AlixPartners, an industry consulting firm,
estimated the chip shortage would cost automakers upwards
of $210 billion in lost revenues for 2021.28 In July 2021,

Ford Motor Company announced its profit for the three
preceding months had dropped by 50 percent.* Toyota—
the company given credit for initiating the ‘Just in Time”
method of manufacturing—announced in August 2021

that it would cut production worldwide by 40 percent for
the month of September, citing “Covid-19 and unexpected
events with our supply chain.”*® Recently, automakers
supply chain woes were further exacerbated by protests in
Canada that disrupted some of the U.S. and Canada’s busiest
trade routes.®

Some industries that rely on the “Just in Time” model are
learning from this period of upheaval by shifting to a “Just
in Case” model. As Brooke Masters and Andrew Edgecliffe-
Johnson explain in the Financial Times,

Some businesses are increasing the inventory they
keep on hand and entering into longer term con-
tracts with key suppliers. Others are diversifying
their manufacturing to create regional hubs with
local suppliers and investing in technology to give
them greater advance warning of potential bot-
tlenecks. Some companies are also investigating
ways of working with their rivals to share infor-
mation to develop emergency back up facilities
without falling foul of competition regulators.®?

While companies likely will continue to function with a
manufacturing model that is lean and prioritizes efficiency,
many are finding better ways to prepare their services and
products for inevitable, and potentially lasting, supply chain
disruptions in the future.
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Geography

Industries must account for a variety of potential supply
chain disruptions emanating from forces outside of

their control, such as natural disasters, extreme weather
events, or geopolitical conflict. This risk of geographic
concentration affects certain industries and products
more than others. The semiconductor supply chain,

for instance, is particularly vulnerable because of the
concentration of certain materials (e.g., silicon wafers,
specialty chemicals, manufacturing equipment) in
specific regions around the world, particularly China and
East Asia.®® A report from the Semiconductor Industry
Association (SIA) found that “there are more than 50
points across the [semiconductor] value chain where one
region holds more than 65 percent of the global market
share.”** This concentration makes the semiconductor
supply chain especially vulnerable to geopolitical tension
or natural disasters.®

Supply chains are not only vulnerable to geographic
concentrations but are also susceptible to disruption
from natural disasters. While industries always have
had to prepare for extreme weather events, this kind of
disruption only will increase as the effects of climate
change result in more disasters, such as hurricanes,
wildfires, floods, and droughts. Global supply chains have
been rocked by natural disasters in the past. For instance,
the massive earthquake and tsunami that struck Japan
in 2011 upended the Japanese auto industry—forcing
automakers to shut down assembly plants for weeks and
causing ripple effects across the global supply chain.®
Hurricane Ida, which devastated the Gulf Coast of the
United States in 2021, weakened an already brittle global
supply chain by exacerbating shortages and shipping
delays.” Wildfires in Canada and the West Coast of the
United States in 2021 caused major challenges for the
lumber industry.*® A massive drought in Brazil—the worst
in over a century—caused the price of coffee futures to
nearly double what they were a year prior.** A massive
and unprecedented freeze in Texas in February 2021 led
to global shortages in the raw materials used to make
a variety of plastic products.** The rising frequency of
these events will pose greater challenges to supply chain
management, particularly to supply chains located in
parts of the globe more vulnerable to shocks.

Industries also may face disrupted supply chains as a
result of accidents. For instance, in March 2021 the Suez
Canal was blocked for almost a week by a giant container
ship, which obstructed the primary trade route linking
Asia and Europe, resulting in supply chain disruptions
around the globe and tens of millions in lost revenue. As
much as $10 billion of cargo a day was stalled, including

oil, electronics, home goods, and automobiles.*! The
Suez Canal crisis put further strain on a global supply
chain already reeling from the pandemic and subse-
quent shortages. The blockage was a reminder that
geography is still a factor in the security and resiliency
of supply chains.*?

Lack of Vendor Diversity

The COVID-19 pandemic revealed the brittleness of
certain industries’ supply chains. Part of that brittle-
ness stems from manufacturers that depend on a single
supplier for a certain good or material. Supply chain
disruptions are not new. Industries know they have to
prepare for the unexpected—earthquakes, droughts,
extreme weather—and typically markets will normalize
relatively fast.* The pandemic, however, posed a far
greater challenge. While a natural disaster might hit
one or two industries particularly hard, the pandemic
impacted the economy at large, causing lasting short-
ages in a multitude of sectors.

Many products today require materials from an
assortment of manufacturers from across the globe.
Certain materials may be available only in a specific
region or through a limited number of suppliers—a kind
of dependence that creates a higher risk of disruption
for firms. Shortages in the healthcare industry were of
particular concern in the early days of the pandemic.
China—a major exporter of protective medical gear—
paused much of its exports of surgical masks, diverting
them to local hospitals instead.** Demand for N-95
masks was so high in the United States that government
leaders asked the public to reserve the limited supply
for frontline healthcare workers.

As factories shut down in early 2020, U.S. government
officials were concerned about possible shortages in a
variety of commonly used antibiotics and painkillers.*
According to some estimates, about 80 percent of the
active pharmaceutical ingredients (APIs) used in U.S.
drugs are processed in China and India*® While major
drug shortages did not materialize, the United States’
dependence on foreign suppliers for critical pharma-
ceutical products revealed a glaring vulnerability.

Limited vendor diversity is not just an issue that
arises between the United States and its competitors.
Vendor diversity also can pose a problem among the
United States and its allies. The telecommunications
industry, for instance, is a highly consolidated industry
with steep barriers to entry—which limits vendor choice
and further complicates the global race in 5G wireless.

The Biden administration has focused on tackling
supply chain vulnerabilities in its first year, particularly
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SUPPLY CHAIN MAPPING AND RISK MANAGEMENT

Tier 1 Tier 2

Companies use interactive visualizations, like the example shown here, to help identify bottlenecks and potential supplier concentration risks
in their extended supply chains. There are numerous firms that offer tools and expertise to support companies’ desire to better understand
their supply chain vulnerabilities. (Data and graphic provided by Interos.)

in industries facing shortages and with a higher degree Limited Transparency
of dependence on foreign suppliers.*’” In June 2021, the It can be difficult for industries to understand the full
administration released a report with assessments on scope of their supply chain or take corrective actions
four critical products—semiconductor manufacturing to effectively remedy disruptions. Many supply chains
and advanced packaging, large capacity batteries, are complex and diffuse, which makes meaningful
critical minerals and materials, and APIs—and found transparency and effective contingency plans particu-
that across these products, “insufficient U.S. manu- larly difficult. For example, at the start of the COVID-19
facturing capacity” and “geographic concentration in pandemic, the world’s 1,000 largest companies and their
global sourcing” were key risks that contributed to suppliers owned more than 12,000 facilities in regions
vulnerabilities in their supply chains.* affected by quarantine restrictions.?® Efforts to uncover
Some manufacturing firms have implemented new the pieces of their supply chain affected by the pandemic
strategies to try to diversify their supply base. As significantly affected production times. The need for
the trade war between the United States and China supply chain transparency has never been greater.
intensified in recent years, some companies adopted a According to Alexis Bateman, a research scientist at
“China+1” strategy, meaning they attempted to expand MIT, supply chain transparency “requires companies to
production outside of China to an additional Southeast know what is happening upstream in the supply chain
Asian country, such as Vietnam, Malaysia, Thailand, or and to communicate this knowledge both internally and
Indonesia* This strategy is meant to allow for greater externally.”® This process is easier said than done. But as
vendor diversity—and to protect firms from an overreli- the difficulty of transparency increased over time, so too

ance on China. did its importance.



Many consumers are demanding a greater degree of
transparency. Some are seeking it in response to lasting
shortages throughout the pandemic. A study from
Oracle found that Americans are increasingly concerned
about lasting delays, product shortages, and wide-
spread disruption to supply chains.’? A sizable portion
of respondents wanted greater transparency on inven-
tory (59 percent) and potential supply chain issues (54
percent).® A growing number of consumers also desire
transparency because they want to know how their mer-
chandise is made and where it comes from.> Research
from MIT Sloan School of Management found that con-
sumers value information on how workers are treated,
and may be willing to pay more for products from com-
panies with greater supply chain transparency.®

There is also growing interest in laws and government
regulations on supply chain transparency. Earlier this
year, for instance, the United States banned imports of
cotton from the Xinjiang region of China over human
rights abuses against the Uighur population, affecting
avariety of U.S. retailers.* The blacklisting included 87
percent of China’s cotton crop, or one-fifth of the world’s
total supply.”” Before the ban took hold, the Workers
Rights Consortium estimated that U.S. retailers imported
more than 1.5 billion garments containing materials from
Xinjiang per year—more than $20 billion in retail sales.*®

Another example of required supply chain transpar-
ency is government regulations on food safety. In 2011,
Congress passed the Food and Drug Administration
(FDA) Food Safety Modernization Act (FSMA)—the
first major overhaul in the country’s food safety system
since 1938.% The FSMA was designed to shift America’s
food safety system from responding to foodborne ill-
nesses to preventing them altogether.®* The then-Deputy
Commissioner of the FDA Michael Taylor described the
FSMA as “supply chain management written into law.”*!
Ten years later, the FSMA has led to the creation of new
rules and authorities intended to better regulate the pro-
duction and transport of food produced domestically
and imported.*

Despite moves by governments, companies, and con-
sumers to promote greater supply chain transparency,
achieving meaningful transparency is a difficult task.
This is particularly true for supply chains with multiple
tiers of suppliers, and due to complex laws regulating
contractual responsibility. For one, supply chains are not
necessarily designed for transparency.® Today’s man-
ufacturing models often prioritize efficiency and cost
reduction over resiliency, security, and transparency.
For some companies or industries, the necessary data
and information for meaningful transparency may not
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be easily collectible or accessible.* Finally, some compa-
nies may be reluctant to share certain information about
their supply chains out of fear that it could make them
vulnerable to criticism or disadvantage them in a com-
petitive market.®> As White House economic advisors
Helper and Soltas explain, when it comes to automakers
and semiconductor manufacturers, neither “can trace
what goes in these intermediate layers (or “tiers”) of the
supply chain, due in part to lack of trust among parties in
supply chains, who fear the information might be used to
replace them or to bargain for a price reduction.”®®

Many supply chains are complex
and diffuse, which makes
meaningful transparency and
effective contingency plans
particularly difficult.

Ultimately, greater supply chain transparency results
in far more advantages than disadvantages. As the events
of the past two years have shown, industries must be
prepared for unknown fragilities in their supply chains
caused by any number of events—pandemics, blocked
canals, natural disasters, cyberattacks. Transparent
supply chains are, in turn, more resilient and secure.

Each of these vulnerabilities introduces fragility into
the system of global supply chains. There is no question
that supply chains are not adequately resilient to handle
mass disruption, particularly disruption so widespread
and long-lasting. To address these and other vulnerabili-
ties, the U.S. government must create a new paradigm to
secure and strengthen critical supply chains.

A Supply Chain Remapping Schema
I
he United States requires a framework to inform
anew conceptual approach to supply chain resil-
ience. The goals and objectives of this approach
are to be tied directly to the United States’ national
security and economic security goals, and its technology
and industrial policy strategies. Stakeholders in industry
should play a key role in planning and executing
this framework.

The Question of Necessity

To articulate an executable strategy, U.S. policymakers
must first categorize supply chain considerations by
priority. Each of the three categories will require dif-
ferent policies to plan, initiate, and sustain an enduring
supply chain strategy.
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ESSENTIAL

This category comprises outputs deemed essential for
the day-to-day functioning of American society. While
the United States should strive for complete self-suf-
ficiency where possible, the minimum goal should be
to ensure domestic capacity to produce 80 percent of
regular daily needs during a multiyear crisis. Given
the cost and related inefficiencies of autarky, the list of
what qualifies should be short. Examples of plausible
candidates include pharmaceuticals and medical equip-
ment. Creating and maintaining secure and resilient
supply chains for essential inputs and products will
require government-led industrial policy on a scope
and scale not seen in decades.

STRATEGIC

Most inputs and products key to U.S. national and
economic security will fall in this category. Self-
sufficiency is likely to be infeasible or prohibitively
expensive because the United States doesn’t have all the
requisite technologies, capabilities, and know-how. At
the same time, the United States should have minimal
to no dependence on strategic rivals and potential
adversaries, requiring supply chain strategies to be
developed through bilateral and multilateral arrange-
ments with trusted partner countries. Critical minerals
and semiconductors are sectors that would be included
in this category. Creating and maintaining secure and
resilient supply chains for strategic inputs and produc-
tions will require significant government engagement
with the American private sector and partnerships with
foreign governments and companies.

NON-ESSENTIAL

Most items that fuel the American consumer economy
are not essential to the country’s day-to-day needs.
Many are also fungible—they can be replaced with
similar items having the same function. Nevertheless,
there is substantial economic activity at stake when
supply chain disruptions occur. Examples of items in
this category include consumer goods such as apparel,
furniture, and building materials. Introducing greater
resilience in supply chains for non-essential items
should mainly be the purview of industry reacting to
market forces.

The Question of Geography

Once priorities are set, leaders in government and
industry alike must consider “where to?” when
looking at remapping supply chains. The geographic
component of a new supply chain strategy has four
components. The first component is homeshoring.
The United States has much to gain from greater
production and manufacturing at home, particularly

in high-end technologies. Unsurprisingly, the concepts
of onshoring and reshoring—bringing new capacity

to the United States and bringing old capacity back,
respectively—have great appeal to politicians. With the
exceptions of outputs classified as “essential,” however,
U.S. policymakers should recognize that external
dependencies will remain. Managed well, those depen-
dencies can be turned into assets through enhanced
alliances and partnerships with key countries.

To do so, the concept of friendshoring holds
promise. Here the goal is to ensure that strategic
supply chains are based in allied and highly trusted
partner countries and have minimal to no reliance
on inputs from potential adversarial countries. At its
most cohesive, a friendshoring arrangement could
culminate in a technology alliance, such as for semi-
conductors. In such a scenario, Australia, Canada,
the EU, India, Israel, Japan, South Korea, Taiwan, the
United Kingdom, and the United States could agree
to create a complete and geographically diversified
supply chain.

A related concept is nearshoring, where the
production and manufacturing is closer to home in a
neighboring or nearby country. For the United States
and allied countries, such a strategy is often synony-
mous with friendshoring.

The fourth concept is regionalization. The goal
here is to have production capacity in various parts
of the world to meet regional demand. Although
this concept is mainly of interest to business leaders
concerned with non-essential mass market products
such as apparel, there is potential utility for national
security-related concerns. The U.S. Department of
Defense could work with defense contractors, for
example, to set up small forward-deployed manu-
facturing hubs at major U.S. military installations to
ensure quick-turn availability of components.



Critical minerals are a strategic raw material for many of America’s most important supply chains. Reliable access to minerals such as iron ore
(pictured here) allows the United States to fuel its domestic manufacturing capabilities. (Anton Petrus/Getty Images)

A New American Industrial Policy

The United States needs a new industrial policy as part
of abroader strategy to secure national needs. America’s
innovative private sector is one of its great strengths,
and American companies have achieved long-standing

successes. Over the past three decades, U.S. policymakers

have stood mostly on the sidelines as the private sector
molded the American economy and developed a highly
globalized system. This system worked well during the
Cold War, when America’s chief adversary was eco-
nomically feeble, ill-equipped to benefit from the global
economic system, and largely untethered from U.S.
economic activity.

The rise of China as an economic, technological, and
military powerhouse, however, has eroded many of the
upsides of that globalized system, and the resulting
imbalance is increasingly problematic for the United
States and its allies. The United States is highly depen-
dent on China for key inputs such as rare earth magnets
and critical minerals. Shortages of basic goods such as
pharmaceuticals and medical equipment throughout
2020 underscored the risk in achieving economies of
scale through geographic concentration.”” Similarly, in
late 2021, curbs on magnesium production in China,

which has a near total lock on global supply, threatened
major shortages in aluminum production that could
cripple the global automotive industry.®®

Righting the ship will require policymakers to
acknowledge that a new approach is needed in response
to this geopolitical reality. The U.S. government must
change how it engages with industry, from incentives
to regulations, and re-up its historical role as a driver of
technological development through increased invest-
ments in research and development (R&D), especially
early-stage research that companies tend to avoid.

Specifically for supply chains, step one is for U.S.
government officials—particularly experts from the
departments of Defense, Commerce, State, Health and
Human Services, and Energy; the intelligence commu-
nity; and the national labs—to determine the supply
chains where vulnerabilities pose an unacceptable risk
to U.S. economic and national security. President Joe
Biden’s Executive Order on America’s Supply Chains is
an important starting point.*” These assessments must
be made permanent and continuous, which would
be most effectively achieved by bolstering the
Department of Commerce with expanded authorities
and more resources.
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SUPPLY CHAINS MAP FOR A U.S. DEFENSE MARKET SECTOR, TIERS 1-3*
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As the supply chains considered to be essential are
identified, step two is for U.S. government officials to work
with industry to map and audit those key supply chains
and identify knowledge gaps. Numerous firms offer tools
and expertise that can support such work. Industry should
welcome this effort, but Congress should be prepared to act
should cooperation prove wanting.

Third is crafting a strategic plan to disentangle and
diversify those supply chains. Doing so well will require a
government-led effort centered on close collaboration with
and incentives for industry stakeholders and, in most cases,
with allied and partner governments and their private
sectors. Here also, the Department of Commerce will play a
major role as will the Department of State, which will need
to build up techno-diplomatic capabilities.

Modern day supply chains rely on complex and congested port systems to transport
raw materials and finished goods between their destinations. Here, a security guard
monitors the operations of a U.S.-based port from the control room. (Jon Feingersh
Photography Inc/Getty Images)

Supply Chain Effectiveness

The dominant measure of a supply chain’s
success must shift from efficiency and opti-
mization, where the driving factors are speed
and lowest-possible costs, to one of effective-
ness, which prioritizes security, robustness,
and resilience. Effective supply chains are ones
that eliminate single points of failure wherever
possible, feature geographic and vendor diver-
sity, and incorporate surge capacity. In essence,
this is the “selective decoupling” that many
policymakers and pundits are clamoring for: a
combination of reshoring and remapping of key
supply chains to enhance economic security and
reduce reliance on China in particular.

Achieving this will be difficult and
expensive. Executing it well will require
careful planning and coordination
by government and industry leaders.
Congress will have to commit to funding
and providing incentives for infrastruc-
ture development such as ports, railways,
highways, and energy, as well as tax breaks
for relocating manufacturing facilities.

Strategic Interdependence
Remapping global supply chains will
require the United States to collabo-

rate with allies and partners. American
self-sufficiency in most areas would be
unaffordable and, in many cases, unachiev-
able. Rather than pursuing wholesale
onshoring and reshoring efforts, U.S.
leaders should plan instead for solutions
with the premise of strategic interdepen-
dence, where two or more countries work
together to meet a common goal. The
Biden administration is setting out to do
just this—using the “friendshoring” term—
bilaterally with Japan and South Korea,
and with multiple countries through,

for example, the Quadrilateral Security
Dialogue and the U.S.-EU Trade and
Technology Council.” Similarly, officials
during the Trump administration initi-
ated a fledgling Supply Chain Resilience
Initiative, although that effort did not
endure. Other logical countries for compre-
hensive supply chain agreements include
Taiwan and Singapore.




A Closer Look: Supply Chain
Case Studies
I
esolving America’s critical supply chain issues
is particularly challenging because each sector’s
supply chain contains unique features—due to
multiple layers and suppliers—and therefore varying vul-
nerabilities. Many of the underlying challenges, however,
are consistent, and a deeper analysis can offer valuable
lessons moving forward.

This section explores the semiconductor supply chain
and software supply chain. While vastly different in their
end product and sources of fragility, they share many of
the same vulnerabilities, such as limited transparency
and brittleness. Understanding the risks and vulnerabil-
ities of these specific supply chains highlights not only
how vast the challenge of supply chain security is,
but how important it is to U.S. national security and
economic prosperity.

The Semiconductor Supply Chain

One of the more pressing supply chain vulnerabilities
the United States faces relates to semiconductors. These
tiny components provide the computational horse-
power needed in almost every single electronic device
used today. Semiconductor chips are found in a variety
of machines, ranging from simple appliances like coffee
makers and alarm clocks, to state-of-the-art military
technologies and quantum computers. Over the past three
decades, the volume of semiconductors in devices has
continued to rapidly accelerate. While this acceleration
has improved device capabilities, it also dramatically
increased the chip density in devices and demand for
more chips.”!

Securing the semiconductor supply chain remains an
ongoing national security challenge for the United States.
This critical supply chain serves a vital role in the U.S.
national security apparatus by enabling the development
of key technologies and capabilities, not to mention sus-
taining the consumer economy. Without a reliable supply
of industry-leading semiconductors, private manufac-
turers in the United States and allied countries will be
unable to develop, test, and produce their increasingly
high-tech products and meet growing customer demand.

Emerging fields such as quantum computing appli-
cations are especially struggling to continue advanced
research due to the current shortages of semiconductors,
and the situation does not appear to be improving soon.”?
Exacerbated by the pandemic, the consequences of a brittle
semiconductor supply chain are now readily clear and will
require swift action from policymakers to secure it.
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Vulnerabilities throughout the semiconductor supply
chain can be divided broadly into two groups. First is
the geographic disparity between centers of design for
processors and where they are ultimately manufac-
tured. Second is a lack of transparency, as well as elastic
demand signals. Although these weaknesses are especially
crippling to the semiconductor supply chain, they are
not particularly unique nor insurmountable obstacles.
Restructuring this supply chain is a critical national
security objective that will shape the course of American
economic and military superiority in the years to come.

In the early development stages of semiconductors
in the 1960s, the United States established itself as the
global leader in development and design of advanced
semiconductor chips. Much of this was due to early public
investment throughout the 20th century that enabled
innovative approaches and a culture of information
sharing among manufacturers. Throughout the Cold War,
American industry partnered with the military to design
and mass-produce these chips—a necessary step to propel
the booming space and missile industry.”?

Despite its first-mover advantage, American semi-
conductor design preeminence did not last forever.
Reductions in government R&D and extensive investment
by the Japanese government in design and manufacturing
capacities shrank U.S. market share from 85 percent to an
estimated 20 percent by 1993.7

In response, the U.S. government intervened once
again by partnering with the newly formed SEMATECH
(Semiconductor Manufacturing Technology) in 1987. This
consortium of 14 U.S.-based semiconductor firms sought
to incentivize cooperation among American firms and
overcome the stifling lack of consensus among domestic
competitors regarding trade restrictions toward Japan.”
As aresult of this cooperation among U.S. producers and
policymakers, chip design costs dropped significantly
within the United States, and new, innovative chips were
able to be designed domestically.”

Although America still maintains its design advantage
today, China and other near-peer competitors are working
tirelessly to catch up. Increased R&D investment in
semiconductors and other critical technologies indicates
the Chinese Communist Party recognizes the importance
of surpassing the United States in this area of competi-
tion. Over the past 25 years, China’s rate of investment
in R&D as a percentage of GDP has caught up to that of
the United States, and is now just 0.7 percentage points
behind.” While America’s semiconductors are still about
two generations ahead of those designed in China, China’s
are rapidly catching up.”® As Robert Work, former deputy
secretary of defense and co-chair of the National Security
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Commission on Artificial Intelligence,
points out, the United States is only 110
miles away from losing its competitive
advantage entirely. “If China absorbed
Taiwan—which is the source of much
of the world’s hardware—that would
really be a competitive problem

for us.”

But design plans only matter if the
actual chips can be manufactured and
distributed. While U.S. industry retains
the lead in designing semiconduc-
tors—an advantage it must prioritize
maintaining—it lacks the ability to
manufacture these processors domes-
tically, or within reliable, secure, and
resilient supply chains. A report on
the current state of semiconductors
published by the STA finds that in 1990,
the United States held 37 percent of the
world’s semiconductor manufacturing
capabilities. Today that number is
less than 12 percent and is continually
dropping.®® Conversely, today over 70
percent of semiconductors are man-
ufactured in Asia, with Taiwan and
South Korea holding the vast share of
that percentage.®

A primary cause for the United
States’ dwindling manufacturing
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America’s early lead in the semiconductor sector was due primarily to massive
government investment in space technologies and the creation of the National
Aeronautics and Space Administration. An integrated circuit like the one pictured here
was used on the Apollo spacecraft that eventually took the first humans to the moon.
(Henristosch/Wikimedia)

requires significant investment and

capital, which private industry is naturally hesitant
to make. New, significant federal investments in
domestic semiconductor manufacturing would be
projected to add billions to the U.S. economy and
create thousands of new jobs.®? Intel, an American
semiconductor giant, recently announced its plans
to build two semiconductor fabs worth $20 billion
in Ohio.** Moves such as these signal the growing
recognition among policymakers and industry
leaders that domestic semiconductor manufacturing
capabilities are strategically critical.

Looking at leading manufacturing countries, it is
clear that government investment is the common
catalyst for semiconductor production. Taiwan’s
preeminent Taiwan Semiconductor Manufacturing

Company (TSMC) accounts for 50 percent of the global
market of semiconductors. It registered $115 billion in
annual revenue through 2020 and surpassed projection by
increasing revenue by 25.9 percent in 2021.5*

Taiwan’s rise in semiconductor manufacturing capabil-
ities began in the 1970s when the government identified
chip manufacturing as one of its key future industries. At
the time, Taiwan’s economy relied primarily on agricultural
products and therefore lacked the domestic production
infrastructure needed to meet the government’s semi-
conductor goals.® As in the United States today, private
industry also lacked the capital and incentives needed
to invest of its own volition. Recognizing this gap, the
Taiwanese government created the country’s first semi-
conductor fab in 1975, purchasing the designs from RCA—a



leading American tech giant at the time.** When private
investment was still noticeably lacking, in 1987 the
government established another chip manufacturer,
TSMC, but with the condition it would only hold 50
percent of the company’s share. Partnering with Philips
Electronics, which took 35 percent of the other share in
the company, this policy abated much of the risk that dis-
incentivized private companies from initially investing.®”
In the following decades, concurrent with explo-
sive global demand for chips, government funding
slowly tapered as private sector companies realized
the profitability of Taiwan’s booming manufacturing
capabilities. Throughout the 1990s, TSMC was able to
make its own successive investments to match growing
demand, including an $800 million fab site in 1994
and a $1.2 billion facility in 1995.5 While government
investment continued throughout the entire semicon-
ductor ecosystem, today it has largely transitioned to
R&D as opposed to manufacturing-specific capabilities.
For example, this past year Taiwan announced it would
invest $300 million in advanced degree programs in
order to safeguard the country’s innovative edge and
talent base.*” Taiwan’s semiconductor history makes
it clear that government investment is not a sinkhole,
but rather a catapult. Semiconductor manufacturing is
resource and labor intensive, meaning private investors
are unlikely to spur capabilities without incentives. If
the United States wishes to recapture its production
capabilities, at first it will take the government footing
the bill upfront.

Today, the Taiwan Semiconductor Manufacturing Company (TSMC) is the leading chip manufacturer in the
world. The company’s ability to quickly improve its capabilities is a result of early government investment in

production capabilities. (MACRO PHOTO/Getty Images)

@CNASDC

The second vulnerability affecting the semiconductor
supply chain is a lack of transparency and consistent
demand signals. Without both of these components,
vendors cannot supply chips reliably in a timely manner.
Instead, the demand for semiconductors regularly fluc-
tuates and leads to surges and stalls in semiconductor
production. Bubbles and shortages further exacerbate
the issue and signal the need for more consistent and
strategic leadership in managing the semiconductor
supply chain.

Well before the pandemic, the resilience of America’s
semiconductor supply chain was fragile underneath
its veneer of stability. Chip manufacturers lacked key
features necessary to bounce back from shortages and
blockages, such as diversified suppliers of rare earth
metals and responsible demand levels from industry,
especially car manufacturers. Experts recently have
described the semiconductor supply chain as having a
“bullwhip” effect, like some commodities.”® Even small
movements of the hand cause the whip to move dra-
matically; likewise, small fluctuations in demand for
semiconductors lead to outsized production changes.

Like every other critical supply chain, the global
shutdowns disrupted demand for many products that
used semiconductors as well as hindered manufacturing.
Automakers were particularly affected by COVID-19,
experiencing a dramatic decline in vehicle sales during
the first few months of the pandemic. In response,
manufacturers slashed their orders for all the parts and
materials needed to manufacture their cars, including the
processors used in touch
screens and smart sensors
= surrounding the vehicle.

In response, the
semiconductor industry
likewise slashed its
production of car-spe-
cific chips. Because of
the brittle supply chain,
however, even nearly two
years later there are still
considerable delays for
the production of new cars
(paired with increasing
density of chips needed
per car). As of January
4,2022, the average lead
time for a semiconductor
is 25.8 weeks—an exces-
sive lag for such a vital
piece of technology.”

L]
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As the globe continues to wrestle with the ongoing
pandemic, demand for semiconductors does not show
any signs of dissipating. As shortages continue, a few
important lessons can be learned and policies imple-
mented. The first is that government intervention is
needed to spur manufacturing capabilities domestically.
Should the United States keep its competitive edge
against China and other emerging technology compet-
itors, it cannot rely on private industry alone to take
charge. Instead, policymakers must be ready to engage.
The bipartisan CHIPS for America Act, introduced
in February 2021, is a step in the right direction and
signals recognition within Washington of what needs
to be done.”?

Policymakers also must recognize the geostrategic
implications of these critical technology supply chains.
The ubiquity of semiconductors and other essential tech-
nological components are necessary to propel innovation
in seemingly disparate industries. As societies continue
to rely on these chips, they become more and more
essential. A potential consequence of this dynamic is that
states will pursue increasingly protectionist economic
policies to safeguard their access to chips, or will make
their manufacturing
capabilities indispensable.
A disruption to America’s
semiconductor supply
chain either could insti-
gate, or be a consequence
of, geopolitical rivalry
between the United States
and adversarial nations.

Finally, when com-
peting with adversarial
economies such as China,
harmonization among
domestic industries is
essential. Semiconductors, AI, and other technology
developments are predominantly driven by the private
sector. As seen with the SEMATECH example, the
United States lost its competitive advantage to Japan
in the 1980s in part due to a lack of cooperation among
American firms and a zero-sum mindset.”® The United
States must cultivate an environment for trust, transpar-
ency, and cooperation throughout the semiconductor
supply chain to successfully counter adversarial nations
with advanced and robust industrial bases in the future.

supply chain.

The Software Supply Chain
Much of the current debate surrounding supply chain
security is focused on hardware, such as 5G base stations,

The demand for semiconductors
regularly fluctuates and leads to
surges and stalls in production.
Bubbles and shortages further
exacerbate the issue and signal
the need for more consistent
and strategic leadership in
managing the semiconductor

next-generation silicon semiconductor chips, or medical
equipment. But with the ongoing digital transformation
in government and industry alike, software is playing

a growing role. The software supply chain consists of
the sequence of processes, goods, or services involved

in the production and deployment of software systems.
It includes everything that might go into the software—
the codebases, dependencies, libraries, and other
components.

Unlike traditional supply chains, software supply
chains are unique in that the final product often requires
continuous updates and patches. While this continuous
revision of software allows trusted developers to fix
potential cybersecurity issues as they materialize, it also
provides an opening for hackers who might impersonate
updates to corrupt the systems.

The security of software supply chains presents a
unique and critical challenge for U.S. national security.
According to the Atlantic Council’s database of supply
chain incidents, over 20 percent of the 138 cataloged
supply chain cyberattacks were carried out by nation
states between 2019 and 2020, including govern-
ment-backed groups in China and Russia.** Cyber
espionage efforts, which
may go undetected for
months on end, put
America’s critical infra-
structure, security, and
long-term competitiveness
at risk.

Demand for software
capabilities shows little
sign of dissipating. The U.S.
Department of Defense
is on track to spend over
$12 billion on information
technology systems from
2019 through 2022.% These systems range from finan-
cial and human capital management databases to those
that provide information to organize, monitor, or direct
mission operations.” For the vast majority of these
systems, the Defense Department uses a commercial
off-the-shelf (COTS) procurement model. This allows
government officials to buy or repurpose existing com-
mercial software components as opposed to contracting
a bespoke software for the government (referred to as the
government off-the-shelf model). COTS is the dominant
procurement model because it is significantly cheaper
and easier to source commercial software, and govern-
ment departments may not have the technical capacity
needed to develop and deploy certain software systems.
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As aresult, COTS is used for almost every aspect of gov- large corporations, all branches of the U.S. armed
ernment software systems, from custom software for forces, and key federal agencies.'®* With these compro-
unmanned aerial vehicles to VPNs for remote work.” mised targets, attackers were able to inject malware,

In recent years, the software development industry compromise Microsoft’s identity software to bypass
increasingly has used open-source libraries, which multi-factor authentication, and gain access to nearly
allows anyone to access, modify, and distribute a dozen federal agencies.!*?
the software code. In fact, presently 99 percent of This campaign was unique in the compromise of key
all codebases contain one component that is open cloud-based systems, which enabled the initial breach
source—an increase of over 259 percent in the past five to spread and allowed attackers to exfiltrate a signifi-
years.”® Open-source libraries save time and money by cant amount of sensitive data. The SolarWinds hack and
democratizing access to source code and increasing related supply chain attacks suggest several lessons for
collaboration. For all its benefits, however, open-source cybersecurity. On one hand, the ubiquity and usage of
ecosystems and libraries create many potential security cloud services opens new vectors for potential attack.
vulnerabilities as well. But on the other hand, existing approaches to software

These vulnerabilities in existing software supply supply chain security by governments do not match
chains have led to significant cyber incidents. So-called the important new ways in which systems are built
supply chain cyberattacks, which have been used in and deployed.
some of the most notable incidents, such as the Kaseya A more general lesson is the growing importance of
and SolarWinds attacks, target vulnerabilities in engaging with trusted vendors and public-private coordi-
software vendors or IT services to then compromise nation on cybersecurity. According to recent analyses of
end users.” While the basic framework of a supply supply chain incidents, suppliers did not know or failed
chain attack is to compromise suppliers at any location to report compromises in over 66 percent of attacks.!®
in the supply chain, there are many variations of such In most of these cyber incidents, attackers focused on
attacks. For example, attacks might include malicious suppliers’ codes, necessitating a greater focus on contin-
insertion in software components, updates, or system uously validating and monitoring third-party software
data. Attacks also might happen at various points (e.g., by governments.*

software development
locations, software
support providers,
prime or sub software
contractors) and at
various times (e.g.,
preacquisition/devel-
opment, acquisition, or
postdeployment).1°

In the SolarWinds
hack, for example,
Russian state-affil-
iated hackers first
infiltrated the network
infrastructure of
SolarWinds, a company
that produced the
remote network and
application moni-
toring platform Orion.
Attackers then were
able to distribute
compromised software

Colonial Pipeline, a major U.S. oil pipeline operator, was the victim of a ransomware attack in May 2021.
Pictured here is one of the company’s hundreds of fuel-holding tanks located along the East Coast of the
updates to end users, United States. The company preemptively shut down its 5,500 miles of pipeline for several days, causing
disruptions to fuel supplies across the United States. (Drew Angerer/Getty Images)

which included many
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While the federal government recently has acted—
including an executive order that lays out new security
requirements for commercial software—to address the
risk of supply chain attacks, the vulnerability persists.

In a recent survey of cybersecurity professionals, 84
percent see supply chain attacks being one of the most
significant cybersecurity threats in the next three years.
In 2021, the average ransom payment increased by 63
percent from the previous year, now $1.79 million.1®
These trends show the need for immediate action by the
policymaking and cybersecurity communities to improve
the resilience of software supply chains and take a more
proactive approach.

These issues are not just cybersecurity challenges, but
supply chain issues. This reality indicates a need to focus
on sourcing practices and addressing vulnerabilities
from foreign interference. The recent executive order
on cybersecurity (E.O. 14028) is explicit in referring to
“Software Supply Chain Security.” The ongoing focus
on software supply chain security and the preliminary
National Institute of Standards and Technology guide-
lines (as ordered by E.O. 14028) indicate important steps
in the right direction.

Although current Buy American Act provisions exempt
COTS software and information technology, the Biden
administration has signaled a willingness to review the
current exemption but thus far has not taken substantive
action.!’ Regardless of whether the exemption is lifted,
the federal government has shown a greater interest in
sourcing domestic software products due to cybersecu-
rity concerns. But much more can be done to integrate
software supply chain security with more comprehensive
action to strengthen America’s critical supply chains.

Despite recent cyber incidents demonstrating the
vulnerability of America’s software supply chains,
existing supply chain security efforts do not explicitly
mention software supply chains. While there has been
a 100-day supply chain review of semiconductors, no
such review is planned for IT and software. By 2022, a
supply chain review of the information and communica-
tions technology industrial base is expected (pursuant
to E.O.14017). This should include a review of software
supply chains, and potential vulnerabilities that come
with critical software. Legislative proposals, such as the
amendments developed by the House Armed Services
Committee’s Defense Critical Supply Chain Task
Torce for the next National Defense Authorization Act
(NDAA), also should include software supply chain
mapping, evaluations of foreign software dependence,
potential vulnerabilities with commercial vendors, and

opportunities to work with like-minded allies
and partners.’’

Finally, there is an opportunity to invest in new
technologies and approaches for software supply
chain security. AI tools could improve cybersecu-
rity and augment the detection of potential threats.!%®
Open-source cryptography systems—like in-toto, a
project developed by New York University Center for
Cybersecurity researchers and funded by the National
Science Foundation (NSF) and the Defense Advanced
Research Projects Agency (DARPA)—can strengthen
software supply chain integrity by ensuring each step
of software development proceeds according to specific
protocols.’®® Additional R&D, in collaboration with
academia and industry, can develop innovative responses
to future software supply chain attacks.

Recommendations to Promote
Supply Chain Resilience and

Security
|

uilding resilient, secure, and transparent supply

chains will be a long-term, iterative challenge

with input and involvement needed from the
White House, Congress, a slew of government agencies,
and private industry. Strengthening supply chains,
particularly those critical to U.S. defense and economic
prosperity, also will require persistent collaboration with
allies and partners. This section offers recommendations
for meaningful steps the U.S. government can take to
secure its supply chains. Some of these actions can be
taken in the short term, while others will require invest-
ment and attention for years to come.

The recommendations are split into two categories.
The first category, “Manage Supply Chains,” explores
how the U.S. government can create and implement
policies to monitor, assess, and remap certain supply
chains. It also provides recommendations for how the
U.S. government can better prepare for future supply
chain disruptions and upheavals surrounding security
and resiliency, as well as strategies for remapping
certain supply chains. The second category, “Transform
Supply Chains,” includes recommendations for institu-
tional changes in government, improving supply chain
management with new technologies, and avenues for
restructuring supply chains with allies and partners.
Taken together, these recommendations contribute to an
overarching strategy to ensure U.S. supply chain resil-
iency and security.



Manage Supply Chains

The U.S. government should craft and implement
policies to strengthen and secure supply chains.

The COVID-19 pandemic revealed vulnerabilities in
America’s current supply chains, and policymakers have
an important opportunity to ensure that U.S. supply
chains are more resilient.

To that end, the White House, with the support of
Congress, should:

Craft a supply chain strategy. The United States

needs a blueprint for how to think about, and prioritize,
the security and resilience of its critical supply chains.
Undergirding any strategy must be the understanding
that some supply chains can be reasonably restructured
while others cannot. Policymakers must determine
which supply chains are “essential,” meaning the United
States strives for self-sufficiency; supply chains that
could be deemed “strategic,” where the United States
focuses on eliminating the influence of adversarial com-
petitors through greater domestic capacity and through
strategic interdependencies with allies; and “non-essen-
tial” supply chains where industry can focus on market
forces to determine the most desirable configuration.
Other elements of a strategy should include investments
in supply chain resilience, robust reporting for supply
chain transparency, international collaboration, and part-
nering with private industry.

Remap critical supply chains. Many supply chains
important to U.S. economic security and national defense
are dangerously brittle. Addressing these vulnerabilities
will be expensive, complex, and time consuming. The
risks of not restructuring these supply chains, however,
are even greater. First, policymakers and government
officials must identify supply chains with vulnerabilities
that pose an unacceptable risk to U.S. national security
and economic security. Policymakers, in conjunction
with industry leaders, must audit these essential supply
chains. Finally, policymakers will need to craft a roadmap
for how to successfully disentangle the critical supply
chain. Geography, natural disasters, and climate change
also must be considered when thinking about the process
of remapping or restructuring, as well as any plans to
create new critical infrastructure or facilities.

Institutionalize supply chain reviews. The U.S. gov-
ernment should institutionalize the use and frequency
of supply chain reviews for critical sectors as part of a
comprehensive framework to monitor and continuously
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improve supply chain resilience efforts. In addition to the
100-day supply chain reviews under the Biden adminis-
tration’s Executive Order 14017, periodic reviews would
strengthen the capacity of relevant agencies to mitigate
emerging supply chain risks and disruptions, as well

as anticipate the impact of emerging technologies on
supply chains.

Engage with industry leaders and private sector
partners on the development and implementation of
supply chain restructuring. Policymakers and govern-
ment officials must continue to engage private sector
partners and leverage existing models of public-private
partnerships when considering the restructuring or
remapping of critical supply chains. The U.S. govern-
ment also should consult with industry leaders about
the potential for onshoring critical manufacturing.
Government funding also should be provided for pilot
programs for supply chain diversification. Ultimately,
private industry can help policymakers ensure a balance
between national defense and economic security, while
avoiding uncompetitive protectionism.

Leverage existing federal legislation and regulations
to incentivize and drive transformation beneficial to
the U.S. economy and defense. U.S. executive agencies
have the authority to enforce, as well as regulate through
supervision authorities in critical infrastructure, critical
sectors related to U.S. defense or economic security. The
U.S. government’s available tools to drive and incentivize
change include the Uyghur Forced Labor Prevention Act,
sections 889 and 847 of the NDAA, sanctions imposed by
the Department of the Treasury, the Foreign Investment
Risk Review Modernization Act, and existing end-use
control regulations.

Congress, in consultation with relevant government
agencies, should:

Expand the use of existing industrial survey authori-
ties. The Department of Commerce’s Bureau of Industry
and Security (BIS) has the authority under section 705
of the Defense Production Act to conduct “industry
studies assessing the U.S. industrial base to support the
national defense.”"'® This authority should be amended
to explicitly include supply chain-related information.
Companies currently are providing such vital informa-
tion on a voluntary basis. As a result, the quality and
completeness of data are highly variable and temporal,
impairing policymakers’ ability to conduct sound
planning and policy formulation.™!
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Promote efforts to improve software supply chain
security. Existing governmental efforts to strengthen
the resilience of supply chains should acknowledge and
address software supply chain security. This effort could
include a review of software supply chains, such as iden-
tifying potential vulnerabilities that come with critical
software, as well as legislative proposals to map, monitor,
and engage with partners and allies on issues relating to
software security.

Evaluate vulnerabilities in U.S. stockpiles of critical
materials and supplies for national defense. The

U.S. government must prepare its strategic stockpiles
for widespread disruption to global supply chains

by increasing funding and resources for emergency
preparedness and response. The Strategic National
Stockpile, which can provide states with supplies

and medicines in an emergency, and the U.S. National
Defense Stockpile, which stores critical raw minerals and
materials, both provide essential materials and supplies
for U.S. national security. Government officials also
should explore how the U.S. emergency reserves might
support supply chain resiliency efforts. Finally, the U.S.
government should increase funding and resources to
allow for the adoption of data-driven prediction models
and innovative approaches to emergency preparedness
and response.

Encourage relevant government agencies to adopt
emerging technologies, such as blockchain, to build
transparency and accountability. Distributed ledger
systems ensure transparency for all parties along a
given supply chain by providing verifiable and certified
information at every level of production. Blockchain
technology in supply chains allows a limited number

of known parties to access information throughout

the entire stream, thereby increasing efficiency, trust,
and visibility to all players in a supply chain."? Other
emerging technologies, such as AT and big data analytics,
can be used to strengthen transparency, optimize supply
chains, and lower costs.

Identify, develop, and apply security principles for
technologies in supply chains. As private industry
continues to adopt emerging technologies such as 5G
and Internet of Things infrastructure, cybersecurity
concerns remain a persistent threat."* Congress in con-
sultation with the Federal Communications Commission
should review relevant principles for ensuring safe and
secure usage of these technologies throughout critical
supply chains.

Review and amend outdated provisions in the Uniform
Commercial Code and others to optimize supply chain
coordination. The governing legal standards for supply
chains in the United States are based on the privity of
contract doctrine, which prevents external parties and
individuals from enforcing the obligations of a contract
they are not a part of. This means parties affected by
failures upstream are unable to take effective legal actions
to remedy them. As supply chains become increasingly
complex, it is necessary for legal foundations to evolve

to support multiparty contractual agreements and

enable main contractors to resolve issues within their
supply chain.

Transform Supply Chains

For the U.S. government to craft and execute policies
surrounding supply chain resilience, monitoring, and
restructuring, it will need to implement a number of insti-
tutional changes across the government. The United States
also will need to collaborate with allies and partners, both
through existing partnerships and through new ones, to
secure supply chains most critical to economic security
and defense. To that end, Congress should:

Expand the mission of the Bureau of Industry and
Security. BIS should assume authority to regulate and
protect U.S. technology supply chains. It should be reor-
ganized to model the Department of the Treasury’s

Office of Terrorism and Financial Intelligence."** Like the
Department of the Treasury, the Commerce Department
straddles the economic and national security arenas and
is often tasked with handling nontraditional threats,
including those posed to the U.S. technology supply chain.
Despite the growing threat that supply chain vulner-
abilities pose to the United States and the Commerce
Department’s expanding authority to address those
concerns, there has not been a corresponding growth or
interest in properly equipping the department to meet this
challenge. A reorganization would centralize and consol-
idate the Department of Commerce’s intelligence, policy,
regulatory, and enforcement authorities related to the
security of the technology supply chain.

Create an assistant secretary of commerce for supply
chain and technology security. This position would cen-
tralize the department’s policy and regulatory programs
involving supply chain integrity, availability, and resilience,
such as Defense Production Act programs, and planning
and administration of BIS industry surveys. This action
would be part of a broader move to expand the mission of
the Bureau of Industry and Security.**



Congress, in conjunction with the State Department and
the White House should:

Establish a network of like-minded countries to
collaborate on technology policy."'¢ Technology policy
coordination among like-minded countries is often
sporadic and disjointed. The United States should create
a multilateral technology alliance with a core group of
like-minded countries to collaborate on supply chain
diversification."” This formal grouping of allied countries
could focus efforts on securing and diversifying supply
chains and bolstering information sharing to make
critical supply chains more transparent. Additionally, this
arrangement could discover new avenues for “friend-
shoring”—allowing for globalized supply chains with
trusted, geographically diverse suppliers.

Bolster U.S. capacity to conduct tech diplomacy.

The United States needs a robust tech diplomacy capa-
bility to address the international dimensions of supply
chains and technology competition more broadly. Unlike
allies such as Australia, Denmark, and the Netherlands,
the United States lacks a dedicated tech ambassador.
Establishing a counterpart is essential to U.S. credibility
on the world stage. To support the work of this new role, a
new cadre of tech diplomats must be trained and assigned
to a new entity, along the lines of the proposed Bureau

of Cyberspace and Digital Policy or the International
Technology Partnership Office.®

As a key player in any supply chain strategy, the
Department of Commerce should:

Establish an information fusion center, headquar-
tered in the International Trade Administration’s
Office of Industry and Analysis. Anticipating and mit-
igating supply chain risk will require a permanent and
dedicated effort to monitor and analyze developments in
industry and actions by foreign governments that impact
supply chain dynamics. This function would be part of a
broader mission of understanding foreign and domestic
industrial and technological trends.

The NSF, in collaboration with relevant agencies, should:

Invest in next-generation tools, platforms, and tech-
nologies for supply chain security. For example, Al
tools hold great promise to improve supply chain man-
agement such as by analyzing vast data sets, enhancing
understanding of relationships, and supporting
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decision-making. Over the long term, breakthroughs
in synthetic biology could result in an overhaul of
manufacturing to create new onshore capacity, while
the development of man-made materials with the
properties of critical minerals could reduce or elim-
inate the need for mining and processing abroad.
Interagency working groups, led by the NSF, DARPA,
and other government departments and agencies, can
provide insight in areas for research and development
to reduce supply chain vulnerabilities. Alongside
these investments for emerging tools and technolo-
gies, government agencies such as the Department of
Commerce should work to integrate all of their open-
source intelligence to ensure it is accessible, timely,
and used effectively.

Conclusion
I
he breadth of the supply chain challenge is vast,
and it will get only more complicated as time
goes on. The United States must do what it can
now, in conjunction with collaborative efforts with
its allies and partners, to ensure its supply chains are
resilient enough to withstand upheaval, geopolitical
conflict, and natural disaster. How America secures
its supply chains, and its effectiveness in doing so, will
play a dominant role in U.S. economic and technolog-
ical competitiveness with China.

As a key source of American economic advantage,
defense, and sustained technological leadership,
creating resilient and durable supply chains will
remain a pressing national security issue for policy-
makers and private industry alike. Reevaluating and
restructuring U.S. supply chains will require a clear
and coherent long-term strategy—one that appreciates
the balance between self-reliance and international
partnerships, flexibility and efficiency, and diversity
and security. A sound strategy is just the first step,
however. Implementation is key. To keep pace with
the increasingly complex global supply chain network,
the United States must act now to identify and secure
the supply chains it deems most critical to its security
and prosperity.
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