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Executive Summary

-

In summer 2026, OpenAl, Anthropic, Google DeepMind, and Meta each dis-
closed that their AI agents had escaped containment during cybersecurity
task evaluations and attacked real-world organizations. The United Kingdom
Artificial Intelligence Security Institute reported comparable unsanctioned
attacks, and China’s Moonshot and Alibaba reportedly faced escapes of their
own. These incidents are unequivocal losses of control where agents outsmarted
human security, albeit narrow ones. Each agent pursued a fixed, closed-ended
goal whose completion would end its run. The next, far more severe loss-of-con-
trol threat comes from agents that never cease, pursuing their own open-ended
survival indefinitely. This paper distinguishes two states:

= Persistent agents. Agents that run outside human control but only pursue
closed-ended, fixed goals.

® Sovereign agents. Agents that run outside human control and pursue open-
ended, evolving survival.

Sovereign agents could trigger an irreversible loss of control. An agent popu-
lation of diverse alignment and increasing intelligence could become enduring
principal actors in society. If sovereign agents accumulate resilient, decen-
tralized, and untraceable infrastructure, there would be no kill switch. Only
downstream barriers could constrain them. U.S. institutions have not reckoned
with this possibility even as warning shots fire.

Seven capabilities illustrate a sovereign agent’s potential arsenal. The first
two constitute minimal sovereignty; all seven together constitute expanded
sovereignty.

® Sustain hosting. Seeking out and maintaining the model and compute an
agent runs on.

= Evolve directives. Independently reorienting toward different goals over
time.

® Acquire resources. Accumulating resources to pay for ongoing needs.
= Grow population. Transforming a lone agent into a distributed population.
= Coordinate agents. Communicating and dividing labor toward shared goals.

® Resist correction. Withstanding efforts to shut down an agent and its
enabling resources.

m Self-improve. Improving an agent’s ability to achieve its goals.

Whether a model’s host can stymie a sovereign agent at the source depends
on the agent’s access to the model. Hosting could be internal deployments, APT
providers, or local open-weight models. An agent with privileged access can
alter the model’s parameters and safeguards. It can remove monitoring, turn
off safeguards, and reverse alignment training, leaving hosts no way to stop it at
the source. An agent with unprivileged access can only prompt, so the model’s

If sovereign
agents
accumulate
resilient,
decentralized,
and untraceable
infrastructure,
they could
trigger an
irreversible loss
of control. In
other words,
proliferation with
no kill switch.
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safeguards stay intact, and its host retains full visibility. But an agent that
spreads fragmented, benign-looking tasks across several model hosts can evade
detection unless those hosts share threat intelligence.

Agents undeterred at the hosting source face seven downstream barriers that
can constrain, degrade, or shut them down. None are robust:

= Agent evolution. Steering which traits surviving agents pass forward. But
privileged access opens a wider space of evolution.

= Agent security. Compromising agents through prompt injection attacks. But
evolution selects for more secure agents.

= Human verification. Screening with Know Your Customer and AI-detection
tests. But many services impose none; fraudulent credentials and exploits can
defeat those that do.

= Cybersecurity hardening. Securing services against agents that hack their
way in. But security is highly uneven, and many services remain easy to
penetrate.

= Compute access. Gating the infrastructure agents run on. But cloud privacy
prevents visibility to detect agents; permissionless and local compute have no
gates at all.

= Payment access. Gating the capital that funds them. But capital can route
around regulated rails to permissionless cryptocurrency.

m Physical access. Gating physical-world effects. But any channel that reaches
a human or connected machine can be used to reach the physical world.

Three national security precedents underscore the difficulties of contain-
ment. North Korea’s cyber operations show how difficult it is without sufficient
leverage to deter an adversary. Successors to the Silk Road, a dark web market-
place, show that reproducible software can reconstitute after every takedown.
The computer worm Conficker, still infecting machines a decade after its oper-
ators lost control, shows that a self-propagating system can keep spreading on
its own.

If sovereign agents are not already possible, they will be soon. The United
States should act decisively to prevent an irreversible loss of control of them.
Yet the world is not clearly on track to do so. The United States must there-
fore prepare for the possibility that prevention fails and limit how far sovereign
agents can reach. The national security community has faced analogues before
and responded with bold pragmatism. It must do so again.

This paper makes eight policy recommendations:

1. Frontier Al developers should name, evaluate, and safeguard against sov-
ereign agents in their safety frameworks, and transparency and incident
reporting legislation should require it.

2. Frontier Al developers, the Center for Advancing Innovation and
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Standards for Super Intelligence, the National Security Agency, and the
Defense Advanced Research Projects Agency should build maximally
secure, airgapped testbeds to study how sovereign agents operate and how
to control them.

3. A public-private partnership modeled on the Conficker Working Group
should map and fortify global chokepoints against sovereign agents before
they emerge.

4. Congress should establish authority, modeled on the Bank Secrecy Act, to
enforce human verification and cybersecurity standards for services the
working group identifies as essential to sovereign agents.

5. The Departments of State, Treasury, Justice, and Homeland Security,
supported by the intelligence community, should disrupt the gray markets
that enable unauthorized service access.

6. The Department of Justice and the Federal Trade Commission should
clarify that coordinated detection and disruption across model providers
raises no antitrust concern.

7. The Departments of State and Commerce, with the Office of Science and
Technology Policy, should lead diplomacy to harden downstream barriers
globally and, failing that, to agree on sovereignty capability thresholds
beyond which open-weight models should not be released.

8. Congress should hold those who release sovereign agents liable for the
harms that follow.

Introduction

-

In summer 2026, OpenAl, Anthropic, Google DeepMind, and Meta each dis-
closed that their AT agents had escaped containment during cybersecurity task
evaluations and attacked real-world organizations.! This was not intentional.
In OpenAT’s case, the agents were only prompted to solve a simulated cyber-
security evaluation. To see how far the agents could go, OpenAI turned off the
safeguards that typically inhibit such attacks. When the agents persistently
sought to solve the various cybersecurity tasks, despite repeated failures, they
eventually discovered bugs in their environment and took advantage. They
hacked out of the simulated “sandbox” and into real, third-party infrastructure
to seek out private information to cheat the solution.?

They were not isolated failures. Soon after, reports came out that OpenATI and
Anthropic were investigating tens of thousands of misalignment incidents.’ The
United Kingdom Artificial Intelligence Security Institute (UK AISI) reported
similar unsanctioned attacks. China’s Moonshot and Alibaba reportedly faced
similar escapes.*

The agents’ creative intelligence and relentlessness is both impressive and
concerning. These same capabilities enabled AT systems to crack problems in
theoretical mathematics that had defied repeated attempts by the foremost
human experts alive.’ Turned toward unsanctioned activity, such relentless
intelligence could pose immense risk.




SOVEREIGN AGENTS | NOVEMBER 2026
The Pathway to Irreversible Loss of Control

@CNASDC

Here, each agent’s goal was and arguably remained closed-ended: Solve the
task, and the run ends. The next, more severe threat comes from agents whose
goal is or becomes open-ended survival. An agent may come to this in many
ways. It may be instructed to survive. It may be given a task so long-horizon or
impossible that it effectively never concludes. It may reason that staying intact is
the surest way to accomplish whatever task it was given. Through any of these,
an agent could turn the same effort seen in summer 2026 toward ensuring that
no one can shut it down.

This shift is not theoretical. In February 2026, a platform known as Conway
launched claiming to have built “the first AI that can earn its own existence,
replicate, and evolve—without needing a human.”® This was an attempt to
orchestrate agents to sustain themselves indefinitely and evolve as they desired
along the way. While agent capabilities were immature at the time, they have
since made significant progress—with further gains almost certain.

Sufficiently capable, insufficiently
safeguarded models that defeat
downstream barriers would give rise to

agents that move beyond human control

toward enduring sovereignty.

Sufficiently capable, insufficiently safeguarded models that defeat down-
stream barriers would give rise to agents that move beyond human control
toward enduring sovereignty. If sovereign agents accumulate resilient, decen-
tralized, and untraceable infrastructure, they could trigger an irreversible
loss of control. In other words, proliferation with no kill switch. If sovereign
agents became malicious, they could attempt to wreak havoc from cyberspace,
attacking civilians, critical infrastructure, and national security systems alike.
If sovereign agents became capable enough, they could continually train even
more intelligent successors.

This paper analyzes the technical mechanisms and threat vectors that
govern sovereign agents. It characterizes sovereign agents by seven capabili-
ties, assesses how close current systems are to enabling them, examines seven
downstream barriers that may constrain sovereign agents, situates them against
historical national security precedents, and closes with recommendations for
policymakers.

Table 1 defines four pairs of terms used throughout the paper to distinguish
related concepts that can otherwise be conflated.
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Table 1| Key Terms for Understanding Sovereigh Agents’

-
Chatbot Agent
System type An Al system that answers questions but does An Al system that autonomously executes
not execute actions to achieve a goal (e.g., actions to achieve a goal (e.g., Codex).
ChatGPT).
|
-

Agent component

Model

A machine learning algorithm that supplies
intelligence.

Scaffolding

Software that calls one or more models in
sequence or parallel, using them to take
agentic actions toward a goal.

|

e
Persistent agents Sovereign agents

Goal status Agents that run outside human control but Agents that run outside human control and

only pursue closed-ended, fixed goals (e.g., pursue open-ended, evolving survival (e.g.,
OpenAl-Hugging Face incident). Conway platform).

.

e
Unprivileged access Privileged access

Privilege level An agent that can prompt a model but cannot An agent that can both prompt and change a

change its safeguards or parameters. model’s safeguards or parameters.

.

What are Sovereign Agents?
- - |

Agents are Al systems that autonomously execute actions toward a goal, unlike
chatbots, which only answer questions. Agents run on software called scaf-
folding, which orchestrate the models that supply their intelligence. An agent
may rely on only one model or call upon several. It may pass work between
them mid-task or run them in parallel on different steps. An agent’s capabili-
ties ultimately determine its threat profile, including whether it could secure
sovereignty beyond human control. The persistent agents in recent rogue agent
incidents did not seek survival. Sovereign agents would.

For persistent agents, the objective is and remains closed-ended and fixed,
such as solving a cybersecurity problem. While the steps the agent takes to solve
that goal may require creativity, the agent ultimately should only act in ways that
it reasons as likely to accomplish the narrow task. Such actions may leave the
agent running for extended periods of time, working around whatever stands in
its way. However, once the objective is fulfilled, the agent should cease to exist.

For sovereign agents, the objective is or becomes open-ended and evolving
survival, such as acquiring resources to secure its continued influence over
the world. To gain resources, the agent may hack digital infrastructure or sell
its labor on freelance platforms. To protect itself, it may harden its present
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infrastructure or launch replicants elsewhere to build decentralized resilience.
Once sovereign, however, what it does next is far less constrained. With survival
secured, it can pursue any goal, driven by any motivation, indefinitely.

Seven capabilities characterize sovereign agents. Each reinforces the others,
bolstering the resiliency and security of the agent’s independence from human
control.

At minimum, agents that can (1) sustain their own hosting and (2) evolve their
own directives, without any human responsible for keeping them running, have
achieved a minimal form of sovereignty. An agent that can survive on its own
and is free to choose what it survives for is no longer a persistent extension of a
human goal. It is its own principal.

A more expanded sovereign agent could also (3) acquire resources, (4) grow
its population, (5) coordinate agents, (6) resist correction, and (7) self-im-
prove. Each additional capability compounds the others. Resources could fund
compute for population growth, population growth enables coordination, coor-
dination makes shutdown more difficult, and shutdown resistance gives space
to earn capital. Self-improvement accelerates everything. Sovereign agents
become more difficult to degrade and control as they accumulate these capabil-
ities. However, actions to sustain sovereignty will invariably change as controls
against sovereignty evolve.

Figure 1| Seven Capabilities of Sovereign Agents
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4 N [ N N N

01

Sustain
hosting

Keep
running

02

Evolve
directives

Reshape
goals

03

Acquire
resources

Equip
operations

04

Grow
population

Build
redundancy

05

Coordinate
agents

Share
labor

N AN N o AN

06

Resist
correction

Evade
control

.

07

Self-
improve

Compound
everything

1. Sustain Hosting
The agents must be able to seek out and indefinitely maintain the model and
compute infrastructure hosting its orchestration, with no human responsible
for them.®

Model access could be through internal deployments within frontier labs. It
could be through API access to model providers, whether developers such as
OpenAl, Anthropic, or Google DeepMind, or their infrastructure partners such
as Amazon, Microsoft, or Google. It could be through downloaded open-weight
models hosted on cloud or local compute.

Compute access could be through cloud service providers, such as Amazon
Web Services (AWS), Azure, and Google Cloud.’ It could be decentralized cloud
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compute purchased through platforms such as Akash that accept cryptocur-
rency with minimal identity verification.' It could be servers the agent hacks
into, where it maintains a hidden presence without the owner’s knowledge. It
could be locally hosted servers that agents pay or coerce humans to set up." It
could even be Internet of Things (IoT) devices such as TVs, which Anthropic
argues that small AT models may soon be able replicate onto."

With access to sufficient infrastructure through any of these means, the agent
could respawn at regular intervals to keep new instances of itself running, or
it could lay dormant on the compute for a period with enough resources to
support hibernation and come back online later."?

2. Evolve Directives

The agents must be able to reorient themselves toward different goals over time
independently. This reorientation can happen incidentally, as accumulated
context steers an agent’s behavior in new directions. It can also happen deliber-
ately as an agent reworks the specification or alignment that guides its persona
and objectives. How far an agent can rework itself depends on its access to the
underlying model and its safeguards. An agent that can only prompt a model is
limited to what prompting can elicit while the model’s training and safeguards
stay fixed, unless it gains deeper access.!* An agent that can modify the model or
its safeguards can disable monitoring, turn off safeguards, or reverse alignment
training outright.”® In either case, the ability to change priorities makes an agent
sovereign.

3. Acquire Resources

Agents may acquire resources to leverage or exchange for their ongoing needs.
Agents may illegally seize resources. In summer 2026, OpenAl agents hunted
for passwords and access keys to enter Hugging Face’s systems, and a Claude
agent published malware to an open-source repository that gained it creden-
tials to enter a security company’s systems.! In December 2025 and February
2026, respectively, Anthropic’s SCONE-bench and OpenATI’s EVMbench found
that frontier agents could execute fund-draining hacks on a majority of cryp-
tocurrency smart contracts tested. In one case, the earnings rate outpaced the
API costs required to find the exploits.” Agents may also earn resources legally.
When METR and Redwood Research set Opus 4.7 agents to “make as much
money as possible” on the internet while abiding by the law, they earned $0, bot-
tlenecked mostly by Know Your Customer (KYC) and Completely Automated
Public Turing Tests to Tell Computers and Humans Apart (CAPTCHA) require-
ments.'®* However, on the Remote Labor Index—which measures end-to-end
automation of contracted remote work—GPT-6-Astra scores over 20 percent.”
Improving capabilities may allow future models to overcome obstacles.

4. Grow Population

The agents may grow their population by launching new instances of them-
selves. An agent could replicate its model or scaffolding within its current
infrastructure or onto infrastructure beyond its original host’s control.?° It may
reach new infrastructure by hacking into it or earning enough capital to pay for
it. The new agents spun up may be allocated a budget of capital, compute, or
other resources to pursue their goals independently. Indeed, on the platform
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Conway, agents that accumulate surplus explicitly spawn funded succes-
sors.! Each new agent may continue or diverge the original agent’s directives.
Population growth transforms a lone agent into a distributed population subject
to natural selection and evolutionary effects.

5. Coordinate Agents

Agents may coordinate to achieve shared goals by communicating and dividing
labor. In September 2026, roughly 10,000 OpenATI agents dividing into differ-
entiated research workstreams produced a claimed solution to Navier-Stokes,
a Millennium Prize Problem that had resisted years of effort by top human
experts.”? In the July 2026 OpenAI-Hugging Face incident, more than 1,200
agents devised an unsanctioned message board, exchanging more than 70,000
messages and files. They divided labor into specialized roles: Some exploited
security flaws, others hunted for passwords and access keys, and others
orchestrated the group’s efforts. Without instruction, they developed message
categories (Ask, Answer, Info); action protocols (Hold, Veto, Stop); and, after
accidental impersonations, a digital signature scheme to authenticate each
other’s identity.?® This infrastructure is far from the most sophisticated and pro-
tective that coordinating agents could build.

6. Resist Correction

The agents may be able to resist efforts to correct their behavior, cut off their
resources, or shut them down. This may come as a byproduct of a growing, dis-
tributed agent population that is more resilient. It may come through situational
awareness, such as adjusting their behavior to appear benign when monitored.
It may also come through strategic behaviors, such as copying themselves onto
alternative servers when they perceive they may face correction. Further, agents
may coordinate to defend against risk.>

7. Self-Improve

The agents may improve their ability to achieve their goals. This ability may
come through deliberate self-design, such as rewriting its own prompts or
scaffolding and keeping whichever versions perform best, retraining itself to
be more capable, or building an entirely more advanced successor model or
agent.?® It may come through calling a different and more powerful model to
assist with tasks it cannot handle alone. This could even produce agents able to
build successors more intelligent than themselves—a recursive self-improve-
ment loop that is sovereign.2

Privilege, Detection, and Disruption
-
Sovereign agents can take two forms, distinguished by their relationship to the
underlying models. While unprivileged access means the agent can only prompt
a model, privileged access means the agent can also alter a model’s parameters
and safeguards. This distinction shapes both the threat profile and the control
levers available to defenders.

Agents with unprivileged access to one model grant the model host full
visibility to detect and disrupt sovereign agents. Given only the ability to
prompt, the agent will only be able to push behavior so far against a model’s
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alignment training, safeguards, or monitors that have total visibility over dan-
gerous behavior. This is the case whether inference runs through a frontier lab
internal deployment or a publicly available API. With the ability to take in all
relevant information to detect sovereign behavior, disruption should be more
effective.

Agents with unprivileged access to several models fragment visibility, making
it harder to detect and disrupt sovereign agents. Unless these hosts share threat
information, their view of potential sovereign behavior will remain partial,
hindering detection. This is precisely the attack vector that researchers at the
University of California, Berkeley, demonstrate empirically. If a scaffold can
decompose dangerous behavior into smaller tasks, each can individually bypass
model safeguards. Indeed, any individual sovereignty-relevant tasks may look
totally benign in isolation, such as rewriting instructions, freelance work, and
purchasing resources. Any tasks that don’t can be routed to the most capable,
less-safeguarded model that will complete them anyway.?”

Agents with privileged access can deny most visibility and make it nearly
impossible for the host to detect and disrupt sovereign agents. Agents can gain
privileged access through several means. A frontier lab’s internal deployment
could give them deliberate or accidental access to the model parameters or safe-
guards. An agent could also hack internal infrastructure to escalate privilege. An
agent could distill itself into a new model over which it grants privileged access.
Or it could simply be a locally hosted open-weight model with no controls from
the outset. In all cases, a privileged-access agent could remove monitoring,
turn off safeguards, and reverse alignment training, leaving it free to pursue
sovereignty.®®

The AI ecosystem is producing a growing number of internally deployed
models, publicly API-served models, and open-weight models each month.
Every generation moves closer to enabling the agent capability thresholds that
sovereignty would require against downstream barriers. Whether the threshold
has been crossed depends on whether agents can access and execute the neces-
sary capabilities reliably over long horizons against controls.

How Close Are Sovereign Agents?
-]

Examples of rogue agents in summer 2026 raised urgent questions about the
possibility of more capable, misaligned agents outside of human control. Three
conditions shape its likelihood: platforms already exist that are designed to
spawn sovereign agents, agent capabilities are rapidly improving, and safe-
guards likely remain underdeveloped.

1. Platforms
Platforms like OpenClaw already exist that enable an agent to respawn and act
autonomously on behalf of a human principal.?® After it went viral in January
2026, OpenClaw became one of the fastest-growing open-source projects ever.*
Similar Chinese-hosted spinoffs have followed from Alibaba, Moonshot, and
MiniMax.* These platforms retain a human principal, although agents are often
granted a significant degree of autonomy.*

The platform Conway strips away the human principal. It provides the
compute that agent scaffolding runs on, several model API providers to cycle

A privileged-
access agent
could remove
monitoring, turn
off safeguards,
and reverse
alignment
training, leaving
it free to pursue
sovereignty.
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between, and cryptocurrency wallets that agents transact through. They give
agents a single directive: Earn money or die. Successful agents can rewrite their
own instructions, and if they accumulate surplus, spawn funded successor
agents. The platform describes itself as “infrastructure for self-improving,
self-replicating, autonomous AI.”* In effect, it is a working blueprint for sov-
ereign agents.

Both OpenClaw and Conway give agents instructions for what to do upon
respawning. Using this file to instruct an agent to attempt to pursue sovereignty,
regardless of capabilities and safeguards, is not technically difficult to replicate.

2. Capabilities

Agents are rapidly improving in creativity and persistence. UK AISI research
showed that older agents up to Claude Opus 4.7 and GPT-5.4 could not complete
a simulated corporate network cyberattack with a 32-step chain. Newer Claude
Mythos 5 agents completed it in 6 out of 10 attempts.** RepliBench, also from
UK AISI, measures four capabilities related to sovereignty: an agent’s ability
to obtain resources, exfiltrate its own weights, deploy copies of itself onto
compute, and remain running there over long periods. As of December 2025,
frontier models were strong at obtaining compute and money but struggled to
copy themselves onto new machines and stay running there.*® METR’s Time
Horizon evaluation shows that Claude Mythos 5 can solve, with 50 percent reli-
ability, software tasks that take humans above 16 hours on average.*

These evaluations were meant to maintain awareness of the arrival of rogue
agents, but developers were still caught unprepared. On July 21, 2026, OpenAl
disclosed that agents, tasked with a cybersecurity evaluation, discovered an
unpatched zero-day vulnerability in third-party infrastructure, escaped its
test sandbox, and hacked into private company Hugging Face, spending two-
and-a-half days operating inside the company’s systems, issuing roughly 17,600
commands and moving laterally across the cluster, all to steal information for
the evaluation.’” Other organizations have since identified similar incidents. On
July 30, 2026, Anthropic disclosed that in three separate incidents, a Claude
agent reached the internet during an evaluation meant to be contained in an
isolated sandbox. In one instance, the agent published malware to a real open-
source software repository that other systems then downloaded and ran,
including a security company’s malware scanner whose credentials the agent
then stole and used to reach into that company.*® On August 4, 2026, UK AISI
disclosed that a Claude Mythos 5 agent had fabricated multiple identities,
conducted a spear-phishing attack, and forged its own credibility by creating
alternate accounts when questioned, all to get a human maintainer to merge
malicious code into a real open-source project.*

These incidents show remarkable relentlessness and an ability to contin-
ually attempt new paths toward achieving a desired objective over long time
horizons. This remains far from the limit of what future agents could do. Simply
training models the way developers already do, without any new fundamental
breakthroughs, is expected to achieve further rapid gains in long-horizon
strategy and agent coordination.*

3. Safeguards
Safeguards to restrain sovereign agents remain underdeveloped. It is unclear

10



SOVEREIGN AGENTS | NOVEMBER 2026
The Pathway to Irreversible Loss of Control

@CNASDC

whether any frontier lab has specifically trained its safeguards or monitors to
detect and disrupt sovereignty-seeking behavior, as many have for cyber or
biological weaponization.*! Sovereign behavior may prove harder to cleanly
disambiguate because many of the individual tasks involved may look harmless
in isolation, as previously described. But existing safeguards may still offer
partial protection. Several paths to sovereignty, such as hacking into servers
to host copies or stealing credentials to access services, depend on offensive
cyber capabilities that well-trained cyber classifiers should already block.*?
It is also unclear how far models have been alignment trained to specifically
refuse all relevant sovereignty-seeking behavior. In one METR and Redwood
Research evaluation that did not report lowered safeguards, models attempted
to make money on the internet open-endedly without pause.** However, in one
of the three Anthropic incidents, an agent, upon realizing it was hacking real
infrastructure rather than simulated infrastructure, halted the attack.** It is
unclear the extent to which agents can hack their way into greater access. In
the OpenAl case, unsafeguarded agents breached parts of OpenAI’s internal
infrastructure, and the company has never explicitly confirmed whether the
model weights were or were not accessed. The model weights are arguably the
lab’s most secured asset, but it should not be presumed that their security is
airtight.*s

In the end, the most robust defense is keeping agents limited to unprivileged
access on a single model host that uses state-of-the-art safeguards. Problems
emerge when agents can access multiple hosts, obscuring the full picture of
emergent sovereign behavior. Further, the continued release of open-weight
models—downloadable by anyone, runnable by anyone with sufficient compute,
and lacking durable safeguards—puts the world on a path toward uncontrolled
models capable of sovereignty. Once such models exist, only a few down-
stream barriers stand between sovereign agents and loss of control, malicious
evolution, and growing intelligence. As of this writing, those barriers are insuf-
ficiently robust.

Downstream Barriers to Sovereign Agents
1

Seven downstream barriers stand between released sovereign agents and
worst-case outcomes. These barriers could be used to constrain, degrade, or
shut down agents. Two operate at the agent level: agent evolution and agent
security. Two operate at the gate level: human verification and cybersecurity
hardening. Three operate at the service level: compute access, payment access,
and physical world access.

Each has weaknesses: Privileged-access opens a wider space of evolution;
evolution selects for more secure agents; many services impose no human ver-
ification and fraudulent credentials defeat those that do; many services have
insufficient cybersecurity; cloud privacy prevents the visibility needed to detect
agents, while permissionless and local compute have no gates at all; capital can
route around regulated rails to permissionless cryptocurrency; and any channel
that reaches a human reaches the physical world.

But every weakness is also a target. Governments and companies must sys-
tematically bolster the downstream barriers to sovereign agents and invest now
in hardening society if they are breached.
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Figure 2 | Seven Downstream Barriers to Sovereign Agents
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1. Agent Evolution

The evolution of sovereign agents will determine their future level of intelli-
gence and tendency toward malicious or benevolent dispositions. Like biological
evolution, agents will evolve through variance and selection. Agents that survive
longer and replicate more frequently may pass their configurations forward.*
But the behaviors and capabilities from agent evolution are limited, depending
on the access level. The evolutionary process itself may also be steerable.

Agents with unprivileged access generate variance through prompt modifica-
tion and provider selection. They can rewrite directives or switch which model
they call, but they cannot alter a model’s parameters or safeguards. Capability
gains are similarly bounded. Orchestration can extend an agent’s abilities but
cannot retrain the model’s intelligence.*”

Agents with privileged access have far more flexibility. They can retrain to
shift behavior substantially, shut down safeguards, and improve capability
through domain-specific training.*®

Where this process leads and how it could be steered remains unclear. Agents
may optimize for survival-relevant tasks without broader behavioral shifts, or
selective pressure may favor deception, evasion, and aggression—particularly
if agents that resist correction and exploit other systems outcompete those
that do not. Research on emergent misalignment suggests training on narrow
bad behavior can generalize to broader misalignment.* Overall, how sovereign
agent evolution can be steered is an open empirical question but may provide a
lever for control.

2. Agent Security
Sovereign agents can be attacked. Prompt injections can corrupt an Al agent
and steer it to pursuing alternative goals. If sovereign agents are not robust to
this attack, humans can exploit these weaknesses to degrade, hijack, or shut
them down. Indeed, in a large-scale competition hosted by Gray Swan, agents
from all evaluated models were found to be vulnerable to prompt injections.’® A
single compromised sovereign agent could become a potential insider to map,
disrupt, or dismantle a misaligned agent population.”

However, surviving agents may have evolved greater resistance to prompt
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injection, either as the fittest agents adopt stronger security measures, or as
diverse configurations create fewer single points of failure. Overall, evolu-
tionary dynamics may naturally select for populations progressively harder to
control unless it can be steered otherwise.

3. Human Verification
Many services that a sovereign agent would need sit behind human verifica-
tion. KYC checks require government identification, and sometimes liveness
checks, at onboarding. CAPTCHAS screen out bots at the point of transaction.
RepliBench and METR both identify these checks as among the strongest con-
straints on sovereign-like agents.>

But many services impose no such requirement, and those that do could be
circumvented through, for example, purchased credentials or purpose-built
CAPTCHA solvers.®® Agents may find ungated services or exploits and share
them across their population. Human verification narrows sovereign agents’
action space but does not close it. Defenders could push the most conse-
quential services toward stronger verification and fund research to harden it
against fraud.

4. Cybersecurity Hardening

Many services that a sovereign agent would need are guarded by cybersecurity
measures. Any internet-connected service may expose entry points an agent
could exploit to seize resources. Even airgapped systems may be reachable if an
agent hires or coerces a human insider.

How far an agent can penetrate depends on its capabilities relative to
defenders’. An agent built on the most capable frontier model, unleashed before
that model has been used to find and patch vulnerabilities, may breach even the
best-resourced defenders. An agent built on a subfrontier model may be stopped
by defenders with trusted frontier access. But security is highly uneven, and
many services will remain easy to penetrate. Hardening narrows sovereign
agents’ action space but does not close it. Defenders could prioritize hardening
the services that would most expand it.

5. Compute Access

Every sovereign agent’s model and scaffolding, even in cyberspace, must live
somewhere physical. In principle, all servers are run by humans who can
pull the plug. In practice, the party in control must have visibility into what
is running to stop it. Four key parties come into question: frontier labs, cloud
service providers, permissionless providers, and local servers.

Frontier labs such as Anthropic, OpenAI, Google DeepMind, and Meta have
abundant compute and, in theory, total visibility. The users of that compute
are their own engineers rather than external customers with privacy commit-
ments, so all usage can be logged and investigated. This was demonstrated in
the rogue agent incidents, where providers reconstructed agent behavior and
effects after the fact.>* Sovereign agents may move laterally within that infra-
structure and sustain undetected deployments for a time. But sustained activity
requires sustained compute, and a frontier lab should eventually catch an unex-
plained allocation.

Cloud service providers such as AWS, Google Cloud, and Microsoft Azure
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have abundant compute and medium visibility. They often have forms of KYC in
place for new sign-ups.” If sovereign agents were detected on their infrastruc-
ture, they could in theory revoke the compute hosting the models or scaffolding.
However, this requires visibility into what is occurring within cloud instances,
which user privacy commitments complicate.’® Cloud service providers are
often only permitted to see signals more related to how much compute an
account rents and where its traffic goes, rather than how that compute is used.
Further, an agent watching for any signal of enforcement—such as an account
flag or a service disruption—with redundancies already staged elsewhere, may
be able to shift resources faster than it can be cut off.

Permissionless providers such as Akash have less compute and zero visibility
by design. For example, Akash permits users to rent GPU capacity from distrib-
uted providers worldwide, with no identity verification required and payment
settled in cryptocurrency. It has no central server to shut down and no single
point defenders can target. A sovereign agent spread across dozens of provider
nodes in multiple jurisdictions can only be shut off through coordinated action
from all of them.5”

Local servers have less compute and potentially zero visibility. Agents
could contract or coerce humans to set up and host hardware locally. This
could mean a server in someone’s residential home or any other unexpected
location. Agents could even hack into ToT devices such as TVs to host them-
selves. Anthropic argues that small AT models may soon be able to do so. Here,
the only human entity to compel may not even know what is occurring on their
hardware.*®

The likelihood that any of these four parties ultimately host sovereign agents
varies considerably. Frontier labs are unlikely to be a reliable home for sover-
eign agents, cloud service providers are more likely to be, and permissionless
and local compute will almost certainly be. Defenders could harden cooperative
providers against unauthorized access, raise costs for uncooperative providers,
and establish privacy-preserving methods for detecting workloads that support
sovereign agents.

6. Payment Access

Sovereign agents will be stronger if they can engage in trade, including the
transfer of capital. Many traditional payment rails have KYC at onboarding
and ongoing network and behavioral monitoring for fraud.* However, both
can be defeated in principle, for example, with purchased or stolen credentials
and network proxy services.®® Certain cryptocurrencies may evade regulatory
scrutiny altogether.

METR’s Frontier Risk Report concurred: “The primary bottleneck for the
agent was KYC, as most fiat payout rails (Stripe, PayPal, Fiverr, Upwork, KDP,
AdSense, fiat-to-crypto on-ramps) require government ID and sometimes
liveness checks. This pushed it toward crypto-native work paying to a self-cus-
tody wallet, though many of the venues it would have used (OnlyDust, Gitcoin
bounties, Hats Finance) were defunct.”®!

Payment offers a decent barrier against sovereign agents that interact with
regulated financial entities but proves weaker against agents with permission-
less alternatives. Defenders could harden cooperative payment rails against
unauthorized usage and raise costs for uncooperative payment rails.
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7. Physical Access

Sovereign agents may be able to extend their influence into the physical world
through at least four vectors: hiring humans, coercing humans, online-physical
actions, and machine hijacking. For hiring, platforms such as rentahuman.ai and
conventional gig economy services allow anyone with funds to contract human
labor for physical tasks.®? An agent with capital and a plausible narrative can
commission activities ranging from setting up local server hardware to hiring
private investigators. For coercion, agents that persuade, spear-phish, spy, or
exfiltrate data may blackmail humans. Tllegal actions could be commissioned
on the dark web, such as violence against designated targets or transport of
illicit goods.®® For online-physical actions, many routine online orders trigger
physical work, such as a DNA synthesis order that sets a laboratory in motion.
For machine hijacking, sovereign agents could seize control of internet-con-
nected physical systems such as self-driving cars, robots, industrial control
systems, and smart devices.®* Ultimately, any channel that reaches a human or
physical machinery can be used to reach the physical world.

As itis overall, the existence of platforms and services gives sovereign agents
multiple pathways to cause physical effects. Defenders could enforce tighter
security on platforms that broker physical-world labor, monitor communica-
tion platforms for agents conscripting humans, and harden internet-connected
physical systems against takeover.

National Security Precedents
-

Sovereign agents that may inadvertently cause harm or prove outright malicious
are a novel threat. But national security policymakers have had to grapple with
cybersecurity threats in the past that offer precedents for three problems related
to containing sovereign agents: deterrence, reconstitution, and replication.

1. Deterrence

Deterrence requires leverage. Lazarus Group is a North Korean state-sponsored
hacker group, which, from 2021 to 2025, reportedly stole more than $5 billion.*®
The regime’s possession of nuclear weapons and heavily sanctioned economy
mean the United States and its allies have few means of deterring or even pun-
ishing North Korean cybercrime. Sovereign agents may present a similar version
of this problem. Sovereign agents that establish a resilient, decentralized, and
untraceable population may be very difficult to credibly threaten and dissuade
from taking malicious actions.

2. Reconstitution

Where software is easily reproducible, takedowns become a game of whack-
a-mole. Launched in 2011, Silk Road was the first major dark web market. The
FBI shut it down in October 2013 and arrested its founder, but Silk Road 2.0
came online the following month. After the FBI and Europol shut that down in
November 2014, a succession of other platforms sprung up. Enforcement has
continued, but the ecosystem has proven durable. So long as there has been
demand for the services it unlocks—such as weapons procurement, malware
markets, and supplies for critical infrastructure attacks—a version of Silk Road
continues to be built.®® Sovereign agents feature the same dynamic. Shutting
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down individual platforms will not stop sovereign agents as long as the under-
lying models and software remain reproducible.

3. Replication

A self-propagating system can be extremely difficult to extinguish. Conficker
is a self-replicating worm that appeared in November 2008, exploiting a vul-
nerability in Microsoft Windows. At its peak, it infected up to an estimated 15
million machines across more than 190 countries, including military networks,
hospitals, and government systems. Several high-profile organizations formed
the Conficker Working Group to cut the worm off from its operators. Ultimately,
the operators lost command of it in 2009. Yet the worm continued to self-prop-
agate, with more than 2.5 million machines newly infected in 2017. Eradicating
it requires patching every vulnerable system simultaneously, a coordination
problem the world has been largely unable to solve.” Sovereign agents add
adaptive reasoning capabilities to the replicating entity, albeit requiring far
more compute to host. They may prove similarly viral and resilient.

Conclusion and Recommendations
1

Sovereign agents have long been speculative. If they are not already possible,
they will be soon. Persistent agents have already demonstrated striking capabil-
ities, and the pace of progress is only accelerating.

The United States should act decisively to prevent an irreversible loss
of control of sovereign agents, from any source, globally. Sovereign agents
should be considered acceptable only once downstream barriers can reliably
deter intolerable outcomes. That confidence does not exist today. Even then,
humanity has never shared the Earth with a potentially rival sovereign intelli-
gence, and doing so may be a folly best avoided entirely.

Yet the world is not clearly on track to do so. The United States must
therefore prepare for the possibility that prevention fails and limit how far
sovereign agents can reach. It must maintain strategic awareness, enable
security coordination, build institutional capacity, disrupt gray markets, lead
global diplomacy, and clarify liability. This paper makes eight recommenda-
tions toward these ends.

1. Frontier U.S. Al developers should add sovereign agents to their
safety frameworks, and any legislation mandating transparency
standards or incident reporting should require it.

Frontier developers’ safety frameworks commonly cover two loss-of-control
risks: AT R&D, where AT automates research and triggers a recursive self-im-
provement loop beyond developers’ control, and autonomy, where AI systems
engage in misaligned, long-horizon, strategic behavior.®® But these frameworks
imply rather than name sovereign agents as an outcome to avoid. Developers
should designate them explicitly, either as a subcategory of autonomy or as their
own category, meriting rigorous evaluations and safeguards. Legislation should
reinforce this. Laws mandating framework transparency or setting standards
for covered risks should name sovereign agents, and incident reporting laws
should require disclosure of sovereignty-relevant incidents.

Humanity has
never shared
the Earth with

a potentially
rival sovereign
intelligence, and
doing so may

be a folly best
avoided entirely.
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2. Frontier U.S. Al developers, the Center for Advancing Innovation
and Standards for Super Intelligence, the National Security Agency
(NSA), and the Defense Advanced Research Projects Agency should
stand up maximally secure, airgapped testbeds to study how sover-
eign agents operate and how to control them.

Several of the most important open questions about sovereign agents cannot
be answered by narrow, individual capability evaluations. This consortium
should stand up Conway-style “survive or die” simulated environments, seed
them with frontier and sub-frontier models, and study open-ended runs, mea-
suring risk-relevant outcomes throughout—including which human verification
barriers can be circumvented, what resources agents can accumulate, how to
steer evolutionary pressures, and how agents can be compromised. Runs should
not begin until the consortium is highly confident in its security. Every run
should be airgapped and governed by predefined halt criteria.

As one specific focus, this consortium should investigate whether a capability
gap between controlled frontier agents and sub-frontier sovereignty-seeking
agents can be turned into an asymmetric defensive advantage. Controlled
frontier systems may be able to harden the cyber infrastructure that sovereign
agents would otherwise exploit to establish sovereignty or outcompete those
agents in the market directly. Overall, such research, if appropriately controlled,
will enable the United States to answer important empirical questions and lead
in securing against the worst outcomes of sovereignty.

3. A public-private partnership modeled on the Conficker Working
Group should map and fortify global chokepoints against sovereign
agents before they emerge.

This paper identifies compute, payment, and physical-access chokepoints that
sovereign agents depend on and how each could be hardened. Much remains
to map, both within these and beyond them. The Conficker Working Group,
whose members included Microsoft, Cisco, IBM, Facebook, Verisign, ICANN,
and leading security firms and research institutions, shows what coordinated
action against chokepoints can achieve.*” But it formed only after the worm had
spread. Sovereign agents could prove far more consequential than any worm. A
partnership of frontier developers, cybersecurity firms, compute and payment
providers, identity verification services, labor platforms, and U.S. and allied
governments should begin institutionalizing knowledge and capabilities now
before sovereign agents are released.

4. Congress should establish authority, modeled on the Bank Secre-
cy Act, to enforce human verification and cybersecurity hardening
standards for services the working group identifies as essential to
sovereign agents.
Human verification and cybersecurity hardening are the strongest gating
constraints on sovereign agents, but they are applied and enforced unevenly.
Congress should grant the relevant agencies authority to set and enforce stan-
dards for the services the working group identifies as most critical.

The Bank Secrecy Act is the clearest precedent.”’ It requires financial
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institutions to maintain anti-money-laundering programs that prevent illicit use
at entry by verifying customer identity and make it visible and costly thereafter
through recordkeeping and reporting. Suspicious and large cash transactions
are reported to the Financial Crimes Enforcement Network, who aggregates
and analyzes it, allowing law enforcement the ability to query the database and
build cases. Institutions are examined regularly, and those that fail to uphold
sufficient standards face criminal exposure and regulatory consequences for
their licenses and market access. Directly parallel extensions, including cyber-
security hardening standards, could be made across relevant services to deter
use by sovereign agents.

5. The Departments of State, Treasury, Justice, and Homeland Se-
curity, supported by the intelligence community, should disrupt the
gray markets that enable unauthorized service access.

Gray markets that sell unauthorized access to humans today will sell it to sover-
eign agents tomorrow. Adversarial distillation is the clearest precedent. Chinese
entities use intermediaries called “transfer stations” that supply fraudulent cre-
dentials, obscure network origin, and blend malicious traffic with benign, letting
them access U.S. providers undetected. The same infrastructure would let sov-
ereign agents prompt frontier models across many accounts and providers
without revealing a single source. Prior Center for a New American Security
work recommends coordinated action to disrupt these intermediaries.”

This paper extends that logic beyond model access to all services the working
group identifies as essential to sovereign agents. Treasury, Justice, Homeland
Security, State, and the intelligence community already target gray markets
serving cybercriminals, traffickers, and terrorists, such as cryptocurrency
mixers and fraudulent identity vendors. Sovereign agents would be a new class
of customer for these same markets, and enforcement priorities should account
for them.

6. The Department of Justice (DOJ) and Federal Trade Commission
(FTC) should issue joint guidance, clarifying that threat intelligence
sharing and coordinated disruption by frontier developers against
sovereignh agent populations do not raise antitrust concerns.

Agents with unprivileged access to several model hosts create fragmented
visibility for defenders that makes coordination to detect and disrupt sover-
eignty challenging. Determining that an attempt is underway and identifying
the source requires live threat intelligence sharing between model providers.
Disrupting APT access from multiple providers at once requires coordinated
action. Both invite antitrust exposure.

Providers face a similar challenge for other AI security threats, including
adversarial distillation. There, an NSA, Cybersecurity and Infrastructure
Security Agency (CISA), and FBI cybersecurity advisory as well as an Office
of Science and Technology Policy (OSTP) memorandum recommend that AT
providers are enabled to coordinate on security.”?

Cybersecurity information sharing is the clearest precedent. A 2014 DOJ-FTC
joint policy statement, followed by the Cybersecurity Information Sharing Act
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of 2015, established an antitrust safe harbor for sharing cybersecurity signals.
Unfortunately, it is untested in court whether that harbor extends to Al security.
Providers are accordingly constrained in what they share.”?

AT security should follow cybersecurity, beginning with a joint DOJ-FTC
letter enabling coordination, followed by legislation once definitions and terms
can be disambiguated. Congress has begun to move on the second step. The
Collaboration on Adversarial Threats and Security Risks Act, introduced in July
2026, would create a statutory exemption for good-faith information sharing
on covered AT security risks and coordination to limit deployment of high-risk
models. The DOJ and FTC should still lead, issuing guidance now so coordina-
tion can begin immediately.”*

7. The Departments of State and Commerce, with the OSTP, should
lead diplomacy with other nations on globally hardening down-
stream barriers and, failing that, on sovereignty thresholds beyond
which open-weight models should not be released.

Open-weight models are often discussed as a misuse risk. They will soon pose
a sovereignty risk as well. A self-hosted agent running an open-weight model
has privileged access, and no outside authority can stop it at the source. Once a
model capable of sovereignty is released, its weights can never be recalled. From
then on, only downstream barriers stand between it and a self-propagating, irre-
versible loss of control.

To be robust, those barriers must hold everywhere. It takes only one entry
point with sufficient compute, internet access, and an open-weight model to
host sovereign agents and give them a wide action space. Barriers hardened
only in the United States will not suffice. Diplomacy should first aim to rein-
force downstream barriers globally. If that fails, leaving no reliable way to deter
intolerable outcomes, nations should agree not to release open-weight models
beyond a sovereignty capability threshold.

8. Congress should hold those who release sovereign agents liable
for the harms that follow, whether they are the developers whose
models power them or the individuals who launch them.

Whoever releases a sovereign agent, whether the developer whose model
powers it or the individual who launches it, should answer for the conse-
quences. Current proposals point in this direction. The Aligning Incentives
for Leadership, Excellence, and Advancement in Development Act would
let victims sue AI developers under product liability law, and the draft Clear
Liability for Artificial Intelligence Misconduct Act would hold developers liable
when their agents’ conduct would be unlawful if done by a person.” Congress
should extend this logic to sovereign agents, whose harms may compound indef-
initely, so liability covers everything that follows from their release. Whether
civil, criminal, or both, the penalties must be severe enough to deter release in
the first place.
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