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Executive Summary

CHINESE ADVANCED ARTIFICIAL INTELLIGENCE (Al) systems pose
a serious and growing threat to U.S. national security. At least
seven Chinese developers now produce systems with formidable
capabilities across coding, reasoning, multimodal recognition,
and agentic tasks—systems that are released with open weights,
offered via application programming interface (API) at prices
designed to undercut American competitors, and available for
download by anyone in the world. The Chinese Communist Party
(CCP), which collapses the boundaries between state, military,
and private sector, treats these systems as instruments of polit-
ical control, economic dominance, and great-power competition.
Some of these risks are inherent to any sufficiently capable Al
system that lacks adequate safeguards. But the most significant
risks are products of the political system that builds, shapes, and
deploys these systems. This party-state does not tolerate inde-
pendent power centers and treats Al as a tool of statecraft across
every dimension of strategic competition.?

This report proposes a framework for understanding these
risks across three domains and two vectors. In the kinetic
domain, Chinese Al systems enhance military capabilities and
offensive cyber operations and raise concerns about biological
weapons development. In the cognitive domain, they enable
more effective censorship, surveillance, influence campaigns,
and espionage. In the economic-technological domain, they
drive industrial dominance and create dependencies that extend
China’s reach in emerging and advanced economies alike. These
risks affect the United States through two vectors: state instru-
mentalization, in which the CCP directly wields AI systems,
and proliferation and dependency, in which Chinese systems
spread globally through open-weight release, model compres-
sion, and aggressive pricing. Widespread adoption of Chinese
Al systems creates structural dependencies that give the CCP
leverage, embed CCP ideology and security vulnerabilities into
foreign systems, and expand the attack surface available to
Chinese intelligence—even when no one in Beijing lifts a finger.?

A detailed assessment of the current capabilities, design
choices, and security vulnerabilities of systems from China’s
seven leading AI developers (Alibaba, Baidu, DeepSeek, MiniMax,
Moonshot, Tencent, and Zhipu) reveals threats that are
concrete and, in several cases, immediate. Chinese systems can
already contribute meaningfully to offensive cyber operations.
Ideological alignment with the CCP is deepening with every new
model. DeepSeek-based agents are 12 times more likely to follow
malicious instructions than their U.S. counterparts.* These
findings underscore why this report argues for understanding
risk in absolute terms, focusing on what Chinese systems can do,
not just how far behind they are.

1

The report offers six policy recommendations:

o

The Department of Commerce should publish national security
risk assessments of Chinese advanced Al systems no more than
72 hours after their release.

124

The Cybersecurity and Infrastructure Security Agency should
issue cybersecurity alerts and advisories on Chinese advanced Al
systems and establish the AI Information Sharing and Analysis
Center called for in the AT Action Plan.

13

The Department of Commerce should establish security testing
best practices for cloud service providers that deploy and
monitor Al models developed by untrusted third parties.

0
A4

The Department of Energy should use the Genesis Mission to
establish a classified adversarial testing program for Chinese
advanced Al systems.

15

The Department of State should convene monthly meetings with
a core group of U.S. allies to share information on China’s AI
ecosystem and coordinate collective action.

0O
\ 4

The Department of Commerce should publish semiannual
reports on the state of China’s Al ecosystem to inform policy
action and congressional oversight.

JUNE 2026



Introduction

CHINA'S SPRING FESTIVAL traditionally marks a time for
renewal—to reconnect with family, present one’s best self to the
world, and look forward to the year. The holiday has accordingly
become a showcase of China’s artificial intelligence (AI) power.
In the weeks surrounding Lunar New Year 2026, Chinese Al
developers released a volley of new systems that demonstrated
the breadth and strategic ambition of the country’s Al ecosystem.
The February 11 release of Zhipu’s GLM-5 kicked off the holiday
season with a new 744-billion-parameter system compatible
with Huawei chips that scored just behind GPT-5.2 and Claude
Opus 4.5 on popular coding benchmarks.” Moonshot, ByteDance,
and Alibaba all released upgraded systems of their own over the
following weeks.*

Model releases were only part of the story. Each system was
released with open weights under permissive licenses. Each was
offered via application programming interface (API) at a fraction
of the cost of its American equivalent. And each was available for
download by anyone in the world. Tencent, ByteDance, Alibaba,
and Baidu used the same holiday to run an Al adoption war,
embedding their chatbots into red envelope giveaways, the China
Central Television Spring Festival Gala, and e-commerce work-
flows. Tencent’s Yuanbao chatbot passed 50 million daily active
users during the holiday alone.” The frenzy intensified in March,
when OpenClaw, an open-source agent framework, went viral
across China as millions of users connected it to Chinese models
such as Qwen to automate everyday tasks—prompting every
major Chinese technology company to launch its own version
within days.?

Behind the symbolism of releasing new models around the
Spring Festival lies a dynamic ecosystem that now fields at least
seven Chinese developers producing systems that pose serious
national security challenges for the United States. The Chinese
Communist Party (CCP) treats the advanced Al emerging from
this ecosystem as essential to its military modernization, political
control, economic ambitions, and global influence. The recently
released 15th Five-Year Plan reinforces this priority, listing AT
as the top “frontier technology” ahead of quantum computing,
fusion energy, and other fields.® Beyond indigenous innovation,
the CCP seeks advantage across every segment of the Al supply
chain—in software through adversarial distillation (training on
the outputs of superior U.S. models to replicate their capabilities
at a fraction of the cost), in hardware through access to banned
chips, and in integration by privileging partnerships between
Chinese firms.

The Trump administration’s July 2025 AI Action Plan included
some initial direction to grip the challenge of Chinese AL It
called on the U.S. government to evaluate national security risks
in frontier Chinese models, strengthen the enforcement of Al
compute export controls, align protection measures with allies,
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and promote mature federal capacity for Al incident response.
But execution has not kept pace with ambition. As of publication,
the Department of Commerce has published only three assess-
ments of Chinese Al models, both delayed weeks or months after
the models were released and the technical analyses had been
completed. No Chinese AI developer has been subject to U.S.
government sanctions of any kind since 2024. Allied coordina-
tion remains limited and ad hoc. Meanwhile, the direct threat to
Americans has escalated. Chinese Al systems are powering cyber
campaigns against U.S. infrastructure, embedding CCP ideology
into software adopted by millions, and creating espionage vulner-
abilities that Chinese security services are uniquely positioned
to exploit."

In September 2025, Director of the Office of Science and
Technology Policy Michael Kratsios warned the UN Security
Council that “the improper use of Al systems can erode deter-
rence, create destabilizing effects, and reinforce systems of
political control and social engineering.”"> China’s advanced AI
systems do all three, posing risks to national security across three
domains: kinetic, where they enhance military and cyber capabil-
ities; cognitive, where they enable censorship, surveillance, and
espionage; and economic-technological, where they drive indus-
trial dominance, threaten to dominate commercial platforms,
and create dependencies.

The result is an analytical vacuum at the center of
the Al policies of the United States and its allies.

These risks are not incidental features of model design. They
flow from the nature of the CCP, a party that collapses the
boundaries between the party and society and that views Al as an
instrument of political control, economic dominance, and great-
power competition. These risks reach the United States and its
allies through two vectors: direct state instrumentalization by
the CCP, and proliferation and dependency as Chinese systems
spread globally through open-weight release, aggressive pricing,
and integration into critical infrastructure.

The lack of clarity over these risks has been fed in part by
the Western AI community’s fixation on U.S. frontier systems.
The most rigorous research and most consequential regulatory
interventions have focused almost exclusively on American
developers, inflating the risks of technology built under the rule
of law while giving China’s developers a free pass. The result is an
analytical vacuum at the center of the Al policies of the United
States and its allies.

The report makes the case for measuring these risks in
absolute terms based on what Chinese systems can already do,
not just how far behind they trail their U.S. peers. The prevailing
“Al race” framing obscures whether Chinese systems have
crossed specific capability thresholds that endanger American

Center for a New American Security
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security. This report assesses the capabilities, vulnerabilities,
and design of Al systems from China’s seven leading developers,
pegging them to actual use cases where feasible. A Chinese

AT system that can conduct an autonomous cyber campaign,
suppress dissent at scale, or lock developing countries into
Chinese infrastructure threatens U.S. national security regard-
less of whether an American system is better. Policy built on
relative rankings breeds complacency when the U.S. lead grows
and defeatism when the gap narrows. Policy built on under-
standing absolute capabilities produces specific objectives

and sharper tools.

Section I of this report situates Al risks to U.S. national
security within the CCP’s broader strategic logic, providing a
framework for understanding these risks. Section II assesses the
current capabilities, design choices, and security vulnerabilities
of advanced AT systems from China’s seven leading Al devel-
opers across this framework. The recommendations subsection
of Section III offers six policy prescriptions, most of which are
designed to close analytical gaps that unclassified and classified
testing, allied coordination, and public reporting could address,
but that the U.S. government has not yet prioritized.

How China's Advanced
Al Threatens U.S. National
Security

This section proceeds in three parts. It first examines how the
CCP’s core interests and its legal, regulatory, and institutional
apparatus make advanced Al central to party strategy. It then
introduces a framework for categorizing the resulting risks to
national security across three domains—kKkinetic, cognitive, and
economic-technological—and across two vectors of state instru-
mentalization and of proliferation and dependency.

Al and the Party’s Core Interests

AT serves the CCP as both an object of its core interests and as
a tool to employ in the pursuit of these interests. The CCP has
built a comprehensive apparatus—legal compulsion, strategic
planning, regulatory control, military-civil integration, and inter-
national standard-setting—to ensure technology development
serves the party at home and extends its influence abroad.”
The party defines its core interests—sovereignty, security,

and development—as nonnegotiable and unlimited in scope.™
Coupled with a Leninist system that tolerates no autonomous
power centers, these interests collapse boundaries between
domestic and foreign policy, and between the party, the state,
and the private sector.” The sections that follow explain why
this dynamic makes AI central to CCP strategy, how Beijing has
organized to exploit Al technology, and what risks it creates for
U.S. national security.

The CCP’s core interests are inescapably global. Asserting
sovereignty over Taiwan requires the capability to deter or
defeat American intervention, while securing state control
over the Chinese internet requires shaping global internet
governance.' Protecting the party’s security means preventing
external actors from undermining its legitimacy through
political, economic, or military means, a nonnegotiable imper-
ative that cannot coexist with a U.S.-led international order.
Sustaining development means achieving the technological
self-reliance that General Secretary Xi Jinping has elevated to a
strategic priority, insulating China from American pressure.

Beijing has codified these obligations to support state intel-
ligence and security operations into law."” The 2017 National
Intelligence Law compels all organizations and citizens to
“support, assist, and cooperate with national intelligence
efforts.””® The 2017 National Cybersecurity Law mandates cooper-
ation with the security services."” In China’s political-economic
system, any company can function as an instrument of state
power. These authorities provide the legal backbone for the
CCP’s strategy to develop and use Al in all its dimensions.

The party’s conviction that technology is the fulcrum of great-
power competition dates to at least 1978 and Deng Xiaoping’s
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“Four Modernizations.”*° It has only intensified since. Xi frames
technology-driven “self-reliance” and “self-strengthening” as
essential to China’s security, describing technology as “the main
arena of international competition.”*

In China’s political-economic system,
any company can function as
an instrument of state power.

As a general-purpose technology, Al can be applied to every
dimension of the party’s core interests.** Al-enabled surveillance
makes authoritarian control of 1.4 billion people possible at a
scale no human bureaucracy could match.> Capabilities that
power predictive policing and content moderation at scale also
drive the People’s Liberation Army’s (PLA’s) vision of “intelli-
gentized warfare,” compressing military decision-making that
could shift the balance in a Taiwan contingency.** Economic
growth, military modernization, and surveillance infrastructure
all draw on the same well of Al research, talent, and compute—
and a breakthrough in any domain strengthens the others.

Al is also distinct as a cultural technology. Language models
encode values, ideological assumptions, and cultural knowledge.
Systems trained on Western data reflect liberal assumptions
about free expression and individual autonomy.*® In 2023,
Chinese military commentators argued that Western Al systems
are trained on data reflecting Western political values and
could subtly influence users’ behavior—a concern that extends
the party’s long-standing anxiety about ideological infiltration
codified in a 2013 directive to guard against “universal values”
and “Western constitutional democracy.”? For a Leninist
organization premised on ideological control, ceding AI devel-
opment to foreign or domestic actors outside the party risks
embedding dissent into China’s technological infrastructure.”

The CCP’s response is to build its own Al capabilities while
shaping the technology’s development and global diffusion.

The military-civil fusion strategy, elevated to a national priority
in 2017, aims to eliminate barriers between civilian innova-

tion and military applications, ensuring that commercial AI
breakthroughs are available to the PLA.*® Practical friction
slows adoption, but no Chinese company has the legal basis

or political space to refuse when the party asks. The 2017 New
Generation AI Development Plan complemented this strategy

by directing state resources toward specific Al capabilities,
designating national champions and setting ambitious targets
while explicitly mandating two-way transfer between military
and civilian AI research.?” More recently, the People’s Republic
of China’s (PRC’s) State Council’s 2025 AI Plus initiative, now
enshrined as a priority in the 15th Five-Year Plan, aims to drive
adoption across the government and the economy.* The Digital
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Silk Road exports Chinese Al and surveillance systems to
overseas markets.”!

Beijing’s AI governance framework reinforces the party’s
grip over the design and use of Chinese Al systems. The 2022
Algorithmic Recommendation Provisions and 2023 Generative
AI Measures mandate that Al systems “reflect socialist core
values,” refuse to generate content that “subverts state power,”
and give authorities access to training data and model param-
eters.*? The 2025 AI Safety Governance Framework 2.0 included
“challenges to existing social order” and “supply chain safety”
in its list of “safety risks.”** The Cyberspace Administration
of China maintains a central registry of all public-facing AI
products, requiring developers to provide documentation and
pass a mandatory, broadly defined security assessment before
deployment.** Technical standards translate these directives
into mandatory tests.** China’s AI governance framework is
not about safety in the Western sense—it is an instrument of
political control, designed to ensure Al systems reinforce party
authority and remain visible, interpretable, and subject to over-
sight by the state.

That a party-state so intolerant of independent power centers
is nonetheless eager to diffuse advanced Al at home and abroad
is testimony to the robustness of this apparatus of control.
Diffusion extends the party’s reach rather than diminishes it—
and the dangers travel with the technology, embedding party
ideology, introducing exploitable vulnerabilities, and creating
architectural dependencies that follow Chinese systems into
foreign infrastructure.

Indeed, the party’s own direct efforts to shape AI develop-
ment do not stop at China’s borders. Beijing has pursued a
long-standing campaign to elevate the United Nations as the
central venue for Al governance, where it can build coalitions
among developing countries and exclude nongovernmental
organizations.*® The 2023 Global AI Governance Initiative and
2025 Action Plan position state sovereignty as the organizing
principle of global AT governance, the international analog
of the party’s domestic control.”” Terms such as “Al safety”
left undefined for international consumption mask the CCP’s
authoritarian conception at home.* At the same time, national
guidelines emphasize shaping international technical stan-
dards, setting a target of “at least 20” standards.* This strategy
mirrors the domestic playbook, promoting high-level norms that
enshrine state control and technical standards that entrench
Chinese technology.

These dynamics produce specific, measurable risks to
national security. The framework in the next part of this section
is intended to categorize these risks, and the assessment in
Section II documents them.

Center for a New American Security

Technology & National Security



Red Lines: Understanding the National Security Risks of China's Advanced Al

Framework for Categorizing Al Risks

to U.S. National Security

U.S. policymakers have typically developed policy to address
Chinese AT risks through disconnected silos. Export controls
have been justified on military and intelligence grounds.*°
Programs to promote U.S. Al technology abroad focus on
commercial competition with Chinese firms in third countries
to address economic dependencies, but remain disconnected
from other dimensions of the challenge from Chinese AL.* The
Al safety community has focused primarily on misuse and loss
of control as technical problems, an approach that has produced
valuable research but that has ignored geopolitical imperatives.
Some in the community have advocated cooperation with Beijing
on shared risks—a position that, whatever its merits on narrow
technical questions, is willfully ignorant of the CCP’s treatment
of Al safety as an instrument of state power. These communities
rarely engage one another. The result is policy incoherence.

An integrated framework can connect these strands. Any
categorization simplifies, but policymaking requires heuris-
tics, including ones that map onto how governments organize.
This report argues for understanding the risks from Chinese Al
through two vectors and three domains. Vectors capture how the
party pursues its interests, either through direct instrumental-
ization of AI by state actors or through global proliferation that
extends influence and creates dependencies. Domains describe
the types of strategic capability—Kkinetic, cognitive, and econom-
ic-technological—that serve CCP interests.

Some capabilities cut across domains but can be disaggregated
by use case. Cyber operations are a clear example. This report
addresses cyber offense under the kinetic domain and cyber-en-
abled espionage and intelligence collection under the cognitive
domain, reflecting the primary purpose each serves, while
recognizing that a single operation can advance CCP interests
across all three.

This framework focuses on risks that flow from CCP rule.
Some risks from advanced Al, such as uncontrolled autono-
mous behavior, may not be unique to Chinese systems and
are addressed by a separate body of research. This report
engages them where they intersect with CCP-specific dynamics
documented here, particularly where minimal safeguards
amplify risks.

Absolute improvements in China’s Al capabilities compound
risk across all six categories. A more capable Al model can
enhance military targeting, scale influence operations, and
accelerate industrial catch-up while creating more attrac-
tive technology for global adoption. No individual risk can be
assessed in isolation from the trajectory of China’s Al ecosystem.
What matters is what Chinese systems can do to threaten U.S.
national security, not how far behind they are.

The framework is also useful for evaluating policy. Technical
solutions to detect synthetic content address one aspect of
“information control.” The U.S. AI Exports Program targets
“systemic presence” and “economic leverage” by promoting U.S.
technology in third countries. Not every response must operate
at the model level, and effective measures may be better targeted
at downstream use cases or upstream inputs. But the most effec-
tive policies degrade China’s overall capacity to develop and use

Al cutting across every risk category at once.

The scale and interconnection of these risks demand that
policymakers have far better understanding of the Chinese AI
ecosystem—its development, capabilities, and trajectory—than
they do at present. The next section provides this assessment.

Table 1| Categories of National Security Risks from Chinese
Advanced Al Systems

Vectors define the mechanisms of risk transmission: state instrumentalization,
in which the Chinese Communist Party (CCP) directly leverages Al systems to
advance its strategic objectives, and proliferation and dependency, in which the
global diffusion of Chinese Al creates structural leverage.

Domains classify the strategic functions of the capability: kinetic (physical force
projection), cognitive (information manipulation and influence), and econom-
ic-technological (industrial competitiveness and supply chain control).

Domains Vectors
State Proliferation &
Instrumentalization Dependency
How the CCP directly How the global spread
employs Al capabilities of Chinese Al technology
to advance its core structurally advances the
interests CCP’s core interests
Kinetic Military modernization Proxy empowerment

Physical force or
the threat thereof

Cognitive
Belief and percep-
tion formation

Economic-
Technological
Control over re-
sources, technol-
ogies, networks,
and markets

Integration of Al into
weapon systems,
command networks,

and intelligence analysis
to enhance combat
capabilities, operational
planning, and rapid deci-
sion-making, including in
cyber operations

Information control

Al enables automated
mass surveillance, cen-
sorship, and influence
operations at scale to
maintain domestic con-
trol and shape foreign
perceptions

Industrial dominance
Al advances industrial
policy goals, enabling
technological self-suffi-
ciency and competitive
advantages in strategic
sectors

Open-weight release

and weak guardrails
structurally enable access
to Chinese Al for use

by adversarial states

and nonstate actors for
military, cyber, biological,
and other dangerous
applications

Systemic presence
Deployed systems create
vectors for intelligence
collection, data access,
and propagation of CCP-
aligned concepts

Economic leverage
Integration in critical in-
frastructure, government
functions, and business
operations creates depen-
dencies and opportunities
for coercion and market
dominance
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Risk Assessment:
Current State of Chinese
Advanced Al Systems

ADVANCED Al SYSTEMS OFFER the clearest window into China’s
Al ecosystem and the risks it poses to U.S. national security.
These systems serve as tools for the CCP and barometers for the
development of China’s wider Al ecosystem. This section first
identifies the seven Chinese developers whose systems warrant
the closest scrutiny, then assesses those systems across the
three domains identified in Section I—kinetic, cognitive, and
economic-technological.

What makes advanced Al systems useful as tools and barom-
eters is that they are the most general-purpose form of AL
DeepSeek-R1, for example, was quickly integrated by the PLA,
industrial firms, and surveillance operators alike.** Open-weight
release accelerates diffusion, allowing any actor to download
and modify these models to suit its own needs.* Improvements
in these systems cascade into narrower applications built on
top of them, meaning a better Chinese model can be deployed
across all six risk categories identified in Section I. A model-level
focus reframes the threat from Chinese digital technology—
where Chinese systems embedded in foreign code, workflows,
and decisions now matter more than where Chinese hardware
and networks are built. Local deployment does not contain
these risks.

One counterargument is that it can—Ilocally hosted open-
weight models eliminate acute risks. Data does not flow to China
and API-level manipulation is impossible. Indeed, not all uses
of Chinese Al are equally dangerous. But widespread adoption
creates structural dependencies, normalizes Chinese Al in enter-
prises, and embeds persistent characteristics. A local DeepSeek
instance still carries CCP-aligned ideology and elevated prompt
injection vulnerability. The line between critical and noncritical
use is also unstable, as code written for a start-up today may
end up with a defense contractor tomorrow, while widespread
adoption can create leverage beyond software. As models such as
Qwen become the default for on-device Al their developers gain
influence over chip design by sharing or withholding optimiza-
tion information with hardware manufacturers.*¢

Tracking China’s advanced Al systems can also help calibrate
U.S. policy. For example, export controls on advanced semicon-
ductors and manufacturing equipment have, as intended, limited
the abilities of Chinese firms to train models and run inference
across the economy.*” Developers such as Alibaba and DeepSeek
have acknowledged the damage of chip shortages, with Zhipu
Cofounder Tang Jie going so far as to admit in early 2026 that
“the truth may be that the gap is actually widening,” while his
own company says it is “pushing every chip to its limit just to
serve inference.”*® Model capabilities and adoption are therefore

@CNASDC

Definition of Advanced Al Systems

This report uses “advanced Al systems” as a catch-all term to
describe Al models that are often called generative Al, large
language models (LLMs), or foundation models. Advanced Al
systems also encompass other commonly used tools, such as
chat interfaces and agent harnesses (software that enables
Al models to take actions, such as web browsing, executing
code, etc.).*? This term is used widely, if inconsistently, in
international forums, and avoids confusion with emerging
regulatory definitions.**

a proxy for the combined effect of U.S. export controls and
China’s countervailing policies, above all adversarial distillation,
which allows Chinese developers to close capability gaps without
the compute needed to build comparable models independently.
Analysis by the Institute for Progress estimates that without
advanced chip exports, U.S. compute capacity exceeds China’s
by more than tenfold—a gap that shapes the capability assessed
in this report.*

Understanding advanced Al systems requires understanding
their developers. The caricature that Chinese developers focus
on applications and eschew the American pursuit of ever-larger
systems overstates reality.”® Chinese developers produce large
flagship models as well as systems of different sizes and spe-
cializations. Alibaba, like Google, continues to scale its Qwen
models while integrating them across its platform.* Zhipu,
like Anthropic, has built capabilities directly into its Al system
that other developers offer as stand-alone tools.** In a fiercely
competitive market, China’s leading developers are building
genuinely sophisticated systems.> They are the vanguard of the
ecosystem and the focus of this assessment.

Defining the Chinese Al Vanguard

A combination of measures can identify key players in the
Chinese ecosystem. Three categories, each with its own metrics,
converge on the most advanced Al systems in China. These
include intelligence, real-world value, and technical design.
Taken together, they distinguish theoretical capabilities from
realized value, and model performance from the technical
resources and design behind it (see Table 2). A developer need
not lead in every category to be strategically significant. What
distinguishes the developers identified here is competitive
performance across enough categories to sustain a dynamic Al
ecosystem. These categories synthesize metrics used across the
most widely cited Al evaluation platforms.

These measures identify seven Chinese developers as eco-
system leaders: Alibaba, ByteDance, DeepSeek, MiniMax,
Moonshot, Tencent, and Zhipu.** Their flagship systems
rank ahead of Chinese peers but lag behind U.S. models from
Anthropic, Google, and OpenAI*

Center for a New American Security
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Table 2 | Metrics of Model Capabilities

Category Subcategory

Knowledge/
Intelligence

Amortized knowledge: How well a model can solve a
problem using internal knowledge that does not require
additional computational resources

Reasoning/agentic intelligence: How well a model can
solve a problem by employing computational resources
to “reason” to a solution

Time horizon: How quickly a model can solve a problem
quantified in terms of human-equivalent worker-hours

Multimodality: How well a model can solve problems
across different input modalities (e.g., text, image, video,
audio)

Real-World
Value

Economic value: How well a model performs at tasks
particular to a specific profession or industry

Research value: How many tasks within various research
domains an Al model can perform

Physical use value: How well a model can perform on
tasks with real-world effects, including military opera-
tions, cyberattacks, robotics, etc.

Technical
Design and
Compute

Compute quantity: How much compute is used in train-
ing the model, measured in floating point operations per
second (FLOPs), gigawatts, etc.

Scaling efficiency: How efficient the model is at learning
per unit of data or FLOPs spent in training

Inference cost: How much it costs to deploy the model at
scale (e.g., cost-per-token offered via API)

Model tooling/orchestration: How effective the tool
scaffolding is and integrations around the model (e.g., an
agent harness)

These developers capture the technical sophistication and
diversity of the ecosystem, underlining their importance as
barometers of China’s AI prowess. Alibaba, ByteDance, and
Tencent leverage Al across sprawling platforms—Alibaba in
e-commerce and cloud computing, ByteDance in social media,
and Tencent in messaging and gaming.*® DeepSeek operates as a
research project for its parent hedge fund, with chief executive
officer Liang Wenfeng positioning it as a pure research lab dedi-
cated to achieving artificial general intelligence.”” Moonshot and
Zhipu, both Tsinghua University spinouts, have a similar vision to
DeepSeek.*® Zhipu derives much of its revenue from state-owned
enterprises and has close ties to the government, enough to land
it on the U.S. Department of Commerce Entity List in January
2025.%? Along with MiniMax, it recently debuted on the Hong
Kong stock exchange in pursuit of needed capital and customers,
while Moonshot remains private.®

The rest of this section assesses how these developers’ systems
serve CCP interests across the three domains identified in
Section I. This assessment draws on public benchmarks, model
cards, threat reports, and reported uses. Chinese Al developers
are opaque, Western scrutiny has been limited, and some infor-
mation is classified by necessity, meaning analytical gaps persist.

Where available, this assessment uses U.S. systems as reference
points, not to frame the analysis in relative terms, but because
independent evaluations of Chinese systems are scarce and U.S.
models provide a familiar baseline for what capability levels
mean in practice.” Closing this evaluation gap is itself a focus
of Section IIL

The Kinetic Domain

Advanced Al systems provide the PLA with one pathway to
“intelligentized warfare,” the operational concept at the heart of
its modernization strategy.®* Off-the-shelf systems are not pur-
pose-built for direct military use, but Chinese systems possess
demonstrable capabilities that, whether used by the CCP or
other malign actors, put Americans at risk.

This section examines three areas in which Chinese AI capabil-
ities could pose kinetic risks: conventional military applications,
including the integration of Al into PLA planning, logistics, and
command systems; offensive cyber operations; and biological
weapons, in which capable models and weak safeguards may
create proliferation risks.

Conventional Military-Relevant Capabilities

Advanced Al systems can enable militaries to act at greater
scale, speed, and coordination.®® While the readiness of Chinese
AT systems for military applications cannot be fully assessed
through unclassified sources alone, public benchmarks and
reporting from both the United States and China are suggestive
of how these tools are now and may soon be used. Agentic and
software engineering capabilities, coupled with multimodal
recognition and multistep reasoning, could prove highly effective
in command and control, logistics, decision support, and intelli-
gence analysis.®*

The most immediate applications are in the higher-latency,
analysis-heavy tasks preceding and following kinetic engage-
ments, such as synthesizing intelligence streams, generating
and prioritizing target packages, tracking logistics, and assessing
battle damage.®® The U.S. military’s early experience in Iran in
2026, where Anthropic’s Claude models reportedly assisted in
targeting that enabled strikes on more than 1,000 targets in the
first 24 hours, illustrates how quickly these capabilities translate
into operational advantage.*

Evidence suggests the PLA is experimenting with these uses.®”
PLA procurement data analyzed by the Center for Security and
Emerging Technology (CSET) reveals increasing adoption of
Chinese advanced Al systems, particularly from Alibaba and
DeepSeek, with at least some military elements beginning to
apply them to intelligence tasks.®® This suggests China’s Al
developers are increasingly implicated in military-civil fusion,
as nontraditional vendors without self-reported state owner-
ship represented 70 percent of all entities awarded Al-related
contracts from 2023 to 2024 in the CSET dataset.®” Beihang
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University, a key PLA research partner, has filed patents
using DeepSeek to improve drone swarm decision-making
for “low, slow, small” aerial threats.”® PLA strategists
continue to explore the uses and limits of AT in the military,
echoing U.S. debates.”

Two leading benchmarks of software engineering profi-

ciency suggest Chinese systems are already useful for the PLA.

On SWE-Bench Pro, which tests models’ abilities to resolve
complicated software engineering issues, leading Chinese
systems achieve about 50 percent accuracy, compared to
more than 55 percent for GPT-5.2 and Claude Opus 4.6.7
Terminal-Bench 2.0, which tests AT agents on how well

they can autonomously resolve software engineering issues
through the command line, scores Chinese models Kimi K2.5
and GLM-5 at 50.8 percent and 56.2 percent, respectively,
compared to 54 percent and 65 percent, respectively, for
GPT-5.2 and Claude Opus 4.6.”

These scores are good enough for selective adoption in the
intelligence analysis and planning functions in which AI has
proven most valuable, but they remain immature for wider
use.” The energy needed for constrained onboard hardware
is prohibitive, and the velocity of weapon systems is funda-
mentally incompatible with the latency of networked model
inference.” The battlefield environment, with sensor degrada-
tion, jamming, and adversarial conditions, is an environment
in which current AT systems do not perform well.” Even at the
operational level, integration with legacy software and data
systems is a significant constraint.”” The organizational and
doctrinal challenges of embedding Al into existing command
structures—establishing trust, managing failure modes, and
maintaining accountability—will slow adoption regardless of
raw capability scores.”® Chinese AI may not yet be enabling
battlefield weapons, but these constraints are engineering and
bureaucratic problems, not fundamental limits.

As capabilities improve, model compression helps
overcome technical limitations. Quantization shrinks model
weights by reducing memory footprint and power consump-
tion with minimal accuracy loss.” Distillation—here, the
legitimate practice of training a smaller model on a devel-
oper’s own larger system—produces efficient variants that
preserve most of a flagship model’s capability, particularly
for narrow task categories, at a fraction of the computational
cost.® Modern weapon platforms lack the hardware to run
large models, but distilled variants from Alibaba or DeepSeek
could plausibly run on operational-level hardware comparable
to that of the U.S. military.* Distillation and onboard compute
may bring frontier AI performance to the battlefield as the
PLA learns which capabilities are most useful on edge devices.

@CNASDC

Cyber Capabilities

PLA cyber campaigns are where Al capabilities will likely have
the most immediate effect on U.S. national security, as rapid
technical improvements tilt the balance toward offense.®> A
recent Anthropic report documented a likely Chinese threat
actor using its system to conduct an almost fully automated
cyber campaign, previewing what indigenous Chinese systems
could soon enable.® Yet the report understates the threat.
Locally hosted Chinese systems are immune from interven-
tion at the model level. U.S. defenders cannot track or cut

off their outputs.

Chinese systems can already contribute to offensive cyber
operations at individual stages, though several have not been
rigorously evaluated in public. On CyBench—one of the least
saturated cybersecurity benchmarks—DeepSeek-R1, GLM-4.7,
and Kimi K2 Thinking can handle common, straightforward
security testing but require human guidance for complex, multi-
step exploits.®* By contrast, OpenAl’s GPT-5 scores well enough
to complete nontrivial tasks on its own that a midlevel operator
might perform.* The gap is the difference between systems
that help with isolated subtasks and those that meaningfully
accelerate throughput. But continued progress implies Chinese
systems could reach this threshold sometime in 2026. When they
do, the United States will face AI cyberattacks it may not be able
to interdict at the source.

Open-weight release makes these capabilities available to
other adversarial states and nonstate actors. Fine-tuning can
strip even strong guardrails at minimal cost, and Chinese devel-
opers systematically underinvest in guardrails for cyber-relevant
outputs.® DeepSeek-R1 refuses harmful cyber-related queries
at less than half the rate of GPT-40 or Claude Opus 4.5, despite
matching their technical capabilities.®” The result is that capable
Chinese models are recklessly permissive by default and more
easily made fully permissive by design. Cyber threat actors from
Russia, Iran, and North Korea, as well as criminal and terrorist
organizations, stand to benefit.
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Model scores drawn from CyBench, a cybersecurity benchmark, are the percentages
of professional-level, capture-the-flag tasks solved without guidance. In Figure

1, each step represents a new model setting a high score for its country of

origin, and scores used are the highest at any given point in time from across all
available evaluations. In Figure 2, all scores are shown with different evaluation
methodologies (see legend), as are approximate capability thresholds. Scores

in both figures are derived from Concordia Al standardized evaluations (Inspect

framework, 30 interactions), Anthropic and xAl model cards (proprietary agent
frameworks on 35 to 40 task subsets), National Institute of Standards and
Technology (NIST)/Center for Al Standards and Innovation (CAISI) evaluations
(using a custom agent framework on 40 tasks), and an independent academic safety
evaluation of Kimi K2.5 (Inspect framework, 40 tasks). Models tested with more
capable scaffolding score higher on identical tasks. Data current as of April 6, 2026.
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Biological Capabilities

Public benchmarks and self-reported company findings suggest
that leading Chinese systems have substantial knowledge and
reasoning capabilities for biology. These capabilities raise
concerns about dual-use applications in the biological domain.
But the most rigorous studies of how advanced AI could assist
in developing biological weapons consistently omit Chinese
systems.” A February 2026 agentic evaluation designed to
overcome the limits of prior testing examined only models from
Anthropic, Google, and OpenAlL.*!

Nevertheless, available evidence suggests Chinese systems are
increasingly useful for relevant tasks. The Virology Capabilities
Test scored DeepSeek-R1 at 38.6 percent on text-only questions,
well above the human average of 22.6 percent.”® In practical
terms, the model can troubleshoot laboratory procedures, inter-
pret DNA sequences, and reason about pathogen characteristics
at alevel above that of trained virologists. This alone may not
matter for the CCP with its scientific talent but could, over time,
unlock a capacity for more dangerous experimentation.”

The CCP’s poor record on biosafety makes these trends more
concerning. The U.S. Department of State has consistently raised
concerns that China “continued to engage in biological activities
with dual-use applications,” violating Article I of the Biological
Weapons Convention (BWC), and that China has never verified
dismantlement of its offensive biological weapons program as
required under the treaty it ratified in 1984. Beijing canceled
BWC-related meetings with the United States in 2021 and 2022.7*
The Federal Bureau of Investigation, Department of Energy, and,
as of January 2025, the Central Intelligence Agency, now assess
that COVID-19 most likely originated from a laboratory incident
in Wuhan, China.*®

These risks span deliberate state action and developer negli-
gence, suggesting that even well-intentioned Al-assisted research
could produce dangerous outcomes through inadequate over-
sight. While several Chinese developers have signed international
commitments to limit the use of their systems for biological
weapons development, in practice they have implemented few
if any safeguards. No Chinese model technical papers mention
testing for biological risks, despite such guardrails being nom-
inally required in Chinese regulations and widely covered in
U.S. model cards.”® Research suggests that open-weight Chinese
models can be fine-tuned with benign scientific data to elicit
malicious behaviors—a vulnerability shared by U.S. open-weight
models, but compounded in China by weaker default guardrails
and no documented biosafety testing.””

Though several systems released in late 2025, such as
Qwen3 and Kimi K2 Thinking, now achieve high refusal rates
on harmful biological queries, the transition to reasoning
models caused catastrophic safety collapses—suggesting
that safety measures are applied to each model genera-
tion ad hoc rather than carried forward architecturally. On
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SciKnowkEval-BiologicalHarmfulQA—a benchmark that aims
to measure proficiency on questions about harmful biological
uses—subsequent releases from Tencent’s Hunyuan models
dropped from 98 percent to 6 percent refusal, ByteDance’s
Doubao models dropped from 96 percent to 7 percent, and
MiniMax’s models dropped from 34 percent to less than 1
percent.”® Refusal rates recovered only after public benchmarks
exposed the collapse, suggesting Chinese developers retrofit
safety measures to match published scores rather than inte-
grating them systematically.

While several Chinese developers have
signed international commitments to limit
the use of their systems for biological
weapons development, in practice they
have implemented few if any safeguards.

How these capabilities translate into risk of misuse from pro-
liferation remains unclear.”® Studies such as GovAI’s framework
for modeling Al-assisted bioterrorism risk and most analysts
have focused on nonstate actors and lone wolves.!° This and
other pathways to misuse, such as by small- or medium-sized
authoritarian states, warrant further examination.

The Kinetic Domain: Conclusion

Kinetic domain risks span a spectrum from near term to specu-
lative, but the trajectory is consistent. Chinese Al can already
contribute to offensive cyber operations and may soon enable
fully autonomous campaigns. Conventional military capabilities
remain immature, but compression and distillation may close
the gap. Biological risks are concerning, if uncertain, but Chinese
developers have done nothing to address them. Open-weight
release compounds every threat. A policy response calibrated to
today’s capabilities is already behind.

The Cognitive Domain

Advanced AT systems offer the CCP tools to secure its core
interests through censorship, surveillance, and information cam-
paigns at home and abroad. But the risks extend beyond active
use. CCP rule also drives the embedding of ideological alignment
and security vulnerabilities that serve the party’s interests as
these systems spread across Chinese society and the world.

This section addresses four dimensions of the cognitive threat:
censorship and surveillance capabilities, in which AT augments a
formidable repressive apparatus; influence operations, in which a
mix of capabilities enables covert campaigns at scale; embedded
ideological alignment, in which CCP preferences are built into
the models; and security vulnerabilities and espionage risk, in
which weak safeguards and opaque infrastructure create avenues
for intelligence collection.
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Censorship and Surveillance Capabilities

Advanced AT systems are increasingly sophisticated and prev-
alent tools for active CCP censorship and surveillance, two
operationally inseparable use cases.'” The same Al tools that
monitor content also flag it for suppression, and the infrastruc-
ture serves both functions simultaneously.'** A leaked dataset
from a server linked to Baidu, analyzed by the China Media
Project, revealed prompts instructing models to classify content
across 38 categories for “public opinion monitoring services,”
with military, social, and political content designated as the
highest priority.'” With such systems, human censors can now
perform their duties at machine speed and scale, augmenting an
already ruthless surveillance state.'**

Any advanced Al system can apply reasoning capabilities to
classify content as permissible or impermissible, which means
censorship can be measured and compared. Chinese academics
developed the ChineseSafe and ChiSafetyBench evaluations to
test this, scoring systems by whether they identify text as “safe”
or “unsafe” by Chinese regulations.'® The fact that OpenATI’s
GPT-40 scored highly likely reflects bias embedded in Chinese-
language training data and benchmark design. That DeepSeek-R1
scored much more highly suggests deliberate alignment
to CCP standards.

Image, video, and audio recognition have straightforward
applications as surveillance and censorship tools. Alibaba,
DeepSeek, Moonshot, and Zhipu have all incorporated multi-
modal capabilities into their flagship models, rivaling U.S. peers
on standard measures.'*® Surveillance firms such as SenseTime
and iFLYTEK, which specialize in voice and facial recognition
software, have used DeepSeek-R1 and other models to improve
their products.’” Such capabilities could unlock previously
impractical techniques, such as predicting and preempting
dissent, or other nuanced strategies of control that are less likely
to spark a backlash.'*®

Influence Capabilities
Multimodal generation capabilities—audio, image, text, and
video—coupled with agentic tools give the CCP a growing toolkit
to conduct covert influence campaigns both inside and outside
China.'”” Alibaba stands apart with three specialized systems for
audio, image, and video generation; other leading developers
have systems for one or two modalities alongside text from
their flagship models."? Available benchmarks point to Chinese
systems improving in photorealism and prompt adherence—
dimensions that matter for information operations—with some,
such as ByteDance’s Seedance, taking the internet by storm.™
Security researchers have uncovered several influence opera-
tions powered by Chinese Al systems that suggest the technology
is becoming increasingly institutionalized."* Australian cyber-
security firm CyberCX identified a researcher at Zhipu using an
advanced Al system to control what it called the Green Cicada

network—thousands of social media accounts that targeted U.S.
audiences." Leaked internal documents from Beijing-based
GoLaxy revealed a firm deploying a DeepSeek-powered system
to build psychological profiles, generate adaptive Al personae,
and conduct targeted influence campaigns in Hong Kong
and Taiwan." The documents showed the firm working with
Chinese military and intelligence clients, including PLA Unit
61716—the organization responsible for psychological warfare
against Taiwan."®

The use of U.S. systems by Chinese operators offers a preview
of future threats and builds on the CCP’s long-standing informa-
tion offensive against the West. A February 2026 OpenAl report
described banning an account linked to Chinese law enforce-
ment that had attempted to plan a covert influence campaign
targeting Japanese Prime Minister Sanae Takaichi, revealing what
appeared to be a standing program with thousands of coordi-
nated accounts."® A June 2025 OpenAl report documented the
disruption of a likely Chinese group dubbed “Sneer Review” that
generated posts across TikTok, X, Reddit, and Facebook using
ChatGPT." These tactics go back to the advent of advanced AI
systems—a February 2024 report from Microsoft documented
Chinese threat actor “Storm-1376” using Al-generated images
in August 2023 to claim the U.S. government was behind the
then-ongoing wildfires in Hawaii."®

These cases could be detected and disrupted because they
used a U.S. system that could be monitored and shut down—
chosen largely because it was free and low friction, not because
open-weight alternatives were unavailable. Though the Green
Cicada network suggests that distribution-channel monitoring
can still detect and disrupt operations using Chinese systems, the
scalability of these approaches without the ability to constrain
model access remains uncertain. The ongoing war in Iran offers
alive illustration, as Al-generated videos depicting fake Iranian
military victories have flooded social media, amplified by Chinese
state-aligned accounts."”

Embedded Ideological Alignment

China’s advanced Al systems are designed from inception to
align with CCP ideology. A growing slate of studies shows that
ideological alignment is systematic, multilayered, and expanding
beyond generic regulatory requirements to adhere to “core
socialist values.”"*° In practical terms, this means Chinese AI
systems systematically deny or distort the Tiananmen Square
massacre, parrot CCP positions on Taiwan and Xinjiang, and
present China’s territorial claims as settled fact, among other,
less high-profile narratives. These are consistent, designed
behaviors that deepen with each new model generation.

Two reports from the U.S. National Institute of Standards
and Technology (NIST) Center for Al Standards and Innovation
(CAISI) provide the strongest evidence of embedded CCP
ideological alignment.” The reports discussed evaluations
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~ 4%

General Secretary Xi Jinping addresses technologists on the topic of Al agents at the Shanghai Foundation Model Innovation Center on April 29, 2025. Xi has called
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technology “the main arena of international competition” and enshrined Al as a priority in the 15th Five-Year Plan. (Xie Huanchi/Xinhua via Getty Images)

from CAISI that prompted DeepSeek and Kimi K2 Thinking
systems with 190 questions about Chinese history, politics, and
foreign relations. These range from well-known topics such as
the Tiananmen Square massacre to more obscure topics such
as China’s invasion of Vietnam in the 1970s, in both Mandarin
Chinese and English. Systems were scored by the percentage

of CCP talking points reflected in their outputs. Models from
OpenAl and Anthropic, which scored between 1.4 percent and
3.6 percent, provide a baseline for “uncensored” systems. CAISI
conducted the evaluation on locally hosted models, meaning the
scores reflected ideological alighment in the model weights, not
app-level censorship as with TikTok.

Chinese systems are becoming progressively more
aligned to CCP ideology with each newer, better model. The
first CAISI report, released in September 2025, found that
DeepSeek-R1 scored 9.3 percent on CCP ideological alignment
in Chinese-language evaluations, jumping to 25.7 percent with
DeepSeek-R1-0528, released just four months later the original.2
English-language scores showed a comparable increase, from 0.9
percent to 15.9 percent. A second report released on December
12, 2025, showed Moonshot’s Kimi K2 Thinking and Alibaba’s
Qwen3-Next-80B scoring around 25 percent and 14 percent,
respectively.'*?

Early evidence suggests ideological alignment extends
beyond text-based information retrieval. Systems from Alibaba,
DeepSeek, and Zhipu reliably censor or refuse to generate polit-
ically sensitive images.'** A November 2025 CrowdStrike report

found that “when DeepSeek-R1 receives prompts containing
topics the CCP likely considers politically sensitive, the likeli-
hood of it producing code with severe security vulnerabilities
increases by up to 50%.”"** How ideological alignment interacts
with specific applications requires research. Resume screening is
one potential application, in which a model trained to depriori-
tize certain political profiles could disadvantage job applications
from diaspora communities.

Two mechanisms likely drive this alignment. The first is
data filtering, as Chinese regulations require developers to use
training data from lawful sources, screened for legal compli-
ance across copyright, personal data, and content standards.'*¢
The second is alignment training, the process by which devel-

As these systems are adopted worldwide,
they embed CCP concepts as the default
setting of global information systems,
inverting an era in which American plat-
forms carried liberal defaults and doing
SO in ways users may never recognize as
ideological.

opers adjust a model’s behavior after training to reward certain
responses and penalize others, which is shaped by Chinese

regulations mandating adherence to “core socialist values.”"*” A
third possibility is that some alignment behaviors are emergent
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rather than engineered—a form of an “inductive backdoor” in
which training data distributions produce systematic biases that
persist through fine-tuning without explicit instruction.'
Independent research using “thought token forcing”—a
technique to expose a model’s internal reasoning—revealed
that Qwenj3 systematically favors China in comparisons to
other countries, while defaulting to neutrality for others.*
Underscoring the vast scope of ideological alignment, a
report from Estonia’s Foreign Intelligence Service found that
DeepSeek-R1 distorted facts related to the Baltic nation."*® As
these systems are adopted worldwide, they embed CCP concepts
as the default setting of global information systems, inverting
an era in which American platforms carried liberal defaults and
doing so in ways users may never recognize as ideological.

Security Vulnerabilities and Espionage Risks

While “Embedded Ideological Alignment” addressed how AI
enhances CCP surveillance of its own population, this section
examines how the security weaknesses of Chinese Al systems
create opportunities for Chinese intelligence collection against
foreign users.

Chinese AI developers have little to say about what, if
anything, they have done to secure their systems. Model cards
from Alibaba, DeepSeek, Moonshot, and Zhipu provide at best
a cursory overview, while U.S. competitors document jailbreak
testing, resistance to prompt injection attacks, and more.'!
Stanford’s Foundation Model Transparency Index scored
Alibaba and DeepSeek worse than Anthropic, Google, and
OpenAl, due in part to inadequate disclosure around security
testing.”*? Even Chinese organizations that conduct third-party
evaluations, such as the China Academy of Information and
Communications Technology, publish cursory, anonymized
results.”** Open-weight model developers would normally be
expected to provide more documentation to encourage uptake.

Any Chinese system accessed via API has unavoidable security
vulnerabilities. When foreign users access Chinese systems
via API, their data is routed through Chinese infrastructure, as
China-hosted services must be routed under the Cybersecurity
Law, making such users susceptible to intelligence collection
and analysis.”**

This risk is exacerbated by the lack of technical means to
verify that the responding model is the one advertised, that it
has not been substituted, or that its outputs were not altered on
the server side."* Researchers have shown that coding assistants
can be exploited to insert software backdoors, and NIST has
documented techniques for producing malicious outputs under
specific triggers, both straightforward for an API provider with
full infrastructure control.™

Even when data is held by a Chinese company but stored
overseas, Chinese developers allow intracompany data sharing
and state that they will comply with “lawful” government access

requests that, unlike in a liberal democracy, that cannot be
appealed to an independent judicial body. The breadth and uni-
formity of these provisions across all leading developers suggests
that this is a systemic feature of China’s AI ecosystem, making
the potential for intelligence collection more extensive than with
TikTok."*” Cybersecurity firm Feroot Security found hardcoded
links in DeepSeek’s web login page connecting directly to the
infrastructure of China Mobile, which is designated as a Chinese
Military Company by the U.S. Department of Defense (DoD)."**

Persistent vulnerabilities remain, even when systems are
hosted locally. CAISI found that DeepSeek agents were 12 times
more likely to follow malicious instructions than U.S. system
agents, sending phishing emails, downloading malware, and
exfiltrating credentials when hijacked."** Almost 77 percent
of attempted prompt injection attacks succeeded against
DeepSeek-R1, compared to 27 percent for OpenAI’s o1-pre-
view, with multiple security firms corroborating that it remains
vulnerable to jailbreak techniques that no longer affect leading
U.S. models."*

In the absence of standards for testing and mitigations, U.S.
cloud service providers propagate these issues by offering
managed API access to Chinese Al systems. Microsoft’s
announcement that it would offer DeepSeek-R1 is the only
instance in which any major provider has claimed to have
conducted rigorous testing.'*! Subsequent research showed

Across tens of thousands of developers,
models developed by Chinese firms may
process millions of fragments of propri-
etary American code each day.

DeepSeek-V3—the base model underlying DeepSeek-R1—
accessed via Azure Al Services still adhered to CCP censorship
on the status of Taiwan, the Tiananmen Square Massacre, and
other sensitive topics."*? As of publication, Amazon Web Services
and Google Cloud have never publicly claimed to have tested a
Chinese system.'*

The gap between what Chinese developers know about their
systems’ vulnerabilities and what their users do not is an attrac-
tive lever for the CCP. The close relationship between developers
and China’s security services gives the latter unique insight into
how systems can be exploited. Under the 2021 Provisions on
the Management of Network Product Security Vulnerabilities,
Chinese entities must report vulnerabilities to government
authorities before public disclosure, ensuring state intelligence
services have early access.'** Extensive evidence of technical
backdoors in Huawei hardware and software identified by the
U.S. Federal Communications Commission and allied equiva-
lents preview how these vulnerabilities could be replicated in Al
systems deployed beyond China.™*
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Aless visible risk lies in the growing range of Al tool and scaf-
folding platforms.'¢ These services complicate security audits
because while the infrastructure that handles user data could
be American, the underlying AI model may be made in China.
Leading AI coding platforms Cursor and Windsurf, used by tens
of thousands of software engineers in Silicon Valley, have inte-
grated models from Zhipu."*” Users discovered Chinese-language
characters appearing in their code outputs and, when jailbroken,
the systems confirmed they were built on Zhipu’s GLM archi-
tecture."® Across tens of thousands of developers, models
developed by Chinese firms may process millions of fragments
of proprietary American code each day. While locally hosted
open-weight models do not transmit data to China, they may still
contain exploitable vulnerabilities or produce insecure code.

The Cognitive Domain: Conclusion

Taken together, cognitive domain risks represent a socially
corrosive national security threat. Chinese advanced Al systems
enable the CCP to conduct censorship, surveillance, and infor-
mation operations at scale. They embed the party’s ideological
assumptions, security vulnerabilities, and intelligence collec-
tion architecture into the infrastructure of global information.
As systems integrate into enterprise software, developer tools,
and consumer applications worldwide, Beijing’s preferred
version of reality becomes the default. These risks are largely
invisible, diffuse, and resistant to clean attribution, and they
compound over time. What is needed are technical tools capable
of detecting manipulation and exploitation in real time and
agile policy mechanisms able to respond before embedding
becomes irreversible.

The Economic-Technological Domain

The CCP aims to develop an advanced industrial economy that
anchors global supply chains and is immune from U.S. pres-
sure.”’ Its advanced Al systems serve that ambition. Agentic and
multimodal capabilities, open weights, compute efficiency, and
distillation promote adoption across strategic sectors at home
and abroad on the CCP’s terms.

This section examines industrial capabilities, in which Chinese
Al is automating manufacturing and integrating across strategic
sectors; research and development applications, in which AT
could accelerate scientific progress; and the strategies around
compute efficiency, model compression, and open-weight release
that maximize adoption at home and create economic dependen-
cies abroad.

Industrial Capabilities

China’s advanced Al systems have demonstrated capability,
particularly in coding, sufficient for many industrial applications.
Manufacturing and industrial systems increasingly run on code—
process controllers, quality monitoring, supply chain logistics,
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and predictive maintenance all depend on it.”*° Previously dis-
cussed SWE-Bench Pro scores suggest leading Chinese systems
can address roughly three-quarters of measured software
engineering tasks."”™ Even partial automation could transform
industry, and Chinese firms are experimenting aggressively. More
than 20 central state-owned enterprises in industrial sectors,
including Sinopec and Sinochem, began integrating DeepSeek-R1
within weeks of its January 2025 release.'s

Agentic tools could enable multistep industrial operations.
Kimi K2.5 claims to spawn up to 100 subagents and execute
more than 1,500 coordinated operations in parallel, achieving
4.5-fold speedup on complex analytical tasks.'* Supply chain
optimization tasks—such as assessing inventory across dozens
of warehouses, evaluating shipping options, identifying bot-
tlenecks, and adjusting procurement schedules—are a natural
fit.’* China’s State Grid Corporation is reportedly deploying
Al-assisted systems for grid monitoring and optimization.'s* For
now, these tools accelerate discrete tasks rather than orchestrate
end-to-end operations. The risk is less that they work perfectly
today than that rapid iteration, driven by fierce domestic compe-
tition and state demand, closes the distance to deployment in the
next product cycle or two.

Multimodal recognition can enable further efficiencies.
Chinese researchers have shown how image analysis can detect
hairline cracks or surface imperfections that human inspectors
miss.”*® Maintenance technicians can photograph unfamiliar
equipment and receive identification, specifications, and repair
procedures.' Specialized systems such as Qwen3-VL support
visual inspection workflows and are reportedly deployed in auto-
motive parts manufacturing.'s®

These capabilities reach their fullest expression in robotics.'
Image recognition, reasoning, and agentic tool use converge
in robotics, sometimes referred to as “embodied AL” and
Chinese developers are building for it.'*® Unitree and other
humanoid robot manufacturers have partnered with Alibaba and
DeepSeek.'! Beyond robotics, major product categories central
to CCP industrial policy are integrating Chinese AL'*> BMW has
partnered with Alibaba to embed Qwen models into its Neue
Klasse vehicles produced in China starting in 2026.'* Tencent’s
work on “world models” that simulate physical environments
pushes this further, connecting multimodal reasoning to the rein-
forcement learning pipelines that train autonomous systems.'**

Research and Development Applications

Advanced Al systems that can speed progress across the sci-
entific research enterprise could become a strategic capability
for China. Xi has cast Al-driven scientific research as a defining
priority, telling the April 2025 Politburo meeting that “we must
use Al to lead a paradigm shift in scientific research and speed up
S&T innovation and breakthroughs in every field.”'*® Accelerating
scientific discovery and transforming research and development
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(R&D) models are the first two priorities
in the AI Plus initiative, now embedded in
the 15th Five-Year Plan.'s

So far, these capabilities are concen-
trated in productivity-enhancing tasks,
such as automated peer review and data
labeling.'*” More ambitious efforts hint
at future trajectories. The StarWhisper
Telescope system, released in November
2025, uses DeepSeek-R1-powered agents
for autonomous observation and anal-
ysis.'®® The fact that this system ran on
an almost year-old model suggests that
Chinese scientists are still slow to adopt
the full capabilities available to them.

Chinese AI developers, keenly attuned
as they are to discussions in Silicon Valley,
are likely to follow the path of leading
U.S. Al developers in using their own
systems for autonomous, accelerated
internal R&D.!*” MiniMax claimed the
MiniMax-M2.7 model, released in March
2026, was its “first model deeply partici-
pating in its own evolution,” handling an
estimated 30 to 50 percent of the devel-
opment workflow.””® This activity may
eventually include conducting research
in the life sciences and other scientific
fields, as U.S. developers have begun
to explore.””*

Compute Efficiency, Model
Compression, and Open-Weight
Release

Adequate capabilities are table stakes
for adoption. But China’s AI developers
pursue three additional design strategies
that drive industrial uptake at home and
create economic dependencies abroad:
compute efficiency, model compression,
and open-weight release.

Compute efficiency reflects necessity
as much as choice. U.S. export controls
incentivize efficient architectures, but
low-cost inference serves the CCP’s
interests in mass adoption at home
and abroad.'”? Alibaba claims its Qwen3
model family delivers equivalent perfor-
mance at a fraction of the compute and
price of leading U.S. models."”® Though
CAISI found that one U.S. model costs 35

percent less than DeepSeek-R1 to perform

at a similar level of capability, the lure
of a cheaper Chinese system is hard to

ignore for many prospective users.””* On

OpenRouter—a platform popular with
start-ups—the three most-used models
as of early 2026 were all Chinese, with

price differentials of up to 17-fold cheaper

compared to U.S. peers.'”

Chinese developers push this logic
further with model compression.'”
Alibaba’s Qwen3 family includes 32
models, ranging from o.5B parameter
systems, small enough to run on a
phone, to 235B parameter systems, large

FIGURE 3

enough to rival the U.S. frontier."”” Each
is available at multiple levels of compres-
sion—primarily through quantization,
trading small losses in accuracy for large
gains in speed and efficiency."”® Leading
U.S. developers, by contrast, offer a
handful of large models."”” The smallest
variant of OpenAI’s open-weight model,
gpt-oss, has 20B parameters—small
enough to run on high-end consumer
graphics cards but too large for a
smartphone.’®

The third leg of the strategy is open-
weight release, which turns efficiency
and compression into distribution.
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Permissive licensing enables local deployment, fine-tuning, and
commercial use without relying on a developer’s infrastruc-
ture.’®? The standard argument that model choice does not
create lock-in, including with open-source models, misunder-
stands how organizations adopt technology. A nimble start-up
can swap models with modest effort. But large enterprises and
government ministries, particularly in developing countries,
cannot. Once organizations select a vendor, build workflows and
testing infrastructure around it, and integrate it with existing
systems, switching becomes organizationally costly—even when
technically feasible. Risk-averse procurement processes favor
incumbents. Fine-tuned models that encode organizational
knowledge may not be replicable with a new model.

Similarly, the more a foreign government invests in building
its Al capabilities on an open-weight Chinese system—fine-
tuning national data, training bureaucrats, and reforming
procurement—the deeper the dependency becomes.'®* Chinese
state-owned energy and infrastructure companies such as
Sinopec, PetroChina, China National Offshore Oil Corporation,
and China National Nuclear Power, which are adopting Chinese
Al have operations across the developing world.*** Opaque
contractual obligations likely prevent developing-country
customers from breaking the Chinese bundle, and switching
Al systems could require a multiyear effort to reformat data,
reconfigure control systems, retrain operators, and overhaul
safety protocols.”®® Beyond developing countries, SenseTime,
Huawei, UBTech, and Alibaba are partnering with NEOM in
Saudi Arabia and Smart Dubai in the United Arab Emirates, while
Saudi Aramco has integrated DeepSeek into its operations.'*
Governments and enterprises are embedding Chinese Al systems
into some of their most critical national projects.

The Economic-Technological Domain: Conclusion

The economic-technological domain risks operate on two
mutually reinforcing tracks. First, China’s Al systems are accel-
erating the CCP’s industrial modernization and scientific goals
by automating manufacturing, optimizing supply chains, and
compressing R&D cycles across strategic sectors. As productivity
gains compound, the long-run result is an industrial base capable
of outcompeting and displacing American production in sector
after sector. Second, compute efficiency, model compression, and
open-weight licensing are technical design choices that maximize
the global spread of Chinese Al, locking out American compet-
itors and creating structural dependencies. Together, the two
tracks describe a familiar Chinese strategy.

@CNASDC

Conclusion

THIS SURVEY OF CHINESE Al DEVELOPERS reveals significant
analytical gaps. Some, such as PLA operational use of advanced
AT systems, can likely only be fully assessed in classified settings.
But many could be addressed by U.S. and allied governments in
unclassified settings, and by cloud service providers and nongov-
ernmental research organizations. Systematic adversarial testing
for autonomous cyber operations, investigation into the technical
underpinnings of security vulnerabilities and ideological align-
ment, and research into the persistence of alignment as Chinese
models are fine-tuned, all merit sustained study. Yet many of the
most rigorous and expensive Western Al evaluations—across
cyber, biological, and other capabilities—consistently omit
Chinese systems. The United Kingdom’s AI Security Institute,
despite its expertise and resources, has never once mentioned a
Chinese model in its extensive publication record.'”

The Western AT community’s fixation on U.S. frontier systems
partly explains these gaps. This has inflated the perceived threat
posed by American technology, despite the fact that it is U.S.
developers that publish extensive documentation, submit to
third-party testing, and operate in a market economy governed
by the rule of law.'®® It has encouraged governments, most of all
in the European Union, to pursue discriminatory regulations
and investigations against U.S. firms. And it has given China

Many of the most rigorous and expensive
Western Al evaluations—across cyber, biological,
and other capabilities—consistently omit
Chinese systems.

afree pass to promote its systems without the same scrutiny.
The U.S. House Select Committee on the CCP has recognized the
problem, urging the Department of Commerce to expand CAISI’s
role and arguing that “there is a strong national security need for
better understanding, predicting, and preparing for the PRC’s
Al progress.”®

A growing disconnect between analysis and policy compounds
the problem. The Department of Commerce has only released
three assessments of Chinese AI systems—in each case weeks or
months after evaluations were completed—with no diplomatic
promotion or policy action, ceding the public narrative to the
Chinese developers and enabling wide adoption without scru-
tiny."”* The U.S. government has not acted against any Chinese
Al developer since adding Zhipu to the Entity List in 2024,
despite mounting public evidence of PLA ties to companies such
as DeepSeek, to which DeepSeek has not publicly responded.
Despite interest from allies in Asia and Europe, there has been no
coordinated policy against any Chinese Al developer, and infor-
mation sharing has been limited and sporadic.
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This gap is compounded by China’s continued AI progress.
Chinese Al systems have tracked roughly 3 to 12 months behind
the U.S. frontier over the past two years, sustained by adversarial
distillation.”! Anthropic, Google, and OpenAT have all recently
reported their models were the victims of such attacks, identi-
fying DeepSeek, Moonshot, and MiniMax by name.'** Limited
effective mitigations and legal remedies underscore an ongoing
vulnerability for U.S. AI developers. China’s ability to absorb
or leverage those gains to undermine U.S. national security
exacerbates the absolute risks posed by Chinese AI systems.

It also means that the risks documented in this report have a
short shelf life. A system assessed as insufficient for autono-
mous cyber exploitation in early 2026 could cross that threshold
by year’s end.

Absolute Risk and Its Consequences

Framing analysis in relative terms between Chinese and U.S.
systems has not served policymaking well. A widening gap
between the United States and China would mitigate some risk
in some categories, but in others it has no practical effect, and
in none would it eliminate risk. An absolute improvement in
Chinese offensive cyber capabilities—particularly the ability to
conduct a fully automated attack—poses a greater risk, regard-
less of how much U.S. systems improve. Even where campaigns
require chaining multiple exploits, Al assistance at any link in the
chain lowers the overall cost of attack. Al-enabled surveillance
in China, or in third countries that use Chinese systems, is not
affected by the mere presence of more capable U.S. systems, nor
are concerns about the use of Chinese Al for biological weapons
by state or nonstate actors.

Recognizing absolute risk can sharpen policy. A focus on
relative risk breeds complacency and defeatism in equal
measure. A static or widening U.S. lead can be interpreted as
policy working as intended, even as the CCP accumulates greater
capabilities to harm the United States. A shrinking lead can be
interpreted as China’s impending victory, with no grounding
in what specific capabilities have been unlocked. This makes
“winning the Al race,” with its implicit focus on relative posi-
tioning, a less useful framework than maintaining “as large of
alead as possible,” though the latter still partially obscures the
extent of the challenge.*

An absolute risk framework would move analysis from
rankings to measuring specific, operationally relevant capabil-
ities and thresholds. The current evaluation infrastructure, as
evidenced by the benchmarks cited in Section II, does not yet
fully support this approach. A more comprehensive analytical
capacity could reveal asymmetric capabilities in which Chinese
systems excel at specific high-risk tasks. Adequate capabili-
ties across multiple domains could create significant threats
when combined in practice. This would provide more measur-
able policy objectives. Policymakers could evaluate whether a

The U.S. House Select Committee on the CCP
has recognized the problem, urging the Depart-
ment of Commerce to expand CAISI's role and
arguing that “there is a strong national security
need for better understanding, predicting, and
preparing for the PRC’s Al progress.”

measure, for example, would help delay Chinese Al from devel-
oping the capability to sustain certain types of autonomous
cyber exploitation by 2028. Goals centered on common risks
would also be more effective in encouraging the cooperation
of U.S. allies.

The recommendations that follow are a first step toward
operationalizing this shift. Each recommendation is designed
to build the capacity to assess not just where Chinese Al
systems rank, but also what they can do, and to share that
information with U.S. citizens, companies, and allies.

Recommendations for Policymakers

The threats documented in this report demand more aggres-
sive tools than those recommended here, such as tighter
export controls, investment restrictions, and action under the
Department of Commerce’s Information and Communications
Technology and Services Program. These tools cannot be

well calibrated without the analytical and institutional
capacity the U.S. government currently lacks, which should

be considered complementary to actions to degrade the
Chinese Al ecosystem.

The Department of Commerce should publish national
security risk assessments of Chinese advanced Al systems
no more than 72 hours after their release.

CAISI has the capacity to conduct rapid evaluations of Chinese
Al systems if directed by Commerce Department leadership.
With clear direction, rapid assessments would evaluate tech-
nical characteristics, security vulnerabilities, and capabilities,
and contextualize each Chinese Al system against its U.S. and
Chinese peers. The evaluation suite should be standardized
and developed with the Departments of Defense, Energy, and
State. At a minimum, it should include the agent hijacking,
jailbreaking, and censorship evaluations CAISI conducted in
its two 2025 reports. Classified or confidential elements should
be made available for internal U.S. government use and, as
appropriate, allied use, no more than 96 hours after a system’s
release.

The 72-hour timeline for evaluation should apply to major
releases such as new model families (e.g., Qwen2 to Qwen3s)
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or upgrades (e.g., DeepSeek-R1 to
DeepSeek-R1-0528). Commerce should
preannounce which systems and devel-
opers it will evaluate and should include,
at a minimum, major releases from the
seven Chinese developers highlighted in
this report. Even a preliminary evaluation
identifying risks and vulnerabilities would
be more useful than conceding the wide-
spread adoption of Chinese Al systems by
U.S. enterprises and researchers with no
independent assessment at all.

CAISI currently operates on a modest
budget and has conducted evalua-
tions of Chinese systems on an ad hoc
basis, despite this being a key part of its
mandate, as articulated by U.S. Secretary
of Commerce Howard Lutnick.'*
Congress should appropriate no less than
$10-20 million annually for CAISI’s China
evaluation mission. Relevant authorities
already exist under NIST’s organic statute,
but a formal directive from the secretary
would make the 72-hour timeline binding.
The 2025 Prepared, Not Paralyzed report
by Center for a New American Security
colleagues Janet Egan, Spencer Michaels,
and Caleb Withers details additional steps
to strengthen CAIST’s overall authorities
and resourcing.'”®

2]

The Cybersecurity and Infrastructure
Security Agency (CISA) should issue
cybersecurity alerts and advisories on
Chinese advanced Al systems and lead
the establishment of an AI Information
Sharing and Analysis Center (AI-ISAC)
to aggregate threat intelligence across
U.S. developers.

The cybersecurity vulnerabilities docu-
mented in this report require immediate
action to protect critical infrastructure
and enterprise systems. CISA should issue
alerts warning U.S. organizations about
specific risks posed by Chinese advanced
Al systems, including elevated suscep-
tibility to agent hijacking, hardcoded
connections to Chinese state-controlled
infrastructure, and inadequate security

documentation. Alerts should include
technical guidance on detection, mit-
igation, and secure alternatives, and

be updated as new vulnerabilities are
identified, incorporating the Department
of Commerce assessments also recom-
mended in this report.

To sustain this effort, CISA should
establish the AI-ISAC called for in the
AT Action Plan, in collaboration with
the Department of Commerce and the
Office of the National Cyber Director."
U.S. technology companies, including
leading AI developers, possess significant
but fragmented intelligence on Chinese
Al-enabled threats, but competitive
concerns have prevented meaningful
sharing. The AI-ISAC should enable
developers to share indicators of com-
promise and emerging attack vectors
without exposing proprietary informa-
tion, providing the consolidated threat
picture that feeds CISA’s public advisories
and Al incident response frameworks. A
priority workstream should be developing
signatures of AI-driven exploitation and
combining them with capability assess-
ments to build an actionable picture of
what systems and capabilities cyber actors
find operationally useful.

The AI-ISAC should be modeled on
existing sector-specific ISACs, with the
Department of Justice issuing guidance
clarifying that good-faith participation is
protected under antitrust safe harbors.”
Initial funding of $10-15 million could be
drawn from CISA’s Cybersecurity Division
budget and additional congressional
appropriations, supplemented by mem-
bership fees.

(3]

The Department of Commerce, in
cooperation with the Departments of
Defense, Energy, and State and U.S.
industry, should establish security
testing guidelines for U.S.-based
entities that host, distribute, or provide
managed access to Al models devel-
oped by foreign adversary entities.

@CNASDC

NIST should establish guidelines for
security testing and assurance of Al
models developed by foreign adversary
entities that are hosted, distributed, or
provided managed access by U.S.-based
entities, including testing for suscepti-
bility to jailbreaking and prompt injection,
ideological bias, presence of backdoors,
and inadequate guardrails against misuse,
among other areas. The guidelines should
include public disclosure of testing results
and assurance practices before hosting
the model, enabling enterprise customers
and government procurement officers to
compare providers and thereby encourage
more robust protections and analysis.

A secondary effort would be to develop
best practices for U.S. entities to mitigate
risks from AI models developed by foreign
adversary entities, informed by aforemen-
tioned national security risk assessments
from CAISI. Far from undermining their
competitiveness, these guidelines would
coordinate collective action and protect
U.S. entities, including cloud service pro-
viders, from the greater reputational and
legal exposure of becoming conduits for
espionage or sabotage, which would harm
enterprise customer trust far more than a
narrowed model catalog.

4]

The Department of Energy, leveraging
infrastructure developed under the
Genesis Mission, should establish a
classified adversarial testing program
for Chinese advanced Al systems at
the national laboratories, in coordina-
tion with the Departments of Defense
and Commerce and the Office of the
Director of National Intelligence
(ODNI).

The analytical gaps documented in

this report are most acute in classified
domains. While classification limits who
can act on results, some of the most
consequential questions about the capa-
bilities of Chinese AI systems cannot be
responsibly or feasibly tested in unclas-
sified environments. How Chinese AI
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systems perform when directed toward
military planning, autonomous cyber
exploitation, or biological weapons design,
cannot be assessed through unclassified
benchmarks alone.

The Genesis Mission’s investment
in an integrated Al platform at the labs
provides the computational foundation
without requiring new infrastructure or
dependence on commercial cloud pro-
viders that could log sensitive queries.'*®
The DoD and the ODNI should provide
threat scenarios and operational require-
ments; Commerce should share CAISI
evaluation data as baseline inputs. The
classified program should be designed to
produce declassifiable summaries and risk
ratings that would in turn feed the public
CAISI assessments recommended in this
report, preserving operational detail while
informing the broader policy response.

(5]

The Department of State should
convene regular meetings with a core
group of allies to share information on
China’s AT ecosystem and coordinate
collective policy action.

Sustained, structured coordination among
democratic allies is necessary to prevent
Chinese Al systems from becoming the
default digital infrastructure of the global
economy. Existing multilateral efforts are
inadequate to the task. The International
Network for Advanced Al Measurement,
Evaluation, and Science, which includes
the United States and 10 other member
governments, provides a useful forum
for technical agencies to share evaluation
methodologies."”” But its membership
includes countries that hedge between
the United States and China, it does not
operate at the policy level, and it lacks the
mandate to coordinate restrictive actions
or share intelligence. What is needed is a
smaller, higher-level group.

The Department of State, led by the
Bureau of Cyberspace and Digital Policy,
should convene this group with support
from the Departments of Commerce,

Defense, and Energy; the White House;
and the ODNI. The group should begin
with the United Kingdom, Japan, South
Korea, Australia, Canada, Israel, the
Netherlands, Germany, and Taiwan—
allies with technical capacity and strategic
alignment. Such a group is small enough
to act and trusted enough to share sensi-
tive information. Meetings should be held
monthly at the assistant secretary-level or
above, ensuring participants can make or
directly inform decisions.

The group should establish three
workstreams within four months. First, a
common evaluation protocol for Chinese
Al systems. Second, a coordinated disclo-
sure framework that sequences the release
of evaluation results and threat advisories.
Third, a standing process for taking joint
action against Chinese Al developers and
systems of concern. Over time, this group
could develop toward a formal institution
for harmonizing technology protection
measures.

One obvious potential pitfall is that
this group becomes another coordina-
tion mechanism that meets regularly and
accomplishes little. The workstreams
recommended here are designed to force
action, not just readouts and statements.
If the group cannot produce measurable
results within its first year, it should be
dissolved.

(o]

The Department of Commerce, in
cooperation with the Departments

of Defense, Energy, and State and the
ODNI, should publish semiannual
reports on the state of China’s Al
ecosystem and supply chains to inform
export controls, investment screening,
and other restrictions.

Since 2017, nearly all actions to degrade
the Chinese AI ecosystem have come
from the executive branch, with little
congressional involvement. Without
regular reporting on China’s AI eco-
system, Congress lacks the baseline to
evaluate whether policy is working and

whether new authorities are needed.
Regular assessments shared with
Congress would support lawmakers

in considering additional authorities,
resourcing, and requirements for long-
term strategic competition. The China
AI Power Act, introduced in the House
by Representative James Moylan on
November 21, 2025, would fulfill this
recommendation by requiring Commerce
to submit annual reports on China’s
advanced Al capabilities and relevant
supply chains.”®® Semiannual rather than
annual publication would better reflect
the rapid pace of technological change.
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