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Introduction
I

In U.S. policy debates on China, military-civil fusion (MCF) has emerged as a frequent subject of debate
and concern. Once a niche topic of study among only avid watchers of Chinese military modernization
and defense technological development, Beijing’s drive to break down barriers and create stronger
linkages between its civilian economy and defense industrial base has started to draw considerable
attention in Washington.! During Donald Trump’s administration, Vice President Mike Pence, Secretary of
State Mike Pompeo, senior officials across the State Department and Defense Department, and members
of Congress all devoted time to MCF in speeches, using it to justify a broad range of policies. These
included expanding investigations into intellectual property theft, banning Huawei from U.S. networks and
critical infrastructure, urging companies like Microsoft and Google to stop working with Chinese
counterparts, and even advocating for “decoupling” from the People’s Republic of China (PRC), such as
in supply chains and by limiting technological collaboration.2 MCF has emerged as a key analytic driver of
the intensifying economic and technological competition between the United States and the PRC in
recent years. While Joe Biden’s administration will have an opportunity to reset the tone of the U.S.-China
relationship and recalibrate the use of instruments of U.S. policy, China’s model of MCF is likely to remain
a major concern for U.S. policymakers.

P Despite its increasing prominence in U.S.

JB ﬂ%%;‘sxﬁ’%g(}uP | policy circles, MCF has remained poorly

g e Y | understood and under-studied relative to its
' increasing importance. That discrepancy
could undermine U.S. policy responses and
public messaging. Rather than prompting a
deeper understanding of this complex
subject, the recent surge in interest in MCF

o 2 7 has at times instead contributed to a

5|UCON(V€ / tendency toward oversimplification and
AR W mischaracterizations of MCF as a strategy,

N g its potential implications, and the continuing

Then-Secretary of State Mike P » o the Silicon Vall challenges to its implementation. In
en-Secretary of State Mike Pompeo addressed the Silicon Valley - - . . .

Leadership Group in January 2020, raising concerns about military-civil partICUIar’ dlSCUSSIOf?S In the. United St?tes
fusion and the implications for American companies, especially those on MCF have sometimes mischaracterized

involved in developing sensitive technologies. (U.S. Department of State) it as a fait accomp"’ instead of recognizing
that this strategy has yet to be fully realized.

To the contrary, the intense attention that Chinese leaders have dedicated to MCF, along with forceful
rhetoric, reflects concerns that reforms have not progressed rapidly enough. MCF aims to promote
deeper integration of China’s civilian and defense economies and their respective technological
ecosystems. This effort is intended to create and leverage synergies between economic development and
military modernization, allowing the defense and commercial enterprises to collaborate and synchronize
their efforts through the sharing of talent, resources, and innovations. MCF is startlingly expansive in
scope, including everything from efforts in big data and infrastructure to logistics and national defense
mobilization.3

The success of this strategy is hardly a foregone conclusion. The “fusion” that MCF intends to create
remains primarily aspirational, such that this phrasing is not yet a true reflection of realities on the ground
in China. Over the past 30 years, China’s defense sector has been primarily dominated by sclerotic state-
owned enterprises that remain walled off from the country’s dynamic commercial economy. At its core,
MCEF is intended as a remedy to this problem. However, years of reforms and policy initiatives have had
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Myths and Realities of China’s Military-Civil Fusion Strategy 5

limited efficacy in reducing those barriers. Still, only a small proportion of private companies have
participated in defense projects, and enterprises that are developing technologies relevant to the military
have found cutting through the red tape involved in procurement to be cumbersome, not unlike the
frustrations of their American counterparts.4

American policymakers have often failed to recognize the complexities of MCF with regard to its
objectives and actual progression. Chinese policymakers have long and assiduously studied U.S. policies
toward its defense and innovation base. The reverse has not always been the case. These dynamic risks
place Washington at a disadvantage in responding to Beijing’s strategy of MCF. Any distortions and
misleading characterizations also risk creating conditions for flawed policy choices. A case in point is the
Trump administration’s executive order in May 2020, which called to deny or cancel visas for Chinese
students and researchers from universities involved in China’s “military-civil fusion strategy.” The
executive order defined MCF as “actions ... to acquire and divert foreign technologies”—a definition
largely divorced from the crux of PRC MCF policies, and instead describes general technology transfer.6

U.S. policies are less effective without clear guidance and messaging. The illicit transfer of technology
can relate and contribute to MCF initiatives, but these are distinct issues that require different solutions.
Moreover, this executive order overlooks the reality that licit and illicit transfers of critical military and
commercial technologies occur along a number of channels, of which many do not involve actors that are
overtly linked to MCF efforts. U.S. policies that relate to MCF should be rigorous and transparent in
implementation, including on the question of how risk factors are evaluated. Otherwise, policies intended
to enhance research integrity could become controversial and counterproductive, such as if visa denials
appear to be arbitrary or mistargeted.”

Without an accurate understanding and communication of MCF as a strategy, American policymakers
cannot square up to the competitive challenge. MCF could enhance Chinese defense innovation and
support the development of emerging capabilities that may impact the future military balance. This
initiative also raises concerns about scientific and technological engagement with China, given the
linkages to tech transfer of dual-use research and advances. However, not properly assessing and
messaging on the threat could result in the pursuit of ineffective countermeasures. At times, U.S. elected
officials and policymakers have appeared to regard all Chinese companies or individuals with suspicion
and even as potential accomplices that could extract foreign technology on behalf of China’s MCF drive, a
characterization that stands in stark contrast to the incomplete character of MCF.8 Even though such
insinuations do not appear to be a mainstream perspective, any sweeping suspicions would raise
concerns about poorly targeted policies that may disrupt scientific engagements critical to American
competitiveness, while not adequately addressing actual threat actors and vectors. Even if U.S. policies
are only perceived to be (rather than actually being) influenced by generalized suspicion or potential
prejudice, countermeasures to tech transfer could be delegitimized.

This policy brief is intended to improve policymakers’ understanding of the challenges that MCF presents
to enhance the U.S. government’s ability to grapple with these urgent policy issues. In particular, this
analysis considers and seeks to correct several apparent myths—or at best generalizations and
oversimplifications —that have been prominent in U.S. debates on the topic.

e Myth 1: The pursuit of MCF is a new initiative that is unique to Chinese President Xi Jinping.

o Reality: MCF builds upon a long history of prior policies and initiatives that demonstrate
the difficulty of achieving true “fusion,” even in a system with a strong state that seeks to
exercise central control.
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e Myth 2: China possesses a clear, perhaps decisive advantage relative to the United States in
national defense because of MCF.

o Reality: As a strategy, MCF is still in its early stages, and its success is difficult to
evaluate. American advantages in defense and military capabilities that stem from the
strength of the U.S. defense economy and its overall innovation ecosystem shouldn’t be
taken for granted. It is not a foregone conclusion that China will successfully surpass the
United States in MCF.

e Myth 3: China has imposed a legal obligation on Chinese companies to participate in MCF.

o Reality: While China’s party-state does not need a law to compel a company to turn over
technology, MCF appears to leverage incentives more than coercion. Moreover, state
coercion or direction cannot create the integrated ecosystem that is necessary for the
success of MCF.

e Myth 4: Nearly every Chinese enterprise is already actively involved in MCF. As a result, it is all
but inevitable that any collaboration between American and Chinese researchers is likely to end
up directly or indirectly supporting military modernization.

o Reality: At present, a more limited proportion of China’s high-tech enterprises are actively
or openly engaged in supporting the military, yet the numbers of companies and
universities involved may continue to increase as this strategy gains traction.

History of Military-Civil Fusion
I

Myth 1: The pursuit of MCF is a new initiative that is unique to Xi Jinping.

While concerns about MCF have only recently gained prominence in U.S. policy debates, MCF is not a
new initiative. China has been pursuing MCF in some form since at least the early 1980s. Antecedents to
today’s MCF strategy can be traced back decades to attempts by Deng Xiaoping to find synergies
between economic development and military modernization.® These prior efforts, known as “civil-military

integration” or “military-civil integration” (junmin jiehe, ZR4%5%), created the legacy and foundation for Xi
Jinping’s deepening of those policies under the moniker of “military-civil fusion” (junmin ronghe, ZE K&t

%).10 The history behind MCF illustrates not only that this has been a consistent objective for Chinese

leaders but also that the structural changes required to realize it can be slow to occur even in an
economy with strong central control.

Despite long-standing commitment to the idea of civil-military integration, implementation has been
uneven. During the 1990s and 2000s, it remained challenging for civilian enterprises to marshal the
capital or create the capabilities necessary to get involved with the defense economy.1! The People’s
Liberation Army (PLA) was primarily procuring weapons systems from the typical players in the Chinese
defense industry, whereas private companies had more limited involvement and contributions. In some
cases, graft and familiarity also appear to have encouraged top military leaders on the Central Military
Commission (CMC) to continue working primarily with state-owned defense conglomerates, even when
superior private sector alternatives may have existed.12
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Reality: MCF builds upon a long history of prior policies and initiatives that demonstrate the
difficulty of achieving true “fusion,” even in a system with a strong state that seeks to exercise
central control.

Xi Jinping’s latest efforts to jumpstart and accelerate MCF with new policies and initiatives are certainly
notable, yet these efforts are occurring against a backdrop of prior failures, or at best limited progress.
While it is too soon to write off these ongoing initiatives —Xi’s high-level attention and the PLA’s genuine
demand for emerging technologies from commercial enterprises may lead to noteworthy breakthroughs —
the future of these initiatives still should be regarded with some skepticism given this history.

Rather than a sign of China’s strength, MCF should instead be recognized as China’s attempt to
overcome serious and persistent deficiencies in its military procurement and research and development
(R&D) ecosystem. Xi Jinping’s decision to elevate MCF to a national strategy appears to reflect concerns
among Chinese leaders that progress in reducing barriers between the military and private enterprises,
dating back to the 1990s and early 2000s, had stalled.'® So too, the establishment of a central, national
commission to oversee its implementation reflects the sense of urgency and importance of this agenda.4
In other words, the sustained attention to MCF reflects the current weaknesses and challenges, not the
strength, of the Chinese system.

China’s Potential Advantages
|

Myth 2: China possesses a clear and perhaps decisive advantage relative to the United States in
national defense because of MCF.

Chinese leaders often sketch out lofty long-term aspirations for MCF. Take, for example, Xi Jinping’s
remarks for the 19th Party Congress’ work report in October 2017:

“We should ensure that efforts to make our country prosperous and efforts to make our military
strong go hand in hand. We will strengthen unified leadership, top-level design, reform, and
innovation. We will speed up implementation of major projects, deepen reform of defense-related
science, technology, and industry ... and build integrated national strategies and strategic
capabilities.”5

Beyond being aspirational, such rhetoric often highlights that this strategy is intended to be informed by
the logic of systems science and engineering. That is, Chinese leaders seek to undertake the design and
function of this national innovation ecosystem in a directed and “scientific’ manner.1¢

In practice, this so-called top-level design has proven difficult to execute. The ideal end state that Xi’s
remarks describe, a carefully orchestrated architecture for a precisely implemented strategy, belies the
much messier reality of how MCF has taken shape through a range of local policies.1? For instance,
China’s numerous industrial parks and special development zones help create conditions for the
development of industry clusters, such as major initiatives for artificial intelligence (Al) and high-
performance computing in Tianjin.'® However, these local initiatives can be inconsistent despite efforts to
promote greater standardization. The overall progress has been described in official commentary as only
recently having entered “the phase of transition from initial fusion to deep fusion,” while continuing to
confront a range of obstacles in the process.1®
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Over the long term, China’s authoritarian
system—with its ability to implement top-
down policies, compel compliance, and
marshal resources for long-term industrial
planning, enabled by large-scale
investments—may afford China a structural
advantage in MCF initiatives.20 The most
visible indication of this potential advantage is
the amount of investment dedicated to MCF
through state, hybridized, and commercial
mechanisms.2! Since 2015, there have been
over 35 funds established that are dedicated
to investing in firms related to MCF. The total

Chinese President Xi Jinping (center), along with former Chinese for these MCF funds i_S.eStimated to have
presidents Hu Jintao (left) and Jiang Zemin (right), attend the opening reached over $68.5 billion USD (447.16
session of the 19th Natlor_vaI_People’s Congress. In th_e {ch Party” billion RMB) in anticipated total funding (tO be
Congress’ work report, Xi laid out lofty long-term aspirations for military- L

civil fusion. (Lintao Zhang/Getty Images) distributed over several years).22 These funds

continue to be created and expanded to
make strategic investments in state priorities, often combining state funding and commercial investment.
While that figure appears to dwarf the budgets of the Defense Innovation Unit (DIU), In-Q-Tel, and other
defense-related investment vehicles in the United States, a direct comparison can be misleading due to
uncertainties about the effectiveness of the PRC MCF funds.23

It is far too early to evaluate with much confidence the returns on these Chinese MCF investment
vehicles. While the price tag on PRC MCF funds has captured headlines, the management of these
funds, including alleged incidents of “turmoil and greed” in some cases, merit a critical assessment.24
There is some evidence that these funds do not spend all the money that was raised and may even, as
an accounting trick, claim to have more money than is actually raised.25 It's an open question whether
some of these funds simply funnel their money back into the state-owned defense industry, thereby
reinforcing existing bottlenecks in China’s defense ecosystem, rather than investing in the next-
generation enterprises that would disrupt the status quo. Currently, the funds lack transparency, such that
the results and outcomes are difficult to evaluate.

China may perhaps achieve traction in high-tech sectors with dual-use technologies that have received
significant investment. In particular, commercial advancements in drones, robotics, launch vehicles, and
microsats have started to emerge as sectors in which MCF has achieved some successful
accomplishments within the past several years.26 Chinese strategists prioritize emerging domains of MCF,
such as biology, space, cyberspace, biotechnology, and maritime development, and they expect these
industries to achieve significant breakthroughs in the years to come.2” For instance, SubBlue, which
makes undersea robotic systems for defense and commercial applications, has established a partnership
with Tianjin’s Al MCF Innovation Center, which works with PLA’s Academy of Military Science.28 Realis is
developing virtual reality training rooms equipped with Al that allow for multi-person training, including for
scenarios of counterterrorism operations.2® ADASpace produces and operates Al-enabled satellites that
employ data processing capabilities as a central feature.30 Qihoo360 is prominent in cybersecurity, not
only as a leading company but also because of its apparent contributions to Chinese military
cybersecurity and talent cultivation.3

Reality: As a strategy, MCF is still in its early stages, and its success is difficult to evaluate.
American advantages in defense and military capabilities that stem from the strength of the U.S.
defense economy and its overall innovation ecosystem shouldn’t be taken for granted. It is not a
foregone conclusion that China will successfully surpass the United States in MCF.
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Chinese defense experts and strategists are often candid in discussing problems that bedevil MCF .32
Chinese state-owned defense conglomerates have long been lumbering and inefficient, inclined toward
preserving their state-sanctioned monopoly, remaining in a position of advantage due to obstacles to fair
competition with private enterprises.33 Among high-tech firms outside of the traditional defense industry,
few companies have found sufficient incentives to actively participate in supporting national defense,
relative to often more lucrative opportunities with commercial applications. Those enterprises that are
interested in serving the military still tend to encounter significant hurdles in meeting licensing and
confidentiality requirements.34

The People’s Liberation Army has thus remained effectively cordoned off from much of the dynamic high-
tech commercial economy, which is the main engine of innovation in emerging technologies. To some
extent, this is still the case. There have been efforts underway since 2015 to create more public platforms
for procurement to facilitate a more open process for bidding on tenders or applying to projects. These
efforts are starting to create competitive opportunities for commercial enterprises to do business with the
military.35 While such efforts are notable steps toward more competitive procurement, the PLA’s
established patterns and practices will take time and robust reforms to change. Although Chinese officials
have lauded certain private companies as models of MCF —which creates the perception and may
provide an initial indication that the government has achieved some success in removing these barriers—
officials and industry observers agree that significant obstacles remain.3¢

With the exception of corruption in the military, which Xi has confronted head-on, the current initiatives for
MCF have altered few of the underlying conditions that derailed past attempts. For one, even as Xi has
embarked on MCF, he appears to have essentially abandoned efforts to reform large state-owned
enterprises (SOEs).37 The dominance of SOEs in the defense sectors, with the state-sanctioned
monopolies, continues to discourage private companies from engaging the military.38 The recent efforts to
streamline licensing to reduce the barriers to entry remain nascent. These structural impediments could
continue hindering Xi’'s MCF push.

While China’s possible advantage in MCF remains unproven, American advantage in civil-military
integration has a proven track record. The United States government in collaboration with private industry
has pioneered some of the enduring innovations of the past century—the integrated circuit, GPS, the
internet, and stealth. A world-class network of American universities and companies that work closely with
federal organizations like the Defense Advanced Research Projects Agency (DARPA) are responsible for
these breakthroughs. The surest reminder of this system’s history of success is that Chinese officials and
experts are eagerly studying and attempting to replicate elements of it through MCF. American
policymakers who condemn MCF ignore the parallels in America’s own defense innovation ecosystem,
which have opened up critiques of hypocrisy from the Chinese government. So too, the focus on MCF
rather than the specific threat activities to which it can be linked (e.g., tech transfer) can distort U.S.
responses.

Considering deficiencies in China’s defense industry, a number of Chinese defense experts have looked
to the United States as a model of MCF.3¢ (In fact, Chinese scholars use the same term and phrasing,
military-civil fusion, to refer to integration between the civilian and defense sectors in the United States.)
Certain Chinese initiatives take inspiration from elements of the American approach, including convening
challenges and competitions in the style of DARPA, such as one competition that leveraged machine
reading to support military intelligence.4® The CMC Science and Technology Commission also created a
“rapid-response small group” for national defense scientific and technological innovation, designed to
leverage commercial technologies for military applications and first established in Shenzhen, a hub for
high-tech industry.4! Given its focus on outreach to the tech sector, this initiative appears to be analogous
in its mission to the Defense Department’s DIU. Future MCF reforms might emulate laws like the Federal
Technology Transfer Act of 1986 and the Federal Acquisition Reform Act, which enabled the growth of
dual-use industries in the United States.42 Even as American policymakers express dismay at China’s
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drive to fuse its civilian and defense sectors, Chinese leaders and experts still regard the United States as
a country that possesses the highest level of “fusion.”?

However, under its current system, China will be unable to utilize the most important ingredient of the
U.S. MCF model: the rule of law and public accountability. Both have provided a robust foundation for
public-private collaboration, enabling researchers and private companies to innovate without fear of
government intrusion or a state-owned entity stealing their technology. Given the expansion of
extrajudicial authorities under Xi, Chinese officials will struggle to provide similar safeguards to
companies that choose to work with the military and defense industry. None of this means that China’s
potential long-term advantages in MCF should be dismissed or disregarded. Certainly, the success of
Chinese industrial policies in 5G wireless technology and elsewhere means that U.S. policymakers
should take MCF seriously. Ultimately, however, the track record of these efforts shows that it is too soon
to declare that MCF has given China the decisive security advantage that some media coverage has
assumed.44

Obligations Under PRC Law

Myth 3: China has imposed a legal obligation on Chinese companies to participate in MCF.

Much has been made of a supposed legal obligation mandating that companies participate in MCF. For
instance, former Vice President Mike Pence said that MCF means that “[b]y law and presidential fiat,
companies in China—whether private, state-owned, or foreign—must share their technologies with the
Chinese military.”#5 Then-Secretary of State Mike Pompeo said in January 2020 remarks, “Under Chinese
law, Chinese companies and researchers must—I repeat, must—under penalty of law, share technology
with the Chinese military.”é So too, conservative investor Peter Thiel claimed a recent amendment to
China’s constitution “mandates that all research done in China be shared with the People’s Liberation
Army.”47

While scrutiny of legal questions may appear abstruse or of marginal importance, misunderstanding or
misinterpretation of the legal issues in play could cause American policymakers to overestimate the
extent of “fusion” occurring in China. To the contrary of Thiel’s suggestion, no such legal obligation or
constitutional requirement exists in China at present. The constitutional amendment that Thiel appears to

be referencing is a 2017 update to the Chinese Communist Party’s (CCP’s) constitution (' [E L5745 #242),
not the country’s national constitution.8

When the 19th CCP National Congress approved an update to the party constitution in October 2017, this
revision enshrined Xi’s top priorities, including the Belt and Road Initiative.4® The provision that mentions
MCF, far from mandating society-wide participation in MCF or offering any affirmative command, is simply
included among a listing of various strategies for party cadres to implement.5°

“It is necessary to implement the strategy of rejuvenating the country through science and
education, the strategy of strengthening the country through talent, the strategy of innovation-driven
development, the strategy of revitalizing the countryside, the strategy of regional coordinated
development, the strategy of sustainable development, and the strategy of military-civil fusion
development.”s?

The provision thus merely reaffirms what is already apparent on many fronts: namely, that the party
considers MCF a strategic priority.
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Where the party constitution applies only to party members and
is updated every five years to reflect the party’s ideological
consensus and top objectives, the Chinese constitution is, at
least notionally, the country’s “supreme legal authority,” a legal
document that has only been amended a handful of times and
is binding upon everyone in the country.52 Updating the
Chinese constitution to mention MCF would be a notable
deviation from Chinese governance practices.53 Refreshing the
party constitution to highlight current initiatives that are favored
by Xi Jinping, on the other hand, is significant, but par for the
course as another manifestation of Xi’s personalistic influence.

Apart from the CCP constitution, no statute or law mandating
compulsory participation in MCF appears to exist. Indeed,
Chinese experts often point to the lack of adequate legal
standing for MCF as an obstacle inhibiting MCF’s
implementation.54 For instance, policies and regulations that
the PLA might issue at a local level are not binding on
personnel beyond their purview. The National People’s
Congress had started to explore the possibility of creating a
The Constitution of the Chinese Communist “MCF Promotion Law” (F Bl 512 #1%), adding this legislation
Party (CCP) is binding upon CCP members and o China’s legislative agenda as early as March 2012.55
promotes party prioriies ana initatives, including However, the drafting process has proven slower than
military-civil fusion. (Hosiet/Wikipedia) ’
anticipated. Evidently, the legal and policy issues that come
into play are complex and require extensive coordination among stakeholders.56

The National People’s Congress had introduced the draft of the MCF Development Law (£ Rfi& X Ei%)
as of the fall of 2018, but its progress remained limited in 2019 and into 2020.57 The focus on the
legalization (fazhihua, i%;81E) of MCF could be interpreted as the “legal institutionalization” of this

national initiative.58 The party-state has introduced a series of new laws in recent years to bolster,
expand, and formalize its authority, rather than to constrain or delineate the bounds of state power.5¢
While the party-state’s authority is increasingly unconstrained, this call for a new law for MCF belies
claims that Beijing already possesses adequate capacity to implement its objectives in their totality.

Beyond the inherent complexity of this legislative undertaking, another potential explanation for the
protracted timeline is that China’s leaders may not feel prepared to formalize the MCF system in law.
Currently, various stakeholders are still experimenting with different approaches to issues that include
intellectual property protection and mechanisms for technology transfer between defense and commercial
enterprises or applications.6® The lack of clarity on such legal issues has impeded progress in MCF
initiatives, which belies claims that a legal mandate is a strength of this approach. This dynamic process
demonstrates that China’s overarching strategy toward MCF is still evolving, based on lessons learned
from early pilots and initiatives.é!

While there is no specific law for MCF, many commentators believe that other laws compel companies to
participate in MCF.62 These laws include the National Security Law, Cybersecurity Law, and National
Intelligence Law. These laws approach various aspects of national security as involving the whole of
society and as an endeavor to which everyone is obligated to contribute, at least in the abstract.63 Each
law has vague provisions that impose expansive, ambiguous obligations upon companies or individuals to
render unspecified assistance to national security, which as defined by the CCP includes economic
security as well as scientific and technological security.54
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A basic legal guidance for such policies can be traced back to the 1997 National Defense Law, which
described the government’s commitment to “promote the coordinated development of national defense
construction and economic construction.”ss Article 9 of the law envisions rewards and potential
punishment based on contributions to various national defense activities:

“The state and society shall commend and reward organizations and individuals who have
contributed to national defense activities in various forms. Anyone who, in violation of this law and
related laws, refuses to perform national defense obligations or endangers national defense
interests, shall be investigated for legal responsibility according to law.”66

This legal provision highlights the long-standing, generalizable responsibility for citizens to contribute to
national defense. Hypothetically, articles like this one are generic enough to compel companies to
participate in MCF. Yet China’s past record on MCF suggests this legal obligation, combined with the
coercive power of the state, has done little to encourage military and civilian cooperation.

In general, PRC laws tend to be formulated to preserve maximum leeway in interpretation and
implementation.s” Often, specific aspects of the laws are further defined and delineated afterwards in
regulations and guidelines that clarify specific points.68 For instance, the 2015 National Security Law (%
F 22 42K)89 articulated an expansive understanding of national security and delineated the authorities of
the state in defending it.70 According to Article 11:

“Citizens of the People’s Republic of China, all state organs and armed forces, all political parties
and mass organizations, enterprises, institutions and other social organizations shall have duties
and obligations to safeguard national security.””

Such sub-articles are vague enough to be plausibly construed or extrapolated to force companies to
render assistance on matters of defense technological development, but do not explicitly or directly
delineate any such demand. Nor do they seem likely to be a functional mechanism to that end.”2

Although the laws currently in effect are relevant and indicative of the types of expansive authorities that
can be exercised within the Chinese system—and for this reason, warrant concern—none of these laws
creates the necessary groundwork for a regime of compulsory participation in MCF or compelled
technology transfer. The existing framework of laws appears weak and unlikely to be effective in
promoting MCF in a systematic manner. The ongoing efforts to develop a law dedicated to the promotion
of MCF merit requires continued analytic attention, as does the ongoing evolution of local policies and
regulatory frameworks for its implementation.

Reality: While China’s party-state does not need a law to compel a company to turn over
technology, MCF appears to leverage incentives more than coercion. Moreover, state coercion or
direction cannot create the integrated ecosystem that is necessary for the success of MCF.

China’s party-state does not require a law to achieve a desired end result in extremis. The balance of
power between central authorities relative to companies is different from the United States and other
democracies with mature legal systems, in which a company could more readily seek legal redress or go
public to the media with its concerns.” If the Chinese military or government wants a technology that a
company holds, then extralegal influence or coercion can compel the company to turn it over. However,
that does not mean forced transfers occur routinely or are effective as a policy mechanism. Ultimately, the
extralegal options at the party-state’s disposal have not been sufficient to make MCF a reality.
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If the party-state’s past track record of limited success in enlisting companies in military projects and
procurement is any indication, its coercive power has so far been an ineffective instrument to compel or
create the conditions for widespread participation in MCF. To the contrary, MCF policies enacted by the
central government or local governments have concentrated much more on promoting and creating the
conditions for cooperation among the military, academia, and companies. Most military technologies are
highly complex systems with tens of thousands of components, produced by thousands of suppliers.”4
While coercion can be applied selectively to achieve desired outcomes, such as to target certain
inventions, such an approach cannot feasibly provide the basis for an ecosystem that powers genuinely
collaborative innovation.

Even when officials demand outcomes, companies can drag their feet or avoid compliance selectively.
When regulators from the Cyberspace Administration of China (CAC) requested user data from Didi,
China’s primary rideshare service, the company was initially reluctant to comply and then opted to print
out user data in hard copy rather than providing it in a digital form that would be more usable.”s Similarly,
when the People’s Bank of China requested user data from Tencent and Alibaba for its credit scoring
program, the companies initially refused to cooperate.”® Likewise, technology companies are often slow in
carrying out censorship as requested by the CAC. While it would be a mistake to hold these examples up
as evidence that Chinese companies enjoy true autonomy from the government, such cases do suggest
that companies can and do resist requests, or, at the very least, drag their feet when complying with
orders they see as contrary to their commercial interests.

The direction of policy under Xi Jinping has involved greater assertion of party-state authority over
companies through party committees within tech companies, conditioning preferential financing on
serving party goals, and other forms of soft coercion that may increase the state’s capacity to secure
compliance with orders.”” However, these tools are unlikely to end the ongoing dynamics of push and pull
between the government and companies. Studies of Chinese corporate governance have found that even
state-owned enterprises do not universally conform to party orders, and among those that do conform,
compliance is often symbolic, rather than substantive.”® Among private companies, whether the board or
CEO is politically connected appears to be the most significant determiner of compliance.” This dynamic
implies U.S. policies intended to shape the incentives of Chinese companies, especially those with global
presence and ambitions, against active participation in military-civil fusion could be productive.

Implications for U.S.-China Technological Engagement
I

Myth 4: Because MCF is eliminating barriers between civilian and defense sectors, any
collaboration between American and Chinese researchers is likely to end up directly or indirectly
supporting the military.

MCF as a strategy can be regarded as intended to promote the “elimination of barriers” between civilian
and defense sectors.8 As a result, even when technology is intended to be leveraged for peaceful
purposes, the risks to U.S. national security are “enormous” nonetheless, by Pompeo’s characterization.8!
By that logic, any American company that is doing business in China may create “indirect benefit,” even
“direct benefit to the Chinese military,” even if partnering only with civilian counterparts, then-Chairman of
the Joint Chiefs of Staff Joseph Dunford warned in the case of Google.82 The risks of that mentality could
be a tendency to shame or constrain U.S. companies from engaging in China, instead of focusing
attention on the highest-risk relationships.
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Certainly, a growing number of Chinese universities and companies are actively participating in MCF
initiatives in some capacity. The goal of MCF, after all, is to expand the overall ecosystem of public and
private institutions and enterprises that support national defense. Several hundred Chinese universities
receive military funding, educate military students, conduct defense research, and/or have established
dedicated initiatives or laboratories to these ends.83 By contrast, a majority of Chinese companies and
enterprises are not known to be deeply involved in MCF efforts, and many institutions that do actively
engage with the military are relatively straightforward to identify, at least for the time being, often openly
publicizing their involvement.s4

Beyond the universities that are the “seven sons of national defense,” which have a long history of
support to the military,8 a range of Chinese universities are actively supporting MCF.8¢ For instance, a
growing number of universities have been designated by the State Administration for Science,

Technology, and Industry for the National Defense (SASTIND) pursuant to “joint construction” (3£i£)

programs.87 Many universities have launched their own platforms for MCF or created national defense
laboratories, often receiving funding from the CMC Equipment Development Department or Science and
Technology Commission for their projects.88 Meanwhile, certain universities are actively supporting
military training and education, including in partnership with the new PLA Strategic Support Force, which
wields the PLA’s space, cyber, and electronic warfare capabilities.

The number of private companies,
especially small and medium enterprises,
that participate in MCF by contributing
directly to military research and projects
has been rising.8? Ascertaining the total
number of private companies participating
in MCF is difficult. However, the available
evidence suggests that the total number
remains a relatively limited proportion of
China’s tech sector. For instance,
according to data from 2016, only around
1,000 private enterprises hold the
Weapons and Equipment Research and
Production Certificate, which is required to
engage in R&D or production related to
advanced weapons systems.9 However,
the number is underinclusive, since only a

Tsinghua University, also known as “China’s MIT,” engages in classified
Chinese military research to advance MCF goals. The university hosts many R A i
labs that support military research topics such as artificial intelligence, subset of all MCF companies is required

quantum physics, and nuclear technology. (N509FZ /Wikimedia) to acquire this specific license. Those
companies that have received the
required defense certifications to do so are then fully qualified to participate in military projects and
procurements.

Reality: At present, a more limited proportion of China’s high-tech enterprises are actively or
openly engaged in supporting the military.

Despite decades of efforts to promote civil-military integration, China’s track record has displayed only
limited success. As of 2019, Chinese experts estimated that only 2 percent of China’s private high-tech
enterprises were involved in defense work, and mainly in auxiliary roles.®! That is only marginal progress
relative to 2010, when Chinese scholars estimated that less than 1 percent of China’s private high-tech
enterprises were involved in defense-related activities.2
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The balance of incentives may differ for leading technology companies that occupy a much more
prominent and privileged position within the Chinese and international technology ecosystem. Companies
like Baidu, Alibaba, and Tencent, as well as Huawei, have global presence and ambitions. For such
companies, visible or prominent involvement with the Chinese military could become a liability and source
of controversy for their overseas activities and engagements. The question that arises when evaluating
risk is the distinction between the absence of evidence of engagement in MCF relative to confirmation of
non-participation in MCF. As the implementation of MCF continues to advance, companies that did not
have previous involvement could be incentivized to become more directly involved. It is possible to
evaluate and compare companies based on their relative degrees of involvement, but this is a dynamic
question, and assessments of risk will evolve over time.

There is limited information about these companies’ support to MCF, but more oblique indications point to
potential involvement in dual-purpose and/or defense-oriented research. For instance, Baidu’s joint
laboratory with the China Electronics Technology Group (CETC) was reported to involve collaboration on
the use of Al in command and control.93 Baidu and iFlytek also contributed as co-organizers to a contest
for machine reading and natural language processing directed by the CMC Equipment Development
Department that concentrated on the application of those techniques for use in military intelligence.94
AliCloud has apparently supported data centers intended to promote MCF initiatives, and an Alibaba vice
president participated in a conference on military big data organized through the Academy of Military
Science.® Meanwhile, Huawei has a history of linkages to the PLA and has collaborated in recent years
on research projects, including on 5G with the PLA Strategic Support Force’s Information Engineering
University. The extent of its engagement with the military beyond that remains fairly opaque but is
suspected to be more extensive than its executives have claimed or admitted.%

The attempts to harness such new champions as members of the PRC’s “national team” in Al speaks to
their strategic significance as drivers of China’s national ambitions in Al.97 The obligations of these
companies pursuant to their designation remain somewhat ambiguous. Each of the companies that have
joined this initiative as national team members have launched their own projects and platforms that can
contribute to making tools and resources available to enhance developments across ecosystem. For
instance, in March 2017, China’s National Engineering Laboratory for Deep Learning Technology was
established under the leadership of Baidu.%8 With the launch of new open innovation platforms intended to
promote openness and sharing for core capabilities,?® Baidu is focusing on autonomous vehicles, Alibaba
Cloud (Aliyun) on smart cities, Tencent on medical imaging and iFlytek on smart voice technologies. Of
course, such open and shared resources can be generally available to military end users, as are those
developed by American institutions.

These efforts remain nascent and their actual impact difficult to evaluate for the time being. Yet the
licensing requirements to fully participate in MCF will be prohibitive for many of China’s leading
technology companies. For example, companies with foreign investors, including from Hong Kong and
Macau, are currently disqualified from acquiring the necessary licenses to participate in MCF.100 While
Chinese officials might make exceptions for especially valuable companies, they often appear loath to
partner with companies with overseas ties.1°! Qihoo 360, for example, delisted from the Nasdaq and
relisted in China, apparently to demonstrate its loyalty as a would-be “national champion” in
cybersecurity.192 For this reason, Chinese analysts believe being a “purely domestically funded

enterprise” (ZEPNE3) is an important prerequisite for a company that intends to compete for sensitive
national security contracts.103
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By contrast, leading American technology companies have been much more open and active about
pursuing opportunities to work more closely with the Department of Defense. Amazon and Microsoft have
fiercely competed over the Pentagon’s JEDI contract to provide cloud computing.194 Google, despite its
withdrawal from Project Maven, has continued to pursue opportunities to work with the Pentagon on other
projects.195 Chinese reporting on Pentagon outreach to Silicon Valley characterizes the two as “hand in
hand,” even as the U.S. national security community expresses dismay about the gap and distance that
remain.106

Conclusions and Implications
|

As U.S.-China military rivalry and technological competition continue to intensify, a sophisticated
understanding of PRC policy and strategy is essential for American decision-making. These analytical
and informational challenges of great-power competition require that the United States continue to
develop the capacity and expertise across and throughout the government, as well as in the military and
academia, to pursue reasoned courses of action. Certain clichés and common caricatures about China
can prove highly problematic, especially when used to justify arguments for policies that could be
damaging to American competitiveness in the long term.

Each of these myths constitutes a misleading or oversimplified understanding that may distract or detract
from appropriate responses. A failure to appreciate the history behind MCF can contribute to overreaction
or ignorance of the structural barriers that remain to its realization. So too, the notion that MCF promises
a unique advantage to China can distract from a recognition of the strengths of the U.S. system in ways
that contribute to the calls for similarly state-driven approaches in the United States. If the U.S. responds
in ways that attempt to emulate elements of China’s policies that have limited efficacy in actuality, those
efforts could backfire. The view of MCF as the result of legal compulsion can distract from an
understanding of the incentives and mechanisms through which China is actually expanding its capacity
to leverage commercial technologies. The notion that there are no boundaries between military and
civilian sectors in China can be misleading if that supposition reinforces assumptions that maximalist
solutions in decoupling are necessary despite the collateral damage. For instance, proposals to block all
Chinese students from the United States or arguments to pursue a more indiscriminate approach to
“decoupling” the American and Chinese economies and technological ecosystems, which have at times
invoked MCF as a rationale, would be deeply damaging to American competitiveness—and U.S. image
and appeal—in the long term.107

U.S. analysts and officials must be as precise and accurate as possible in discussing and designing
policies to respond to threat activities that relate to MCF. In particular, clarity in messaging is critical to
establishing credibility as a foundation for continued coordination with allies and partners. At a moment
when the U.S. government must rebuild its global credibility, messaging and assessments on China must
be measured to advance U.S. interests and facilitate joint policy action. Any mischaracterizations of
Chinese strategy or capabilities, including by playing into Chinese government messaging propaganda
that U.S. policy debates and responses are unreasonable or motivated by protectionism, can be
counterproductive in ways that risk alienating U.S. allies and partners. Moreover, there are reasons to
question whether the intense concentration on MCF is a productive narrative when this focus opens the
United States up to accusations of hypocrisy, given the obvious parallels in the American defense
innovation ecosystem. When the core threat and concern is tech transfer, orienting the conversation upon
the long-term challenge of this Chinese strategy can distract from the particular activities that U.S. policy
seeks to change and counter.
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A highly targeted approach that accounts for the complexities of international cooperation and competition
in science, technology, and innovation will be critical in a world that is highly globalized and
interconnected. At the same time, the implementation of MCF is intended to blur boundaries and increase
the connectivity of defense and commercial developments and applications in China. This dynamic has
created new risks and gives American institutions reason to be cautious of partnership and collaboration
with Chinese counterparts. These risks include potential vulnerabilities in supply chains, as well as new
vectors for the theft or transfer of sensitive technologies. This report has assessed current dynamics and
is intended to clarify points of frequent confusion and misinformation. These issues merit continued
analytic attention as China’s MCF strategy continues to evolve and progress in the years to come.

Questions for Future Analysis
I

This policy brief has addressed prominent misperceptions with the aim of advancing the understanding of
China’s MCF strategy, which will be of great consequence to China’s future economic development and
military modernization. However, a number of questions that remain unanswered or unanswerable based
on current information highlight the imperative of continued research on this topic.

e To what extent are China’s leading technology companies willing and/or eager to work with the
Chinese military, relative to their potential concerns about reputational consequences as relate to
their global presence and ambitions?

¢ How often have the resources dedicated to MCF been wasted and/or embezzled? To what extent
are local actors taking advantage of this strategy for branding and/or exploitation with only limited
involvement or participation?

¢ To what degree do rivalry and/or coordination among Chinese bureaucracies facilitate or
introduce impediments to the pursuit of MCF?

e Is MCF continuing to adapt and learn from American approaches, and in what cases or contexts
might U.S. policy look to China for relevant lessons or practices to advance American
competitiveness in dual-use emerging technologies?

o To what extent can U.S. policy measures influence Chinese companies and universities to
dissuade them from getting actively involved in military-civil fusion initiatives? How can the risks
of scientific or commercial collaboration with a certain entity or individual be rigorously evaluated
over time?

As China’s strategy of military-civil fusion continues to evolve and adapt, U.S. analysis of these trends
should advance as well. Going forward, American competitive strategies and countermeasures require
improved intelligence and understanding, as well as messaging, of the core issues at stake.
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