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Integrated deterrence
seeks to integrate

all tools of national
power across domains,
geography, and
spectrum of conflict,
while working with
allies and partners.
But what integrated
deterrence entails in
practical terms remains
unclear, particularly

to the very allies and
partners Washington
wants more from.

Executive Summary
——

he United States faces a strategic landscape unlike

anything it has encountered in its recent history. It

faces a rising great power in China, a diminished but
still dangerous Russian military threat, and myriad “lesser
threats” in the form of Iran, North Korea, and violent
extremist organizations. Moving forward, the United
States will need to deter aggression by two nuclear armed
great-power adversaries while also keeping other threats
at bay to protect the U.S. homeland and its global interests.
But Washington finds itself in a precarious position where
it may not have sufficient capacity, capability, nor readi-
ness to contend with multiple advanced threats and crises.
The Pentagon, therefore, needs allies and partners to help
it deter Chinese and Russian aggression and manage the
lesser but persistent threats that could grow if ignored.

To overcome these challenges, the U.S. Department of
Defense (DoD) has advanced the concept of integrated
deterrence in the 2022 National Defense Strategy (NDS).
Integrated deterrence seeks to integrate all tools of
national power across domains, geography, and spectrum
of conflict, while working with allies and partners. But
what integrated deterrence entails in practical terms
remains unclear, particularly to the very allies and
partners Washington wants more from. This ambiguity
raises the risk that integrated deterrence may find itself
dead on arrival—and along with it, the ally and partner line
of effort in the NDS. This risk is particularly high since the
unclassified version of the NDS, which is the only one that
is available to most allies and partners, was long delayed
and finally released in late October 2022.

To enable the DoD’s NDS implementation efforts and
turn integrated deterrence from rhetoric to reality, the
authors developed a framework to help the department
think about and implement its strategy of integrated deter-
rence with allies and partners. This framework highlights
three levels of integration between the United States and
its allies and partners: tactical, institutional, and strategic.

Tactical integration is the most visible form of mul-
tilateral defense cooperation and the most common. It
emphasizes interoperability between America and its
allies and partners through common or compatible
equipment and shared tactics. Institutional integration is
a deeper form of cooperation that requires higher levels of
trust, as it involves incorporating allies and partners into
DoD decision-making processes. Institutional integration
tends to center around a few areas, including informa-
tion sharing; research and development; and capability
development, acquisition, and production. The pinnacle



of integration is strategic integration, which is arguably
the hardest to achieve as strategic and policy differences
have long been a significant barrier to deepening integra-
tion with allies and partners. Strategic integration entails
the DoD and allies and partners developing a common
understanding and prioritization among threats and
agreeing on a division of labor for how to counter them.
In theory, tactical and institutional cooperation should
flow from discussions and decisions made in the strategic
integration process.

Integrated deterrence requires cooperation at all three
levels highlighted in this report. But the one area most
pivotal to the integrated deterrence concept is where
deeper collaboration is most sorely and urgently needed:
strategic integration. Strategic integration should serve
as the backbone of integrated deterrence and help focus
American military cooperation. The U.S. government
must work with allies and partners to develop a shared
strategic vision to overcome the barriers to deeper insti-
tutional and tactical integration. Strategic integration has
been the missing link in collective deterrence efforts.

Washington and its allies and partners need to deepen
integration in peacetime, rather than waiting for a crisis
or conflict to serve as a forcing function. In a conflict
with China or Russia, they likely will not have the time
to resolve these important issues. Moreover, enhancing
institutional and tactical integration does not happen
overnight as acquisition, research and development,
and coproduction all have long lead times, pushing
Washington to make decisions about these now to
have the capabilities required to deter and, if needed,
defeat future threats from China and Russia. But in the
meantime, all these activities—peacetime strategic and
operational planning, improving and demonstrating
tactical interoperability, and making smart collective
choices about future capabilities—provide signals of
credibility and resolve that enhance deterrence and have
the potential to keep China and Russia from aggression
while these efforts bear fruit.

As the “center of gravity” of the 2022 NDS, allies and
partners need to be on board with the concept of integrated
deterrence for the strategy to be a success. The delayed
release of the unclassified strategy limited the time avail-
able for allies and partners to ponder the NDS, consider
their role in it, develop their nation’s response, and get
their bureaucracies aligned to support and implement the
integrated deterrence concept. As such, the DoD has a long
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way to go in realizing integrated deterrence with allies and
partners. With only two years left in the administration,
time is not on the department’s side, and it must take imme-
diate steps to actualize integrated deterrence.

To deepen strategic integration, the U.S. Department
of Defense should:

® Use this framework to develop a roadmap for bilateral
integration, starting with an assessment of strategic
alignment—especially prioritization of threats—and
develop plans for further integration that conform
with overlapping U.S. and ally and partner priorities.

® Specify what the United States is asking of demo-
cratic European and Indo-Pacific allies and partners,
including a division of labor.

® Deepen strategic and operational planning with highly
capable allies and partners to improve multilateral
responsiveness to Chinese and Russian aggression.

To deepen institutional integration with allies and
partners, the U.S. Department of Defense should:

® Improve information sharing with allies and partners
to enhance integration and to incentivize this behavior
throughout its bureaucracy.

® Extend International Traffic in Arms Regulation
(ITAR) exemptions to all National Technology and
Industrial Base (NTIB) members to promote integra-
tion and resiliency.

® Pursue codevelopment and coproduction of key capa-
bilities to strengthen the combined defense industrial
base capacity and improve resiliency.

m Consider how to create a network and data archi-
tecture for Joint All Domain Command and Control
(JADC2) that can include allies and partners.

To deepen tactical integration with allies and
partners, the U.S. Department of Defense should:

= Work with Congress, the National Security Council,
and the State Department to reform the arms sales
process to accelerate the provision of weapons that
could be used to deter China or Russia either through
direct commercial sales or foreign military sales to
allies and partners.

® Adopt a multilateral exercise schedule that demon-
strates interoperability and strengthens ally and
partner capabilities in a high-end conflict.
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Introduction
I

he United States faces a strategic landscape unlike

anything it has encountered in its recent history.

Today, it faces a rising great power in China, the
U.S. Department of Defense’s (DoD) “pacing challenge.”
China’s extensive conventional military modernization is
approaching a milestone, as Beijing’s military might has
the ability to tip the local balance of power in East Asia in
its favor. China’s growing nuclear arsenal casts a shadow
over the region and beyond, and buoys its conventional
military power.? Simultaneously, Washington also must
contend with the “acute threat” of Russia.? As Russia’s
military performance in Ukraine as of late 2022 has
proven to be underwhelming, the threat posed by Russian
conventional combat capabilities has somewhat dimin-
ished. Nevertheless, Moscow’s risk-acceptant leadership,
stockpiles of strategic and nonstrategic nuclear weapons,
and potential ability to reconstitute military strength in
the coming years render Russia an enduring concern for
the DoD.* Moreover, the United States also faces a myriad
of “persistent” but lesser threats—in the form of Iran,
North Korea, and violent extremist organizations—that
threaten the security of the U.S. homeland and American
allies and partners abroad.’

Moving forward, the United States will need to deter
two major adversaries from aggression while also keeping
other threats at bay to protect the U.S. homeland and
support its extended deterrence commitments to allies
and partners around the globe. However, it finds itself in a
critical position where it may not have sufficient capacity,
capability, or readiness to contend with multiple advanced
threats and crises. The U.S. military needs extensive
conventional and nuclear military modernization to deter
the challenges posed by China and Russia. However, the
United States’ ability to rapidly make the needed changes
is constrained by a fragile and contracted defense indus-
trial base that is optimized for efficiency over surge
capacity and resiliency.” Washington has struggled to
expand the defense industrial base to produce capabilities
at the rate required, just as it has strained to innovate and
develop new capabilities necessary for high-end future
conflict. Simultaneously, the U.S. military faces shrinking
force structure and, despite making great strides, con-
tinues to struggle with maintaining the high levels of
readiness required to manage its global day-to-day
responsibilities, let alone respond to aggression from a
single advanced adversary.

To deter these threats and overcome the internal
challenges facing the U.S. military, the DoD has advanced
the concept of integrated deterrence in the National

Defense Strategy (NDS).® Integrated deterrence—touted
as the cornerstone of the NDS—is defined by the DoD as
combat-credible American forces “working seamlessly
across warfighting domains, theaters, the spectrum of
conflict, other instruments of U.S. national power, and our
unmatched network of Alliances and Partnerships,” and
bolstered by the U.S. nuclear deterrent.’ It is intended
to be a holistic approach that aligns the DoD’s processes,
priorities, and activities to strengthen deterrence and
tailored to specific threats in a bid to ameliorate the chal-
lenges currently faced by the U.S. military. But despite the
greater specificity provided in the NDS, it remains unclear
in practical terms what integrated deterrence may entail.'
Integrated deterrence also seeks to align the DoD
with allies and partners and better incorporate them
into its planning and activities.!! The NDS calls allies
and partners “the center of gravity for this strategy.”'? If
that is the case and integrated deterrence is the primary
“strategic way” of the strategy to achieve its aims, then
itis deeply important to clarify how the DoD intends to
cooperate with allies and partners to strengthen deter-
rence against the two highest priority threats it faces:
China and Russia.® The late release of the NDS has led to
confusion in various capitals about what Washington is
likely to require of them and how they fit into integrated
deterrence efforts.* Now that the strategy has been
released, the DoD has an opportunity to clarify to allies
and partners what this means for them.

Moving forward, the United
States will need to deter

two major adversaries from
aggression while also keeping
other threats at bay to protect
the U.S. homeland and support
its extended deterrence
commitments to allies and
partners around the globe.

The 2018 NDS emphasized working with allies and
partners to promote burden sharing to free up U.S. atten-
tion and resources to focus on great-power competition.!
But the Trump administration’s efforts to enhance
burden sharing among the United States and its top
allies fell flat, as it unhelpfully emphasized the financial
elements of burden sharing, failed to prioritize allies and
partners in NDS implementation, and did not sufficiently
engage allies and partners in its defense planning and
processes.’ The Biden administration has had several



notable successes, including the trilateral Australia, United

Kingdom, United States (AUKUS) partnership and a new
Quad initiative to enhance maritime domain awareness
in the Indo-Pacific.'” But many obstacles remain to real-
izing both the submarine and advanced capability pillars
of AUKUS," and while the Quad has dipped its toe into
the realm of security cooperation, it has not lived up to its
potential in the security sphere.!” The specter of earlier
ineffective efforts to deepen cooperation with allies and
partners, coupled with the lack of clarity around the inte-
grated deterrence concept, has left many foreign capitals
worried that the 2022 NDS may suffer the same fate as the
preceding strategy.”’

The release of the long-delayed unclassified version
0f 2022 NDS in October 2022, which is the only version
available to most allies and partners, may allay some of
those fears. The strategy is notable in its prioritization
of threats and risk acceptance. More so, it doubles down
on the importance of allied and partner contributions to
global security, particularly in deterring the two high-end
threats of Beijing and Moscow. The strategy notes how it
intends to work with allies and partners in each region in
general terms, although it falls short of explaining specific
ways and means.”! Nevertheless, the explanation of threat
and geographic priorities and risk acceptance is useful
to allies and partners. The 2022 NDS identifies the need
to strengthen interoperability, collective force planning,
information sharing, and capability development as a pre-
requisite to achieve integrated deterrence.”? Most notably,
the strategy acknowledges the institutional barriers
that have stymied deeper cooperation and collaboration
between the United States and its allies and partners to
date. But whether the department will be able to reform

the processes that have acted as a roadblock to deeper inte-

gration remains to be seen.

Now is the most important phase of the strategy process:
the implementation phase for the 2022 NDS. Given the
importance of allies and partners to the strategy and the
concept of integrated deterrence, it is critical that NDS

implementation successfully incorporates allies and partners

into DoD deterrence efforts to move from rhetoric to reality.

To aid DoD’s NDS implementation efforts, the authors
developed a framework to help the department think
about and implement its strategy of integrated deterrence
with allies and partners. This framework is intended for
the DoD and allied and partner defense ministries. While
the NDS aspires to better integrate nonmilitary tools with
military tools, that is beyond the scope of the analysis.
Instead, this analysis focuses on how allies and partners in
the Indo-Pacific and Europe can contribute to effectively
deterring China and Russia.

@CNASDC

The authors do not seek to further define integrated
deterrence nor predict how the department intends to
work with allies and partners to enhance deterrence
beyond the published defense strategy. Rather, this
framework highlights what the ally and partner com-
ponent of integrated deterrence should be to effectively
deter China and Russia. This ideal type of integration
is not necessarily achievable nor desirable with many
allies and partners, but it does offer a way for the United
States and its allies and partners to systematically think
through how they could implement the concept of
integrated deterrence, even if partially. There are three
levels of cooperation between the United States and its
allies and partners in the framework—tactical, institu-
tional, and strategic integration—to provide suggestions
for where and how the DoD should focus its military
collaboration efforts.

This report begins with making the case for why the
United States must work with allies and partners to
manage global threats and alleviate some of the internal
challenges facing the DoD. It then identifies some of
the barriers to deepening cooperation with allies and
partners and realizing integrated deterrence. The report
outlines a framework for military integration with allies
and partners at the tactical, institutional, and strategic
levels, before delving into each of these three types of
cooperation in detail. This includes a discussion of the
barriers to cooperation at each level, providing sug-
gestions for overcoming impediments to cooperation,
and identifying new ways to collaborate. The report
concludes with recommendations for how the DoD can
strengthen tactical, institutional, and strategic coopera-
tion with allies and partners, and actualize the allies and
partners component of the integrated deterrence.

Why Are Allies and
Partners Needed?
I
senior DoD official noted that integrated
A deterrence is a “team sport.”? This reflects an
increasing recognition within the department
that the U.S. military does not have the resources, force
structure, or capabilities needed to meet its global
requirements. America’s mismatch between strategy
and resources has grown as the United States now faces
potential aggression from two advanced adversaries in
the Indo-Pacific and Europe, just as the U.S. military has
gotten smaller and more expensive. The conclusion that
the United States cannot and should not go it alone has
reinforced the need to work with other capable and like-
minded states to deter China and Russia from aggression.
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Part of the reason for
the U.S. focus on allies
and partners is a renewed
emphasis on burden sharing,
whereby ally and partner
militaries contribute more to
their own defense, regional
defense, or collective defense.
In theory, allies and partners
willing to take on greater
security responsibility helps
by freeing American forces
up to focus on the priority
threats and most pressing
military missions rather than
managing regional crises. It
could also reduce some of the
military’s global responsi-
bilities, enabling it to recoup
readiness and make greater
resource investments in mod-

Operating with allies and partners increases the combat power of U.S.-led coalitions. In a
demonstration of friendship and combined dynamic force deployment, the U.S. Air Force flies an
F-22 Raptor, the German Air Force flies a Eurofighter, and the Royal Australian Air Force flies an
RAAF EA-18G Growler over Australia in 2022. (Genevieve Armstrong and Christian Timmig/U.S. Air
Force)

ernization. According to Colin

Kahl, the Undersecretary of Defense for Policy, integrated
deterrence is “not an argument for allies and partners to
do more so we do less.” Instead, the concept is that “we
need to do more and others need to do more alongside

us and...we need to integrate those efforts together.”?

WHO ARE U.S. ALLIES AND PARTNERS?

The United States differentiates among the nations it coop-
erates with by placing them in two primary categories: allies
and partners. Allies refer to the countries with whom the
United States has a formal agreement that affirms America
is willing to defend the country in case of attack. While the
United States has engaged in bilateral treaties with many
allies, such as the United Kingdom, it has also entered into
collective security agreements with multiple nations. NATO
is an example of a collective treaty, where member states—
including the United States—have a shared commitment to
respond collectively to armed attacks.?*

But America also has close security cooperation with
nations with whom it does not have a formal commitment
to its defense and these countries are often referred to as
partners.?> Ukraine—which is not a member of NATO—is

an example of a U.S. partner, as is Taiwan. However, just
because the United States does not have a treaty alliance
does not mean Washington does not provide support to its
partners. As the Ukraine example shows, while the United
States and other NATO members have declined to militarily
intervene after Russia’s invasion of Ukraine, it has provided
financial, material, and intelligence support to Kiev that

has contributed to Ukraine’s ability to respond to Russian
aggression to defend its sovereignty and security.

In other words, integrated deterrence is not trying to
shift U.S. responsibilities, but to deepen coordination
with allies and partners to increase the effectiveness of
individual deterrent efforts while avoiding unnecessary
duplication. The 2022 NDS stresses the role that regional
allies and partners must play in deterring the persistent
threats in lower priority regions. But it also suggests a
new division of labor in Europe where “over time” the
United States “will focus on enhancing denial capability
and key enablers ... while NATO allies seek to bolster
their conventional warfighting capabilities.””’

Second, capable allies and partners provide additional
combat power in coalition operations, thereby strength-
ening deterrence and shifting the balance of power in
their favor. China has a large military that is modernizing
and enhancing its ability to project power, potentially
enabling Beijing to overmatch the United States in
certain East Asian scenarios. But the U.S. military rarely
fights alone; it normally operates as part of a multilateral
coalition that acts as a force multiplier. While a U.S.-led
alliance might remain quantitatively inferior to China,
its qualitative technological superiority and combined
strength could “ensure power projection in a contested
environment” and generate enough mass to win.?®

A key component of military power is materiel.”” It
is the ground vehicles, ships, aircraft, missiles, ammu-
nition, satellites, and networks that connect these
systems. The war in Ukraine has served as a reminder



that large-scale wars consume a massive amount of
equipment and ammunition, and that in protracted
conflicts it is critical to be able to rapidly resupply and
reconstitute forces. In the words of William LaPlante,
the Undersecretary of Defense for Acquisition and
Sustainment, weapons “production is deterrence.”*
After decades in which the emphasis was on efficiency
and just-in-time defense supply chains, the United
States and its allies and partners are ill-prepared for
the return of industrial warfare.’! The United States
habitually underinvests in precision-guided munitions,*
and many allies and partners make the same mistake,
assuming that in an emergency they can draw from U.S.
stockpiles.?* Improved defense industrial base coop-
eration with allies and partners is needed to produce
enough of the weapons that would be needed to prevail
in a war against China or Russia.

Moreover, establishing cooperative capability devel-
opment and coproduction among the United States and
its allies and partners expands their capacity to produce
the weapons needed for deterrence. Additionally, this
bolsters the resiliency of the defense industrial base,
fosters innovation, and creates redundant and secure
supply chains. Therefore, the 2022 NDS stresses the need
for the United States to work with allies and partners
in capability and technology development, and to
expand the innovation ecosystem to aid future coalitions’
interoperability and resiliency.* All of these develop-
ments would result in maintaining a favorable balance of
power to uphold the rules-based
international order.

Significant cooperation with
allies and partners to deter aggres-
sion is also a signal of resolve,
adding additional credibility to
deterrent threats. This is one of
the many reasons why the 2022
NDS is anchored on cooperating
with allies and partners and
emphasizes the need for interop-
erability and combined coalition
capability® Multiple states
demonstrate their combined
resolve to stand up to and resist
any attempts to forcibly change
the international order. The
prospect that a large coalition of
nations will oppose aggression by
indirectly supporting the defender,
directly assisting to defeat the
attack, or imposing costs on the

@CNASDC

aggressor strengthens deterrence. This signal of resolve
is not a one-way street where the United States as the
security guarantor commits to fight in support of allies
and partners, but rather a combined signal of resolve
where multiple parties demonstrate their intent to
work together to defeat illegal attacks on other states.
Enhanced interoperability and multilateral exercises
are tangible demonstrations of credibility, commitment,
and resolve, and are often seen as indicators of a coali-
tion’s commitment to oppose aggression. Additionally,
cooperation with allies and partners can also serve as an
important signal of assurance that Washington would, if
necessary, come to their defense.

But true defense integration is, in many respects,
an aspiration rather than reality. There are multiple
impediments to deepening cooperation and coor-
dination among the United States and its allies and
partners. The 2022 NDS highlights just a few of these,
in particular the institutional barriers to increased
cooperation.’® More so, there are open questions of
whether allies and partners can and will contribute
their share financially, materially, or operationally. In
addition to these, there are also risks that stem from
deepening cooperation: risks of entanglement in
conflicts the United States doesn’t wish to be party to,
the risks of interests and allegiances changing, and the
risks that come from sharing sensitive information that
could hurt American interests and national security
were it to be obtained by its rivals.

In 2022, a U.S. Air Force (USAF) B-2 bomber was escorted by Royal Australian Air Force
(RAAF) F-35A fighters, EA-18 Growlers, and RAAF F/A-18F and USAF F-16 fighters. This
bilateral training exercise demonstrated USAF and RAAF interoperability in high-end combat air
operations. (Hailey Haux/U.S. Air Force)




DEFENSE | DECEMBER 2022
No | in Team: Integrated Deterrence with Allies and Partners

The Current State of Integration
with Allies and Partners
I
efore developing a framework for how allies and
B partners can be incorporated into integrated
deterrence, it is necessary to understand the
current state of U.S. integration, and the barriers that
exist to deepening military cooperation. The United
States has an extensive network of overlapping multilat-
eral, minilateral, and bilateral arrangements and forums

to liaise with allies and partners on a wide range of issues.

Many of these are legacy arrangements that were created
to deal with prior threats like the Soviet Union (in the
case of NATO), or earlier crises, and they are not opti-
mized for the current geopolitical environment.

True integration is often elusive. Existing cooperative
efforts may be robust in some areas—such as enhancing
technical interoperability
of weapons systems—and
lacking in others, like
strategic planning for
likely contingencies in
advance of crises. Due
to the NATO alliance,
European military
integration is broader
and deeper compared
to the hub-and-spokes
system of bilateral and
emerging minilateral partnerships in the Indo-Pacific.
But as NATO has expanded, reaching consensus among
the 30 member states has become difficult, leading to
the creation of many smaller groupings of members and
outside partners.”’ These minilateral groupings—such as
the Framework Nations Concept, Joint Expeditionary
Force, European Intervention Initiative, and Bucharest
9—aim to enable a more agile and responsive approach
to regional threats or specific challenges, which in turn
indicates that NATO has been lacking in this regard.
Moreover, while NATO has weapons standards, LaPlante
has asserted that these do not enable true interchange-
ability, and more progress needs to be made in this area.*

In the Indo-Pacific, the situation is more frag-
mented as the United States has bilateral treaties with
Australia, Japan, the Philippines, Thailand, and South
Korea. However, until recently, efforts to expand these
arrangements have been sluggish.* While the Quad—the
security dialogue between Australia, India, Japan, and
the United States—began in 2007, it languished for more
than a decade, until being reinvigorated in 2017.*' Despite

These connective efforts are
less than the sum of their parts
because they are disjointed
and spotty, and fall well short
of what is needed to enable
combined responses to
aggression, especially from
great power adversaries.

making tangible progress in the past five years, the Quad
has not lived up to its full potential in terms of deepening
security cooperation and coordination, especially in the
face of growing Chinese assertiveness in the region.*
There are, however, other promising developments. In
October 2022, for instance, Japan and Australia signed
a joint declaration on security cooperation, pledging to
“expand and deepen practical cooperation and further
enhance interoperability,” in support of a “free and open
Indo-Pacific.”® Yet efforts to improve relations among
close U.S. allies—especially Japan and South Korea—have
continued to flounder, even as North Korea poses an
increasing shared threat.*
Finally, there is a growing trend of cross-regional
security cooperation with European states, especially
the UK and France, playing a more active role in the
Indo-Pacific. AUKUS and the burgeoning Japanese-UK
security cooperation* are
evidence of London’s “tilt”
toward the Pacific¥, while
France with its extensive
overseas territories is a “fully
fledged Indo-Pacific country”
that seeks to “be a stabilizing
force” and to deepen its rela-
tionship with India, Australia,
and Japan.”® The U.S. National
Security Strategy aims to
strengthen this “connective
tissue ... between our democratic allies and partners in the
Indo-Pacific and Europe.”®

Although they appear extensive, these cooperative
efforts are less than the sum of their parts because they
are disjointed and spotty, and fall well short of what is
needed to enable combined responses to aggression,
especially from great-power adversaries.

Growing threats from China and Russia demand
deeper integration between the United States and its
allies and partners to improve defense strategy, force
development, and operations for effective deterrence.
But significant barriers to enhancing cooperation remain
and cut across multiple areas, ranging from political
alignment to technology sharing. U.S. government
officials are aware of these roadblocks, with one official
noting that, “The more we [the DoD] try to do, the more
difficult it becomes to integrate [with allies and part-
ners].””® While such barriers do not currently prevent
or halt cooperation, they make the level of cooperation
required for effective deterrence against advanced adver-
saries more difficult.



Barriers to Deeper Integration

There are numerous political barriers that hinder greater
integration between the United States and its allies and
partners. Ultimately, a number of these come down to
political sensitivities that impede cooperation and can be
found at several levels.

First, the United States and its allies and partners have
different interpretations of and restrictions on collective
defense. Even NATO, which was founded on the prin-
ciple of collective self-defense, faces questions about
whether its members’ pledge to treat an attack against
one as an attack against all and to use armed force “to
restore and maintain security of the North Atlantic area”
is credible.”! As NATO has expanded, its 30 members
have become more diverse and often have different
threat perceptions and national priorities, raising
concerns that they are less willing to sacrifice for each
other, especially in the face of ambiguous cyber-attacks
or gray zone tactics.”> While U.S. President Joe Biden
has affirmed to defend “each and every inch of NATO
territory,”> and Russia’s 2022 invasion of Ukraine has
strengthened NATO’s cohesion and resolve,* cracks in
this unity may be emerging and could become larger in
the future.”® Additionally, Japan’s constitution limits
Japanese military forces to self-defense operations;
although, this has expanded in recent years to include
collective self-defense.’® This has led Japan to under-
take significant reforms to evolve its security posture
and enable greater security cooperation with the United
States and regional partners.”’” But even with these
reforms, Japan is still limited politically in the amount of
integration it can seek to attain with the United States.>

Political sensitivities also hinder cooperation on a
bilateral and multilateral basis. Even between the United
States and its closest allies, there is a reticence to share
information that would be critical to advance planning
for some of the most pressing contingencies they would
collectively face. This includes sharing of key national
caveats that dictate when and how military forces may
be used. In recent multinational operations, managing
multiple different caveats has significantly complicated
coalition operations.®”” However, military operations
have often been the forcing function to share informa-
tion about caveats and such discussions rarely occur in
peacetime, in advance of a crisis.®® Additionally, some
collective security institutions, such as NATO, involve
many different countries with different priorities and
interests, which makes it difficult to reach agreement and
may constrain their willingness to be forthcoming about
their true positions.

@CNASDC

Political sensitivities among allies and partners also
extend to sharing their perceptions and analysis of
threats. As a result, it has been difficult for the United
States and its allies and partners to develop shared
appreciation for potential threats, with some foreign
government officials suggesting there is a significant
mismatch between Washington and their capitals in
how they view the China challenge.® Additionally,
some countries are reticent to honestly admit their
vulnerabilities and capability gaps, given concerns
that this information could be used against them—
even by other allies and partners. To effectively plan
for high-end conflict, it is necessary to understand
what different states can bring to the table as well
as vulnerabilities that could be exploited by adver-
saries and introduce complications into coalition
military operations.

U.S. export controls such

as ITAR limit the exchange

of technical data, making it
difficult for the United States
to share information necessary
for the codevelopment and
production of systems and
platforms.

Political preferences stemming from differences in
national interests and strategic culture, in turn, trickle
down into government bureaucracies. As one allied
government noted, “our [country and the United
States] bureaucracies have allergies to talking to
other bureaucracies.” An example of this “allergy” is
found in the U.S. DoD which tends to overly classify
information, hindering its ability to share information
about potential threats with some allies and partners.®
While Washington was effectively able to share intel-
ligence in the run-up to Russia’s invasion of Ukraine
in February 2022, this is likely an exception rather
than the norm.** Moreover, this intelligence sharing
occurred during crisis, a time when U.S. leaders
were more willing to take risks, rather than during
peacetime. It is deeply important for many allies and
partners to see the intelligence themselves, as the
memory of U.S. intelligence assessments that Iraq had
weapons of mass destruction that the Bush adminis-
tration used to build a case for the 2003 war still
looms large.®®
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There are also significant technological barriers to
enhancing cooperation. These include a lack of compatible
platforms, systems, and communications.®® For example,
coalition members during NATQ’s Operation Unified
Protector—the air war in Libya—had difficulty integrating
incompatible communications links, creating bottlenecks
in air operations.”” Additionally, U.S. export controls such
as the International Traffic in Arms Regulation (ITAR)
limit the exchange of technical data, making it difficult for
the United States to share information necessary for the
codevelopment and production of systems and platforms.*®
This coupled with other U.S. restrictions—such as the Berry
Amendment, which requires the DoD to give preference
to domestically manufactured goods—have led some allies
and partners to feel as though “buy American” is their only
option for military integration with the United States and
that Washington is in an “arms race” with its allies.®”

Additionally, the United States works with allies and
partners that possess different military capabilities and
are at different stages of military development. There is a
gap between U.S. military capabilities and those of even
some of its more capable military allies and partners. This
technological gap is likely to widen as Washington modern-
izes its military in the coming years. Moreover, the DoD is
embracing the concept of Joint All Domain Command and
Control (JADC2), which seeks to create interconnected
communications and targeting networks that connect
all American forces together.”® If JADC2 takes the form
of a closed architecture, it will be difficult for allies and
partners to be technically integrated. But DoD concerns
over information sharing may be a larger impediment to
including allies and partners in critical networks under the
rubric of JADC2.

While the 2022 NDS proclaims that it “is a call to
action for the defense enterprise to incorporate allies and
partners at every stage of defense planning,” these barriers
stymie the sharing of vital yet sensitive information and in
turn impedes strategic and operational planning with allies
and partners.”' As a result, strategic planning between
the United States and its high-end allies and partners for
potential conflicts with China or Russia are not occurring
at the level of detail or frankness required.”

Barriers to Integrated Deterrence

All of these barriers to deepening cooperation are coming to

a head under the banner of integrated deterrence. But the
concept of integrated deterrence is itself a barrier to imple-
menting the concept, as what it means and what it entails is
not well understood by allies and partners. As one allied official
told the authors, “We have two problems with integrated
deterrence—one is integration, the other is deterrence.””

In addition to differing threat perceptions, some
of America’s closest allies and partners differ on what
deterrence should mean and the military’s role in deter-
rence. For instance, the French predominantly associate
the term with nuclear deterrence.” As such, the term

“integrated deterrence” has a different meaning in France.
Similarly, some allied and partnered officials noted that
while they view deterrence as the means to prevent
conflict, they perceive Washington as conflating deter-
rence with compellence—or getting an adversary to stop
activities it is already undertaking.”® There are concerns
in many capitals that the United States is currently
framing multiple activities—including diplomatic and
economic activities—as deterrence. The perception of an
expanded scope of what deters, as well as the emphasis
on the China challenge, has limited some allies and
partners’ willingness to sign on to certain efforts.” This
is particularly true of nations who are not fully aligned
with the United States on threat perceptions, particularly
with regard to China.

There are also some differences in perception between
the DoD and some U.S. allies in the types of aggression
that need to be deterred. While the 2022 NDS highlights
how various actors are leveraging gray zone tactics to
erode regional and global security, it elevates high-end
deterrence—deterring conventional and nuclear aggres-
sion—as the DoD’s priority.”” Other key allies, however,
may view gray zone tactics as requiring a response.”® As
these “gray zone” tactics often emphasize nonmilitary
tools, there is a need for allies and partners to better
understand where the DoD’s priorities are and how
nonmilitary tools—which largely fall outside of the
department’s purview—contribute to deterrence.”

How the United States intends to integrate allies
and partners into its deterrent efforts is also an area of
concern. At present, America’s allies and partners do
not understand the integrated deterrence concept and
what it would require of them, nor are Washington’s own
expectations clear. There are open questions whether
integrated deterrence is a new term for burden sharing,
whether it requires allies and partners to undertake new
and different activities, and where they may be called
upon to act. While the 2022 NDS seemingly aspires
toward true integration with select allies and partners,
itis unclear whether the DoD will be able to reform
several barriers to cooperation, including information
sharing. But what is clear is that there are currently more
questions than answers about integrated deterrence,
highlighting the need for a more systematic way to think
about cooperation between the United States and allies
and partners to successfully implement this concept.



FIGURE 1: THE IDEAL PYRAMID OF INTEGRATION
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ntegrated deterrence advances an ambitious vision of
I integration across domains, geography, conflict, and

tools.®® The NDS aspires to “strengthen major regional
security architectures with our allies and partners based
on complementary contributions, combined, collaborative
operations, and force planning; increasing intelligence and
information sharing; [and] new operational concepts.”®' This
goal is unlikely to be realized in the near term. Not only is
this due to the barriers previously discussed, but it is also
due to the insufficient guidance provided by the NDS about
which aspects of military coordination the Pentagon should
focus on with allies and partners to strengthen deterrence
against China and Russia. To make integrated deterrence
with allies and partners a reality, the DoD needs a clear
roadmap for how exactly it wants to deepen military collab-
oration with specific allies and partners. Allies and partners
must also understand what the DoD is asking of them so that
they can determine which of the American requests align
with their own goals and interests. The authors developed
a framework to help the United States and its allies and
partners assess their current level of integration, plan how
they can achieve the mutually desired level and type of inte-
gration, and track progress in realizing this objective.

Too often defense integration is conflated with tactical
military interoperability. Although tactical integration of
American and allied and partner forces is critical, there are
deeper forms of integration—at the institutional and stra-
tegic levels—that are necessary to fully realize the benefits
of having American forces operate with allied and partner
forces. Institutional integration involves incorporating
allies and partners into core DoD organizations and deci-
sion-making processes, especially its research, development,
testing, and evaluation processes; acquisition processes;
production processes; and information sharing processes.

The base of the pyramid of integration and the central
level from which other forms of integration should flow is
strategic and policy integration. Strategic and policy integra-
tion is focused on developing a common understanding for
how the allies can together deter aggression or prevail in a
war should deterrence fail. Strategic integration entails the
DoD and allies and partners developing a common under-
standing of threats; identifying which specific scenarios to
focus on; the roles, missions, and responsibilities among
them; and sharing views on risk tolerance and escalation
management. This framework depicts the most holistic
version of integration, which is not possible nor necessarily
desirable with all allies and partners. Each of these levels
depicted on the pyramid of integration in the figure above
will be discussed in more detail.
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Tactical Integration

Tactical interoperability is the most visible form of mul-
tilateral defense integration. Interoperable forces can
effectively perform military tasks together, which can be
achieved by using shared tactics, techniques, and proce-
dures (TTPs), compatible hardware, or having common
weapons and technical components that can communi-
cate and share data with each other.*

Secure communications and data sharing have
become increasingly important to coalition operations
as warfare has become more reliant on information,
leading adversaries to aim to disrupt American military
communications.® As the DoD looks to develop the next
generation of secure tactical datalinks, it is important
to consider how to maintain interoperability with allies
and partners. In the 1970s, for example, the United States
developed Link-16, a datalink to allow fighter aircraft and
airborne warning and control aircraft to share informa-
tion and develop a real-time common operating picture.
While it has enabled tactical communication—partic-
ularly among high-end NATO members—not all allied
and partner aircraft have Link-16 terminals.** This has
led to workarounds such as reverting to verbal commu-
nications over analog radios or ad hoc solutions such as
messaging over commercially available platforms. These
are highly susceptible to interception and jamming, are
not as fast and reliable, and do not enable sharing a
common operating picture.®®

U.S. Marine Corps F-35Bs operate off the HMS Queen Elizabeth aircraft carrier in the South China
Sea in 2021. This type of combined operation is moving toward interchangeability. (Zachary
Bodner/U.S. Indo-Pacific Command)

In the absence of technical solutions, compatible com-
ponents and common TTPs are often enough to enable
basic interoperability. During the 2022 Pitch Black mul-
tinational air combat exercise held in Northern Australia,
Singaporean tanker aircraft provided in-flight refueling to
arange of different fighters, including Australian F-35As,
U.S. Marine Corps F-35Bs, and French Rafales, as well as
Eurofighter Typhoons.® Similarly, the U.S. Space Force
is putting two Enhanced Polar Systems-Recapitalization
payloads on Norwegian satellites to provide secure
communications for American forces operating in
the Arctic region.”” This is the first international space
collaboration of its kind, which reduces costs, delivers a
capability to warfighters more quickly than would other-
wise be possible, and increases the resilience of U.S. and
Norwegian space communications architecture.®

A more demanding degree of interoperability would
be using common equipment that is fully compatible.
This essentially requires different countries to operate
the same weapons system. In 2021, the U.S. Marine
Corps deployed a squadron of F-35B aircraft onto the
British aircraft carrier HMS Queen Elizabeth alongside
a UK Royal Air Force F-35B Wing and sailed through
the Mediterranean and Indo-Pacific. During the deploy-
ment, the U.S. and UK F-35s reportedly shared spare
parts, which is an added benefit of common equipment.®®
This type of logistics cooperation would not have been
possible if the Royal Navy Air Squadron had
consisted of only AV-8 Harrier
aircraft, which was true
until 2010.

The highest level of tactical
interoperability is what current
UK Chief of Defence Staff
Admiral Sir Tony Radakin
has called “interchangeabili-
ty”° Despite being sometimes
produced in different locations
and owned by different nations,
interchangeable forces possess
enough similar technical com-
ponents and capabilities that
they are substitutable for each
other.”! This means not only
commensurate technical capa-
bilities but also nearly equal
performance from any human
operators. Interchangeability
is the holy grail of tactical
integration because it would
dramatically ease the burden of

*




During Maritime Partnership Exercise 2021, the U.S. Navy’s USS Carl Vinson aircraft carrier, the Royal Navy’s HMS Queen Elizabeth aircraft
carrier, the Japanese Maritime Self Defense Force’s JS Kaga helicopter destroyer, and ships from the Royal Australian Navy sail in formation.
(Haydn N. Smith/U.S. Navy)

planning coalition operations, but it is likely only achiev-
able with a very limited number of allies. Currently,
planning for multinational coalition operations is
onerous because of the large number of dissimilar forces
in terms of types of equipment, capability, and levels of
operator proficiency.”? If a coalition’s forces are truly
fungible, planners in theory do not need to worry about
the nationality of ship, aircraft, or brigade. Instead,

they can truly treat all forces as the same—all building
blocks can be assembled in different ways to build a
larger whole. This level of fungibility would enhance the
coalition’s flexibility and ability to mass effects because
commanders could employ the most proximate forces to
the battlefield to improve responsiveness and outmatch
an adversary.

To deepen tactical integration, the DoD undertakes a
wide range of security cooperation activities to provide
allies and partners with American military equipment,
practice multinational operations, and routinely interact
with each other. The United States can sell arms or
military equipment to allies or partners through foreign
military sales (FMS), direct commercial sales (DCS),
and excess defense articles transfers.”? American forces
can also improve interoperability through interna-
tional military education training programs that bring
international officers to American professional military

education programs. Participating in multilateral exer-
cises is another means to deepen tactical integration. For
instance, during Maritime Pacific Exercise 2021, U.S.
Navy, Royal British Navy, Royal Australian Navy, and
Japanese Maritime Self Defense Force ships operated
together in the Indian Ocean. The multinational fleet,
which consisted of Australian frigates, a British carrier
strike group, a Japanese helicopter carrier and destroyers,
and a U.S. carrier strike group practiced advanced tactics
for antisubmarine warfare, offensive and defensive air
operations that included aircraft from one nation landing
on another nation’s ship, and live-fire drills.”*

Additionally, American and allied and partner nations
have enhanced their interoperability through actual
military operations as a part of a coalition. For instance,
during Operation Inherent Resolve, 28 nations contrib-
uted forces to military operations against the Islamic
State of Iraq and Syria (ISIS).” Finally, overseas bases
and acquisition and cross-service agreements (ASCAs)
can help deepen tactical integration with allies and
partners who provide American forces with access to
bases in their territory or provide logistics support to
American forces. Being in a foreign country increases the
opportunity for American forces to engage in oppor-
tunistic security cooperation as a part of their routine
training and operations.”
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Institutional Integration

While tactical integration can occur routinely or during
an ongoing real-world military operation, institutional
integration deepens the DoD’s relationship with an ally or
partner by regularizing the interaction and incorporating
the ally or partner into routine processes. It is therefore a
deeper form of integration than tactical integration.

Institutions are defined as the creation of shared prin-
ciples, norms, and rules that guide interactions.” At the
most formal end, institutional integration may take place
in an international organization, such as NATO. However,
institutional integration does not require the creation
of an independent organization. On the other end of the
spectrum, institutional integration may simply involve
liaison officers or other forms of personnel exchanges,
where a foreign officer is assigned for an extended period
to an American defense organization. For instance, the
deputy commander of the U.S. Army in the Pacificis a
Royal Australian Major General, while the UK has up
to 28 liaison and exchange officers in U.S. Army com-
mands.”® In between the two, there are standing forums
and arrangements like the Five Eyes intelligence-sharing
agreement that was born out of signals intelligence
cooperation during World War II. The Five Eyes Alliance
includes the United States, the UK, Australia, Canada, and
New Zealand, all of whom informally divide the world
into areas of responsibility where each member monitors
communications and shares this intelligence with the
other members.”

Institutional integration tends to occur in a few areas,
including information sharing; research and develop-
ment(R&D); and capability development, acquisition, and
production. To understand how institutional integration
already occurs, it is worth looking at existing means of
information sharing. Five Eyes is the pinnacle of informa-
tion sharing as it is deeper than many other institutional
arrangements. For example, in organizations like NATO
or Interpol, information is only disseminated by excep-
tion (i.e., on a need-to-know basis) or as part of an
exchange between members states. In contrast, by default,
Five Eyes shares all communications intelligence that is
collected with all five members of the alliance, although
there are some exceptions and other forms of intelligence
are not automatically shared.!*®

Information sharing is one of the areas that allies and
partners find significant barriers to deepening integration
due to U.S. classification practices.'”! By default, the DoD
often classifies information as Not Releasable to Foreign
Nationals (NOFORN) or No Foreign, which proscribes its
sharing with other nations.!”> Some very sensitive infor-
mation should be limited to only American officials, but

because the use of the NOFORN caveat is so widespread,
it means that allies and partners—even trusted allies like
the Five Eyes nations—are marginalized and excluded
from many discussions and events. The NOFORN desig-
nation can be revised or exceptions made, but this can be
a lengthy and cumbersome process as many additional
bureaucratic and legal hurdles need to be surmounted
to make the information available to any foreign nations.
Circumscribing the use of the NOFORN caveat to where
it is essential and making more use of authorized release
(such as releasable (REL) to an individual nation or ad
hoc grouping) would significantly improve intelligence
sharing and strengthen military collaboration with allies
and partners.

The DoD has extensive R&D cooperation with many
different countries that is focused on basic science
and technology research. The 2020 DoD International
Science and Technology Engagement strategy identified
cooperation as being needed to maintain U.S. mili-
tary-technological superiority by “stay[ing]| abreast of
emerging” developments in the world, “leverag[ing]
other’s investments and actively seek[ing] research
collaborations.”® An example of existing institutional
integration include the Technical Cooperation Program,
which includes Australia, Canada, New Zealand, the UK,
and the United States, and is focused on collaborating
on research, science, and technology exchanges, often
through government-run laboratories.!**

Because the use of the NOFORN
caveat is so widespread, it
means that allies and partners—
even trusted allies like the Five
Eyes nations—are marginalized
and excluded from many
discussions and events.

Codevelopment and coproduction of military capa-
bilities tend to only occur with some U.S. allies.!%
Coproduction agreements vary significantly in their
shape, but in general they provide the technical data
and knowledge on how to manufacture or assemble a
piece of military equipment to an allied nation.!® At a
minimum, coproduction entails assembly of part or all of
a piece of military hardware, and it could include manu-
facturing major components of a weapons system in an
allied nation. For instance, in the past, the Sidewinder and
Stinger missile programs were coproduced in Europe and
the United States.'” Currently, a number of states aspire



to enter into codevelopment or coproduction agreements.
For example, Poland is seeking to purchase High Mobility
Artillery Rocket Systems (HIMARS) and to have some of

the launchers or their components produced in Poland.!*®

Codevelopment, which involves codesigning a new
capability and the research development testing and evalu-
ation of this system, is the “most difficult and intense form
of cooperation.”'* Nevertheless, because codevelopment
shares the cost across multiple partners, it offers the only
way that some states can afford expensive weapons systems.
An example of past codevelopment is the Fighter Support-
Experimental collaboration between the United States and
Japan in the 1980s. This program sought to develop a new
Japanese fighter jet based on the F-16 and resulted in the F-2
support fighter, but this was a difficult partnership that did
not realize many of the DoD’s goals."°

More recently, the AUKUS partnership of 2021 includes
the coproduction and codevelopment of capabilities. AUKUS
aims to provide Australia with a conventionally armed
nuclear-powered submarine (SSN) and to deepen technical
cooperation on advanced capabilities among the three allies.
Australia is only the second nation after the UK that the
United States will share nuclear propulsion technology with,
but AUKUS goes beyond submarines and is aspiring to signifi-
cantly deepen cooperation on advanced military capabilities,
including hypersonics, counterhypersonics, and electronic
warfare."? Taking this even further, Undersecretary LaPlante
recently argued that the United States needs “multicountry
procurements” with multiple redundant production lines for
the same item in different countries.!*

The National Technology and Industrial Base (NTIB)
is an example of institutional integration that spans R&D,
production, and maintenance of defense or dual-use tech-
nologies. The NTIB includes the United States, Canada, the
UK, and Australia and is intended to help maintain American
military-technological superiority, to develop reliable supply
chains and sources of critical materials, and a resilient
defense industrial base that can support operations during
an emergency or war.* NTIB has been severely hindered
by the U.S. export control system and in particular the
ITAR." The United States has an extensive system of export
controls that apply to adversaries and allies alike to maintain
American technological dominance and protect state-spon-
sored technologies."

ITAR’s broad conceptualization of “defense services” and
required licensing requirements seriously inhibit cooper-
ation even with close allies and stifle innovation.!” NTIB
members are better off than non-member states as they
are nearly guaranteed to be granted an ITAR license within
six to nine months, but this is still a considerable delay that
can have serious implications for industry and production
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timelines.""® Canada is the only state that has an ITAR
licensing requirement exemption for select defense items,
while other NTIB members lack ITAR exemptions and
thus spend considerable amounts of time, money, and
effort to comply with the American regulations."

Another type of institutional integration that enhances
tactical interoperability are agreements that establish
common standards for military systems. These fall well
below codevelopment or even coproduction but are
useful for ensuring that military equipment is technically
compatible, thereby enabling tactical integration. NATO
has interoperability standards and profiles for NATO
common-funded programs. Member states can also sign
NATO standardization agreements in which they agree to
partially or entirely adopt a standard.’® Additionally, the
American, British, Canadian, Australian, New Zealand
(ABCANZ) Armies Program creates standards for land
forces. Based on lessons learned from operations in
Afghanistan, for example, ABCANZ issued a new standard
for tactical-level command and control.’! The inter-
national community’s efforts to support and resupply
Ukraine have emphasized the importance of standards
and interchangeable equipment. Senior American defense
officials have noted that existing standards are inadequate
and new multilateral agreements to develop standards are
needed to avoid problems in the future.'??

Strategic integration consists
of a common understanding

of threats and prioritization
among them and a coordinated
division of labor for responding
to these challenges. But
strategic integration is elusive
and the most difficult type of
integration to realize due to
differing national interests.

Technical standards are “guidelines to ensure that
materials, products, processes, representations and
services are fit for their intended purpose,” and are
particularly important for military communications,
computers, networks, and data systems.’?* STANAG 4607,
for example, is a standardized NATO format that is used
for ground radar imagery. This standard was created
to ensure that NATO and member states’ intelligence
surveillance and reconnaissance platforms could share
their radar pictures, analyze the information collected
from different sources, and transfer it to an operator who

14
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could then use it to strike moving targets, such as trucks
and vehicles. Initially, a U.S.-led effort to create the
standard was transferred to NATO, which promulgated
the first version in 2005, and has since updated it twice.!?
Common data architectures and open network standards
that are flexible enough to accommodate new technolog-
ical developments will be particularly important if the
United States wants to incorporate its allies and partners
into future operating concepts, such as JADC2.1°

Strategic Integration

Strategic-level cooperation is the pinnacle of integration
and important to help align integration across all levels
with the countries’ overarching objectives and policies.
Strategic integration consists of a common under-
standing of threats and prioritization among them and

a coordinated division of labor for responding to these
challenges. But strategic integration is the most difficult
type of integration to realize due to differing national
interests. Divergent national interests often lead to dif-
ferent and perhaps even conflicting strategic and policy
priorities, which have long been a significant barrier

to deepening integration with allies and partners.*
Countries’ perceptions of threats also often vary and may
hinder integration, in addition to a desire to not be overly
reliant on another nation, national pride, domestic public
opinion, and domestic economic considerations.’”

Strategic integration is particularly difficult to achieve
in peacetime. It often takes a crisis or a war to overcome
the strong factors that typically lead to a prioritization of
national goals over combined ones, as it presents an urgent
shared threat that supersedes other priorities and overcomes
obstacles, at least temporarily. For instance, the Eisenhower
administration was able to overcome persistent congres-
sional opposition to nuclear sharing with the UK after the
Soviet Union had launched the Sputnik satellite, raising fears
that the West was falling behind in the arms race.”?® Only
in this period of heightened tensions was U.S. President
Eisenhower able to repeal the McMahon Act that made it
illegal for any Americans to share nuclear weapons design or
production to foreigners. Yet the unprecedented 1958 Anglo-
American nuclear agreement was predicated on strategic
agreement, in particular a shared focus on the Soviet threat
to Western Europe and a commitment to the strategy of
massive retaliation to deter Soviet aggression.'?’

To deepen strategic cooperation, the United States and
its allies and partners need to agree on the priority threats
and an appropriate combined response to these challenges.
This level of strategic alignment is likely only possible with
a small number of states. More often, the United States and
its allies and partners will need to understand each other’s
prioritized challenges and then, depending on the degree of
commonality, craft a coordinated response that fits within
the parameters of both parties’ preferences.

U.S. and Japanese military planners participate in an integrated air and missile defense wargame in 2014. Wargaming can help deepen
strategic integration between the United States and its allies and partners. (Nathan Allen/U.S. Air Force)




The first issue is: which threats, in what order, and
what regions? For instance, the United States has spec-
ified China as its foremost long-term challenge, then
Russia as the immediate threat, and finally other per-
sistent challenges. Some European allies and partners
might reverse the order between the two great powers,
which could lead to a natural division of labor, with the
United States focused more on the Indo-Pacific while its
European allies and partners take the lead on deterring
Russia. Yet the United States is also seeking to have its
European allies play an increasing role in securing the
Indo-Pacific. All parties face resource constraints and
likely do not have the means to do everything, so it is
important to determine each states’ level of concern
about both threats and the comparative advantages that
each individual nation can bring to the table to develop a
strong coordinated response that is realistic.

If both parties agree on the priority threat—in this
instance, China—they then need to discuss when,
where, and how they expect this threat to manifest.

In other words, strategic integration requires the dis-
cussion and prioritization of specific scenarios and the
development of a theory of victory and how to fight in these
contexts, while protecting each partner’s core national
interests. Specifying the scenario is critically important

to ensure that allies and partners are discussing the same
context.*® For instance, all might agree that China is the
adversary that they are most worried about, but Japan
might be focused on conflicts in the East China Sea, Taiwan
on a Chinese blockade of the island, the United States on

an invasion of Taiwan, and Australia on the South Pacific.
Geography has a significant impact on the types of capabil-
ities that would be most useful and where they need to be
located. Similarly, it is important that allies and partners
consider the same timeframe. If some are preparing for a
near-term conflict, while another is developing plans for a
possible war 10 or 15 years in the future, it is likely to lead to
confusion and different conclusions.

Finally, the scenario needs to specify the type of threat
and the adversary’s likely strategy. Some NATO members
may be focused on how Russia could employ gray zone
tactics, such as little green men, disinformation, and
subversion to seize some NATO territory, while others
may be focused on a conventional Russian attack to
rapidly overrun the Baltic capitals or to create a land
bridge to Kaliningrad. Likewise in the Indo-Pacific, some
nations might emphasize the day-to-day competition
and the more likely forms of limited aggression, which
involve gray zone coercion rather than a large-scale
invasion. Scenarios need to identify the level of conflict
and the United States and its allies and partners need

@CNASDC

to determine which part of the spectrum of conflict
their planning is centered around. Establishing a small,
prioritized list of scenarios for discussion and combined
planning is critical for deepening strategic integration.

By focusing on a specific scenario, the allies can
discuss their theories of deterrence, escalation manage-
ment, and warfighting, and consider the roles, missions,
and responsibilities that they would contemplate
undertaking. Ideally, they would develop a sense of what
capabilities each partner might contribute, and where
there are gaps and unmet requirements. On issues where
agreement cannot be reached, it is still important to have
an honest strategic dialogue about military operations
so that each side can make accurate assumptions about
the others’ plans and develop workarounds where the
parties are not aligned. This type of strategic planning
and integration should motivate and shape R&D and
acquisition priorities, doctrine, and tactics.

In recent conflicts, coalitions rarely resolved these
issues or only learned about different members’ pref-
erences, capabilities, and national caveats after the
operation had begun. Disagreement was a nuisance that
hindered tactical integration, but since these coalitions
typically overmatched their adversaries, these issues
did not determine the outcome of the conflict.’* For
example, during Operation Allied Force, the 1999 air war
in defense of Kosovo, NATO allies disagreed on the inten-
sity and pace of operations and the use of ground forces.'*?
While these strategic disagreements may have prolonged
the conflict, a more intense air campaign or the threat
of a ground invasion could have prompted Milosevic to
capitulate sooner; NATO eventually won.'** Against a
more capable adversary, lengthy deliberations about the
appropriate strategy and concept of operations would
likely have a deleterious impact on battlefield outcomes
and could even lead to losing the war.

In the event of a war with China, an opposing coalition
is not likely to have the time to agree on a strategy and
concept of operations before it is defeated. In World
War II, the Allies waited until after Japan attacked to
tackle these core issues and to establish multilateral
planning bodies. The American-British Combined Joint
Chiefs of Staff planned the war across theaters and
ultimately developed the Germany first strategy,'** while
the subsidiary American-British-Dutch-Australian
(ABDA) Command only existed for a few weeks, during
which time it presided over a string of losses to the
Japanese.®® ABDA may have simply been overmatched
by the Japanese and doomed to fail, but poor coordina-
tion and planning ensured that it lost in a spectacularly
rapid fashion. In part, the ABDA Command was an abject
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failure because it was an Anglo-American strategy that
was developed at the Arcadia Conference in December
1941 without consulting with the Dutch or Australians.'*
But ABDA’s fate was sealed because of its incoherent
strategy stemming from the differing political goals
among the allies, and divergent perspectives on which
locations the allies should prioritize defending.’*” The
ABDA allies were never able to align national objectives
with coalition objectives before the fighting started,
resulting in national restrictions placed on the ABDA
military commander, limiting his ability to respond effec-
tively to Japanese attacks.

In addition to enabling effective and rapid combined
wartime operations, multilateral planning in peacetime
would be a strong signal of the countries’ intent to oppose
aggression, while improving their collective capability
to do so. In other words, integrated planning with allies
and partners will strengthen deterrence and reduce
the likelihood that a war begins in the first place. There
have been some recent gains in this area. Japan and the
United States have drawn up military plans for a Taiwan
crisis that include U.S. Marines deploying in a distributed
fashion across the Nansei Islands with Japanese armed
forces providing essential logistics, such as fuel and
ammunition.”® Reportedly, the United States is also dis-
cussing possible responses to a Chinese attack on Taiwan
with Australia.'*® The American-Australian strategic
planning is covering a range of possible contingencies or
scenarios, including “other aspects of coercion that do not
quite reach the level of a military invasion.”'°

FIGURE 2: INTEGRATED DETERRENCE FRAMEWORK
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to protect domestic defense industries. There are indi-
cations, however, that the urgency of the threats posed

by China and Russia and the scale and scope of necessary
responses are helping to alleviate some of these concerns
and creating an opportunity for substantive collaboration.
Deepening strategic integration, therefore, is an essential
building block of achieving integrated deterrence.

Applying the Framework
The framework laid out in the previous pages and
summarized in Figure 2, is an ideal type and, in some
respects, aspirational. In reality, integration can occur
on a spectrum from low to high and integration across
all three levels is not necessary nor even possible in
many circumstances. Tactical integration often occurs
without strategic integration, or with minimal strategic
integration. For instance, in August 2022, the State
Department approved Brazil’s request to purchase 222
Javelin anti-tank missiles and supporting equipment for
$74 million. This sale will deepen U.S.-Brazilian tactical
integration and was justified as improving the security
of an important regional partner.'" Nonetheless, it is
unclear that there is any significant strategic integra-
tion between Washington and Brasilia. The same sort
of vague rationale is provided for the sale of 36 F-151D
aircraft and supporting parts to Indonesia for $13.9
billion in February 2022.'%

Oftentimes, the United States approaches the issue
of security cooperation with allies and partners with
a focus on enhancing tactical interoperability without
linking it to areas of strategic alignment. This may in part
be because the United States frequently uses security
cooperation to achieve the amorphous goal of expanded
influence or a tactical goal, such as base access, that is
divorced from the ally or partner’s military capabilities.

A better approach would be for the United States to
outline major threats, scenarios, and key operational
challenges, and what it would ideally like an ally or
partner to do in these situations.'* Then DoD officials
should consider whether the threat is likely, whether
the ally or partner nation is truly capable of doing what
they promised, and whether Washington is willing to
trust that this partner will follow through. In turn, ally
and partner nations use a threat-driven approach to
determine what they would like from the United States
in such a situation and what level of trust they have
that the United States will follow through on a security
commitment. Even if the United States cannot have open
dialogue with the ally or partner to develop a nuanced
understanding of their perceptions of threats and sce-
narios, it should be able to glean the broad contours of
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their views and be able to use this to inform its approach
to enhancing tactical integration.

The United States will likely be able to achieve deep
integration across the strategic, institutional, and
tactical levels with only a select few allies and partners.
If applied appropriately, the United States and its ally or
partner begin at the strategic level and use frank dis-
cussions about priorities to tentatively agree to take on
certain roles, responsibilities, and missions for different
threats and different scenarios. Then enhanced strategic
integration will facilitate institutional integration, which
enables improved tactical integration.

A potential example of deep integration is AUKUS.
Currently, AUKUS is an effort focused predominantly on
enhancing institutional integration to further improve
interoperability with two close American allies. There
is general strategic alignment insomuch as the three
parties agree to a free and open Indo-Pacific. More
implicitly, it is acknowledged that this partnership is
aresponse to China’s increasingly assertive behavior.
Yet at the current moment, the effort lacks sufficient
strategic integration to justify the required institu-
tional integration, which would help overcome the
obstacles that AUKUS faces. If the three parties were
to discuss threats and scenarios and consider the roles
and missions that they would be comfortable with
undertaking, they could better explain why certain tech-
nologies or capabilities were needed.

Fixing this gap in mutual
understanding could have a
greater effect on U.S., allied,
and partner security than large
increases in defense budgets.

For instance, if China invades Taiwan, Australia
may not plan on directly participating in the defense
of the island, but instead support the U.S.-led effort
by controlling chokepoints along critical sea lines
of communication in the South Pacific. The mission
of chokepoint control would help explain the desire
for SSNs.'* From the United States’ perspective, this
is desirable because it frees up the U.S. Navy to focus
on defeating the invasion. Moreover, if Australia
develops the bases and infrastructure to support SSN
operations, U.S. attack submarines may be able to use
Australian ports as a safe place to resupply and rearm.
Alternatively, Australian SSNs might be tasked with
patrolling the Indian Ocean and attacking any Chinese
ships that they encounter to establish sea control over
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this vast body of water.'*® At present, such justifications
for the most high-profile element of AUKUS are lacking
from all three capitals.

Similarly, deepening strategic understanding about
the priority threats and roles and responsibilities would
help justify why the Pillar 2 elements of AUKUS laid out
in the text box below have focused on the selected eight
advanced capabilities. Some of these—like quantum,
artificial intelligence (AI), and autonomy—may simply
be so important and potentially revolutionary that the

AUKUS

allies cannot afford to lose the military technical edge
in these areas. But an understanding of how hypersonic
weapons or unmanned autonomous vehicles might

be used would help determine the combined require-
ments for these systems. Being able to explain how the
AUKUS nations would operate together in different
circumstances could sufficiently convince skeptical
domestic audiences of the merits of these efforts and
help overcome bureaucratic resistance to greater infor-
mation and technology sharing.

In September 2021, Australia, the United Kingdom, and

the United States (AUKUS) created an “enhanced trilateral
security partnership” to deepen security, defense, industrial,
and technological cooperation in the Indo-Pacific region.'’

Stated Objectives

= Maintain “a free and open Indo-Pacific, and more broadly
to an international system that respects human rights, the
rule of law, and the peaceful resolution of disputes free
from coercion.”“®

= President Biden stated that AUKUS will “enhance our
shared ability to take on the threats of the 21st century.”™°®

m Ensure that all partners have the most modern capabilities
to defend against threats.™°

Implicit Objectives

® Balance against China’s growing military power
and assertiveness.”

Pillar 1: Jointly Developed Nuclear-Powered Submarines
for Australia
Key Developments

» Exchange of Naval Nuclear Propulsion Information
Agreement, which entered into force on February 8, 2022

= New submarine base on Eastern Australia, which was
announced March 7, 2022

Pillar 2: Advanced Capabilities

m Undersea robotics autonomous system project

= Quantum, initially focused on precision, navigation, and
timing (PNT) trial experiment

= Al and autonomy

» Advanced cyber

» Hypersonic and counter hypersonic (added April 2022)
m Electronic warfare (added April 2022)

= |nnovation (added April 2022)

= |nformation sharing (added April 2022)



Recommendations
I
he “center of gravity” of the 2022 NDS—inte-
T grating with allies and partners—is at risk of being
dead on arrival because allies and partners need to
be on board with the concept. The delayed release of the
unclassified strategy limited the time available for allies
and partners to ponder the NDS, consider their role in
it, develop their nation’s response, and get their bureau-
cracies aligned to support and implement the integrated
deterrence concept. As such, the DoD has a long way
to go in realizing integrated deterrence with allies and
partners. With only two years left in the administration,
time is not on the department’s side and it must take
immediate steps to actualize integrated deterrence.

To deepen strategic integration, the U.S. Department
of Defense should:

Use this framework to develop a roadmap for bilateral
integration, starting with an assessment of strategic
alignment—especially prioritization of threats—and
develop plans for further integration that conform with
overlapping U.S. and ally and partner priorities.

Obviously, the United States will not achieve the same
level of integration with all allies and partners, even the
most capable ones. Holistic deep-scale integration may
not be desired by an ally or partner or even remotely
feasible given their policies and preferences. Other

allies and partners may not be capable of integrating

at all levels, given the current state of their defense
industrial base and their military capabilities. An inte-
gration framework—specifically the one advanced in this
report—can be used to find ways of deepening integra-
tion with allies and partners that flows from shared
strategic priorities. This framework can also be used to
think about the current level of integration with various
allies and partners and the desired level of integration
that is achievable. By considering the different levels
and associated activities, both parties can systematically
think through what they are currently doing, where they
ideally want to be, and how to close the gap between the
two by deepening tactical interoperability and perhaps
institutional integration.

@CNASDC

Specify what the United States is asking of democratic
European and Indo-Pacific allies and partners, including
a division of labor.

Integrated deterrence is an ambitious concept that could
be read as asking more of allies or partners than they can
reasonably support. Allies and partners are supposed

to enhance tactical interoperability across all domains,
while taking actions to strengthen deterrence across

the spectrum of conflict. Additionally, the United States
seems to be asking democratic European and Indo-
Pacific allies and partners to counter China and Russia
in both priority regions. To ensure the allied and partner
line of effort within the NDS gets implemented, the DoD
should articulate a proposed division of labor with each
key ally and partner and then revise the concept based
on dialogue and discussion until a common under-
standing is reached. This requires the DoD to identify
what it is asking allies and partners in practical terms.
Does integrated deterrence mean dividing and con-
quering and asking allies and partners to focus on their
own security needs, or to support activities globally to
uphold the liberal international order? Or does it mean
some allies and partners focus on gray zone threats and
day-to-day competition, while the United States deepens
tactical integration with select allies and partners so
that they can operate as a part of a seamless high-end
coalition that can meet the China and Russia challenges
and strengthen deterrence? These are fundamental
questions that need to be answered to make the concept
meaningful. This integration framework provides an
opportunity for the department to specify what it is
seeking from each ally or partner and how it can be
implemented through tangible tactical and institutional
outcomes.

Deepen strategic and operational planning with high-end
allies and partners to improve multilateral responsiveness
to Chinese and Russian aggression.

Additional strategic integration and discussions would
facilitate a rapid response should Chinese or Russian
aggression appear imminent. Moreover, developing a
shared understanding of each country’s capabilities,
preferences, caveats, sensitivities, and interests is a
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tangible way of strengthening deterrence in the near term
by demonstrating both the willingness and improved
capability to operate as a part of an integrated coalition
opposing aggression. Bilateral and multilateral engage-
ments will be necessary to begin these discussions, but a
new way of engaging with allies and partners—one predi-
cated on honesty and sharing—is required to truly enhance
strategic integration. For allies and partners reticent to
share information, wargaming and tabletop exercises may
provide an opportunity to discuss some sensitivities within
the confines of a fictional scenario.

To deepen institutional integration with allies and
partners, the U.S. Department of Defense should:

Improve information sharing with allies and partners
to enhance integration and to incentivize this behavior
throughout its bureaucracy.

At the institutional level, one of the most significant obsta-
cles to improved cooperation is the limits that the common
U.S. classification practices place on information sharing.
The DoD should adopt practices to move toward a culture
that supports information sharing with key allies, and away
from the current culture that often encourages over-clas-
sifying information and restricting its sharing with

foreign governments. One option to do so is by making the
NOFORN caveat require additional approval. This places
the onus on a more senior person to assess whether the
information really needs to be restricted only to Americans
or whether it could be shared with some close allies and
partners. Doing so would shift NOFORN from the default
to the exception—at least for materials to be shared with
highly capable allies and partners, or advanced groupings
such as AUKUS. In addition, leadership in offices that
require information sharing with allies to be effective
should encourage the special security officers for that
office to provide more detailed, proactive guidance to staff
about information that is appropriate to share and should
be shared.

Extend ITAR exemptions to all NTIB members to promote
integration and resiliency.

ITAR licensing requirements significantly impede the
realization of NTIB and other institutional technology
development and industrial base integration efforts. They
potentially could subvert the realization of AUKUS. The
exemption granted to Canada should be granted to other
NTIB members, the UK, and Australia, and expanded

beyond the items currently identified in Canada’s exemption.

Pursue codevelopment and coproduction of key
capabilities to strengthen the combined defense
industrial base capacity and improve resiliency.

Today, the combined defense industrial base of the
United States and allies and partners is fragile and
incapable of meeting the expected demands of a
great-power war. Multilateral production and stock-
piling of key weapons not only enhance deterrence

by buttressing combined capabilities, but it also
strengthens the defense industrial base by making it
more adaptable, capable of weathering disruptions, and
surging if needed. The DoD should consider expanding
codevelopment and coproduction of capabilities where
appropriate as a way of not only increasing the capacity
of the defense industry but also creating redundancy

in the industrial base and supply chains to reduce their
vulnerability to disruption. Moreover, it often makes
sense operationally for some capabilities, especially
high-quantity items like missiles and munitions to be
produced and stored closer to the likely operational
areas in allied or partner countries.

Consider how to create a network and data architecture
for JADC?2 that can include allies and partners.

As the DoD develops a network to connect all of its
forces and rapidly pass information to allow a higher
level of coordination as a part of JADC2, it should take
into consideration what kind of standards might allow
for the incorporation of allies and partners. It should
err toward open standards that can be modified and
adapted as the situation changes if it hopes to incorpo-
rate any allies or partners in future operations.

To deepen tactical integration with allies and
partners, the U.S. Department of Defense should:

Work with Congress, the National Security Council
(NSC), and the State Department to reform the arms
sales process to accelerate the provision of weapons that
could be used to deter China or Russia either through
direct commercial sales or foreign military sales to allies
and partners.

American arms sales processes have evolved into a
sclerotic system that lacks urgency and aim to protect
an American technological advantage that has eroded.
These controls do little to help the United States to
regain its edge, but they continue to hinder the nation’s
ability to improve the capability of its allies and



partners through arms sales, which also benefit domestic
industry. The DoD is not the only stakeholder in this
process and must work with the NSC, State Department,
and Congress to enact reforms. The U.S. government
should launch an interagency initiative led by the NSC to
reform arms sales to expedite the provision of weapons
to allies and partners that could be used to deter China
or Russia. This interagency initiative should regularly
engage with the relevant congressional committees and
leadership to find ways to accelerate the current FMS
and DCS processes.

Adopt a multilateral exercise schedule that demonstrates
interoperability and strengthens ally and partner
capabilities in a high-end conflict.

The DoD and allies and partners should focus on
undertaking multilateral exercises that deepen interop-
erability, and demonstrate capabilities relevant to a
high-end conflict, specifically the enhanced capability
and improved resolve to stand up to Chinese and Russian
aggression. Although at some level practicing all types

of military operations can facilitate interoperability

for warfighting, to clearly strengthen deterrence, the
DoD should undertake more multilateral exercises that
practice large-scale combined warfighting operations.

Conclusion
——

his framework aims to provide the DoD with a

roadmap for how it can deepen military inte-

gration with allies and partners to actualize its
integrated deterrence concept and successfully imple-
ment the 2022 NDS. It also provides allies and partners
with a way to conceptualize integrated deterrence in
practical terms, enabling them to think about how to
align their goals and interests with these collective
security aspirations. While there are already steps being
taken to enhance tactical, institutional, and strategic
integration with select allies and partners, more needs
to be done to shift integrated deterrence from rhetoric
to reality. This requires removing some of the existing
barriers to deeper multilateral cooperation and coordi-
nation and trying to deepen integration across all levels
with the most trusted and capable allies and partners.

Integrated deterrence requires cooperation at all three

levels highlighted in this report. But the one area most
pivotal to the integrated deterrence concept is where
deeper collaboration is most sorely and urgently needed.

@CNASDC

Strategic integration is the most difficult form of military
cooperation, but it is arguably the most important. It has
been pushed aside for years in favor of tactical coopera-
tion—a more accessible type of integration that produces
tangible results. The result has been ad hoc and unlinked
legacy security cooperation activities that are not tied to
a broader strategic objective.

Strategic integration should serve as the backbone of
integrated deterrence and military cooperation. Choices
about institutional and tactical integration should flow
from decisions made at this level, and strategic planning
can help align integration with allies and partners’
interests and objectives. Without taking steps to develop
a shared strategic vision, it will be difficult to overcome
the barriers to deeper institutional and tactical integra-
tion. Strategic integration has been the missing link in
collective deterrence efforts as, without it, it is difficult
to craft a coherent narrative for why the United States
and its allies and partners are making certain choices
about capabilities, posture, and force structure deci-
sions. Strategic planning serves as a useful step to create
purposeful choices and activities, and provide a narrative
for individual nations to make the case for resources to
skeptical audiences and stakeholders within their polit-
ical systems.

America and its allies and partners cannot wait until
crisis or conflict to force greater strategic integration.
For integrated deterrence to work, Washington and
its allies and partners must emphasize and prioritize
peacetime planning. Given the advanced threats facing
the United States and its allies and partners, waiting
until a crisis emerges may be too late as the speed of
future conflict means coalitions will lack the time to
figure out mechanisms for cooperation or overcome
strategic disagreements.

The time to work on strategic integration is now. Doing
so will produce gains in collective security—both now
and in the future. Deepening institutional and tactical
integration does not happen overnight as acquisition,
R&D, and coproduction all have long lead times, pushing
Washington to make decisions about these now to
have the capabilities required to deter and, if needed,
defeat future threats from China and Russia. But in the
meantime, all these activities—peacetime strategic and
operational planning, demonstrating existing tactical
interoperability, and making smart collective choices
about future capabilities—provide signals of credibility
and resolve that enhance deterrence and keep China and
Russia from aggression while these efforts bear fruit.
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